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L&i gi¢i thiéu

Xay dung long tin trong mai trwdng giao dich dién ti trwc tuyén 1a yéu tb then chét dbi véi sw phat trién
bén virng cla kinh té sb va xa hdi sé. Viéc thiéu long tin, dac biét xuat phat tir nhirng lo ngai vé bao mat
théng tin, day 1a mét trong nhirng rao can Ién khién co quan, td chirc va ngwdi dan con e dé khi thuc

hién cac giao dich dién ti trén moi trydng mang.

Céc tb6 chirc cung cép dich vu tin cdy, dac biét 1a té chirc cung cép dich vu cap dau thoi gian (Time-
Stamping Authority - TSA), dong vai trd bao dam dd tin cay vé thdi gian trong giao dich dién t& théng
qua viéc phat hanh dau thoi gian dién ttr, gilp chirng minh s tdn tai cla théng diép di¥ liéu tai mét thoi

diém xac dinh.

Tiéu chudn nay quy dinh céu hinh cho giao thirc cdp diu thoi gian (time-stamping protocol) va ma
théng bao cép déu thoi gian (time-stamp token), nhdm bdo dam kha nang twong thich, tinh théng nhét

va do tin cay trong qua trinh yéu cau, phan hdi, xac minh, phat hanh va truyén nhan dau thoi gian dién t.

Tiéu chuén xac dinh cac yéu cau ky thuat tdi thifu ma may khach cap dau thoi gian va may chi cap
d4u thoi gian phai tuan tha, bao gdm dinh dang ban tin yéu ciu, dinh dang ban tin phan hdi, cac truéong
di¥ liéu bat budc hoac khuyén nghi, thuat toan mat ma, chirng thw chiv ky sé dau thdi gian va giao thirc
truyén tai dwoc ap dung.

Viéc ap dung tiéu chuan nay gép phan hoan thién hé théng tiéu chuan ky thuat ap dung ddi véi linh vc
chi ky s6, dich vu tin cay, phuc vu céng tac quan ly nha nwéc thédng nhat, minh bach, tiém can théng lé

quéc té, ddng thei phu hop véi thuc té trién khai tai Viét Nam.
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TIEUCHUANQUOC GIA TCVN xxx:2026

Giao dich dién tir - Giao thirc cap dau thi gian cho dich vu tin cay
Electronic transactions - Trust Services - Time-Stamping Protocol (TSP)
1. Pham vi ap dung

Tiéu chuan nay quy dinh ciu hinh cho giao thirc cp dau thoi gian (time-stamping protocol) va ma

théng bao cép déu thoi gian (time-stamp token).

Tiéu chuan nay quy dinh nhirtng gi ma mdt may khach cip dau théi gian (time-stamping client) can hé

tro va nhivng gi ma mét may chi cap dau thoi gian (time-stamping server) can hé tro.

Céc yéu cau trong tiéu chuan nay tap trung vao cac yéu cau ky thuat dbi véi may khach va may ch
cap déu thoi gian, ho so chirng thw chi ky sb ctia TSA, giao thirc truyén tai, ma dinh danh déi twong,
cac thuat toan mat ma va cac yéu cau bd sung dbi véi dau thdi gian dién tlr, nham bdo dam dich vu
cap dau thdi gian dwoc cung cdp moét cach bao mat, tin cay, 6n dinh va phu hop véi cac quy dinh hién
hanh.

Tiéu chuan ap dung déi véi:

- T6 chirc cung cép dich vu cép d4u thoi gian.

- Co quan, té chirc, ca nhan lwa chon s dung thuat toan khoéa khéng dbi xirng dé thiét 1ap hé théng
cap dau thoi gian.

Tiéu chuén nay khéng quy dinh phwong phap danh gia sw phu hop, khéng quy dinh yéu cau déi voi to
chirc danh gia sy phu hop hodc td chirc danh gia déc lap, cling nhw khéng quy dinh chi tiét vé hd so,
bang chirng hodc théng tin can cung cap phuc vu hoat déng danh gia. Cac nédi dung nay dwoc quy dinh
trong cdc tiéu chuan, quy chuan ho&c van ban phap luat cé lién quan.

2. Tai lidu vién dan

Céc tai liéu vién dan sau 1a can thiét cho viéc ap dung tiéu chuan nay. Déi véi cac tai liéu vién dan ghi
nam cong bd thi ap dung ban dwoc néu. Déi véi cac tai liéu vién dan khdng ghi nam cong b thi ap
dung phién ban méi nhét, bao gém ca céac stra ddi (néu co).

TCVN 14617:2026, Céng nghé théng tin - Dich vu tin cdy - Yéu céu déi véi chir ky s va chimng thw chiv
ky s6;

TCVN XXX:2026, Giao dich dién ti - Yéu céu chung vé van hanh va kiém soét dbi véi té chirc cung
cép dich vu cap dau thoi gian;

ETSI EN 319 421 Electronic Signatures and Infrastructures (ESI); Policy and Security Requirements for

Trust Service Providers issuing Time-Stamps (Chi ky dién ti va co sé ha tang (ESI); Yéu céu vé chinh

séch va bdo mét dbi véi cac Té chirc cung cép dich vu tin cay (TSP) cép dau thoi gian);


https://www.google.com/search?q=Time-Stamping+Protocol+%28TSP%29&sca_esv=fb6d0fda0b9c5d95&rlz=1C5CHFA_enVN1180VN1180&sxsrf=ANbL-n7nQ15LY38P41jBD4qI-SuCv_lsTg%3A1772763684485&ei=JDqqad-lHang2roP0-_Q6Qg&biw=1800&bih=1038&ved=2ahUKEwjY9Mbvm4qTAxWJklYBHTUuFG8QgK4QegQIARAB&uact=5&oq=GIAO+TH%E1%BB%A8C+C%E1%BA%A4P+D%E1%BA%A4U+TH%E1%BB%9CI+GIAN+CHO+D%E1%BB%8ACH+V%E1%BB%A4+TIN+C%E1%BA%ACY+t%C3%AAn+ti%E1%BA%BFng+anh+chu%E1%BA%A9n+chuy%C3%AAn+ng%C3%A0nh&gs_lp=Egxnd3Mtd2l6LXNlcnAiZUdJQU8gVEjhu6hDIEPhuqRQIEThuqRVIFRI4bucSSBHSUFOIENITyBE4buKQ0ggVuG7pCBUSU4gQ-G6rFkgdMOqbiB0aeG6v25nIGFuaCBjaHXhuqluIGNodXnDqm4gbmfDoG5oSIhYUNIeWONWcB14AZABCpgBsQGgAccnqgEFMjUuMjK4AQPIAQD4AQGYAiGgAuUMwgIKEAAYRxjWBBiwA8ICBRAhGKABmAMAiAYBkAYIkgcEMjUuOKAH_TyyBwM3Lji4B64MwgcGMy4yMy43yAc7gAgB&sclient=gws-wiz-serp&mstk=AUtExfCy5FWew_lhtRdLMSplCTIwFelmPhLzIQlFZ1AeyDTO7pI7SUQXS2ctwCEPzIpSCQp-S0LmpmPJ8xN2ju75KY2HDpC0m8dQkAMpkzxWyGHgWOR3utO8phDehUpN9cDzJ7yx9hy79aXXte1magm7r9MtNUtZfZ7hRP_ztA78h1d7j7XXFv1QuzSJIaoHFncUo0mEwhOj8S-E48igUH7I-HexobLljZhl8PZ0fv-U1yNhFKsoj61gkNsaSz45O2PwH2CWZ56kzg8RqfYYlOZsY578&csui=3
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ETSI EN 319 412-3 Electronic Signatures and Infrastructures (ESI); Certificate Profiles; Part 3:
Certificate profile for certificates issued to legal persons (Chi ky dién ti va co sé ha tang (ESI); H6 so

chirng thu; Phén 3: H6 so chimg thu cdp cho phép nhén);

ETSI TS 119 312 Electronic Signatures and Infrastructures (ESI); Cryptographic Suites (Ch ky dién tir

va Ha tang: Céc bo thuat toan méat ma);

IETF RFC 3161 Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP) (Giao thirc déu
thoi gian (TSP) cla co sé& ha tdng khéa céng khai Internet X.509);

IETF RFC 5816 ESSCertIDv2 Update for RFC 3161 (Ban cdp nhéat ESSCertIDv2 cho RFC 3161);

IETF RFC 7230 Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing (Giao thtrc
truyén tai siéu van ban (HTTP/1.1): Cu phap Théng diép va Binh tuyén);

IETF RFC 7235 Hypertext Transfer Protocol (HTTP/1.1): Authentication (Giao thirc Truyén tai Siéu van
ban (HTTP/1.1): Xac thuc (tam dich);

IETF RFC 2818 HTTP Over TLS (HTTP trén TLS);

IETF RFC 3739 Internet X.509 Public Key Infrastructure: Qualified Certificates Profile (Ha tdng khéa
céng khai Internet X.509: H6 so ching thw di diéu kién);

IETF RFC 6838 Media Type Specifications and Registration Procedures (Dac ta loai phwong tién va thu
tuc dang ky).

3. Thuat ngiv va chir viét tat

3.1. Thuat ngir va dinh nghia

311

DAu th&i gian (time-stamp)

D4u thdi gian |a di liéu dién t& gan véi théng diép div liéu cho phép xac dinh thoi gian cla théng diép
dir liéu do ton tai & mot thoi diém cu thé.

3.1.2

Dich vu cap dau thi gian (TimeStamping service)

Do tb chirc cung cép dich vu tin cay cung cép, gén théng tin vé thoi gian vao théng diép di liéu.
3.1.3

Ma théng bao cap dau thei gian (time-stamp token)

Péi twong di¥ liéu dwoc quy dinh trong IETF RFC 3161, dai dién cho mot dau thoi gian.

3.1.4

Té chirc cung cap dich vu tin cay (Trust Service Provider)
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TSP

T chirc cung cAp mét hoac nhiéu dich vu tin cay.

3.1.5

Té chirc cung cap dich vu cap dau thoi gian (Time-Stamping Authority)
TSA

T chirc cung cép dich vu tin cay cung cap dich vu cip dau thoi gian.

3.1.6

Chir ky s6 (Digital signature)

Chir ky dién t&r st dung thuat toan khoéa khéng ddi xirng, gom khoa bi mat va khéa cong khai, trong d6
khéa bi mat dwoc dung dé ky sb va khéa coéng khai dwoc dung dé kiém tra chir ky sb. Chir ky sb bao
dam tinh xac thue, tinh toan ven va tinh chéng chdi béd nhwng khéng bao dam tinh bi mat cla théng
diép dir liéu.

CHU THICH: Chi ky sb c6 gia tri phap ly twong dwong véi chi ky cla ca nhan do trén van ban gidy.

[NGUON: biéu 3, Luat s6 20/2023/QH15]

3.1.7

Chuirng thw chir ky sé (Digital signature certificate)

Churng thw chir ky s6 1a mot dang ching thw chiv ky dién t& do T chirc cung cép dich vu chirng thuc
chir ky s6 cdp nhdm cung cp thang tin vé khoa céng khai clia mdt ca nhan, té chirc tlr d6 xac nhan ca
nhan, t6 chirc 1a chu thé ky théng qua viéc st dung khoa bi mat twong ng.

CHU THICH: “Chu thé ky” la ca nhan hodc t6 chirc s& hiru chirng thw chiy ky sé va str dung khéa bi mat twong (rng dé thuc

hién ky sé trén thong diép di liéu.
[NGUON: Diéu 3, Thong tw s6 15/2025/BKHCN]
3.2. Chir viét tat

ASN Abstract Syntax Notation Ky hiéu cu phap triru twong

ECDSA Elliptic Curve Digital Signature Thuattoan chir ky s dwa trén dwdng cong elliptic

Algorithm
EU Europe Chau Au
ETSI European Telecommunications  Vién Tiéu chuan Vién théng Chau Au

Standards Institute
HTTP HyperText Transfer Protocol Giao thirc Truyén tai siéu van ban

HTTPS  Hypertext Transfer Protocol over TLS  Giao thirc truyén tai siéu van ban qua TLS
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TSA

TST

TS

SHA

RSA

EdDSA

XMSS

LMS

PQC

DSA

SLH

IETF

RFC

OID

PKI

CMS

NTP

Time-Stamping Authority
Time-Stamp Token
Technical Specification
Secure Hash Algorithm
Rivest-Shamir—Adleman

Edwards-Curve Digital Signature
Algorithm

eXtended Merkle Signature Scheme
Leighton-Micali Signature
Post-Quantum Cryptography

Digital Signature Algorithm

Stateless Hash-based (as in SLH-
DSA, FIPS 205)

Internet Engineering Task Force
Request for Comments

Object Identifier

Public Key Infrastructure
Cryptographic Message Syntax

Network Time Protocol

T chirc cung cap dich vu cip dau thoi gian
Ma théng bao diu thoi gian

Pic ta ky thuat (ky hiéu tai lisu ETSI TS)
Thuét toan bam an toan

Thuat toan ma hoa khoa céng khai

Thuat toan chir ky sbé trén duwong cong Edwards

Lwoc dd chir ky Merkle mé rong
Lwoc dd chiy ky Leighton-Micali
Mat ma hau luvong tir
Thuat toan chir ky sb

Thuat toan chir ky sd dwa trén ham bam khéng
trang thai

Lwc lwong chuyén trach vé ky thuat internet
Chudi tai liéu tieu chuan cua IETF

Dinh danh dbi twong

Ha tang khéa céng khai

Cu phap théng diép mat ma

Giao thirc déng bd thoi gian mang

4. Yéu cau doéi véi may khach cap dau thei gian

4.1. Yéu cau ky thuat déi véi dinh dang ban tin yéu cau

4.1.1. Dinh dang ban tin yéu cau

May khach cép dau thoi gian phai hé tre ban tin yéu cau cap dau thoi gian theo quy dinh tai muc
2.4.1 ctia IETF RFC 3161, v&i cac stra dbi dwoc quy dinh trong cac yéu cau dwdi day:

4.1.2. Cac trweong div liéu can dwoc hé troy

Céc trudng sau trong yéu cau cap dau thei gian nén dwoc hé tro:

+ reqPolicy: trwdng tly chon chi ra chinh sach ctia TSA dwoc ap dung khi cAp ma théng bao dau
thoi gian, néu trwdng reqPolicy chiva ma dinh danh chinh sach (OID) ma TSA khéng hé trg, TSA phai

tré vé ban tin phan hdi véi trang thai 16i (PKIFailurelnfo) cé gia tri unacceptedPolicy;
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+ nonce: s6 ngau nhién ma may khach chi tao ra mét l1an duy nhat, né cho phép may khach xac
minh tinh kip th&i cGa ban tin phan hoi, ban tin phan héi phai bao gbm cling gia tri nonce; néu khéng,
ban tin phan hoi phai bi tir chdi;

+ certReq: néu trwong certReq dwoc dat gia tri true, TSA phai dinh kém ching thw chir ky sb
twong ng v&i ma dinh danh ESSCertID trong thudc tinh SigningCertificate clia ban tin phan hdi, tai
truwdng certificates ctia cau tric SignedData trong ban tin phan hdi d. Truwong certificates cling c6 thé
chtra ndi dung cac chirng thw chi ky sb khac.

CHU THICH 1: Mb ta trén lam rd cac trwong ma may chi cap déu thdi gian can hé tro dé tiép
nhan va x& ly ban tin yéu cau cap dau thoi gian.

CHU THICH 2: Quy dinh chi tiét vé& s& dung ESSCertlDv2 (theo IETF RFC 5816) trong ban tin
phan héi dwoc néu tai muc 5.2.2.

4.1.3. Cac thuat toan ham bam s dung

Céc thuat toan ham bam dwoc st dung dé& bdm ma thdng bao dau thoi gian dwoc quy dinh tai
muc 5.1.3 cia TCVN 14617:2026.

Bang 1 - C4c thuat toan ham bam duoc st dung d& bam ma théng bao d4u thdi gian

Ma théng bao dau thi gian Ma théng bao dau thi gian yéu cau

Ham bam phai hd tro SHA-256;
nén hé tro SHA-384, SHA-512 hodc SHA3-256, SHA3-512.

4.2 Yéu cau ky thuat déi véi dinh dang ban tin tra |1oi
4.2.1 Yéu cau cét 16i

May khach yéu cau cép déu thoi gian phai hé tre dinh dang ban tin phan héi cap déu thoi gian
(Time-Stamp Response) dwoc quy dinh tai muc 2.4.2 cta IETF RFC 3161, cung v&i cac stva doi, bd
sung dwoc quy dinh tai cac yéu cau dudi day:

4.2.2. Cac trweorng can dwoc hd tro
Céc yéu ciu sau duoc ap dung dbi véi ban tin phan héi:
+ trwdng accuracy (d6 chinh xac vé thoi gian) phai dwoc hé tro; va
+ trdng nonce (s ngau nhién) nén dwoc hé tro.

Té chirc cung cép dich vu cip diu thdi gian (TSA) khdng can hé tro viéc sap xép the tw, do do
cac may khach khéng nén phu thudc vao viéc sap xép thir tw cla cac dau thoi gian.

Néu trudng nonce cé mat trong yéu cau, trwéng nonce phai cé6 mat trong phan héi véi cung gia tri.
4.2.3. Cac thuat toan can hé tro

Céc thuat toan ky cla ma théng bao dau thoi gian dwoc quy dinh tai muc 5.1.1 ctia TCVN
14617:2026 cung v&i cac thuat toan tai bang 2 cda tiéu chuan nay.
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Bang 2 — C4c thuat toan ky clia ma théng bao dau thdi gian

Ma théng bao dau thi gian Ma théng bao dau thoi gian yéu cau

Thuat toan ky phai hd tro RSA, ECDSA;
nén hé tro DSA, EdDSA.

4.2.4. Po6 dai khéa can dwoc ho tror

b6 dai khoa ky cho thuét toan nén dugc Iwa chon hé tro theo khuyén nghi tai muc 8.4 ctia ETSI
TS 119 312.

Bang 3 - D dai khoa cuia cac thuat toan theo thoi gian

Thuat toan Tham sé6 1 nam 3 nam 5 nam
RSA D6 dai khoa 22048 22048 24 096
DSA pLen 2048 2048 4096
EC-DSA/ pLen=glLen 256, 384 hoac 512 | 256, 384 hoac 512 | 256, 384 hoac 512
EC-SDSA-opt

Bang 4 - Bo thuat toan cho kha nang chéng chiu cla thuat toan theo théi gian

Tén bo thuat toan 1 nam 3 nam 5 nam

sha256-with-rsa 22048 22048 khong khuyén nghi

cho hé théng mai

sha384-with-rsa 22048 22048 khong khuyén nghi

cho hé théng mai

sha512-with-rsa 22048 22048 khong khuyén nghi

cho hé théng mai

rsa-pss with mgf1SHA- | 22 048 22048 24 096
256ldentifier

rsa-pss with mgf1SHA- | 22 048 22048 24 096
384ldentifier

rsa-pss with mgf1SHA- | 22 048 22048 24 096
512ldentifier

rsa-pss with mgf1SHA3- | 22 048 22048 24 096

10
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Identifier
sha256-with-dsa 2048 2048 3072
sha512-with-dsa 2 048 2 048 3072

sha224-with-ecdsa

khong khuyén nghi

khéng khuyén nghi cho

khong khuyén

nghi

cho hé théng mai hé théng mai cho hé théng mai
sha2-with-ecsdsa khuyén nghi khuyén nghi khuyén nghi
sha2-with-ecdsa khuyén nghi khuyén nghi khuyén nghi
sha3-with-ecdsa khuyén nghi khuyén nghi khuyén nghi
sha3-with-ecsdsa khuyén nghi khuyén nghi khuyén nghi

CHU THICH 1: Cac khuyén nghi vé bé mat ma dwoc quy dinh trong ETSI TS 119 312 c6 thé dwoc
thay thé bang cac khuyén nghi quéc gia.

5. Yéu cau doéi véi mét may cha cap dau thoi gian

5.1. Yéu cau ky thuat déi véi dinh dang ban tin yéu cau

5.1.1. Yéu cau cét 16i

May chi cip dau thdi gian phai hé tro tiép nhan va x& ly dinh dang ban tin yéu cau cap dau thoi
gian dwoc quy dinh tai muc 2.4.1 ctia RFC 3161, cung véi cac sira dbi, bd sung duwoc quy dinh tai cac

yéu cau duwdi day:

5.1.2. Cac trwong can dwoc hd tror

May chu cip diu thdi gian phai 4p dung cac yéu cau sau dbi véi ban tin yéu cau:

+ trwong reqPolicy phai dwoc hé tro;

+ trwdng nonce phai dwoc hd tro;

+ trwdng certReq phai duwoc hd tro.

CHU THICH 1: M6 ta chi tiét cac trwéng dwoc thé hién tai muc 4.1.2 cta tiéu chuan nay.

5.1.3. Cac thuat toan can hé tro’

Cac thuat toan ham bam ap dung cho di¥ liéu cap d4u thdi gian cin tuan thia cac quy dinh tai muc
5.1.3 cla TCVN 14617:2026.

Bang 5 - Cac thuat toan ham bam ap dung cho ma théng bao dau thoi gian

Ma théng bao
dau th&i gian

Ma théng bao dau théi gian

phat hanh

Ma théng bao dau th&i gian
xac minh

11
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Ham bam phai h& tro SHA-256; phai h& tro SHA-256:
nén hd tro SHA-384, SHA-512 hodc | phai hd tro SHA-384, SHA-512 hodc
SHA3-256, SHA3-512. SHA3-256, SHA3-512.

5.2. Yéu cau ky thuat déi véi dinh dang ban tin phan hoi
5.2.1. Yéu cau cét 16i

May chl cp dau thoi gian phai hé tro' tao 1ap dinh dang ban tin phan héi cap dau thoi gian duoc
quy dinh tai muc 2.4.2 cia RFC 3161, cung vé&i cac stva dbi, bd sung duwoc quy dinh tai cac yéu ciu
dwéi day:

5.2.2. Cac trwong div liéu can hé tro

Céc quy dinh tai muc 2.4.2 cia RFC 3161, qua trinh tao ban tin phan hdi phai 4p dung cac yéu cau
bd sung sau:

+ Trwdng policy phai cé6 mat nhw mét ma dinh danh cho chinh sach dau thoi gian va phai chira
dinh danh déi twong (OID) cta chinh sach ap dung cho TSA quy dinh tai Diéu 10 cla tiéu chuan nay;

+ Trwdng genTime phai cé mat va dai dién cho thdi gian véi do chinh xac can thiét dé hd tro murc
d6 chinh xac da dwoc khai bao;

+ Trwdng accuracy phai cé6 mat va bat budc hé tro 6 sai léch thoi gian téi da la mét (01) gidy so
v&i ngudn théi gian theo quy dinh clia phap luat vé ngudn thoi gian chuén québc gia;

+ Trwdng ordering khdng duoc cd mat hodc phai dwgc dat gia tri thanh false;
+ Khoéng c6 phan mé réng (extension) nao dwoc danh dau Ia quan trong (critical).

Yéu cau sau ap dung cho ndi dung cla cau tric SignedData (dir liéu da ky) trong dé ciu truc TSTInfo
duwoc dong goi:

+ M4 dinh danh ching thw chiv ky sb cta té chirc cung cép dich vu cip dau thoi gian (st dung
ESSCertID theo chudn RFC 3161 hoac ESSCertIDv2 theo chudn RFC 5816) phai dwoc bao gom duwdi
dang thudc tinh signerinfo bén trong thudc tinh SigningCertificate hoac SigningCertificateV2.

5.2.3. Cac thuat toan can dwoc sir dung

Cac thuat toan ham bam dwoc st dung dé bam théng tin can dwoc cip dau thoi gian va cac thuat
toan ky ma théng bao cap dau thoi gian nén 1a cac thuat toan dwoc quy dinh tai muc 5.1.1 ctia TCVN
14617:2026 cung v&i cac thuat toan tai bang 6 cda tiéu chuan nay.

Bang 6 - Cac thuat toan ky ma thdng bao cép déu thoi gian

Ma théng bao Ma théng bao dau thi gian Ma théng bao dau thi gian
dau thoi gian phat hanh xac minh
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Thuéat toan ky phai hd tro RSA, ECDSA; phai hd tro RSA, ECDSA;

nén hd tro EJDSA, SLH-DSA, XMSS | nén h& tro DSA, EdDSA, SLH-DSA,
hodc LMS (PQC). XMSS, LMS.

CHU THICH 1: Céac quy dinh vé thuat toan ham bam ap dung cho ma thdng bao dau thoi gian
dwoc quy dinh tai muc 5.1.3 cua tiéu chuén nay.

CHU THICH 2: Viéc bb sung céac thuat toan mat ma hau lwong t& nhdm hé tro' kha ndng chuyén
dbi va tang kha nang chéng chiu cla thuat toan theo thoi gian, khong thay thé ngay cac thuat toan
dang dwoc khuyén nghi ap dung tai tiéu chuan nay.

6. H6 so’ chirng thw chir ky sé cua TSA
6.1. Yéu cau chung

Ching thw chir ky s6 cla td chirc cung cép dich vu cap déu thei gian; co quan, t6 chirc, ca nhan
lwa chon str dung thuat toan khéa khéng dbi xirng dé thiét 1ap hé théng cip dau thoi gian phai dap &ng
cac yéu cau quy dinh tai TCVN 14617:2026, cung v&i cac sira dbi, bd sung dwoc quy dinh tai cac yéu
cau duwdi day:
6.2. Yéu ciu déi vé&i tén cha thé

Thudc tinh countryName phai xac dinh quéc gia noi tb chirc cung cap dich vu cap dau thoi gian
duoc thanh 1p.

Thudc tinh organizationName phéi chira tén dang ky hoat dong hop phap va day da cla t6 chirc
cung cép dich vu cap dau thdi gian. Tén nay nén khdp véi tén dang ky kinh doanh chinh thirc cla té
chire cung cép dich vu cap dau thoi gian.

Thudc tinh commonName doéng vai trd 1a mot ma dinh danh cho TSA. Trong pham vi quan ly cua
t6 chirc cung cép dich vu cap dau thoi gian, thudc tinh commonName phai dwoc dinh danh duy nhét
mot TSA cu thé dwoc st dung.

6.3. Yéu cau vé do dai khoéa

Do dai khoa cho thuat toan chi ky dwoc chon ctia chirng thw chiv ky sb clia td chire cung cép dich

vu cip dau thdi gian nén 1a d6 dai duwoc khuyén nghi trong Diéu 8.4 ctia ETSI TS 119 312,

CHU THICH 1: Céac khuyén nghi vé d6 dai khéa cho thuat toan chir ky dwoc néu tai bang 3 va
bang 4 cla tiéu chuan nay.

CHU THICH 2: Cac khuyén nghi vé bé mat ma dwoc quy dinh trong ETSI TS 119 312 ¢6 thé duoc
thay thé bang cac khuyén nghi quéc gia.

6.4. Yéu cau vé muc dich str dung khéa

Phan mé& rong muc dich st dung khéa (Extended Key Usage) clia chirng thw chir ky sb TSA bat
budc phai dwoc thiét 1ap theo dung quy dinh tai IETF RFC 3161 biéu 2.3.

Phan mé& réng vé thoi han sir dung khda bi mat (Private Key Usage Period) clia chirng thw chi ky
s6 TSA nén dwoc st dung nham gidi han thoi gian hiéu luc cla khoa ky dau thei gian cia TSA.
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6.5. Yéu cau veé thuat toan

Khoa cong khai va chirng thw chiv ky sb ciia TSA nén sl dung cac thuat toan dwoc quy dinh tai
muc 5.1.1 ctia TCVN 14617:2026 cung v&i cac thuat toan quy dinh tai bang 5 cla tiéu chuan nay.

Bang 5 - Khoa cong khai va chirng thw chiv ky sé ctia TSA

Chirng thw chir | Bén phat hanh chirng thw chir ky Bén sr dung chirng thw chiv ky sb
ky s6 cua TSA s6 TSA TSA

Khoa coéng khai | Khuyén nghi hé tro EdDSA,; phai ho tro DSA, EdDSA,

nén hd tro SLH-DSA, XMSS hodc | nén hé tro SLH-DSA, XMSS, LMS
LMS (PQC)

7. H6 so cho cac giao thirc truyén tai can dwoc hd tro

May khach yéu cau cap déu thdi gian va may chd cap dau thoi gian phai hé tro viéc truyén tai ban
tin cAp d4u thoi gian qua giao thirc HTTP (IETF RFC 7230 dén RFC 7235) hoac HTTPS (IETF RFC
2818) theo quy dinh tai Diéu 3.4 cia IETF RFC 3161.

Khuyén nghi wu tién st dung giao thirc bdo mat HTTPS (RFC 2818) thay thé cho giao thirc HTTP
(tr RFC 7230 dén RFC 7235) nhdm d&m béo an toan, tinh toan ven va bdo mat cho di liéu trong qua
trinh truyén tai ban tin.

8. Ma dinh danh d6i twong cta cac thuat toan mat ma

Ma dinh danh dbi twong (OID) dbi v&i cac thuat toan ham bam va thuat toan ky dwoc khuyén nghi
ap dung phai tuan tha cac quy dinh tai Diéu 11 cla tiéu chuin ETSI TS 119 312.

9. Cac yéu cau bé sung déi véi dau thei gian dién to
9.1. Cac yéu cau bé sung

Ma thong bao cap dau thai gian bat budc phai chira phdn mé rong gcStatements bén trong trwéong
extension, cu phap clia phan mé réng nay phai tuan tha quy dinh theo IETF RFC 3739 tai muc 3.2.6.

Khi phan mé réng qcStatements dwoc st dung, phan mé rdng nay phai chira mét cu tric tuyén
b6 esi4-qtstStatement-1 theo dinh nghia va cac khai bao ASN.1 nhw sau:

+ id-etsi-tsts |& mot ma dinh danh dbi twong (OBJECT IDENTIFIER).
+ id-etsi-tsts-EuQCompliance la mét ma dinh danh dbi twong dwoc xac dinh tir m3 id-etsi-tsts.

+ esi4-qtsstStatement-1 la mot clu tric QC-STATEMENT dwoc dinh danh béi ma id-etsi-tsts-
EuQCompliance.

Phan mé rong qcStatements khdng dwoc phép thiét lap/danh diu 1a quan trong (critical).

CHU THICH 1: Cac yéu cau tai Diéu nay ap dung cho tb chirc cung cép dich vu cap déu thoi gian.
Déi v&i cac co quan, t6 chirc, ca nhan thiét Iap hé thdng cap dau thoi gian lwa chon ap dung.
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CHU THICH 2: Viéc tich hop khai bao cac tuyén bbé nay mang y nghia té chirc cung cp dich vu
cap d4u thoi gian chinh thirc tuyén bd ma thong bao cap déu thoi gian dwoc phat hanh nhuw mét dau
thoi gian dién tr.
10. Cau truc cua treéng policy

Khi ma théng bao cip diu thoi gian dwoc phat hanh béi t chirc cung cp dich vu cap dau thoi
gian tuan tha theo TCVN XXX:2026 vé Giao dich dién tl - Yéu ciu chung vé van hanh va kiém soéat dbi
véi t6 chire cung cép dich vu cap dau thoi gian, thi truéng policy bén trong cau tric TSTinfo bat budc
phai bao gébm mét trong cac théng tin sau:

e Ma dinh danh dwoc quy dinh tai muc 5.2.1 ciia TCVN XXX:2026 vé Giao dich dién t& - Yéu cau
chung vé van hanh va kiém soat di vai té chirc cung cép dich vu cép déu thoi gian; hoac

e Ma3 dinh danh riéng cta té chirc cung cép dich vu cap dau thdi gian quy dinh tai muc 5.2.2 cla
TCVN XXXX:2026 vé Giao dich dién t&r - Y&u cau chung vé van hanh va kiém soat déi voi tb
chire cung cép dich vu cap dau thoi gian.

11. Kiéu dinh dang néi dung cua tép hoac dir liéu va phan mé& réng tép cia ma théng
bao cap dau thi gian

Cac gia tri vé loai phwong tién va dinh dang phdn mé roéng tép duwoc sir dung dé nhan dién ma

théng bao cép d4u thoi gian phai tuan thi theo quy dinh tai IETF RFC 6838.
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