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L&i giéi thiéu

Trong bdi canh chuyén dbi sé dang dién ra manh mé tai Viét Nam, chir ky sb ngay cang dong
vai tro thiét yéu trong cac giao dich dién tir clia co’ quan nha nuwéc, td chirc va ca nhan. Sy phd bién
cua thiét bi di déng théng minh cung v&i nhu cau ky sd moi luc, moi noi da thuc day sy hinh thanh va
phat trién cla mé hinh ky sé trén nén tang di ddng (Mobile PKI) - mét hwéng trién khai ha tang khéa

cong khai linh hoat, tién lgi va c6 tiém nang &ng dung rong rai trong nhiéu Iinh vic.

Tuy nhién, chinh s linh hoat ciia méi trwdng di dong cling dat ra nhirng thach thirc bdo mat
d&c thu ma cac md hinh PKI truyén thdng trén thiét bi c6 dinh chwa phai déi mat day dd. Thiét bi di
dong hoat dong trong cac méi trudng mang khong déng nhét, dé& bi méat hoac danh cép vat ly, chiu
nhiéu rdi ro tr phdn mém doc hai va thwong xuyén phu thude vao cac nén tang hé diéu hanh, phan
clrng cla bén th& ba. Bén canh do, viéc Iwu trir va bao vé khda bi mat (private key) cua ngudi ky trén
thiét bi di dong doi hdi cac co ché ky thuat nghiém ngat nham dam bao tinh toan ven, bi mat va khong

thé pha nhan cta chi ky sb theo dung quy dinh phap luat.

Thuc ti&n trién khai dich vu chirng thuc chiv ky sb cong cong tai Viét Nam trong nhirng ndm
gan day cho thdy nhu cau cép thiét phai co6 mét khung tiéu chuan thdng nhét, quy dinh rd cac yéu cau
ky thuat va bao mat ap dung cho mé hinh Mobile PKI. Viéc thiéu vadng mét tiéu chuan quéc gia vé linh
virc nay dan dén tinh trang cac nha cung cép dich vu tin cay trién khai theo céac phuwong thirc khac

nhau, tiém &n nguy co khéng twong thich va khé bao ddm muirc d6 an toan déng déu.

Tiéu chuan nay dwoc xay dwng trén co s& tham chiéu cac tiéu chuan va khuyén nghi quéc té
c6 lién quan, bao gém nhuwng khong gi¢i han & ETSI TS 102 206. Déng thei, tiéu chuan nay duoc xay
dwng c6 tinh dén dac diém ha tang ky thuat, khung phap Iy vé chi ky dién t&r va dich vu tin cay tai Viét
Nam, dac biét la cac quy dinh tai Luat Giao dich dién t&r nam 2023 va Nghij dinh s 23/2025/ND-CP cla
Chinh phu.

Tiéu chuan nay dung cho cac t6 chirc cung cap dich vu chirng thwe chi¥ ky sb, cac nha phat
trién ng dung ky sb trén nén tang di déng, cac co quan quan ly nha nudc trong linh vie giao dich
dién tl va chir ky sb, cling nhw céac tb chirc, doanh nghiép trién khai (rng dung chir ky sé vao quy trinh

nghiép vu trén thiét bi di dong.
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Giao dich dién tir — Yéu cau vé khung bao mat cho mé hinh ky sé
trén thiét bi di dong (Mobile PKI)

Electronic transactions — Security framework requirements for the digital signing model on
mobile devices (Mobile PKI)

1 Pham vi ap dung

Tiéu chuan nay quy dinh cac yéu ciu lién quan dén khung bdo mat cho mé hinh ky sb trén thiét bi di
dong (Mobile PKI) ap dung cho tat ca cac co quan, t6 chirc, doanh nghiép phat trién, rng dung dich vu
theo md hinh ky sé trén thiét bi di déng (Mobile PKI).
2  Tailiéu vién dan
Céc tai liéu vién dan sau 1a can thiét cho viéc ap dung tiéu chuan nay. Déi v&i cac tai liéu vién dan ghi
nam cong bd thi ap dung ban dwoc néu. Déi véi cac tai liéu vién dan khdng ghi nam cong bd thi &p
dung phién ban méi nhét, bao gém ca cac stra ddi (néu co).

- ETSI TR 102 206 V1.1.3 (2003-08): “Mobile Commerce (M-COMM); Mobile Signature Service;

Security Framework”.
3 Thuat ngi¥, dinh nghia va chir viét tat

3.1  Thuat ngir va dinh nghia

311

Ma hoa khéng dbi xirng (Asymmetric cryptography)

Phwong phap ma héa st dung mét cap khéa céd quan hé toan hoc véi nhau (khda cong khai va khoa bi
mat), trong d6 di¥ lieu dwoc ma héa bang khoa nay chi cé thé dwoc gidi ma bang khéa con lai va khéng
thé suy ra khoa bi mat tr khéa céng khai. Theo d6, thuc thé thwc hién ma héa khéng can biét khoa
duoc sir dung dé giadi ma théng diép.

3.1.2

Loai cam két (commitment type)

Thé hién chinh xac y dinh cla chir ky dién te.

3.1.3

binh dang néi dung (content format)

Thudc tinh chi¥ ky thé hién cach ma hoa tai liéu ctia chi thé ky.

314
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Chir ky dién tir (electronic signature)

Chir ky dworc tao |ap dwdi dang dir liéu dién tir gén lién hodc két hop mét cach 16 gic véi théng diép div
liéu d& xac nhan cha thé ky va khang dinh sy chap thuan cta chi thé do dbi véi thong diép di liéu.
[NGUON: biéu 3, Luat s6 20/2023/QH15]

315

Chir ky trén thiét bi di dong (mobile signature)

Phwong thirc tbng quat st dung thiét bi di dong dé xac nhan y dinh cGa nguoi dung nham thwc hién
mdt giao dich.

3.1.6

Thuébc tinh chir ky (signature attributes)

Théng tin bd sung dwoc ky cung véi tai liéu chu thé ky.

3.1.7

Céng chiv ky (signature gateway)

Nén tdng do nha cung cép dich vu ky sb trén thiét bi di ddng van hanh dé kich hoat chirc nang ky sb
trén thiét bj di dong.

3.1.8

Yéu cau chir ky (signature request)

Thong diép gl tr nha cung cip ng dung dén nha cung cép dich vu ky sb trén thiét bj di dong, yéu
cau tao moét chir ky di dong.

319

Phan héi chir ky (signature response)

Thong diép gi tlr nha cung cép dich vu ky sb trén thiét bi di ddng dén nha cung cép trng dung dé phan
hdi mot yéu ciu tao chiy ky di dong.

3.1.10

Chu thé ky (signer)

Ca nhan hodc thuc thé tao ra chi¥ ky trén thiét bi di dong.

3.1.11

Tai liéu cua chu thé ky (signer's document)

Tai liéu ma chu thé ky dv dinh tao chi¥ ky trén thiét bi di dong.

3.1.12

Mé&i ky (signature invocation)

Hanh déng ma (rng dung hodc thiét bj tao chir ky thwc hién dé bat dau qua trinh ky.

3.1.13

Chinh sach chir ky (signature policy)

Tap hop cac quy tac cho viéc tao va xac thuc chiv ky, lam co s& dé xac dinh tinh hop |& cta chiv ky.
3.1.14

Thé SIM (SIM-Card)
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Thé thdng minh ndm bén trong thiét bi di déng dwoc si dung dé& quan Iy quyén truy cap cla thué bao
vao mang di dong.

CHU THICH: Thé SIM (SIM-Card) 1& mét trong cac phwong an trién khai MSCD. Phu hop véi nguyén tic trung lap cdng nghé
néu tai 5.1, cac phwong an khac nhw phan cirng bdo mat tich hop trong chip thiét bi hodc giai phap ky sb tir xa dwa trén HSM
phia may chi ciing duwgc chdp nhan 1a MSCD hop 1&, mién la dap (rng ddy d0 cac yéu cau bao mat quy dinh tai Diéu 6.4 cla

tiéu chuén nay.

3.1.15

Kénh truyén tin cay (trusted channel)

Co ché ma qua dé cac san pham céng nghé thong tin tir xa co thé giao tiép v&i nhau mét cach an toan.

3.1.16

Puwéng dan tin cay (trusted path)

Co ché ma qua d6 moét nguwdi dung va mét chivc nang bao mat co thé giao tiép véi nhau mét cach an

toan.

3.2 Chir viét tat

AP Application Provider Nha cung cép &ng dung

API Application Programming Interface Giao dién lap trinh trng dung

CA Certification Authority Té chirc cung cép dich vu chirng thuc
CEN European Committee for Standardization Uy ban Tiéu chudn Chau Au

CSP Certification Service Provider T6 chire cung cép dich vu chung thye
CSPC CSP interaction Component Thanh phan twong tac CSP

CWA CEN Workshop Agreement Thoa thuan hoi thdo CEN

DAC MSCD/MSCA Communicator Bo giao tiép MSCD/MSCA

DHC Data Hashing Component Thanh phén bam div liéu

DTBS Data To Be Signed D liéu can ky

DTBSF DTBS Formatted Di liéu can ky da dinh dang

DTBSR DTBS Representation Ban thé hién di liéu can ky

DTBSV DTBS Verifier X&c minh di liéu can ky

EESSI  gonean  tlectomc  SIgnalure  sung kién Tieu chudn chi ky dign t Chau Au
ETSI gfgﬁg:f‘dns nstitute Telecommunications ;s Tiay, chun vidn thong Chau Au
MSA Mobile Signature Application Ung dung ky s6 trén thiét bi di dong
MSCA Mobile Signature Creation Application Ung dung tao chi ky trén thiét bi di dong
MSCD Mobile Signature Creation Device Thiét bi tao chi ky sbé di dong

MSCE Mobile Signature Creation Environment Mai trwéng tao chiy ky trén thiét bi di dong
MSCS Mobile Signature Creation System Hé théng tao chi¥ ky trén thiét bj di déng
MSE Mobile Signature Environment Mbi trworng ky sb trén thiét bi di dong
MSSP Mobile Signature Service Provider TG chire cung cép dich vu ky so trén thiét bi di

dong
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PAC
PIN
PKI
PPC
SAC
SAD
SAV
SCC
SCD
SDO
SDOC
SDP
SDPC
SIC
SLC
SMS
SSCD
UAC
XML

MSSP/MSCA Communicator
Personal Identification Number
Public Key Infrastructure
MSSP/AP Communicator

Signer Authentication Component
Signer Authentication Data
Signature Attribute Viewer
Signature Creation Component
Signature Creation Data

Signer Data Object

Signed Data Object Composer
Signer Document Presentation
SDP Component

Signer Interaction Component
Signature Logging Component
Short Message Service

Secure Signature Creation Device
User Authentication Component

eXtensible Markup Language

B6 giao tiép MSSP/MSCA

Ma nhan dang ca nhan

Ha tang khéa céng khai

BG giao tiép MSSP/AP

Thanh phan xac thuc cha thé ky

Di liéu xac thuwc chi thé ky

Trinh xem thuéc tinh chir ky

Thanh phan tao chi ky

D liéu tao chir ky

DPéi twong dir liéu cha thé ky

Thanh phan di twong di liéu cha thé ky
Trinh bay tai liéu chi thé ky

Thanh phan trinh bay tai liéu cha thé ky
Thanh phan twong tac chi thé ky
Thanh phan ghi nhat ky chir ky

Dich vu tin nh&n ngan

Thiét bi tao chi ky an toan

Thanh phan xac thuc nguoi ding

Ngén ng» danh ddu mé rong

4  Gioi thiéu vé chir ky sé trén thiét bi di dong

41 Téng quan

4.1.1 Chi ky s6é trén thiét bj di déng

Dinh nghia sau dwoc dé xuét cho khai niém chir ky sé trén thiét bi di dong:

"Phwong thire tdng quat st dung thiét bi di ddng dé xac nhan y dinh ctia ngudi dung nham thuc

hién mot giao dich."

Khi xady dwng dinh nghia nay, cac khai niém sau dwgc xem xét:
Phwong thirc tbng quat:

- trai nghiém nguwoi dung cudi nhat quan;

- cOng dong twong tac Ién nhat cho ngwdi dung cudi va nha cung cép tng dung;
- kién truc thuc day kha nang twong tac va chi phi trién khai thap nhat;
- kién tric cung cép chi phi giao dich thap nhét.

Thiét bi di dong:

- b4t ky thiét bi nao str dung mang di dong lam kénh truyén thong;

- dién thoai di ddng, thiét bi cAm tay, may tinh xach tay;

- thé thdng minh tich hop va bén ngoai;

- ¢6 hoac khéng c6 thé théng minh.

Y dinh cGa ngudi dung:



TCVN XXXXX:2026

- mdt Iénh giao dich hop 1€;

- s cho phép hoac dbng y clia nguwdi dung dé tién hanh giao dich;

- duorc thiét ké sao cho ngwdi dung khoéng thé bi nham 1an hoéc bi dan dat sai;

- tuan tha cac quy dinh vé hiéu lwc phap ly theo Luat Giao dich dién t&r 2023 va Nghi dinh
23/2025/ND-CP.

Giao dich:

- mot twong tac yéu ciu sy xac nhan cla nguoi dung dé tién hanh, ndi dung giao dich duoc
truyén dén thiét bi di dong cla ngwoi dung va hién thi trén man hinh thiét bi di dong trwdc khi nguoi
dung xac nhan.

4.1.2 Str dung chi¥ ky sé trén thiét bi di déng

Chi ky sb trén thiét bi di dong 1a khai niém cé thé ap dung cho tat ca céac loai (rng dung chi
khéng chi nhirng trng dung c6 thé truy cap qua thiét bi di dong. Viéc st dung phu hop cho cac tng
dung yéu cau su cho phép cla ngudi dung dé hoan tat giao dich, co thé dwoc khéi tao qua cudc goi
thoai, hé théng phan hdi thoai twong tac, qua internet va cac kénh truyén théng dién tlr khac, tham chi
trong céc tinh huéng truc tiép.

Trong do, thiét bj di ddng dwoc coi la cong cu ky.

@% | i

z @ Théng qua D
“ rng dung

Ky sb
Ky sb

di dong

di déng

= |

I

RIEE

Hinh 1. Thiét bi di ddng nhw mét cong cu dé ky.

Khi xem xét viéc st dung chi ky trén thiét bi di ddng, ching ta chi tap trung vao quy trinh kh&i tao mét
chir ky dién t& lién quan dén thong diép dwoc hién thi cho cong dan. Quy trinh nay loai trir cu thé viéc kiém
soat & cap do ng dung dbi v&i thdng diép da ky. Viéc cung cAp mét chir ky trén thiét bi di dong chi cho biét
rang cong dan dé mong mudn tién hanh giao dich nhw da dwoc mé ta, bat ké viéc cong dan do cé duoc phép
hodc cé quyén thuc hién giao dich d6 hay khéng.

4.1.3 Dich vu ky sé trén thiét bi di déng

Viéc diéu phdi va quan ly quy trinh ky sé trén thiét bi di dong tao ra dich vu ky sb trén thiét bi di
ddng danh cho ca ngudi dan va cac nha cung cap (rng dung. Cach tiép can nhw vay cé thé bao gém:

- Thuc day nhanh viéc ap dung chi¥ ky trén thiét bj di dong béi AP.

- Cho phép trién khai mét API dung chung.

- Tan dung sn tap nguoi dung da co6 thé théng minh va dau doc thé.

- Biéu phéi viéc kich hoat chirc nang ky sb trén thiét bi di ddong cho ngudi dung.
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- Biéu phdi xr ly cac yéu cau ky tir phia rng dung.

- Gia tang gia tri cho dich vu ky s6 trén thiét bj di déng cbt I6i

- Tan dung hé théng cham séc khach hang va kénh lién lac sdn co.

- Giai quyét cac van dé cia mé hinh cac CA truyén théng.

- Giam chi phi trién khai dich vu.

- Tranh trung lap hé théng.

- Tap trung lwu lvong ky.

- Quan ly rti ro hiéu qua hon.

- Thuc day kha nang twong tac.

Dich vu ky sb trén thiét bi di dong c6 thé dwoc cung cap theo thda thuan thwong mai gitra

MSSP va cac bén sl dung ky sb trén thiét bi di dong.

YEU CAU KY THEO
GIAO DIEN CHUAN
[ mSIgREQ-STD ]
&

Thiét bj di ddng ...n di déng - 2

T YEU CAU KY THEO
Thl?t bi di déng 1 . mSIgREQ-OP1 Dich vu ky sé GIAO DIEN CHUAN
Thiét bj di dong 2 di ddng - 1 [ mSigRESP-STD |
Thiét bj di dong ...n mSigRESP-OP1

Nha mang di déng 1
N
Thiét b di déng 1 mSigREQ-OP2
Thiét bj di déng 2 . ‘
B 2

Dich vu ky s6 .
ich vy Ky so l =[ (ng dyng ’

mSigRESP-OP2

Nha mang di doéng 2

Thiét bj di déng 1 mSigREQ-OPn i P
£ a +— : D
Thiét bj di déng 2 ‘ Dich vu ky so >
* di déng - ...n
Thiét bj di déng ...n mSIgRESP-OPn ong

Nha mang di déng ...n

Hinh 2. Dich vu chir ky dién tlr trén thiét bi di déng.

Dich vu ky s trén thiét bi di ddng c6 mét giao dién chuan héa, c6 thé dwoc trién khai dudi dang mét
dich vu Web trén Internet. Vé khia canh nay, MSSP doéng vai tro 1a bén trung gian gitra nguoi dung cubi va
cac AP, thue hién viéc cung cap va trién khai dich vu Web cho ky sb trén thiét bi di dong nay.

4.2 Khai bao lwgc dé6 XML

Dinh danh chuan XML sau day dwoc st dung cho dich vu ky sé trén thiét bi di déng:

http://uri.etsi.org/2000/v1.00#

Cac khai bao dinh danh sau day duwoc ap dung cho cac dinh nghia so dé XML Xuyén subt tieu

chuén nay:

<xs:schema
targetNamespace="http://uri.etsi.org/2000/v1.00#"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:mss="http://uri.etsi.org/2000/v1.00#"
xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#"
elementFormDefault="qualified"

10
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Diéu nay cé nghia rang tién t ‘ds’ dwoc st dung trong toan bod tai liéu dé biéu thi khdng gian
tén clia dac t& W3C XML-Signature, trong khi tién t6 ‘xs’ biéu thj khéng gian tén cia dic td XML-
Schema.
5  Phan tich an toan théng tin tdng thé
5.1 Kién tric
T cac mo ta téng quat vé dich vy, ching ta xac dinh dwoc ba thwe thé chinh:
e Nguoi dung cubi (End-user);
e T chirc cung cép dich vu chir ky trén thiét bj di déng (MSSP);
e Nha cung cép rng dung (AP).
Céac mbi de doa an ninh c6 thé dwoc xac dinh cho tirng thuc thé va cac mdi quan hé an ninh

gitra cac thuc thé ciing can dwoc xac dinh.

pplicati
< ——— > MSSP =0 R

Hinh 3. Phan tich bao mat cla kién tric hé thdng ky sb trén thiét bi di dong.

Nguoi doc phai nhé rang Iwa chon khéng phu thudc vao cdng nghé da duoc dwa ra trong tai liéu yéu
cau kinh doanh va chirc ndng. Céc tinh ndng bao mat khac nhau sé duoc trién khai tly thudc vao thiét bi di
dong, ky thuat ma hda va cac yéu tb khac. Do d6, trong khi van gilr tinh trung 1ap vé cdng nghé, chét luvong
cla dich vu chi¥ ky trén thiét bi di dong c6 thé thay dbi gitra cac phuong thirc trién khai khac nhau tiy theo
viéc cung cap cac bién phap bao mat.

Nha cung cép &ng dung va ngudi ding cudi phéi co khé ndng cung cap va yéu cau mire dd bao mét phu
hop. Diéu nay ¢ nghia la MSSP phai cong bb cho AP va ngudi dung cudi cac khéd nang béo mat clia minh.

V& khia canh nay, tai liéu hién tai xac dinh cac yéu ciu bdo mat lién quan d&c thu cho dich vu ky sb
trén thiét b di dong. Cac yéu cau nay la co s& dé quy dinh cac tiéu chi chung nham md t& chéat lwong chir ky
trén thiét bi di dong, gitp xac dinh sw phan cap clia cac cip dd bao mat.

52 Chir ky dién tiv
Chir ky dién t&r theo Luat Giao dich dién t&r s6 20/2023/QH15 dwoc phan loai nhw sau:

Theo khoan 1 Diéu 22 Luat GDDT 2023, chiy ky dién tlr dwoc phan loai theo pham vi str dung gf“)m ba
loai: (i) chi ky dién t&r chuyén dung (do co quan, t chirc tao 1ap, st dung riéng cho hoat ddng ndi bd); (ii) chir
ky s6 cong cdng (bdo dam bdi chirng thw chir ky sb cong cdng, dung trong hoat déng céng cong); (iii) chi ky
s6 chuyén dung cong vu (bdo d&m béi chirng thw chir ky s6 chuyén dung cong vu). Day 1a truc phan loai theo
pham vi, dbi twong str dung, khac véi truc phan loai chiy ky dién tlr thong thudng, chir ky dién t& an toan va

chir ky sb tai muc nay vén moé ta cp dd bao mat ky thuat ctia chiy ky theo mirc dd rang budc, kha ndng xac

11
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dinh cha thé ky. Hai truc phan loai nay khong loai trir nhau, mét chi ky sb cdng cdng hodc chir ky sb chuyén
dung cdng vu déu cé thé déng thoi dap tng cac diéu kién clia chi ky dién tlr an toan hoadc chir ky sb. Viéc
ddi tén truc tiép theo ba loai tai Diéu 22 khoan 1 c6 thé gay nham 1an gitra hai truc phan loai khac ban chét; do
do, tiéu chuan gitr nguyén cAu tric theo cip dd bdo mat va bd sung chu thich déi chiéu nay dé tranh mau

thuan phap ly.

Luat GDDT 2023 Can cwr phap ly Chi thi 1999/93/EC elDAS - Quy dinh (EU)
(Viét Nam) (hét hiéu luc) 910/2014 (hién hanh)
Chr ky dién t&r| Diéu 23 Luat| Electronic signature Electronic signature
thong thuwdng GDDT 2023

Chr ky dién t& an | Diéu 22 Luéat| Advanced electronic | Advanced electronic signature

toan GDBT 2023 signature (AdES)
Chir ky sb céng | Diéu 22, Biéu 24 | Qualified electronic | Qualified electronic signature
cbng Luat GDBT 2023 | signature (QES)

Chir ky sb chuyén | Diéu 25 Luat| Khdong cé khai niém | Khong c6 khai niém twong

dung cong vu GDBT 2023 twong duwong truc tiép | dwong tryc tiép

Bang 1. Dai chiéu thuat ng{ phan loai chir ky dién tr gitra Luat GDDT 2023 va phap luat Chau Au.
5.2.1 Chir ky dién tir théng thwong (Piéu 23 Luat GDDT 2023)

... 1a di¥ lieu dwei dang dién tr dwoc gén kém hodc két hop logic véi thong diép dir liéu, duoc st
dung nhw mét phwong thire xac thwe danh tinh. Chir ky dién t&r thdng thuwong khéng bi phd nhan hiéu lwc
phap ly, nhwng ciing khéng dwoc tw ddng cong nhan 1a twong dwong véi chiy ky viét tay.

5.2.2 Chi ky dién ti an toan (Piéu 22 Luat GDDT 2023)

... la chiv ky dién t&r dap tng dong thdi cac yéu cau: (i) dwoc tao ra trong thdi gian ky thdng diép div
liéu; (i) dwoc tao ra bang dir liéu tao chiv ky dién tl chi gén duy nhat véi ndi dung clia thdng diép dir liéu
dwoc chap thuan va chi thudc sw kiém soat clia chi thé ky tai thdi diém ky; (iii) co kha nang xac dinh duoc
chl thé ky va y chi clia chi thé ky véi thong diép di liéu dwoc ky; (iv) cd kha nang phat hién sw thay ddi ctia
thong diép di liéu sau thdi diém ky. Chir ky dién tlr an toan twong dwong véi chir ky viét tay vé gia tri phap ly
theo Nghi dinh 23/2025/ND-CP.

5.2.3 Chir ky sé (chi¥ ky dién t duwa trén chirng thw chi¥ ky s6)

... la chiv ky dién t& str dung thuat toan khoa khong dbi xirng (PKI), gém khéa bi mat dung dé ky va
khoa cong khai dung dé kiém tra chir ky, dap (ng day du cac diéu kién quy dinh tai khoan 3 Diéu 22 Luat
GDDT 2023 va dwoc bao ddm bdi chirng thw chi ky sb do t6 chirc cung cap dich vu chivng thuc chi ky sb
dwoc cAp phép clp. Chi ky sb co gia tri phap ly day da, doc 1ap véi khai niém "chiy ky dién t& an toan", va
dwoc wu tién str dung trong cac giao dich dién ttr yéu cau db tin cay cao, trong do cé md hinh ky sb trén thiét
bi di déng.

12
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Trong bdi canh Luat Giao dich dién t&r 2023 va Nghi dinh 23/2025/ND-CP, tiéu chuan nay tap trung
vao chi¥ ky dién t&r dwoc tao ra bang phuong tién mat ma trong mét quy trinh lién quan dén thiét bi di déng
(co thé 1a dién thoai di dong). Két qua — "ky sb trén thiét bi di dong" — co6 thé duoc thwe hién bang cach tan
dung kha nang cla thiét bj di ddng (bao gdm ha tang SIM/UICC) va ha tang mang di déng theo nhiéu cach
khac nhau. Du trién khai theo cach nado, nguyén tac co ban 1a thu dwoc xac nhan tr ngudi ding rang ho
mudn tién hanh giao dich, chi tiét cta giao dich da duwoc hién thi cho ngwdi dung trén man hinh dién thoai di
dong cua ho.

5.3 Xac dinh méi trwérng ky sé trén thiét bi di dong (MSE)
Dé bam sat nhéat cé thé cac khai niém va phwong phap luan ctia EESSI, ching t6i dinh nghia cac

thanh phan sau day cla hé thdng tao chi» ky sb trén thiét bi di dong.

Application
Enduser €= Mobile SCA ¢ > MSSP Provider
*
E ¢ Mobile Signature Application
GCessssmsmmEn -’ Mobile SCD
Mobile SCS

Mobile Signature Environment

Hinh 4. Méi trwéng chi ky trén thiét bi di dong.

Giai thich thuat ngir:

- Nguwoi dung cudi (Enduser): Theo thuat ngir duoc st dung xuyén subt cac tiéu chuan kj thuat vé ky
sb trén thiét bi di ddng, ngudi dung cudi chinh 1a chi thé ky.

- Méi truwdrng ky sb trén thiét bi di dong (MSE): La méi trwéng vat ly, dia ly va cong nghé clia hé théng
tao chir ky sb trén thiét bj di dong.

- Hé théng tao chi¥ ky trén thiét bi di dong (MSCS): La hé théng téng thé thwc hién viéc tao ra ky s
trén thiét bi di dong, bao gdm MSCD va MSA.

- Thanh phén tao chir ky trén thiét bi di déong (MSCD): La thiét bi/moi trwdng thyee thi viée tao chiv ky,
twong duwong véi SSCD (Secure Signature Creation Device - Thiét bj tao chir ky an toan) trong méi trudng di
doéng; khéng déng nhét véi SCD (Signature Creation Data - Dir liéu tao chir ky), 1a di¥ liéu (khoa bi mat) duwoc
Iwu gilr va str dung bén trong MSCD.

- ng dung ky s6 trén thiét bi di dong (MSA): La (rng dung di dong nam trong MSCS thuc hién viéc
tao chir ky, khdng bao gdm MSCD. U'ng dung ky sb trén thiét bi di déng bao gdm MSCA va MSSP.

- Ung dung tao chi¥ ky trén thiét bi di dong (MSCA): La (rng dung nam trong MSCS thwc hién tao chir
ky trén thiét bi di dong bang cach st dung cac dich vu tr MSSP va MSCD.

- Nha cung cép dich vy ky sb trén thiét bi di ddng (MSSP): Cung cép céc dich vu ky sb trén thiét bi di
déng cho chui thé ky théng qua MSCA va cung cip cho AP.

13
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- Nha cung cép trng dung (AP): La ca nhan hoac t& chirc st dung cac ky sb trén thiét bi di dong do
chl thé ky tao ra. Thuat ngir sé xuyén subt tiéu chuan nay, AP déng vai trd la Bén thr ba tin cay (Bén tiép
nhan/str dung chir ky).

5.4 Van hanh cta trng dung ky sé trén thiét bi di dong (MSA)

Chu thé ky phéi hop cling cac thanh phan ctia MSA va MSCD dé tao ra mét ky sé trén thiét bi di dong
théng qua mét chudi cac budc. M6i thanh phan nay duoc phan bd cho MSCA hodc cho MSSP. Tuy nhién, vi
tiéu chuan nay khéng phu thudc vao cong nghé cu thé, né khéng mac dinh bat ky sw phan b cb dinh nao clia
cac thanh phan cho MSCA hay MSSP. Chang han, tiy thudc vao kha nang cla thiét bj di dong, mét sé thanh
phan sé& cé nhiéu kha nang dworc trién khai bdi MSSP & phia may chu.

Trong so d6 dwdi day, cac thanh phan duwoc trinh bay theo mét cach trién khai dién hinh cia mot
MSA. Trong cach trién khai nay, MSSP hé tro MSCA trong viéc dinh dang théng diép can dwoc ky bdi
MSCD. Tuy nhién, viéc dinh dang nay ciing c6 thé dwoc thue hién béi MSCA. Mat khac, tat ca céc tac vu
dwoc thwe hién bdi cac thanh phan lién két voi MSCA ciing déu cé thé duorc thuc hién bdi MSSP.

Signer's Document Presentation
Component (SDP)

Signature Attribute Viewer (SAV)
Signer Interaction Component (SIC)

Signer's Authentication Component
SAC)

MSCD/MSCA Communicator (DAC)

MSSP/MSCA Communicator (PAC)

MSCA

Mobile Signature Application

Hinh 5. C4u tric bén trong ctia mét tng dung ky s trén thiét bi di dong.

Hinh trén cung cap mét cai nhin tdng quan ngén gon vé cac thanh phan dwoc phan bé cho MSCA va
MSSP.

Dé tao ra mét ky sb trén thiét bi di dong, cac budc sau day cé thé dwoc thue hién néu cd DTBS duoc
gwi tr AP t6i MSSP:

- MSSP kiém tra dé dam bao rdng DTBS hop Ié vé mat ¢t phap va nglr nghia. Tuy nhién, theo CEN va
ESI, DTBS ¢4 thé bao gbm: tai liéu ky sb, méa dinh danh chinh sach chir ky, ma dinh danh ching thw, loai cam
két va cac thong tin khac. DU vay, yéu cau chir ky dich vu chi ky trén thiét bi di ddng (MSS Signature Request)
van c6 thé chira cac thong tin bd sung nay. Do do, MSSP s& hiru dir liéu twong dwong véi DTBS theo dinh
nghia cia CEN va ESI.

- MSSP dinh dang DTBS béng cach sir dung bd dinh dang, két qua thu dwoc goi la DTBSF. Buéc
nay twong (g voi viéc dinh dang DTBS theo chuan ASN.1 dé dam bao tuan thi cAu tric PKCSH#7.

14
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- DHC sau d6 sé tiép nhan DTBSF va tinh toan ra DTBSR théng qua qua trinh bam (hash). Trong mét sb
trwdng hop, toan bd qua trinh bam dwoc thye hién bdi MSSP hodac MSCA. Trong cac trwdng hop khac, mét sb
buéc clia qua trinh bam co thé dworc thue hién bdi MSCD.

- DTBSR sau d6 c6 thé dwoc chuyén téi MSCA théng qua bo giao tiép MSSP/MSCA (PAC) theo
yéu cau clia MSCA.

- MSCA duoc khéi tao sang ché dd van hanh bang cach khéi dong phan mém MSCA. MSCA va
MSSP thuc hién xac thuc 1an nhau, va bd giao tiép MSSP/MSCA (PAC) phia MSCA sé thiét lap mét kénh
truyén tin cay dé truyén tai DTBSR.

MSSP

M,

Hinh 6. Mang di déng: Kénh truyén tin cay cho mai trwéng ky sb trén thiét bi di déng.

- MSCA phaéi cho phép chui thé ky xem xét DTBSR théng qua viéc siv dung thanh phan trinh bay tai
liéu cha thé ky (SDPC) va SAV, nham dam béo rang toan bd thong tin trong DTBSR la chinh xac va khéng
bi thiéu sot.

- MSCA va MSCD sau d6 c6 thé xac thyc 1an nhau dé dam bao véi chi thé ky ring MSCA dang
tin cay. Viéc xac thwc 1an nhau nay la can thiét néu MSCA ndm duwdi sy kiém soat ciia nha cung cap
dich vu, nhung khoéng can thiét néu MSCA hoan toan nam dwéi sw kiém soéat cla cha thé ky.

- Sau d6, MSCA phai twong tac véi cha thé ky thdng qua SIC dé& nhan Iénh goi ky, Iénh nay
hwéng dan MSCA va MSCD bat dau qua trinh ky.

- Chi thé ky sau d6 cung cp SAD théng qua SAC, co thé gii trwe tiép téi MSCA hodc téi MSCD.
Dir liéu SAD nay dwoc truyén qua bd giao tiép MSCD/MSCA (DAC), thiét lap dwdng déan tin cay (trusted
path) gitra cac thanh phan nay néu di liéu khéng dwoc nhap tric tiép vao chinh thiét bi tao chiv ky sé di
dong (MSCA).

- Bo giao tiép MSCD/MSCA (DAC) sau d6 c6 thé khdi tao mét kénh truyén tin cay dé truyén tai
DTBSR.

- MSCD sau dé thyc hién tao chir ky sb trén thiét bj di doéng dwa trén DTBSR, str dung di liéu tao
ch ky (SCD) clia cht thé ky.

- Ky sb trén thiét bi di ddng sau d6 duoc chuyén nguoc lai cho MSCA théng qua bo giao tiép MSCD/MSCA
(DAC) va dwoc chuyén téi hé thbng MSSP.
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MSSP

Mobile
Network

//////IJ

Hinh 7. Mang di déng: Kénh truyén tin cay cho mai trwéng ky sb trén thiét bi di déng.

- Thanh phan déi twong dir liéu chi thé ky (SDOC) sau dé thwdng tiép nhan cac thanh phan cla
DTBSF, két hop ching v&i chudi bit dai dién cho ky sb trén thiét bi di ddng do MSCD cung cép, va soan thao
thanh mét SDO.

- MSSP nhing SDO nay vao phan hdi chir ky va chuyén giao cho AP théng qua bd giao tiép
MSSP/AP (PPC). T4t ca cac hoat dong nay cé thé dwoc ghi lai bdi thanh phan ghi nhat ky chi ky (SLC).

- Néu MSCA ho&c MSSP c¢6 thé xac minh chi ky, thi két qua xac minh chir ky sé dwoc hién thi.

6  Yéu ciu bao mat déi véi hé théng tao chir ky sé trén thiét bj di dong (MSCS)

6.1 Yéu cau bao mat tong thé ctia MSCS

MSCS phai dam bao rang chi¥ ky dwoc tao ra phan anh ding y chi va nhan thirc clia nguoi
dung, ddng thdi ngdn ngtra moi hanh vi gid mao hoéc tao chi¥ ky trai phép.
6.1.1 Yéu cau déi véi dir liéu can ky (DTBS)

Dir liéu can ky 1a yéu tb cbt I16i quyét dinh gia tri phap ly cta chi ky, viéc x& ly di liéu can ky
phai tuan thi cac yéu cau sau:

e MSCS-01: DTBS phai chira tai liéu ctia chi thé ky.

e MSCS-02: DTBS phai chira chirng thw chir ky cia chu thé ky lién quan dén di liéu tao chir ky

ma MSCD st dung dé tao chi¥ ky sb trén thiét bi di déng va theo y dinh ctia cha thé ky.

e MSCS-03: DTBS phai chira chinh sach chi ky (hodc tham chiéu dén chinh sach chi ky).

e MSCS-04: DTBS phai chiva thudc tinh loai cam két néu chinh sach ch ky dinh nghia nhiéu

hon mot loai cam két.

e MSCS-05: Néu quy dinh hién hanh cho phép nhiéu hon moét dinh dang ndi dung tai liéu cta chu

thé ky thi DTBS phai chira dinh dang ndi dung tai liéu ctia chu thé ky.
6.1.2 Yéu cau vé kénh truyén tin cay (Trusted channel)

Cac yéu cau dbi véi kénh truyén tin cdy nham déi pho véi mbi de doa vé viéc cac thanh phan ctia DTBS,
DTBSF, DTBSR, ky sb trén thiét bi di dong va SDO c¢6 thé bi hw hdng hoac bi stra dbi trong khi chung
nam trong MSCA hoéc MSSP, ciing nhuw trong qué trinh truyén tai gitta MSCA va MSSP hoac gitta MSCA
va thiét bj tao chir ky sb di dong (MSCD). Cac yéu cau nay ciing nham dbi phé véi mbi de doa vé viéc vi
pham tinh bdo mat clia cac dbi twong néu trén:

e MSCS-06: MSCA, MSSP va MSCD phai duy tri tinh toan ven cia cac thanh phan DTBS,

DTBSF, DTBSR, ky sb trén thiét bi di dong va SDO.
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e MSCS-07: MSCA, MSSP va MSCD phai duy tri tinh toan ven cla tat ca div liéu giao thirc truyén
tai gitra (ng dung tao chir ky sb trén thiét bi di ddng va nha cung cép dich vu ky sb trén thiét bi
di déng ciing nhw gitra (ng dung tao chi ky sb trén thiét bi di dong va thiét bi tao chi ky sb di
dong.

e MSCS-08: MSCA, MSSP va MSCD phai duy tri tinh bi mat cGa cac thanh phan DTBS, DTBSF,
DTBSR, ky s trén thiét bi di déng va SDO.

e MSCS-09: Hé théng phai dam bao rang cac thanh phan DTBS dwoc st dung dé tao DTBSF va
DTBSR la gibng hét v&i nhivng thanh phan da duoc trinh bay cho chi thé ky trong qua trinh
trinh bay va ching ddng nhét v&i nhivng gi cha thé ky da ky.

6.1.3 Yéu cau phét sinh tir cdc tién trinh va céng giao tiép khéng tin cay

Yé&u cau sau nhadm dbi pho véi nguy co bi can thiép tlr cac tién trinh va cdng giao tiép khong tin cay
trong hé théng:

e MSCS-10: T4t ca cac hé thdng, tién trinh rng dung, thiét bi ngoai vi va kénh truyén théng khéng

tin cay phai bi ngén chan khéng dwoc can thiép vao cac tién trinh ky.
6.1.4 Kiém soat dau vao (Input control)
Giao dién dau vao ludn tiém an rdi ro vi, vi du k& xam nhap co thé cb géng slra ddi cac thanh phan hé
théng hodc virus xam nhap cé thé lam héng dir liéu va phan mém. Cac yéu ciu sau day nham dbi pho voi
mébi de doa tir cac thanh phan hé thdng bi xam nhap hoéc bi gia mao:
e MSCS-11: Phai trang bi gidi phap phong chéng ma doc dbi véi MSCS hodc dam béo réng hé
thdng tao chir ky sb trén thiét bi di dong bi tn cong tAn cong bdi ma doc cé thé dwoc phuc hoi
dung céach.
e MSCS-12: MSCS phai bao vé tinh toan ven clia cac thanh phan chirc ndng chinh né nham
tranh kha nang bi tAn cong lam héng ching.
e MSCS-13: MSCS chi cho phép cai dat cac thanh phan chirc nang khac théng qua mét quy trinh
tai xubng bao mat.
6.2 (ng dung tao chir ky trén thiét bj di dong (MSCA)

N&i dung nay xac dinh cac yéu ciu bdo mat téi thiéu ap dung cho tirng thanh phan clu thanh nén
MSCA.
6.2.1 Thanh phan trinh bay tai liéu cda chud thé ky (SDP)

Céc yéu cAu sau day nhdm dbi pho véi mbi de doa vé viéc ky mét tai liéu ma chi thé ky khéng co y
dinh ky (ky nham hoéc ky sai néi dung):

e MSCA-01: SDP phai canh bao chi thé ky néu tai liéu cha cha thé ky khéng phu hop véi cl
phap duoc quy dinh b&i dinh dang néi dung va cho phép cha thé ky hiy khdi qua trinh ky.

e MSCA-02: SDP phai canh bao chi thé ky néu dinh dang néi dung dwoc chi dinh trong tai liéu
cta chu thé ky khéng dwoc thanh phan trinh bay tai liéu cta chd thé ky hé tror diy du hodc
khéng dwoc thanh phan trinh bay tai liéu ctia chi thé ky chip nhan va cho phép cha thé ky hay
bé qua trinh ky.
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MSCA-03: SDP phai théng bao cho chi thé ky rang cac SDO khac duwgc nhing trong tai liéu
ctia chu thé ky (diéu nay sé ngan chu thé ky vo tinh ky cac dbi twong cé chir ky sai hoac khéng
hop Ié do ngwdi khac tao ra).

MSCA-04: SDP khéng cho phép chil thé ky thay dbi bat ky phan nao trong tai liéu cta chi thé
ky.

MSCA-05: SDP phai canh bao chu thé ky vé sy hién dién cha cac van ban an, thw vién 1énh

ho&c ma thuc thi va cho phép chu thé ky hiy khdi qua trinh ky.

6.2.2 Trinh xem thuéc tinh ch& ky (SAV)

Céc yéu cau sau day nham dbi phd véi mbi de doa vé viéc ky mot tai liéu bao gdbm cac thudc

tinh ma chu thé ky khéng chi y dwa vao:

MSCA-06: Quy trinh hién thi thudc tinh chir ky phai cho phép chi thé ky xem dwoc cac thudc
tinh chl ky

MSCA-07: Qua trinh xem thudc tinh s& canh bao chu thé ky vé sy hién dién sy hién dién cla
cac van ban an, thw vién 1énh (macro) dwoc nhing trong cac thudc tinh chir ky.

MSCA-08: SAV cho phép chi thé ky cé thé kiém tra cac thanh phan chinh clia chirng thw chiy
ky c6 trong DTBS.

6.2.3 Thanh phan twong tiac chu thé ky (SIC)

Céc yéu cau sau day nham dbi phé véi mbi de doa vé viéc tao chir ky ngoai y mudn:

MSCA-09: Trwédc khi bat dau qua trinh ky, SIC sé yéu cau cha thé ky thwc hién mét twong tac
kich hoat chir ky phwc tap véi SAC, diéu nay ngan chan viéc khai thac béi cac chwong trinh tw
dong (bot).

MSCA-10: SIC phai dat ra gi¢i han vé thdi gian hét han trong viéc cung cp SAD twr luc gl 1o
mdi dén lic hoan thanh ky két..

MSCA-11: Néu thdi han nay hét han, toan bd qua trinh ky sé& bi chdm dit va chi thé ky sé phai
bat dau lai qua trinh ky bang cach nhap lai théng tin SAD.

6.2.4 Thanh phan xéc thwc chu thé ky (SAC)
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Céc yéu cau sau day nham dbi phd véi méi de doa vé viéc stiv dung thiét bi MSCD tréi phép:

MSCA-12: MSCA phai cung cap phwong thirc d& chi thé ky nhap SAD théng qua MSCA dén
MSCD.

MSCA-13: MSCA phai duy tri tinh bi mat cia SAD va phai xéa bd ngay khi khédng con sir dung
nira.

MSCA-14: Néu SAD nhap sai lién tiép nhiéu lan, hé théng phai glvi théng béo 16i cho chui thé ky
va cho phép thir lai néu phwong thirc xac thuwe cia chi thé ky néu chuwa bi MSCA khoa.
MSCA-15: MSCA phai cung cdp mét dworng dan tin cay cho viéc chuyén ddi SAD sang dir liéu
tao chir ky bao mat (SSCD).

MSCA-16: Phai cung cap chirc nang thay ddi SAD dwa trén théng tin da biét (Vi du PIN, mat

khau), trir trrng hop viéc st dung chirc ndng nay bi cdm bdi chinh sach bdo mat.
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e MSCA-17: Théng tin SAD khéng dwoc hién thi, 'ng dung tao chiv ky sb trén thiét bi di dong
(MSCA) phai cung cap moét phuwong thire khac vi du nhap PIN/Mat khau hién thi **** hodc « « « *)
ma khéng tiét 16 thong tin SAD.

e MSCA-18: MSCA phai yéu cau trinh bay SAD méi hai lan va kiém tra ca hai ban trinh bay phai
gidng nhau trwéc khi glri SAD méi cho MSCD.

6.2.5 Bé giao tiép MSCD/MSCA (DAC)
Cac yéu cu sau day déi pho véi mbi de doa vé viéc tao ra cac chiv ky sai tir phia thiét bi MSCD:

e MSCA-19: Bb giao tiép MSCD/MSCA (DAC) phai hd tro tAt cd cac muc lién quan dén giao dién
vat ly trong pham vi da dinh ho&c theo cac d&c tinh d& duwoc chi dinh, nham dam bao hoat dong
ding cla cac loai MSCD ma né tuyén bd hb tro.

e MSCA-20: Bd giao tiép MSCD/MSCA (DAC) phai dam béo rang chirc ndng MSCD chinh xac
dwoc chon, néu nén tang noi chirc nang MSCD dworc trién khai yéu cu viéc lwa chon.

e MSCA-21: Trwong hop bd giao tiép MSCD/MSCA (DAC) st dung kénh truyén théng qua mang
vidn thong (OTA/SMS) dé truydn d@ lidu cin ky (DTBS/DTBSR) gitta MSSP va MSCD, kénh
truyén nay phai 4p dung co ché ma héa va toan ven di¥ liéu bat budc (theo chuin bao mat
3GPP TS 03.48 hoac twong dwong), khédng dwoc dé& & mirc khuyén nghi hodc chi néu trong vi
du minh hoa, nham phong chéng nguy co tan cong xen gitra (MiTM) t&» ha tang vién théng trung
gian. Ranh gi&i trach nhiém bao mat gitra tb chirc cung cép dich vu ky s6 (CA/MSSP) va nha
mang vién thong (MNO) ddi véi kénh truyén nay phai dwoc quy dinh rd trong théa thuan cung
céap dich vu.

6.2.6 Bé giao tiép MSSP/MSCA (PAC)
Yéu cau vé tinh va toan vén ctia di liéu trao dbi gitva MSSP va MSCA:
e MSCA-22: MSCA va MSSP phai xac thyc 1an nhau, d& ddm bao vé&i chi thé ky rang MSSP va
yéu cau ky sb trén thiét bj di ddng nay dwoc tin twéng.
6.3 To chirc cung cap dich vu ky sé trén thiét bj di dong (MSSP)

N&i dung nay xac dinh cac yéu ciu bao mat t6i thiéu tdng thé ap dung cho tirng thanh phan cau thanh
nén MSSP.
6.3.1 Thanh phan xac minh di¥ liéu can ky (DTBSV)

Cac yéu cau sau day dbi phé voi nhivng mdi de doa dbi véi ca chi thé ky va nha cung cép dich vu
(AP) lién quan dén cac dinh dang ndi dung va thudc tinh chi ky khéng phu hop:

e MSSP-01: MSSP phai xac minh tat ca cac thanh phan DTBS dwoc trich xuét tv yéu cau chiv ky
theo cac yéu cadu MSCA-01, MSCA-02, MSCA-03, MSCA-05 va MSCA-07.

e MSSP-02: MSSP phai canh bao chu thé ky bang cach tao ra canh bao nhw dwoc mé ta trong
diéu khoan 6.2.1.

e MSSP-03: MSSP phai théng bao cho chi thé ky v& nhirtng hé qua cla tai liéu chi thé ky néu
can thiét.

e MSSP-04: MSSP phai tir chdi yéu cau ky sé néu can thiét.

19



TCVN XXXXX:2026

e MSSP-05: MSSP khéng dugc thay dbi DTBS tir AP ma khong cé sy déng y clia AP.
6.3.2 Thanh phan dinh dang di¥ liéu can ky (DTBSF)

Yéu cau sau day dbi pho véi nguy co dan dén viéc tao ra DTBS sai léch hodc khong day da:

e MSSP-06: MSSP phai tao ra dinh dang DTBSF theo yéu cau ky sb.

6.3.3 Thanh phan bam di¥ liéu (DHC)

Cac yéu cau sau day dbi pho véi mbi de doa tir viéc stv dung cac thuat toan khéng dd manh va tao ra
céu truc DTBSR khéng day du:

e MSSP-07: MSSP phai dam bao rang chi st dung cac thuat toan bdm thuéc mét tap hop cac
thuat toan va tham sé dwoc phé duyét cho ky sé trén thiét bi di dong, cu thé tai Phu luc A cla
tiéu chuan nay, phu hop Quy chuan ky thuat qudc gia QCVN 137:2025/BKHCN hodc hwéng
dan thuat toan mat ma hién hanh cta Ban Co yéu Chinh phd.

e MSSP-08: MSSP phai ddm bdo rang chi sir dung cac dinh dang dau vao chir ky dwoc cho phép
b&i cac thuat toan va tham sé dwoc phé duyét cho ky sb trén thiét bj di dong, cu thé tai Phu luc
A clia tiéu chuan nay.

e MSSP-09: MSSP phai dam bao viéc tao ra DTBSR chinh x&c cho ky sbé trén thiét bi di dong.

6.3.4 Thanh phan déi twong di¥ liéu chu thé ky (SDOC)

SDOC lién két v&i dau ra cia MSCD véi DTBSF theo dinh dang chuan duwoc xac dinh bdi loai
SDO va tao ra SDO.

Khoéng c6 yéu cau bado mat nao dwoc quy dinh cho SDOC. Tuy nhién, diéu can thiét Ia SDO thu
dwoc phai co ciu tric gibng véi DTBS, vi du: trinh tw cla tai liéu cha thé ky va thudc tinh chiv ky phai
gidng nhau. Néu khong, ky sb trén thiét bj di dong sé khong hop lé.

6.3.5 Thanh phan twong tic véi CSP (CSPC)

CSPC sé twong tac v&i cac CSP dé nhap chirng thw chiv ky s clia chii thé ky va kiém tra trang
thai cua chung.

Khoéng c6 yéu ciu bdo mat nao danh riéng cho thanh phan twong tac véi CSP. Tuy nhién, nén
thworng xuyén kiém tra tinh hop 18 clia chirng thw chi ky sb clia chi thé ky.

6.3.6 Thanh phan ghi nhét ky chiv ky (SLC)

Dbi v&i chi thé ky, viéc nhan dwoc hé tro tr MSSP lién quan dén viéc ghi nhat ky chiv ky la rat
hivu ich, tic 18 MSSP c6 thé Iwu trir mdt ban ghi nhat ky cho méi chi ky dwoc tao ra. R rang, ban ghi
nhat ky khéng dwoc phép stra dbi.

Khéng c6 yéu cau bao mat cu thé nao danh cho thanh phan ghi nhat ky chi ky (SLC). Tuy
nhién, nén duy tri sd lwong chir ky dwoc ghi lai.

6.3.7 Bé giao tiép MSSP/MSCA (PAC)

Yéu cau nay nham dam bao tinh bdo mat va tinh toan ven cla dir liéu trao ddi gitba MSSP va MSCA:

e MSSP-10: MSCA va MSSP phéi xac thuc 1&n nhau, d& dam bao v&i chi thé ky ring MSSP va
yéu cau ky sb trén thiét bi di ddng nay dwoc tin twdng (MSCA-21)
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6.3.8 Bé giao tiép MSSP/AP (PPC)

Yéu cAu nay nham dam béo tinh bao mat va tinh toan ven clia di liéu trao dbi gitka MSSP va AP:
MSSP-11: AP va MSSP phai xac thyc 1an nhau.

6.4 Thiét bj tao chir ky s6 di ddng (MSCD)

Trong pham vi tiéu chuan nay, cac yéu cau bao mat dbi véi MSCD va SAC sé& duoc xac dinh cu thé:

6.4.1 Yéu cau bdo méat tong thé cho MSCD

Cac yéu cau bao mat tbng thé dbi véi MSCD lién quan dén co' ché tw kiém tra cac thanh phan ndi bd

clia MSCD, chéng ro ri théng tin, ngan ngtra cac trang thai khéng an toan va phat hién cac cudc tan cong vat

ly:

MSCD-01: MSCD phai thyc hién mot bd cac phép kiém ther dé chirng minh viéc van hanh dung
clia cac gia dinh an toan dwoc cung cp b&i may md hinh lam nén tang cho cac chirc ndng bao
mat.

MSCD-02: MSCD phai thyc hién mot bd cac phép kiém thir dé chirng minh réng cac chwrc nang
bao mat hoat dong dung.

MSCD-03: MSCD phai cung cip cho ngudi dung dwoc Gy quyén kha ndng kiém tra tinh toan
ven cla di liéu thuéc cac chirc nang bao mat.

MSCD-04: MSCD phai cung cdp cho ngudi dung dwoc Gy quyén kha ndng kiém tra tinh toan
ven clia ma thye thi dwoc Iwu trir clia cac chirc nang bao mat.

MSCD-05: MSCD khéng duoc tao ra div liéu dw thira dé tranh viéc ké tan cong co thé truy cap
vao SAD hoac di¥ liéu tao chir ky (SCD).

MSCD-06: MSCD phai dam bao rang ké tan céng khong thé loi dung cac giao dién dé truy cap
vao SAD hoac dir liéu tao chir ky (SCD).

MSCD-07: MSCD phai duy tri trang thai an toan khi xay ra cac 16i lién quan dén bdo mat.
MSCD-08: MSCD phai cung cap kha nang phat hién rd rang dbi véi cac hanh vi can thiép vat ly
c6 thé 1am anh hwéng dén cac chirc ndng bdo mat.

MSCD-09: MSCD phai cung cép kha ndng xac dinh cd xay ra hanh vi can thiép vat ly hay
khoéng.

MSCD-10: MSCD phai chéng lai viéc can thiép (can thiép vat ly hodc tn cong phan cirng) bang

cach tw dong phan &ng sao cho an ninh khéng bi vi pham.

6.4.2 Thanh phan xdc thwc nguwoi dung (UAC)

Néu MSCD s& hiru giao dién ngwdi dung (HI) riéng, cac yéu cau sau day phai duoc dap ing:
MSCD-11: MSCD phai cung cAp mét giao dién ngwdi dung (HI) dé nhap SAD

MSCD-12: MSCD phai dam bao tinh bi mat ctia SAD va xda an toan di li€u nay ngay khi khéng
con can thiét.

MSCD-13: Néu SAD nhap sai nhiéu lan lién tiép (vi du 03 1an lién tiép), hé théng phai gri théng
bao 16i cho chi thé ky va cho phép thir lai néu phwong thirc xac thuec ctia cha thé ky néu chua
bi MSCD khoa.
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MSCD-14: Phai cung cip chirc ndng thay déi SAD dya trén thdng tin da biét (Vi du PIN, mat
khau), trir trrng hop viéc st dung chirc ndng nay bi cAm béi chinh sach bao mat. (MSCA-16)
MSCD-15: Théng tin SAD khéng dwoc hién thi, phai cung cdp mét phwong thirc khac (vi du
nhap PIN/Mat khau hién thj **** hodc ¢ « « ») ma khang tiét 16 théng tin SAD. (MSCA-17)
MSCD-16: MSCD phai yéu cau nhap SAD méi hai lan va kiém tra xem hai 1an nhap c6 gibng
nhau hay khéng.

MSCD-17: Khi s6 1an nhap sai SAD lién tiép vwot qua sb Ian tdi da cho phép (mé&c dinh 03 lan,
c6 thé cAu hinh), MSCD phai tam khda chirc nang xac thuc trong mét khoang thi gian téi thiéu
quy dinh (ho&c yéu ciu quy trinh mé& khdéa qua ké&nh khac) nham phong chéng tan cong do
dang nhép ty déng (brute-force).

MSCD-18: MSCA va MSCD phai ap dung co ché quan ly phién an toan, bao gdm: (i) thiét 1ap
thoi gian timeout khi khéng c6 hoat dong va ty déng khoa/dang xuét khi hét thai gian; (i) x6a an
toan di¥ liéu SAD khdi bé nhé khi két thuc phién; (iif) bubéc xac thwce lai khi bat dau phién moi

hodc sau khi hét timeout.

6.4.3 Thanh phan tao chi ky (SCC)

Céc yéu cau sau day nham dbi phd véi cac mbi de doa vé viéc st dung thuat toan khéng phu

hop va viéc tao chiy ky trai phép:

7

71

MSCD-19: Thanh phan tao chi¥ ky (SCC) phai yéu cau chi thé ky duwoc xac thwe thanh cong
trwdc khi cho phép tao chir ky hoac thyc hién bat ky hanh déng nao khac theo phan quyén.
MSCD-20: Thanh phan tao chi¥ ky (SCC) phai ddm bao rang chi nguwdi dung cé vai tro 1a chi
thé ky mai cé thé ky DTBSR.

MSCD-21: Thanh phan tao chi ky (SCC) phai thyc hién viéc tao chir ky theo cac thuat toan
mat ma va do dai khéa mat ma da dwoc quy dinh, dwoc cho phép béi cac thuat toan va tham
sb dwoc phé duyét cho ky s trén thiét bi di ddng. Danh muc thuat toan mat ma va do dai khda
tdi thiéu dwoc chap nhan phai dwoc quy dinh cu thé tai Phu luc A cda tiéu chuan nay; khoéng st
dung céac thuat toan/dé dai khéa da bi khuyén cao loai bo.

MSCD-22: Thanh phan tao chi¥ ky (SCC) phai cé kha ndng hdy di liéu tao chi¥ ky (SCD) theo
yéu ciu cuta chi thé ky hodc quan tri vién, phi hop véi phwong phap hay khoéa da dwoc quy
dinh.

Hé so chiv ky sé trén thiét bi di dong

Co s& ly luan

Nhw d& mé ta trong phan 6 cla tiéu chuan nay, c6 thé cé nhiéu cach thirc trién khai dich vu ky

sb trén thiét bi di dong khac nhau nhwng van cung cip cung mét mirc d6 bdo mat. Duéi goc dd bao

mat, cau hdi quan trong nhéat khéng phai la cac chirc nang bao mat dwoc lién két vao thanh phan nao

cta hé théng. Quan trong hon 13 liéu tat ca cac chirc ndng bao mat dwoc xac dinh trong phan 6 c6
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duorc thiét Iap day da hay khong. Hon niva, cach thirc thwe hién cac chirc nang bdo mat dé ciing 1a mét
van dé can luu y.

Bén canh ban than MSCS, can phai tinh dén mbi trwdng ctia hé théng va cac khia canh van
hanh. Mot phan cla méi trwdng nay 1a CSP. Viéc thyce thi cia CSP thiéu ddm bao c6 thé dan dén s
suy gidm do tin cay cua ky sb trén thiét bi di dong. Diéu nay ciing c6 thé xuéat phat tir viéc nhan vién
clia cac CSP khong tuan tha cac chinh sach bao mat t6 chirc.

C4c loai hinh ky sé trén thiét bi di dong dwoc sép xép mét cach twong ddi theo cip d6 bao mat tang
dan. Khi so sanh hai trwdng hop ky sb trén thiét bj di ddng khong phai Iic nao cling rd rang dau la chi ky c6
cAp do cao hon. Do d6, khdng thé xac dinh mét thir tw rd rang ky sb trén thiét bi di dong. Diéu nay cang lam
cho viéc xac dinh cac cap dd phu hop tré nén khé khan hon.

Tuy nhién, trong mét mdi trwéng khép kin, noi tt cd cac tac nhan déu cé thda thuan hop tac voi
nhau, mét tap hop cac quy tac cé thé dworc thiét lap dé xac dinh thr tw cho cac hd so chiy ky sb trén thiét bj
di déng khac nhau.

7.2 Khung cau tric

Dwa trén cac phan tich vé bdo mat da thwc hién tai khoan 6 va cac co sé ly luan néu trén,
chuing ta c6 thé két luan rang méac du viéc xac dinh mét tiéu chuan khach quan dé xép hang cac Hoé so
ky sb trén thiét bi di dong la rat kho khan, nhwng hoan toan cé thé thiét 1ap mét khung céu tric cho céac
hé so chir ky s6 trén thiét bi di dong nay.

Dwéi day la danh sach cac théng tin can thiét ciia khung cAu tric danh cho bd cau hinh cho hé
théng chir ky trén di déng:

bang ky va chirng thyc:

-Bang ky: Tric tiép hoac tir xa, mirc do tin cay clia thong tin, dinh nghia vé danh tinh.
- Chirng thue: Quy ché chirng thuc; Chinh sach chirng thw; Quan Iy va st dung danh tinh.
Hé théng ky sb trén thiét bi di dong:
- Céc quy tac x(r ly ky sb trén thiét bi di dong:
e Chinh sach chir ky
e Bén tin twédng (RP) can phai chac chan rang chinh sach ma chi thé ky ap
dung la phu hop véi cac nhu cau kinh doanh cu thé clia ho. Cha thé ky dwoc
yéu cau “cung cap théng bao vé cac diéu kién ky két ap dung cho méi giao
dich v&i déi tac kinh doanh cdia minh”.
e Chinh sach chi¥ ky phai bao gébm cac quy trinh quan ly déi véi cac diéu kién
ky két va cac quy tac ky thuat, vi du nhu:
- Quan ly va st dung dinh danh ciing nhw thudc tinh clia chirng thw
- Chirng thw da diéu kién hodc khong da diéu kién
- Quy trinh tao chi¥ ky
- Thuat toan va dé dai khda
- Bién phap bao vé ky thuat cho MSCS:
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Yéu ciu bdo mat chung:

+ Yéu cau dbi vaoi div liéu can ky (DTBS)

+ Yéu cau vé kénh truyén tin cay (Trusted channel)

+ Yéu cau phat sinh tir cac tién trinh va cbng giao tiép khong tin cay

+ Kiém soat dau vao.

MSCA:

- Sy cdng nhan hoéc tuyén b tuan tha

- Yéu céu dbi vai tirng thanh phan:

MSSP:

+ Thanh phan trinh bay tai liéu cta chu thé ky (SDP)
+ Trinh xem thudc tinh chr ky (SAV)

+ Thanh phan tuwong tac chi thé ky (SIC)

+ Thanh phan xac thwc cha thé ky (SAC)

+ B0 giao tiép MSCD/MSCA (DAC)

+ B0 giao tiép MSSP/MSCA (PAC)

- Sy c6ng nhan hodc tuyén bd tuan tha

- Yé&u cau dbi véi tirng thanh phan:

MSCD

+ Thanh phan xac minh di liéu can ky (DTBSV)

+ Thanh phan dinh dang di liéu can ky (DTBSF)

+ Thanh phan bam di liéu (DHC)

+ Thanh phan déi twong dir liéu chi thé ky (SDOC)

+ Thanh phan ghi nhat ky chi ky (SLC)

+ Twong tac véi nha cung cép dich vu chirng thwe (CSPC)
+ B0 giao tiép MSSP/MSCA (PAC)

+ B0 giao tiép MSSP/AP (PPC)

- Sy c6ng nhan hodc tuyén bé tuan tha

- Yéu cAu dbi vé&i tivng thanh phan:

+ Thanh phan xac thuc nguwdi dung (UAC)
+ Thanh phan tao chi¥ ky (SCC)

Mot sb théng tin da dwoc quy dinh bdi cac t6 chirc tiéu chuan héa khac, chang han nhw nhém

ESI dbi v&i cac chinh sach chir ky.

7.3 XML Schema

Twong tw nhw lwoc dé XML dwoc ESI quy dinh cho cac chinh sach chir ky, mét XML Schema danh

cho hoé so chi ky sb trén thiét bj di ddng ciing c6 thé dworc thiét lap. Trong tiéu chuén nay, ching téi chi

tap trung vao phan bién phap ky thuat bao mat cia hd so chir ky sé trén thiét bi di dong trén di dong.

Trén phuong dién do, ching téi dé xuat st dung XML Schema sau day:
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<xs:schema
targetNamespace="http://uri.etsi.org/2000/v1.00#"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmIns:mss="http://uri.etsi.org/2000/v1.00#"
xmlins:ds="http://www.w3.0rg/2000/09/xmIdsig#"
elementFormDefault="qualified"

<xs:complexType name="technicalComponent_Type">
<annotation>
This is a generic description of the protection features of a technical component.
</annotation>
<xs:sequence>
<xs:element name="conformityDeclaration" type="xs:string" minOccurs="0"/>
<xs:element name="Accreditation" type="xs:string" minOccurs="0"/>
<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="Profile" type="xs:anyURI" use="optional" />
</xs:complexType>

<xs:complexType name="MSCA_ Type">
<annotation>
This is a generic description of the protection features of a Mobile Signature Creation Application.
SDP : Signer's Document Presentation
SAV : Signature Attribute Viewer
SIC : Signer Interaction
SAC : Signer's Authentication
DAC : MSCD/MSCA Communicator
PAC : MSSP/MSCA Communicator
An example of a voluntary declaration of conformity for Signature Creation Applications can be found
in CEN CWA 14172-4
</annotation>
<xs:sequence>
<xs:element name="conformityDeclaration" type="xs:string" minOccurs="0"/>
<xs:element name="Accreditation" type="xs:string" minOccurs="0"/>
<xs:element name="SDP" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:element name="SAV" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:element name="SIC" type="mss:technicalComponent Type" minOccurs="0"/>
<xs:element name="SAC" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:element name="DAC" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:element name="PAC" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="Profile" type="xs:anyURI" use="optional" />
</xs:complexType>

<xs:complexType name="MSSP_Type">
<annotation>
This is a generic description of the protection features of a Mobile Signature Service Provider.
DTBSV : Data to Be Signed Verifier
DTBSF : Data To Be Signed Formatter
DHC : Data Hashing Component
SDOC : Signed Data Object Composer
SLC : Signature Logging Component
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CSPC : CSP Interaction Component
PAC : MSSP/MSCA Communicator
PPC: MSSP/AP Communicator
</annotation>
<xs:sequence>
<xs:element name="conformityDeclaration" type="xs:string" minOccurs="0"/>
<xs:element name="Accreditation" type="xs:string" minOccurs="0"/>
<xs:element name="DTBSV" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:element name="DTBSF" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:element name="DHC" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:element name="PPC" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:element name="PAC" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="Profile" type="xs:anyURI" use="optional" />
</xs:complexType>

<xs:complexType name="MSCD_Type">
<annotation>
This is a generic description of the protection features of a Mobile Signature Creation Device.
</annotation>
<xs:sequence>
<xs:element name="conformityDeclaration" type="xs:string" minOccurs="0"/>
<xs:element name="Accreditation" type="xs:string" minOccurs="0"/>
<xs:element name="userAuthentication" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:element name="signatureCreation" type="mss:technicalComponent_Type" minOccurs="0"/>
<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="Profile" type="xs:anyURI" use="optional" />
</xs:complexType>

<xs:complexType name="technicalProtection_Type">
<annotation>
This is a generic description of a Mobile Signature Service Technical Protection. This structure
denotes the security analysis of clause 6. MSCS elememt denotes the overall security requirements
for a MSCS. MSCA, MSSP and MSCD are used to go further in the description of the security features
of a MSCS.
</annotation>
<xs:sequence>
<xs:element name="MSCA" type="mss:MSCA_Type"/>
<xs:element name="MSSP" type="mss:MSSP_Type"/>
<xs:element name="MSCD" type="mss:MSCD_Type"/>
<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="Profile" type="xs:anyURI" use="optional" />
</xs:complexType>

<xs:element name="MSS_Profile" type="mss:ProfileType"/>
<annotation>
This is a generic description of a Mobile Signature Profile. As we focus only on the technical
protection aspect, this is the only element we mention. However, extensions can be added thanks to
the "any" element.
</annotation>
<xs:complexType name="ProfileType">
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<xs:sequence>
<xs:element name="MSS_technicalProtection" type="mss:technicalProtection_Type"/>
<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

7.3.1 Vidu 1

Day la md ta vé mét dich vu ky sb trén thiét bj di déng truyén thdng twong tw nhw cac hé théng
da dwoc trién khai thuc té trén thé gisi:

- MSCD: St dung Thé SIM tich hgp trng dung SIM Toolkit va thuat toan ma héa cong khai
(PKI). Thiét bj nay dat chirng nhan tiéu chuan I1SO EAL 4+ dua trén hé so danh cho thiét bi tao chiv ky
an toan loai 3.

- Nha cung cép dich vu chir ky sé trén thiét bj di ddng (MSSP): La hé théng may chd c6 kha
nang trién khai day du tat ca cac tinh nang bdo mat.

- MSCA: Str dung chinh dién thoai di dong co hé tro’ chudn SIM Toolkit.

- Giao tiép gitra trng dung tao chir ky sb trén thiét bi di dong (SCA) va nha cung cép dich vu chi¥ ky
sb trén thiét bi di dong (MSSP): Buoc thuc hién qua ké&nh SMS két hop véi cac tinh nang bdo mat cla
tiéu chudn TS 101 181 bao gdbm: ma hda, kiém tra 16i va kiém soat du thira.

- Giao tiép gitra nha cung cap dich vu chir ky sb trén thiét bi di dong (MSSP) va AP: Puoc thuc
hién qua giao thiec HTTP két hop v&i SSL/TLS.

<MSS_Profile>
<MSS technicalProtection>
<MSCA>
<PAC Profile=http://uri.etsi.org/TS102206/v1.1.3#PAC />
</MSCA>
<MSSP>
<DTBS Profile=http://uri.etsi.org/TS102206/v1.1.3#DTBSV />
<DTBSF Profile=http://uri.etsi.org/TS102206/v1.1.3#DTBSF />
<DHC Profile=http://uri.etsi.org/TS102206/v1.1.3#DHC />
<PPC Profile=http://uri.etsi.org/TS102206/v1.1.3#PPC />
<PAC Profile=http://uri.etsi.org/TS102206/v1.1.3#PAC />
</MSSP>
<MSCD Profile= http://uri.etsi.org/TS102206/v1.1.3#MSCD >
<Accreditation>
CC EAL4+ PP - Secure Signature-Creation Device Type 3 Version 1.05
</Accreditation>
</MSCD>
</MSS _technicalProtection>

</MSS_Profile>

7.3.2 Vidu 2

Dwéi day 1a md ta vé mot dich vu ky sb trén thiét bi di dong tw tuyén bd tuan thi cac quy dinh
clia Chi thi EU vé chi ky dién tir da diéu kién
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<MSS_Profile>
<MSS_technicalProtection Profile=http://uri.etsi.org/TS102206/v1.1.3#MSCS >
<MSCA>
<conformityDeclaration>
Manufacturer's Declaration of conformity for a Signature Creation Application
We "manufacturer's name" of "manufacturer's address" do hereby declare under our sole
responsibility...
</conformityDeclaration>
</MSCA>
<MSSP>
<DTBS Profile=http://uri.etsi.org/TS102206/v1.1.3#DTBSV />
<DTBSF Profile=http://uri.etsi.org/TS102206/v1.1.3#DTBSF />
<DHC Profile=http://uri.etsi.org/TS102206/v1.1.3#DHC />
<PPC Profile=http://uri.etsi.org/TS102206/v1.1.3#PPC />
<PAC Profile=http://uri.etsi.org/TS102206/v1.1.3#PAC />
</MSSP>
<MSCD>
<Accreditation>
CC EAL4+ PP - Secure Signature-Creation Device Type 3 Version 1.05
</Accreditation>
</MSCD>
</MSS_technicalProtection>

</MSS_Profile>
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Phu luc A. Yéu cau vé thuat toan mat ma va do dai khoa

A.1 Thuat toan bam
e Bét budc s dung thuat toan bam thudc ho SHA-2 (SHA-256, SHA-384, SHA-512) hodc SHA-3.
e Nghiém cdm s dung thuat toan SHA-1 va MD5 do khdng con bao dam an toan.

A.2 Thuat toan khéa cong khai

e RSA: do dai khoa tbi thiéu 2048 bit; khuyén nghi s&¢ dung do dai khoa tir 3072 bit tré 18n dbi voi

cac hd so trién khai mai.

¢ Duodng cong Elliptic (ECC): s&r dung thuat toan ECDSA hodac EdDSA trén cac dwong cong tiéu
chuén NIST P-256 hoac P-384.
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