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L&i gi¢i thiéu

Trong nhirng ndm gan day, viéc tich hop chir ky s6 vao cac (rng dung va cdng dich vu tryc tuyén
da tré thanh xu hwéng tat yéu trong tién trinh chuyén dbi sé qubc gia. D&c biét, sy phat trién manh mé
ctia md hinh ky sb trén thiét bi di ddng (Mobile PKI) da mé ra kha nang thuc hién ky sb trwc tiép tw trinh
duyét web trén céac thiét bi di dong - khdng doi héi cai dat plugin, phan mém chuyén dung hay thiét bj
ngoai vi bd sung. M6 hinh nay khdng chi nang cao trai nghiém ngudi ding ma con gép phan mé rong
pham vi (rng dung chi¥ ky sb trong cac giao dich hanh chinh céng, thwong mai dién tlr va dich vu tai

chinh s6.

Tuy nhién, giao dién Web la diém tiép xuc truc tiép gitra ngudi dung véi toan bd ha tang Mobile
PKI, do d6 day ciing la I&p dé bi tdn thwong néu khong dworc thiét ké va trién khai theo cac yéu cau ky
thuat chat ché. Nhirng nguy co cé thé truc tiép xam pham tinh xac thwe, tinh toan ven va tinh khéng thé

phl nhan cta chi ky sb - cac thudc tinh phap ly cbt I6i ma phap luat Viét Nam yéu cau bao dam.

Bén canh yéu t6 bao mat, giao dién Web trong mé hinh Mobile PKI con phai dap (rng dong thoi
cac yéu cau vé kha nang twong thich da nén tang, tinh nhat quan trong quy trinh xac nhan hanh vi ky,
kha nang hién thi rd rang néi dung tai liéu can ky, cling nhw tinh kha dung déi véi nguwdi dung cé trinh
dd céng nghé khac nhau. Nhirng yéu ciu nay hién chwa dwoc chuan héa mét cach théng nhét tai Viét
Nam, dan dén sy khéng déng déu vé chét lwong trién khai gitra cac nha cung cép dich vu va rng dung

tich hop chi ky sb.

Tiéu chuan nay duoc xay dwng nham lap day khoang tréng néu trén, cung cap mot bd yéu cau ky thuat
toan dién va théng nhét vé giao dién web ap dung trong mé hinh Mobile PKI. Déng thdi, tiéu chuan nay
duoc xay dung bao dam phu hop véi khudn khd phap ly vé chiv ky dién tlr va dich vu tin cay cua Viét
Nam, dac biét la cac quy dinh tai Luat Giao dich dién t&r nam 2023 va Nghi dinh sb 23/2025/ND-CP cua
Chinh phu.
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Giao dich dién tir - Yéu cau vé giao dién Web cho mé hinh ky so
trén thiét bi di dong (Mobile PKI)

Electronic transactions — Web interface requirements for mobile signature service model (Mobile
PKI)

1 Pham vi ap dung

Tiéu chuén nay ap dung dbi v&i cac té chirc cung cap dich vu chirng thue chiv ky sd cong cdng; cac don
vi phét trién cong dich vu coéng truc tuyén, ’ng dung thwong mai dién t&r va dich vu tai chinh sb cd tich
hop chirc nang ky sb; cac nha phat trién thuw vién va bd céng cu hé tro tich hop Mobile PKI vao tng dung
web; cling nhw cac co quan quan ly nha nuwéc trong linh vwe giao dich dién tl, chir ky sb va an toan
thong tin mang.

2  Tailiéu vién dan

Céc tai liéu vién dan sau 1a can thiét cho viéc ap dung tiéu chuan nay. Déi v&i cac tai liéu vién dan ghi
nam cong bd thi &p dung ban dwoc néu. Dbi véi cac tai liéu vien dan khdng ghi nam cong b thi ap dung
phién ban m&i nhat, bao gébm ca cac sira dbi (néu co).

ETSI TS 102 204 V1.1.4 (2003-08): Mobile Commerce (M-COMM); Mobile Signature Service; Web
Service Interface.

CHU THICH: ETSI TS 102 204 V1.1.4 (2003-08) dwoc str dung 1am nén tang k¥ thuat d& bdo dam tinh lién théng véi cac hé

théng MSSP/CA hién dang trién khai theo mé hinh nay tai Viét Nam. Cac yéu cau cu thé vé mat ma, giao thirc truyén tai va mo
hinh thiét bi trong tiéu chuan nay dwoc ra soat, cap nhat cho phi hop véi cong nghé hién hanh.

3 Thuat ngir va chiv viét tat
3.1 Thuat ngiv

311

Ma hoa khéng dbi xirng (asymmetric cryptography)

Phwong phap ma héa st dung moét cap khéa céd quan hé toan hoc véi nhau (khda cong khai va khoa bi
mat), trong d6 di¥ lieu dwoc ma héa bang khoa nay chi cé thé dwoc gidi ma bang khéa con lai va khéng
thé suy ra khéa bi mat tir khdéa céng khai. Theo do, thyc thé thwe hién ma hoa khong can biét khoa dwoc
st dung dé gidi ma théng diép.

3.1.2

(Png dung phu thudc (dependent application)
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La ng dung yéu cau ngudi dung phai cé ky sb trén thiét bi di ddng dé& hoan tat cac thao tac giao dich.
Néu khong cé ky sb, irng dung cé thé khdng hoat ddng chinh xac.

3.1.3

Chir ky dién tir (electronic signature)

Chir ky dworc tao lap dwédi dang di liéu dién tir gén lién hoac két hop mot cach 16 gic véi thong diép div
liéu d& xac nhan chu thé ky va khang dinh sy chap thuan cta chi thé do dbi véi thong diép di liéu.
[NGUON: biéu 3, Luat s6 20/2023/QH15]

3.1.4

Nguweoi dung cudi (end-user)

Ngwoi dung s& hivu thiét bi di ddng dwoc lién két vai chir ky trén thiét bi di dong.

CHU THICH: Nguwoi ding cubi 1a thuat ngl k§ thuat ké thira tlr khung MSS quéc té (ETSI), chi vai trd ctia ca nhan s& hivu va
st dung thiét bi di dong trong giao thirc ky sé. Khi ngudi diing cudi thue hién hanh vi ky s6, thuat ngir phap ly twong (ng theo
Luat Giao dich dién tir 2023 la chi thé ky (3.1.3); trwng hop ngwdi dung cubi 1a thué bao déng ky dich vu véi nha mang di
dong, cé thé dwoc goi 1a thué bao theo phap luat vién thong. Tiéu chudn nay s dung théng nhét thuat nglr nguei dung cudi &
murc d6 k¥ thuat d& bao dam nhét quan véi cac vai tro khac trong khung MSS (AP, RP, MSSP); viéc ap dung thuat ngi phap ly
cu thé (cha thé ky, thué bao) tly thudc vao ngir canh phap ly cla tirng giao dich.

3.1.5

Chir ky trén thiét bi di dong (mobile signature)

Phwong thirc tdng quét sir dung thiét bi di ddng dé xac nhan y dinh ctia ngudi dung nham thwe hién mot
giao dich.

3.1.6

Quy trinh ky s6 trén thiét bi di déng (mobile signature process)

Trinh tw logic ca viéc thu thap va st dung chir ky sé trén thiét di dong.

3.1.7

Hé so chir ky sé trén thiét bi di déong (mobile signature profile)

Lwu trir cac thong tin ma hda bao mat, dwoc lién két truc tiép v@i SIM dién thoai hoac wng dung xac
thwc.

3.1.8

Céng chir ky (signature gateway)

Nén tang do nha cung cap dich vu ky sb trén thiét bi di ddng van hanh dé kich hoat chirc nang ky sé trén
thiét bi di dong.

3.1.9

Yéu cau chiv ky (signature request)

Thong diép gtvi tr nha cung cap (rng dung dén nha cung cép dich vu ky sb trén thiét bi di dong, yéu cau
tao moét chir ky di dong.

3.1.10

Thé SIM (SIM-Card)

Thé thdng minh ndm bén trong thiét bi di déng dwoc st dung d& quan Iy quyén truy cap cua thué bao

vao mang di dong.
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CHU THICH: Thé SIM (SIM-Card) 1& mét trong cac phwong an trién khai MSCD. Phu hop véi nguyén tic trung lap cdng nghé

néu tai 5.1, cac phwong an khac nhw phan cirng bdo mat tich hop trong chip thiét bi hodc giai phap ky sb tir xa dwa trén HSM

phia may chi ciing duwgc chdp nhan 1a MSCD hop 1&, mién la dap (rng ddy d0 cac yéu cau bao mat quy dinh tai Diéu 6.4 cla

tiéu chuén nay.

3.1.11

Chuyén vung giao dich (transaction roaming)

Giao dich ma nguoi dung cudi cé thé st dung (rng dung phu thudc tr AP phu hop véi mang duoc truy

cap
3.1.12

Dich vu gia tri gia tang (value added service)

Nhirng tién ich bb sung dwoc cung cap bdi MSSP ngoai ky sb trén thiét bi di dong

3.2 Chir viét tat

AP
CA
CMS
CRL

EESSI

HTTP
MNO

MSISDN
MSS
MSSP

PIN
RA

RP
RPC
SMS
SOAP
URI
WSDL
XAdES
XML

Application Provider
Certification Authority
Cryptographic Message Syntax
Certificate Revocation List

European  Electronic
Standardisation Initiative

Signature

HyperText Transfer Protocol
Mobile Network Operator

Mobile Station International
Subscriber Directory Number

Mobile Signature Service
Mobile Signature Service Provider

Personal Identification Number
Registration Authority

Relying Party

Remote Procedure Call

Short Message Service

Simple Object Access Protocol
Uniform Resource Identifier

Web Service Description Language
XML Advanced Electronic Signature

extensible Markup Language

Bén cung cap (rng dung

T chirc cung cap dich vu chirng thuc
Cu phap théng diép mat ma

Danh sach chirng thw bi thu hoi

Sang kién Tiéu chuan chi ky dién t& Chau Au
Giao thire truyén tai siéu van ban

Nha mang di déng
Sé dién thoai di dong cua nguwoi dung cudi

Dich vu ky sb trén thiét bi di dong

T chirc cung cép dich vu ky s6 trén thiét bi di
dong

S6 nhan dang ca nhan

Té chirc dang ky

Bén tin twéng

Goi thu tuc tlr xa

Dich vu théng diép ngan

Giao thirc nhan tin dwa trén XML
Ma dinh danh tai nguyén théng nhat
Ngbn nglr mé ta dich vu Web

Chir ky dién t&r nang cao XML

Ngén nglr danh diu cé thé mé rong
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4  Gidi thiéu vé chir ky sé trén thiét bi di dong
41 Téng quan
4.1.1 Chi¥ ky s6é trén thiét bj di déng

Dinh nghia sau dwoc dé xuét cho khai niém chir ky sb trén thiét bi di dong:

"Phwong thire tdng quat st dung thiét bi di ddng dé& xac nhan y dinh ctia ngwdi duing nham thuc
hién mot giao dich."

Khi xady dwng dinh nghia nay, cac khai niém sau duwgc xem xét:

Phwong thirc tbng quat:

- trai nghiém nguwoi dung cudi nhat quan;

- cOng dong twong tac Ién nhat cho ngwdi dung cudi va nha cung cép tng dung;

- kién truc thuc day kha nang twong tac va chi phi trién khai thap nhat;

- kién tric cung cép chi phi giao dich thap nhét.

Thiét bi di dong:

- b4t ky thiét bi nao str dung mang di déng lam kénh truyén thong;

- dién thoai di ddng, thiét bi cAm tay, may tinh xach tay;

- thé thdng minh tich hop va bén ngoai;

- ¢6 hoac khéng c6 thé théng minh.

Y dinh cGa ngudi dung:

- mdt [énh giao dich hop 1€;

- si cho phép hoac ddng y clia ngwdi dung dé tién hanh giao dich;

- duorc thiét ké sao cho ngwdi dung khoéng thé bi nham 1an hoéc bi dan dat sai;

- tuan tha cac quy dinh vé hiéu lwc phap ly theo Luat Giao dich dién t&r 2023 va Nghi dinh
23/2025/ND-CP.

Giao dich:

- mot twong tac yéu ciu sy xac nhan cha nguoi dung dé tién hanh, ndi dung giao dich duoc
truyén dén thiét bj di dong ctia ngwdi dung va hién thj trén man hinh thiét bi di déng trwdc khi ngudi ding

xac nhan.
4.1.2 Str dung chi¥ ky sé trén thiét bi di déng

Chi ky sb trén thiét bi di dong 1a khai niém cé thé ap dung cho tat ca céac loai (rng dung chi
khéng chi nhirng (rng dung cé thé truy cap qua thiét bi di déng. Viéc str dung phu hop cho céac trng dung
yéu ciu sy cho phép clia ngudi ding dé hoan tat giao dich, c6 thé dwoc khéi tao qua cudc goi thoai, hé
thdng phan héi thoai twong tac, qua internet va cac kénh truyén théng dién ti khac, tham chi trong cac
tinh hudng tryc tiép.

Trong dé, thiét bj di ddng dworc coi la céng cu ky.
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Khi xem xét viéc st dung chi ky trén thiét bi di dong, chiing ta chi tap trung vao quy trinh khéi tao mét
chir ky dién tt lién quan dén théng diép dwoc hién thi cho ngudi ding cudi. Quy trinh nay loai trir cu thé viéc
kiém soat & cap dd (ng dung dbi véi thong diép da ky. Viéc cung cip mot chir ky trén thiét bi di dong chi cho
biét rang nguoi dung cudi d6 mong muén tién hanh giao dich nhw da dwoc mé ta, bat ké viéc ngudi dung cubi

do co dwoc phép hoac co quyén thire hién giao dich dé hay khéng.
4.1.3 Dijch vu ky s6é trén thiét bj di déng

Viéc diéu phdi va quan ly quy trinh ky sbé trén thiét bi di déng tao ra dich vu ky sb trén thiét bi di
ddng danh cho ca ngudi dan va cac nha cung cap (rng dung. Cach tiép can nhw vay cé thé bao gém:

- Thuc day nhanh viéc ap dung chi¥ ky trén thiét bi di ddong b&i AP.

- Cho phép trién khai mét API dung chung.

- Tan dung san tap nguoi dung da co thé théng minh va dau doc thé.

- Biéu phéi viéc kich hoat chirc nang ky sb trén thiét bi di ddng cho ngudi dung.

- Biéu phdi xr ly cac yéu cau ky tir phia rng dung.

- Gia tang gia tri cho dich vu ky s6 trén thiét bj di déng cbt I6i

- Tan dung hé théng cham séc khach hang va kénh lién lac sén co.

- Giai quyét cac van dé ciia mé hinh cac CA truyén théng.

- Giam chi phi trién khai dich vu.

- Tranh trung lap hé théng.

- Tap trung lwu lwvong ky.

- Quan ly rti ro hiéu qua hon.

- Thuc day kha nang twong tac.

Dich vu ky sé trén thiét bj di ddng c6 thé dwoc cung clp theo thda thuan thwong mai gitva MSSP

va cac bén sir dung ky sb trén thiét bi di dong.

10
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YEU CAU KY THEO
GIAO DIEN CHUAN
[ mSigREQ-STD ]
&

aha bl ol A . y YEU CAU KY THEO
ThiSt b di ddng 1 Mok Dich vu ky sé GIAO DIEN CHUAN
Thiét bi di dong 2 i [ mSigRESP-STD ]

142 bt 4t Bk didong -1
Thiét bj di déng ...n mSigRESP-OP1 ong

Nha mang di déng 1

Thiét bj di dong 1
Thiét bj di dong 2
Thiét bj di déng ...n

Dich vy ky s6
didéng - 2

—_—
mSigRESP-OP2

mSigREQ-OP2 ‘
—

d >{ Ung dung 1

Nha mang di déng 2

Thiét bj di dong 1
Thiét bj di dong 2
Thiét bj di dong ...n

————————————

mSigREQ-OPn
P shashen il
mSigRESP-OPn ‘

Dich vu ky s6
di dong - ...n

Nha mang di déng ...n

Hinh 2. Dich vu chir ky dién tlr trén thiét bi di doéng.
Dich vu ky s trén thiét bi di ddng c6 mét giao dién chuan hda, c6 thé dwoc trién khai dudi dang mét
dich vu Web trén Intemnet. V& khia canh nay, MSSP déng vai trod 1a bén trung gian gitra ngudi dung cudi va cac

AP, thuc hién viéc cung cap va trién khai dich vu Web cho ky sb trén thiét bi di dong nay.
4.2 Khai bao lworc dé XML

Binh danh chuan XML sau day dwoc st dung cho dich vu chi ky di dong:
http://uri.etsi.org/TS102204/v1.1.2#

Cac khai bao dinh danh sau day duwoc ap dung cho cac dinh nghia so dé XML Xuyén subt tieu

chuén nay:

<xs:schema
targetNamespace="http://uri.etsi.org/TS102204/v1.1.2#"
xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.org /2001/04/xmlenc#"
xmins:mss="http://uri.etsi.org/TS102204/v1.1.2#"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:env=http://www.w3.0rg/2003/05/soap-envelopeelementFormDefault="qualified"

Diéu nay co nghia rang tién t6 ‘ds’ dwoc sir dung trong toan bd tiéu chuan dé biéu thi khéng gian
tén cla dac td W3C XML-Signature. Tién té ‘xs’ biéu thi khdng gian tén cla dac td XML-Schema, tién tb
‘xenc’ biéu thj khdng gian tén cta khuyén nghi vé XML Encryption va tién t6 ‘env’ biéu thi khéng gian tén
clia dac td SOAP 1.2. Tién té ‘mss’ dwoc str dung dé biéu thi khdng gian tén ctia MSS.

5  Churc ning cua dich vu ky sé trén thiét bi di dong (MSS)

Muc dich ctia diéu muc nay 1a mé ta cac chirc ndng cao cap do MSSP cung cap. Céac chirc ndng

nay sé giup xac dinh cac phwong phap khac nhau ma dich vu Web ky sb trén thiét bi di dong can phai

trién khai.
5.1 Ky sé trén thiét bi di dong

MSSP phai hd tro chirc nang nay, dwoc stv dung cho hai muc dich sau:
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- Bét ky thwc thé nao nhan chir ky trén thiét bi di dong tlr nguwdi dung cudi dbi véi ndi dung van
ban c6 thé hién thi. Van ban ky dwoc hién thi trén thiét bi di ddng cta ngwei dung cudi.

- Bét ky thuc thé nao 14y chi ky trén thiét bi di dong tr nguwdi dung cudi dbi véi div liéu dac biét
va khong thé hién thi. Van ban phai dwoc hién thi cho nguwdi dung cubi dé& ho hiéu diéu gi dang
xay ra.

MSSP c6 thé sir dung cac phuong phap trién khai ki thuat khac nhau trén mang di déng, trén

nén tdng nha cung cp dich vu MSSP va trén thiét bi di dong. Diéu nay dan dén 02 diém sau:

- H6 so chi ky sb trén thiét bj di dong;

- Céc ché dd truyén thdng diép dir liéu trong dich vu ky sb trén thiét bi di dong.
5.1.1 Hé so’ chir ky sé trén thiét bi di déng

Néu ngudi dung cudi khéng cé cung kha nédng ky sb, thi AP s& khéng nhan dwoc cung moét chét
lwong ky sb trén thiét bi di dong ddng nhat cho ngwdi dung cubi cu thé. MSSP c6 thé sir dung céc kha
nang ky sb trén thiét bi di ddng khac nhau ctia ngwdi dung cudi, nhwng ho phai chi ra mét loai chat lwong
ky s6 nao dé cho AP, diéu nay goi 1a hd so chir ky sb trén thiét bi di dong

Khi AP nhan hd so chir ky s6 trén thiét bi di dong ttr MSSP, né phai c6 kha nang hdi yéu cAu ky
sb trén thiét bi di dong. Ban than ho so chi ky sb trén thiét bi di dong khéng bao gdm théng diép, thay
vao d6 1a URI trd dén hd so chi ky sb trén thiét bj di dong.

Hb so chiv ky sb trén thiét bi di ddng dwoc mb ta theo phwong thirc ma ca hai bén théng nhét;
mbi bén co thé ty dinh nghia URI riéng:

- Théng tin vé giai doan dang ky va cap chirng thw nhw la: Gap mat trwe tiép hodc tir xa; Cép

do xac thuc; Cap gidy to tly than; Cap khoa.

- Théng tin vé hé thdng ky sé trén thiét bi di ddng nhw 1a: Chinh sach ky sb; M6 ta vé co ché ky

thuat bao vé ky s trén thiét bj di dd6ng bao gébm thiét bj tao ky sb trén thiét bi di ddong, nén tang

(ng dung tao ky sé trén thiét bj di dong va MSSP.
5.1.2 Ché dé théng diép ky sbé trén thiét bj di déng

Da s cac trudng hop, MSSP phai glvi théng tin dén thiét bj di ddng clia ngwdi dung cubi dé nham
muc dich it nhat Ia nhan dwoc xac nhan tir ngudi dung cudi. Trong vai tredng hop, bwéc nay céd thé méat
thoi gian vi:

- Két néi mang kém tai vi tri ngwoi dung cubi;

- Nguoi dung cubi chwa sén sang xac nhan giao dich;

Vi nhitng ly do nay, MSSP ¢6 thé dang xt ly cac giao dich chwa hoan tat & ché do “khéng déng
bd”. Khi d6, RP sé bj treo. Viéc nhan duwoc ky sb trén thiét bi di dong trong mét 1an déi thoai yéu cau -
phan héi duy nhat c6 thé khong thuan tién cho RP. Tai liéu nay dé xuét rang la MSSP PHAI c6 kha nang
str dung giao thirc da yéu cau - phan héi dé xt ly hanh vi khéng déng bo nay.

Tiéu chuan nay nghién clru ca ché do déng bd va khdng ddng bd vi RP khdng c6 nhirng rang

budc va nhu cau. C6 thé kich ban chirc nang khac nhau. Tuy nhién, MSSP phai hd tro' tit ca ché do.

12
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Viéc lwa chon ché d6 x( ly giao dich thudc vé AP.
5.1.2.1 Ché dé déng bod

Ché d6 nay dwa trén hé thdng théng diép mot chiéu. RP chi cé thé lién hé véi MSSP. Trong
trwdng hop d6, ching ta coi MSSP nhw 1a dich vu WEB cung cép phuwong thirc dwoc goi 1a “Phuong

phap ky sb trén thiét bi di dong”. Chi co6 mét két néi duy nhat cho viéc két hoat phwong thirc nay.

Application
MSSP Provider

Dependent Application

End
User Home
Network

1

1

3 Response 2

<

4, SigREQ -STD

5
6. mSigREQ-OPn

»i

7. PIN-Entry 8. mSigRESP-0OPn,

10. SigRESP—STD

Hinh 3. Phwong phap ky sbé trén thiét bi di dong - Ché dd dong bo.

Cac budc thye hién dwge mo ta dwdi day:

1) Nguoi ding cubdi - xac nhan yéu cau giao dich hodc mudn truy cap vao dich vy;

2) AP - x(r ly y&u cau cia ngudi dung cudi; khéi tao di liéu;

3) AP - théng bao nguwoi dung cudi théng qua kénh (rng dung (vd: internet) réng ho sap goi t&i
&ng dung ky s trén thiét bi di ddng dé xac nhan giao dich;

4) AP - yéu ciu ky sb tiéu chuan [SigREQ-STD] dén phwong thirc ky sb trén thiét bi di dong
MSSP.

5) MSSP - x{ ly [SigREQ-STD] tir AP; danh gia tuyén dwéong thu nhan tin hiéu tét nhéat;

6) MSSP glri yéu cau ky sb trén thiét bi di ddng dén ngudi dung cubi;

7) Nguoi dung cudi - thiét bi di ddng thé hién van ban can dwoc ky va ky sé sau khi xac nhan;

8) Thiét bj di ddng tra vé& phan héi ky sb trén thiét bi di ddong cho MSSP;

9) MSSP x{ Iy phan héi ky sé:

10) MSSP truyén phan hdi phwong thirc ky sb trén thiét bi di dong [SigRESP-STD] tré lai AP cé
ho&c khéng co ky sb.

Sau khi nhan dwoc phan héi ky sé trén thiét bi di ddng, RP c6 thé gli bién lai nhd vao bién lai ky

sb trén thiét bi di ddong da dwoc mé ta trong Diéu 5.5.
5.1.2.2 Ché dé may khach khéng déng bd may chii

Trong trwéng hop nay, MSSP van tiép tuc hoat ddng trong hé thdng théng diép mét chiéu; RP
khong thé lién lac lai sau d6 béi MSSP. Vi vay, MSSP sé& chi xac nhan goi dén “Phwong thirc ky sb trén

thiét bi di dong” dwo'c mod ta & trén va RP sé& phai lién hé véi MSSP dinh ky dé biét trang thai cta giao
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dich va co thé ca ky sb. Budc cudi cung 1a mét phuwong phap khac ma MSSP cung cép, duoc goi la
“Phwong thirc truy van trang thai ky sb trén thiét b di dong”.

Cé it nhat hai két néi va RP |a phia khéi tao ca hai:

- Két ndi thir nhat dé kich hoat phwong phap ky sb trén thiét bi di déng;

- Két ndi thi hai dé kich hoat phwong phap trang thai ky sé trén thiét bi di dong.

/ \

(O D\
[
a Application
‘\ /) L2 Provider
AN @ 4
User Home
Network
\7 A
1. Dependent Application
3. Response { 2

A

[
| 4. SigREQ- STD

8 6. SigRESP - STD

8. mSigREQ-OPn

9. PIN-Entry 10. mSigRESP-OPn

|_11. StatREQ - STD

r12 13. StatRESP - STD

Hinh 4. Phwong phap ky sbé trén thiét bi di dong - Ché dd may khach khéng déng bd may cha.

Cac buwdc thye hién dwge mo ta dwdi day:

1) Nguei diing cudi - xac nhan yéu cau giao dich hodc mudn truy cap va dich vu;

2) AP - x& ly yéu cAu clia ngwoi dung cubdi; khéi tao dir liéu;

3) AP - théng bao nguoi dung cudi théng qua kénh trng dung réng ho sap goi t&i trng dung ky sb
trén thiét bj di ddng dé xac nhan giao dich;

4) AP - Yéu cau ky sb tiéu chuan [SigREQ-STD] dén phwong thirc ky sbé trén thiét bj di dong
MSSP.

5) MSSP - X& ly [SigREQ-STD] tir AP; danh gia tuyén dwéng thu nhan tin hiéu tét nhét;

6) MSSP truyén phan hdi phwong phap ky sb trén thiét bi di déng [SigRESP-STD] tré lai AP voi
trang thai cho thay giao dich dang x{ Iy;

7) AP theo dai giao dich;

8) MSSP - gvi y&u cau ky s6 trén thiét bj di ddng dén nguwoi dung cudbi.

9) Nguoi dung cudi - thiét bi di ddng hién thi van ban can ky va thuc hién ky sb sau khi nguoi
dung cudi xac nhan.

10) Thiét bi di ddng phan héi ky sb di ddng cho MSSP, don vi nay sé xt ly phan héi ky sb.

11) AP - Yéu cau ky sb tiéu chuan [SigREQ-STD] dén phwong thirc ky sb trén thiét bi di dong
MSSP.

12-13) MSSP truyén phan héi phwong thirc ky sé trén thiét bi di dong [SigRESP-STD] tré lai AP

bao gdm trang thai ctia giao dich va cé thé ca ky sb trén thiét bi di dong.
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Sau khi nhan dwoc phan héi ky sé trén thiét bi di ddng, RP c6 thé gli bién lai nhd vao bién lai ky

sb trén thiét bi di ddong da dwoc mé ta trong Diéu 5.5.
5.1.2.3 Ché dé may chi khéng déng boé may chu

Trong trwdng hop nay, MSSP sé& glri thong bao ky sb trén thiét bi di ddng cho RP khi ky sb trén
thiét bi di ddng s&n sang hoac bi chdm dit. Bén RP can mét “server” c6 kha nang dé xir ly thong bao ky
sb trén thiét bj di dong tir MSSP. Trong thwc t&, bén RP sé cung cidp cho MSSP mét “Phwong phap théng
bao ky sb trén thiét bi di ddng” ma MSSP c¢6 thé goi. C6 hai két ndi dwoc thiét 1ap doc 1ap véi nhau: két
ndi dau tién goi phwong phap ky sb trén thiét bi di dong (b&i AP) va két ndi thér hai goi phwong phap
théng bao ky sb trén thiét bi di dong (b&i MSSP).

Application
NSSP Provider

=

Network

1 Dependent Application

3. Response 2

4. SigREQ --STD

5 6. SigRESP ~STD

7. mSigREQ-OPn

<

8. PIN-Entry 9. mSigRESP-OPn_|

10 11. NotREQ - STD

13. NotRESP - STD

Hinh 5. Phwong phap ky sb trén thiét bi di dong - Ché dd may cha khéng déng bdé may cha.

Cac budc thye hién dwge mo ta dwdi day:

1) Nguei ding cudi - xac nhan yéu cau giao dich hodc mudn truy cap vao mét dich vy;

2) AP - x& ly x&c nhan cla ngwdi dung cudi; khéi tao dir liéu;

3) AP - théng bao nguoi dung cudi théng qua kénh trng dung rang ho sap goi t&i trng dung ky s
trén thiét bj di ddng dé& xac nhan giao dich;

4) AP - Yéu cau ky sb tiéu chuan [SigREQ-STD] dén phwong thirc ky s6 trén thiét bi di dong
MSSP.

5) MSSP - X& ly [SigREQ-STD] tir AP; danh gia tuyén dwéng thu nhan tin hiéu tét nhét;

6) MSSP truyén phan héi phwong phap ky sb trén thiét bi di dong [SigRESP-STD] tré lai AP véi
trang thai cho thay giao dich dang x{ Iy;

7) MSSP - gvi y&u cau mSign dén ngudi dung cubi;

8) Nguwoi dung cudi - hiét bi di dong hién thi van ban can ky va thuc hién ky sb sau khi ngudi dung
cudi xac nhan..

9) Thiét bj di ddng tra v& phan héi ky sb trén thiét bi di ddong cho MSSP;

10) MSSP x( Iy phan hdi ky sé;
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11) MSSP - givi yéu cau théng bao ky sb trén thiét bj di dong tiéu chuin [NotREQ-STD] dén
phwong phap théng bao ky sé trén thiét bi di dong ctia AP.

12) AP x{r ly théng bao cla ky sb;

13) AP chuyén phan héi théng bao ky sé trén thiét bi di dong tr& lai MSSP, cé thé kém theo bién
lai cho ngwdi dung cubi.

5.2 Truy van trang thai ky sé trén thiét bj di dong

MSSP PHAI hé tro chirc nang nay, dwoc AP sir dung dé lay thong tin vé giao dich ky sb trén thiét
bi di déng, du dang trong qua trinh x(r ly hay d& hoan tat. Diéu nay twong (ng vai viée goi “Phuong thire

truy van trang thai ky s6 trén thiét bj di dong”.

MSSP Application

Provider
@ Home: 1. StatREQ -STD

Network

3. StatRESP -STD

Hinh 6. Truy van trang thai ky sé trén thiét bj di dong.
5.3 Truy van ho so chir ky s6 trén thiét bi di dong

MSSP PHAI hé tro chirc ndng nay, duwoc AP st dung dé lay thong tin lién quan dén kién trac tbng
thé tham gia vao quy trinh ky sb trén thiét bi di ddng. Théng thwdng, AP mudn lay hd so chir ky sb trén
thiét bi di dong truwdc khi yéu cau ky sb. H6 so chir ky sb trén thiét bj di dong sé& dwoc cung cap dudi
dang URI. Chirc nang nay twong (rng véi viéc goi “Phuong thirc truy van hd so chi ky sb trén thiét b di

dong”.

MSSP Application

Provider
@ oy _ 1. PrefREQ-STD

Network

3. PrefRESP -STD

Hinh 7. Truy van hd so chir ky sb trén thiét bi di dong.
5.4 Dang ky ky s6 trén thiét bi di dong

MSSP PHAI hé tro chirc ndng nay. Bat ky AP nao déu sir dung chirc ndng nay dé thong bao cho
MSSP vé nguoi dung cudi méi mubn dang ky dich vu ky sb trén thiét bj di dong.

M6t hanh déng tiép theo ctia MSSP 1a tai xudng mét vai yéu td bao mat trong trng dung ky sb trén
thiét bj di ddng hoac tham chi kich hoat chinh &*ng dung ky sb trén thiét bi di ddéng. MSSP ciing c6 thé
ldy thong tin tlr thiét bj di dong ctia ngwoi dung cudi va phan hdi cho AP.

Chtrc nang nay twong (rng véi “Phuong thire déng ky ky sb trén thiét bi di dong”.
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Network

MSSP

1. RegREQ -STD

Application
Provider

<

3. RegRESP -STD i

Hinh 8. Bang ky ky sb trén thiét bj di dong.

5.5 Bién lai ky s6 trén thiét bi di dong

Phwong phap nay la tuy chon. AP st dung phwong phap nay vao cudi giao dich dé cung cap cho

ngudi dung cubi kém theo mét bién lai nao d6 théng bao cho ngwdi dung cudi vé qua trinh giao dich.

Diéu nay twong ng véi viéc kich hoat “Phuwong thirc bién lai ky sb trén thiét bj di dong”.

Noi dung clia bién lai s& khac nhau theo tirng AP. Mbi AP c6 cac quy tac riéng vé viéc x ly bién

lai. Tuy nhién, giao dién nay cho phép AP chén van ban/chi ky s& XML vao RecReqg-STD.

Home

Network

MSSP

1. RecREQ -STD

Application
Provider

d

3. RecRESP -STD =

|

Hinh 9. Bién nhan ky sé trén thiét bj di dong.
5.6 Bat tay ky so6 trén thiét bi di dong

MSSP PHAI hé tro chivc nang nay, né dwoc MSSP va AP sir dung dé thdng nhat viéc st dung
chi» ky s XML trong qua trinh giao tiép. Diéu 11 cung cidp md ta va ly do s dung clia chi¥ ky sé6 XML
trong céc théng diép dwoc trao ddi gitba MSSP va AP. Chirc ndng nay twong (ng véi hai trwéng hop
thuc té:

- AP va MSSP khéng biét nhau, vi du trong trwdng hop AP giao tiép véi MSSP gbc théng qua
Mesh. Sau d6, ca hai bén déu muébn tim hiéu kha ndng ctia nhau.

- AP va MSSP c6 sy théa thuan thwong mai truc tiép va biét chinh xac kha ndng ctia nhau. Tuy
nhién, trong mot vai treong hop, AP hodc MSSP mudn cai thién bdo mat trong qua trinh xt ly
giao dich bang cach st dung chi ky sé XML, vi du khi c6 rii ro vé tai chinh lién quan dén giao
dich.

MSSP Appligation
Provider

=

1. HShakeREQ -STD

3. HShakeRESP -STD:

Hinh 10. Bét tay ky s trén thiét bj di dong.

17



TCVN XXX:2026

6 Dich vu WEB ky s6 trén thiét bj di dong

Dich vu ky sb trén thiét bj di dong dwoc xac dinh la mét dich vu WEB. T4t ca chirc ndng cla
MSSP duoc trién khai dwa trén mé hinh trao ddi théng diép yéu cau - phan hdi don gidn théng qua cac
phuwong phap.

Cac phwong phap dwoc mo ta trong diéu nay mét cach chinh thire bang ngdn ngir mé ta dich vu
WEB WSDL phién ban 1.1, dé tom tat théng tin dwoc trinh bay & trén. Viéc rang budc véi giao thirc mang
HTTP va SOAP 1.2.

Cac dinh nghia sau day dwoc ap dung cho cac dinh nghia lwgc dé WSDL trong toan b diéu nay:

<definitions
xmlIns="http://schemas.xmlsoap.org/wsdl/"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:http="http://schemas.xmlsoap.org/wsdl/http/"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmlIns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmlIns:mime="http://schemas.xmlsoap.org/wsdl/mime/"
xmins:mss="http://uri.etsi.org/TS102204/v1.1.2#"
xmins:tns="http://new.MSS_webservice.namespace"
targetNamespace="http://new.MSS_webservice.namespace"

6.1 Phwong thirc ky sé trén thiét bj di dong

Thao tadc WSDL c6 tén MSS_Signature bao gbm mot WDSL théng diép dau vao va moét thdng
diép dau ra. Thao tac nay khéng cé gia tri tra vé. Thong diép dau vao WSDL don gidn chi bao gém moét
phan tlr thudéc mss:MSS_SignatureReqType, trong khi théng diép div liéu dau ra WSDL bao gém moét

phan t&r thudc

<message name="MSS_Signaturelnput">
<part name="MSS_SignatureReq" type="mss:MSS_SignatureReqType"/>
</message>
<message name="MSS_SignatureOutput">
<part name="MSS_SignatureResp" type="mss:MSS_SignatureRespType"/>
</message>
<portType name="MSS_SignaturePortType">
<operation name="MSS_Signature">
<input message="tns:MSS_Signaturelnput"/>
<output message="tns:MSS_SignatureOutput"/>
</operation>
</portType>

MSSP AP

’\’ MSS_Signaturelnput \’
g MSS_SignatureOutput §

MSS_SignatureResp = MSS_Signature(MSS_SignatureReq)

Hinh 11. Phuwong thiec ky sb trén thiét bi di dong - RPC Call.
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Diéu nay c6 nghia la thong diép MSS_SignatureReq déng vai tro 1a tham sd dau vao ctia cudc
goi thu tuc tlr xa va théng diép MSS_SignatureResp la tham sé dau ra twong (rng.
6.2 Phwong thirc truy van trang thai ky sé trén thiét bi di dong

Thao tac MSS_Status c6 thé dwoc mé t& chinh xac theo cling cach thao tac nhw MSS_Signature

bang cach sir dung mét phan t&r thudc mss:MSS_StatusReqType lam thanh phan cta théng diép dau

vao va mét phan tlr thudc kiéu mss:MSS_StatusRespType lam thanh phan cla théng diép dau ra.

<message name="MSS_StatusQuerylnput">

<part name="MSS_StatusReq" type="mss:MSS_StatusReqType"/>
</message>

<message name="MSS_ StatusQueryOutput ">

<part name="MSS_StatusResp" type="MSS_StatusRespType"/>
</message>

<portType name="MSS_StatusQueryType">
<operation name="MSS_StatusQuery">
<input message="tns:MSS_StatusQuerylnput"/>
<output message="tns:MSS_ StatusQueryOutput"/>
</operation>
</portType>

MSSP AP
MSS_Statusinput \’
MSS_StatusOutput -

MSS_StatusResp = MSS_StatusQuery(MSS_StatusReq)

Hinh 12. Truy van trang thai ky sb trén thiét bj di dong - RPC Call.
6.3 Phuwong thirc bién lai ky sé trén thiét bi di dong

Thao tadc MSS_Receipt cé thé dwgc md ta chinh xac theo cung cach thao tac nhuw MSS_Signature
bang cach st dung mét phan t& thudc mss:MSS_ReceiptReqType lam thanh phan cta théng diép dau

vao va mét phan t&r thudc kiéu mss:MSS_ReceiptRespType lam thanh phan clia théng diép dau ra.

<message name="MSS_ Receiptinput">

<part name="MSS_ReceiptReq" type="MSS_ReceiptReqType"/>
</message>
<message name="MSS_ ReceiptOutput ">

<part name="MSS_ReceiptResp" type="MSS_ReceiptRespType"/>
</message>

<portType name="MSS_ReceiptType">
<operation name="MSS_Receipt">
<input message="tns:MSS_Receiptinput"/>
<output message="tns:MSS_ReceiptOutput"/>
</operation>
</portType>
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MSSP AP

MSS_Receiptinput

MSS_ReceiptOutput

v

()

MSS_ReceiptResp = MSS_Receipt(MSS_ReceiptReq)

Hinh 13. Mobile Signature Receipt - RPC Call.
6.4 Phwong thirc dang ky ky sé trén thiét bi di dong

Thao tac MSS_Registration cé thé dwoc moé td chinh xac theo cung cach thao tac nhw
MSS_Signature bang cach sir dung mét phan tlr thudc mss: MSS_RegistrationReqType lam thanh phan
clia thdng diép dau vao va mot phan tir thudc kiéu mss:MSS_RegistrationRespType lam thanh phan cla

théng diép dau ra.

<message name="MSS_RegistrationIlnput">

<part name="MSS_RegistrationReq" type="mss:MSS_RegistrationReqType"/>
</message>

<message name="MSS_RegistrationOutput">
<part name="MSS_RegistrationResp" type="MSS_RegistrationRespType"/>
</message>

<portType name="MSS_RegistrationType">
<operation name="MSS_Registration">
<input message="tns:MSS_Registrationlnput"/>
<output message="tns:MSS_RegistrationOutput"/>
</operation>
</portType>

MSSP AP

MSS_Registrationinput "\’
MSS_RegistrationOutput §

MSS_RegistrationResp = MSS_Registration(MSS_RegistrationReq)

Hinh 14. Dang ky chi ky trén thiét bi di déng - RPC Call.
6.5 Phuwong thirc truy van hoé so chir ky s6 trén thiét bi di dong

Thao tac MSS_Profile c6 thé dwoc mé t& chinh xac theo cling cach thao tac nhw MSS_Signature
bang cach s dung mét phan ti thudc mss: MSS_ProfileReqType lam thanh phan cla théng diép dau

vao va mét phan tlr thudc kiéu mss:MSS_ProfileRespType lam thanh phan cla théng diép dau ra.

<message name="MSS_ProfileQuerylnput">

<part name="MSS_ProfileReq" type="mss:MSS_ProfileReqType"/>
. </message>

<message name="MSS__ ProfileQueryOutput ">
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<part name="MSS_ProfileResp" type="MSS_ProfileRespType"/>
</message>

<portType name="MSS_ProfileQueryType">
<operation name="MSS_ProfileQuery">
<input message="tns:MSS_ProfileQuerylnput"/>
<output message="tns:MSS_ProfileQueryOutput"/>
</operation>
</portType>

TCVN XXX:2026

MSSP AP
MSS_ProfileQueryinput ’j
MSS_ProfileQueryOutput || ==

MSS_ProfileResp = MSS_ProfileQuery(MSS_ProfileReq)

Hinh 15. Truy van hé so chi¥ ky s ho so chi ky s6 - RPC call.

6.6 Phwong thirc thong bao ky sé trén thiét bi di dong

Trong trwdng hop thao tac MSS_Notification, théng diép dau vao cia WSDL bao gdm mét phan

t&r thudc mss:MSS_StatusRespType, trong khi thong diép dau ra cia WSDL bao gébm mét phan tlr thudc

kiéu mss:MSS_ReceiptReqType.

<message name="MSS_NotificationInput">

<part name="MSS_StatusResp" type="mss:MSS_StatusRespType"/>
</message>

<message name="MSS_NotificationOutput">

<part name="MSS_ReceiptReq" type="mss:MSS_ReceiptReqType"/>
</message>

<portType name="MSS_NotificationPortType">
<operation name="MSS_Notification">
<input message="tns:MSS_ Notificationlnput"/>
<output message="tns:MSS_ NotificationOutput"/>
</operation>
</portType>

MSSP AP
. 7 MSS_Notificationinput - \l
— MSS_NotificationOutput = |

MSS_ReceiptReq = MSS_Notification(MSS_StatusResp)

Hinh 16. Mobile Signature notification - RPC Call.
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6.7 Phwong thirc bat tay ky sé trén thiét bi di dong

Thao tac MSS_Profile c6 thé dwoc mé t& chinh xac theo cling cach thao tac nhw MSS_Signature
bang cach st dung mét phan t& thudc mss: MSS_HandshakeReqType lam thanh phan cla théng diép
dau vao va mot phan to thudc kiéu mss: MSS_HandshakeRespType lam thanh phan cua thdng diép dau

ra.

<message name="MSS_Handshakelnput">

<part name="MSS_HandshakeReq" type="mss:MSS_HandshakeReqType"/>
</message>

<message name="MSS_HandshakeOutput">

<part name="MSS_HandshakeResp" type="mss:MSS_HandshakeRespType"/>
</message>

<portType name="MSS_HandshakePortType">
<operation name="MSS_Handshake">
<input message="tns:MSS_Handshakelnput"/>
<output message="tns:MSS_HandshakeOutput"/>
</operation>
</portType>

MSSP AP
. \’ MSS_Handshakelnput
g MSS_HandshakeOutput

MSS_HandshakeResp = MSS_Handshake(MSS_HandshakeReq)

Hinh 17. Bt tay ky s trén thiét bj di dong - RPC call.
7  Dinh dang théng diép

Trong phan nay, cac théng diép trao dbi gitta AP va MSSP sé& dwoc trinh bay. Cac théng diép

nay dwa trén cac loai phu trg dwgc mo ta trong phan 9.
7.1 Kiéu théng diép triru twong

Kiéu trivu twong nay tap hop tat ca cac tham sb sé dwoc chira mdt cach co hé théng trong tat ca

cac théng diép MSS. Cac tham sb sau day chi lién quan dén giao thirc.

Tén Dinh dang M6 ta Bat buéc
MajorVersion Integer Phién ban chinh cla giao dién, hién tai la 1. Co
MinorVersion Integer Phién ban nhd hon cla giao dién, hién tai la 1. Co

M4 dinh danh nay dwoc cap cho AP trong qua trinh déng
ky dich vu ky sb trén thiét bi di dong. T4t ca cac AP, bao
gdm ca MSSP, déu duoc xac dinh bdng ma dinh danh dwa
trén URI.

_ID anyURI Co

AP_Infi X = PV
—nto Ma s0 giao dich dwogc tao b&i bd coéng cu AP cho mét giao

dich mé&i. AP dién tham sb nay vao cac yéu ciu ctia minh.
AP_TransID | NCName Trong céac théng diép glri tv MSSP, MSSP st dung tham Co
sb nay dé chi dinh cho AP biét giao dich ndo da dwoc xt
ly
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Mat ma ctia AP, khi AP dang ky véi vai tro la bén dya vao
MSS, AP s& dwoc cdp mot mat ma. Mat ma nay BAT
BUOC dwoc str dung dé xac thwc AP trong truerng hop
kénh truyén chi ap dung xac thwc may chi mét chiéu qua
TLS (xem 10.2.3). Trwdng hop ap dung xac thyc TLS hai
chiéu (mutual TLS) bang chirng thu s6 X.509v3 clia AP,
hodc ap dung co ché ky/xac thwc théng diép bang ma xac
thire thong diép (MAC)/token dwa trén cap khoa dwoc cép
cho AP, MSSP CO THE chap nhan khéng yéu cau truyén
AP_PWD dwéi dang ban rd. Khuyén nghj cac tb chirc trién
khai méi wu tién ap dung mutual TLS hodc co ché
MACt/token thay cho viéc truyén mat khiu dang ban rs.

AP_PWD String Co6 diéu kién

AP BAT BUQC phai ghi rd thoi gian va ngay thang khi

théng diép dwoc khi tao. co

Instant DateTime

Trong trwdng hop ché do gt thong diép ap dung cho
thong diép nay la may cha khéng ddng bd may chi, MSSP
AP_URL anyURI can biét URL clia phwong thirc thong bao ctia AP. AP st Khéng
dung tham sé nay dé chi dinh URL d6 cho MSSP trong yéu
cAu chir ky sb di dong.

Tt ca cac AP, bao gébm cd MSSP, déu dwoc dinh danh

mssp_Ip | “eshMemberType, | 5ng qua cac trinh dinh danh dua trén URI (URI-based Co
xem 8.2.1 . e
identifier)
MSSP_Info MSSP PHAI ghi ré thoi gian va ngay thang khi théng di
. hop dwoc khdi tao. Tham sb nay khong dwoc danh dau la .
Instant DateTime bétpbuc}c trong cot “Bat budc”, vi thanh phan nay chi duwoc Khong
st dung trong cac thong diép phan héi tir phia MSSP.
Bang 1. Cac tham sb kiéu théng diép triru twong.
<xs:complexType name="MessageAbstractType" abstract="true">
<xs:sequence>
<xs:element name="AP_Info">
<xs:complexType>
<xs:attribute name="AP_ID" type="xs:anyURI" use="required"/>
<xs:attribute name="AP_TransID" type="xs:NCName" use="required"/>
<xs:attribute name="AP_PWD" type="xs:string" use="required"/>
<xs:attribute name="Instant" type="xs:dateTime" use="required"/>
<xs:attribute name="AP_URL" type="xs:anyURI" use="optional"/>
</xs:complexType>
</xs:element>
<xs:element name="MSSP_Info">
<xs:complexType>
<xs:sequence>
<xs:element name="MSSP_ID" type="mss:MeshMemberType"/>
</xs:sequence>
<xs:attribute name="Instant" type="xs:dateTime" use="optional"/>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute name="MajorVersion" type="xs:integer" use="required"/>
<xs:attribute name="MinorVersion" type="xs:integer" use="required"/>
</xs:complexType>
7.2 Yéu cau ky s6 MSS [SigREQ - STD]
Tén Dinh dang M6 ta Bat budc
MobileUser MobileUserType, xem 8.2.4 Bé.t ky tri.rlh C'"'inh qanh ?éo chc‘).ph‘ép MS;SP ket Co
noi v&i thiét bi di ddng ctia ngwdi dung cudi
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DataToBeSigned

DataType, xem 8.3.2

Dt liéu ma RP yéu ciu ngudi dung cudi thye hién
ky s6.

Lwu y réng vi muc dich bao mat, thanh phan dir
liéu can ky (DTBS) c6 thé bao gébm mét phan tir
XML da dwoc ma hoa.

Co

DataToBeDisplayed

DataType, xem 8.3.2

Sy hién dién ctia tham sé nay cho biét di¥ liéu can
ky la di¥ liéu khdng hién thi. Noi dung cla céac
treeng hién thj sé dwoc trinh bay cho ngwéi dung.
Viéc c6 cho phép tiy chon nay hay khéng cé thé
dwoc quy dinh trong chinh sach ky sb.

SignatureProfile

mssURIType, xem 8.2.3

RP yéu cau s dung hé so chi ky s nay trong
qua trinh x& ly giao dich.

AdditionalServices

List of AdditionalServiceType, xem
8.34

Danh muc céc dich vu gia tang dwa trén ky sb di
déng, bao gém:
e Kiém tra hiéu lwc ky sb (Signature
validation);
e Cép dAu thoi gian (Timestamping);
e Luwu tri (Archiving);
e Cac dich vu khac.

MSS_Format

MssURI

RP yéu cau mét dinh dang cho chi ky sé. Dinh
dang nay co thé la:

Chir ky s6 XML (XML Signature);

CMS (Cryptographic Message Syntax);
PKCS#7;

PKCS#10;

e (Cac dinh dang khac

KeyReference

KeyReferenceType, xem 8.3.3

Trong trwerng hop MSSP khéng ngdm dinh biét
trwdc khéa bi mat hoac chirng thw sb cla nguoi
duing cubi dung dé ky giao dich, RP ¢c6 quyén chi
dinh c4c théng tin nay

SignatureProfileCo
mparison

SignatureProfileComparisonType,
xem 8.3.5

Trong tham sb nay, RP chi dinh cach thirc MSSP
phai xt ly d6i v&i hd so chiv ky sb da dwoc dé cap
& trén

ValidityDate

DateTime

Thoi diém hét han cla giao dich. Néu déi sb nay
khong dwgc chi dinh, mét khoang théi gian cho
(timeout) mac dinh NEN dwoc siv dung.

TimeOut

positivelnteger

Thé hién khodng thdi gian tinh bing gidy ma
MSSP phai ch¢ trwée khi phdn hdi cho AP. Néu
dbi s6 nay khong duoc chi dinh, mét khoang thoi
gian chd (timeout) méc dinh NEN dwoc st dung

Khéng

MessagingMode

MessagingModeType, xem 8.3.1

Xac dinh ché d6 glvi thong diép, bao gdm: ché do
ddng bd, ché do may khach khéng déng bo may
chii hodc ché dd may chi khéng ddng bo may
chu.

Co

Bang 2. Cac tham sb yéu cau ky s6 MSS.

<xs:element name="MSS_SignatureReq" type="mss:MSS_SignatureReqType"/>
<xs:complexType name="MSS_SignatureReqType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:sequence>
<xs:element name="MobileUser" type="mss:MobileUserType"/>
<xs:element name="DataToBeSigned" type="mss:DataType"/>
<xs:element name="DataToBeDisplayed" type="mss:DataType" minOccurs="0"/>
<xs:element name="SignatureProfile" type="mss:mssURIType" minOccurs="0"/>
<xs:element name="AdditionalServices" minOccurs="0">
<xs:complexType>
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<xs:sequence>
<xs:element name="Service" type="mss:AdditionalServiceType" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="MSS_Format" type="mss:mssURIType" minOccurs="0"/>
<xs:element name="KeyReference" type="mss:KeyReferenceType" minOccurs="0"/>
<xs:element name="SignatureProfileComparison" type="mss:SignatureProfileComparisonType"
minOccurs="0"/>
</xs:sequence>
<xs:attribute name="ValidityDate" type="xs:dateTime" use="optional"/>
<xs:attribute name="TimeOut" type="xs:positivelnteger" use="optional"/>
<xs:attribute name="MessagingMode" type="mss:MessagingModeType" use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>

CHU THICH: Kiéu théng diép SigREQ quy dinh tai Diéu 7.2 ap dung cho méi giao dich ky sé riéng 1&. Di v&i cac don vi ¢ nhu
cau xt ly ddng thdi mot khéi lwong 16n ching tir thu/chi (vi du: ngan hang, td chirc tai chinh), t& chirc cung cép dich vu CO
THE trién khai b sung co ché ky theo 16 (batch signing) bang cach déng géi nhidu yéu ciu SigREQ doc lap trong mét phién
giao dich nghiép vu & tadng ng dung (AP), mién & mdi giao dich ky thanh phan van tuan tha ddy d0 cu tric thong diép
SigREQ/SIgRESP quy dinh tai Diéu 7. Dac ta chi tiét cho giao thirc va cAu truc théng diép hd tro ky theo 16 & tAng giao dién

Web (bao gdm co' ché téi wu sb lwot round-trip) sé dwoc nghién clru bb sung trong 1an soat xét tiép theo cla tiéu chuén.

7.3 Phan hdi ky sé MSS [SigRESP - STD]

Tén Dinh dang Mo ta Bat budc

Bét ky thong tin nhan dang nao ctia ngudi dung cudi cé lién

quan dén giao dich nay. co

MobileUser MobileUserType, xem 8.2.4

Status StatusType, xem 8.4.2 Trang thai hién tai clia giao dich. Co

MSSP nén dwa ra mot thong bao xac nhan vé hd so chi ky

SignatureProfile mssURIType, xem 8.2.3 sb da duoc st dung. Khoéng
Chir ky s6 di déng duwoc tao lap trén thiét bi di dong cla

MSS_Signature SignatureType, xem 8.4.1 ngwoi dung cubi, cling véi cac div liéu dich vu bd tro tiy Khoéng
chon

MSSP_TransID NCName Sé hiéu giao dich dwoc tao bdi MSSP cho giao dich nay Co

Bang 3. Cac tham sb phan héi ky sé MSS.

<xs:element name="MSS_SignatureResp" type="mss:MSS_SignatureRespType"/>
<xs:complexType name="MSS_SignatureRespType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:sequence>
<xs:element name="MobileUser" type="mss:MobileUserType"/>
<xs:element name="MSS_Signature" type="mss:SignatureType" minOccurs="0"/>
<xs:element name="SignatureProfile" type="mss:mssURIType" minOccurs="0"/>
<xs:element name="Status" type="mss:StatusType"/>
</xs:sequence>
<xs:attribute name="MSSP_TransID" type="xs:NCName" use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>

Yéu cau chirc nang:

Néu yéu cau hop I& VA dwoc ngwdi nhan chdp nhan dé xa ly VA khong ¢ thém théng tin, nguoi
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nhan sau d6 PHAI d&t ma trang thai 100 trong phan héi tré lai cho ngudi giri:
- Néu ché dd nhén tin la dd6ng bd VA MSSP nhan dwoc Ky sb trén thiét bj di dong tir ngudi dung
cudi, MSSP phai cho biét ma trang thai 500.
- Néu ching cla nguwoi ky bi thu hdi, MSSP PHAI cho biét ma trang thai 501.
- Néu ky s6 hop 18, MSSP PHAI cho biét ma trang thai 502.
- Néu ky sb6 khong hop 18, MSSP PHAI cho biét mé trang thai 503.

7.4 Yéu cau trang thai MSS [StatREQ - STD]

Tén binh dang Mo ta Bat budc

Trong tham sé nay, AP d& cap dén sb giao dich ma né dang tim o
kiém thong tin.

MSSP_Transaction_ID | NCName

Bang 4. Cac tham sbé yéu cau trang thai MSS.

<xs:element name="MSS_StatusReq" type="mss:MSS_StatusReqType"/>
<xs:complexType name="MSS_StatusReqType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:attribute name="MSSP_TransID" type="xs:NCName" use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>

7.5 Phan héi trang thai MSS [StatRESP - STD]

Tén Dinh dang M6 ta Bat buoc
MobileUser MobileUserType, xem 8.2.4 Bat ky £hong tin .nhan‘ dang nao ctia ngwoi dung cudi cé lién co
quan dén giao dich nay.
. . Néu c6 sdn, tham sb nay chira chi¥ ky sb duoc tao Iap trén .
4. : N A Py Kh
MSS_Signature | SignatureTyp, xem 8.4.1 thiét bi di dong ciia ngudi dung cudi ong
Status StatusType, xem 8.4.2 Trang thai hién tai clia giao dich. Co

Bang 5. Cac tham sé phan hdi trang thai MSS.

<xs:element name="MSS_StatusResp" type="mss:MSS_StatusRespType"/>
<xs:complexType name="MSS_StatusRespType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:sequence>
<xs:element name="MobileUser" type="mss:MobileUserType"/>
<xs:element name="MSS_Signature" type="mss:SignatureType" minOccurs="0"/>
<xs:element name="Status" type="mss:StatusType"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

Do phuwong thirc truy van trang thai cé thé duwoc AP goi vao bat ky lic nao, nén gia tri trang thai co
thé nhan tat ca cac gia tri trong danh muc ma 16i. Trong trué'ng hop phwong thirc nay duwoc goi sau mot
yéu cau ky sbé di dong & ché dd may khach khéng déng bd may chi, AP thwdng sé nhan dwoc cac ma

trang thai thay vi cac ma 16i. M4 trang thai dién hinh cho phwong thirc nay 1a ma 504, c6 nghia la AP sé
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can phai thwe hién goi lai phwong thire truy van trang thai nay mét 1an niva.

7.6 Yéu cau dang ky MSS [RegREQ - STD]

Tén Dinh dang Mb ta Bat budc
it nhat thi MSSP can kich hoat tinh n&ng xac thwc chi ky
MobileUser MobileUserType, xem 8.2.4 | trén thiét bj di ddng clia ngudi dung cudi ndu tinh nang dé Co
chwa duwoc kich hoat.
Nap di¥ liéu bdo mat vao (rng dung ky sb trén thiét bj di o
: R s e Kh
EncryptedData xenc:EncryptedType déng ciia ngudi diing cubi. ong
Phan t& nay xac dinh mét khéa ma hoa/gidi ma cu thé di
k&m v&i mot phwong thirc ma héa. AP chi dinh phan tir
nay nham xac dinh khoa va phuong thire sé dwoc thiét bi .
5 A ~ Kh
EncryptResponseBy anyUR| di déng st dung dé ma héa cac thong tin bdo mat. AP sé °ng
nhan lai cac théng tin da dwgc ma hda nay trong théng
diép RegRESP - STD.
CertificateURI anyUR| D.U’Q’AC Iwu trlr béi MSSP va tai xuong tng dung ky so so Khéng
di déng.
X509Certificate base64Binary Bugc luu trir boi MSSP va tai xuong ung dung ky so trén |-
thiét bi di ddng néu co the.
Tham sb nay tao diéu kién cho MSSP cung cép cho AP
mot phwong thirc dang ky tuy chinh. AP sé st dung tham R
; 2 e A a v L L Kh
Any Any s0 nay dé chi dinh cac thong tin lién quan khac cua ngwoi °ng
dung cubi thu thap duoc tir giai doan dang ky.
Bang 6. Cac tham sb yéu cau dang ky MSS.
<xs:element name="MSS_RegistrationReq" type="mss:MSS_RegistrationReqType"/>
<xs:complexType name="MSS_RegistrationReqType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:sequence>
<xs:element name="MobileUser" type="mss:MobileUserType"/>
<xs:element name="EncryptedData" type="xenc:EncryptedType" minOccurs="0"/>
<xs:element name="EncryptResponseBy" type="xs:anyURI" minOccurs="0"/>
<xs:element name="CertificateURI" type="xs:anyURI" minOccurs="0"/>
<xs:element name="X509Certificate" type="xs:base64Binary" minOccurs="0"/>
<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
7.7 Phan hoi dang ky MSS [RegRESP - STD]
Tén Dinh dang M6 ta Bat budc
Trang thai hién tai cGa giao dich. Néu qua trinh dang ky dwoc thuc .
Status StatusType, xem 8.4.2 | | s thanh cang, MSSP PHAI chi dinh mA trang théi 408, co
Truy xuat cac théng tin bao mat tir giai doan dang ky trén thiét bj di
doéng clia nguwdi dung cudi. Théng tin nay cé thé 1a ma PIN ky sb N
: . ~ s X s a A a Kh
EncryptedData xenc:EncryptedType hodc khéa ky... Viéc ma héa phan t&r nay dwoc yéu cau thédng qua °ng
phan t&r EncryptReponseBy trong RegREQ — STD.
CertificateURI anyURI Truy xuét théng tin cong khai. Khéng
X509Certificate | base64Binary Truy xuét théng tin cong khai. Khéng
PublicKey Base64Binary Truy xuét théng tin cong khai. Khéng

Bang 7. Cac tham s6 phan héi dang ky MSS.
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<xs:element name="MSS_RegistrationResp" type="mss:MSS_RegistrationRespType"/>
<xs:complexType name="MSS_RegistrationRespType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:sequence>
<xs:element name="Status" type="mss:StatusType"/>
<xs:element name="EncryptedData" type="xenc:EncryptedType" minOccurs="0"/>
<xs:element name="CertificateURI" type="xs:anyURI" minOccurs="0"/>
<xs:element name="X509Certificate" type="xs:base64Binary" minOccurs="0"/>
<xs:element name="PublicKey" type="xs:base64Binary" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

7.8 Yéu cau ho so MSS [ProfREQ - STD]

Tén Dinh dang M6 ta Bat budc
Trong trudng hop MSSP trién khai cac ki thuat mat ma khac nhau cho
. MobileUserType, cac ngudi dung cudi, MSSP c6 thé phan hdi khac nhau tuy theo tirng N
MobileUse | om 8.2.4 ngwoi dung. AP st dung tham sé nay dé chi dinh nguwoi diing cudi ma Khong

hd so ky sb trén thiét bj di dong clia ho can dworc truy xuét.

Bang 8. Cac tham sb yéu cau hé so MSS.

<xs:element name="MSS_ProfileReq" type="mss:MSS_ProfileReqType"/>
<xs:complexType name="MSS_ProfileReqType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:sequence>
<xs:element name="MobileUser" type="mss:MobileUserType"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

7.9 Phan héi hd so MSS [ProfRESP - STD]

Tén Dinh dang Mo ta Bat buoc

Mbét hodc nhidu hd so ky sé trén thiét bi di dong duoc
MobileSignatureProfile mssURIType, xem 8.2.3 | MSSP nay hd tro cho ngudi diing cudi da dwoc chi dinh Khéng
trong yéu cau truy xuat hd so ky s trén thiét bi di dong.

Status StatusType, xem 8.4.2 | Trang thai hién tai clia giao dich. Cé

Bang 9. Cac tham sb phan héi hé so MSS.

<xs:element name="MSS_ProfileReq" type="mss:MSS_ProfileReqType"/>
<xs:complexType name="MSS_ProfileReqType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:sequence>
<xs:element name="MobileUser" type="mss:MobileUserType"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
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Yéu cau chirc nang:

Néu ngudi dung cubi khdng dwoc MSSP xac dinh va MSSP khéng thudc mang lwéi dich vu chuyén
vung chir ky sb di déng, thi MSSP PHAI chi dinh ma trang thai 105

7.10 Yéu cau nhan MSS [RecREQ - STD]

Tén Dinh dang Mb ta Bat budc
MobileUser MobileUserType, xem 8.2.4 B.at l(y ma, dinh d:a'nh‘nao Chf.) phép MSSP lién hé voi thiet bi Co
di ddng clia ngwdi dung cudi.
Status StatusType, xem 8.4.2 Trang thai clia giao dich. Khéng
Yéu cau bién nhan PHAI luén duoc lién két véi mét giao dich
MSSP_Trans_ID | NCName ky trwdc d6. V& mat nay, tham sd nay PHAI twong (ng véi Cé
ID giao dich ma MSSP da x ly.

Message DataType, xem 8.3.2 Mét théng diép ma RP mudn giri t&i ngudi ding cudi. Khéng
SignedReceipt XML Signature APAco t~he tuy ch'c,)n;cung cap cho ngudi dung cudi mot bién Khéng
nhan da dwoc ky so.

Bang 10. Cac tham sb y&u cau nhan MSS.
<xs:element name="MSS_ReceiptReq" type="mss:MSS_ReceiptReqType"/>
<xs:complexType name="MSS_ReceiptReqType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:sequence>
<xs:element name="MobileUser" type="mss:MobileUserType"/>
<xs:element name="Status" type="mss:StatusType" minOccurs="0"/>
<xs:element name="Message" type="mss:DataType" minOccurs="0"/>
<xs:element name="SignedReceipt" type="ds:SignatureType" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="MSSP_TransID" type="xs:NCName" use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
7.11 Phan héi nhan MSS [RecRESP - STD]
Tén Dinh dang Mo ta Bat buoc
Status StatusType, xem 8.4.2 | Trang thai hién tai cla giao dich. Co

Bang 11. Cac tham sb phan hdi nhan MSS.

<xs:element name="MSS_ReceiptResp" type="mss:MSS_ReceiptRespType"/>
<xs:complexType name="MSS_ReceiptRespType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:sequence>
<xs:element name="Status" type="mss:StatusType"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
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7.12 Yéu cau bat tay MSS [HShakeREQ - STD]

Tén

Dinh dang M6 ta Bat buéc

SecureMethods complexType

Thanh phan nay 1& danh muc cac phuong thtrc ma AP mudn dugc bdo

A Cé
mat.

Certificates

Théng qua phan tir nay, AP chi dinh mét danh muc cac ching thw s ma
complexType | minh c6 thé s dung d& tao chir ky s XML. Néu danh muc nay tréng, AP C6
khoéng hd tro chiv ky sd XML

RootCAs

Théng qua thanh phan nay, AP chi dinh mét danh muc cac t chirc chirng
thwe gbc (Root CA) dwoc hd trg ma minh cé thé si dung cho muc dich
xac thue chiv ky s XML. Néu danh muc nay tréng, AP khéng bat budc st
dung bét ky Root CA cu thé nao

complexType Co

Tham sb nay chi dinh danh muc cac thuat toan ky sb dwoc AP hé tro. Méi

SignatureAlgList | complexType thuat toan ky sé dwoc dinh danh bdng mét URI, vi du: Co

http://www.w3.0rg/2000/09/xmldsig#dsa-sha1

Bang 12. Cac tham sb yéu cau bt tay MSS.

<xs:element name="MSS_HandshakeReq" type="mss:MSS_HandshakeReqType"/>
<xs:complexType name="MSS_HandshakeReqType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:sequence>

<xs:element name="SecureMethods">
<xs:complexType>
<xs:attribute name="MSS_Signature" type="xs:boolean" use="required"/>
<xs:attribute name="MSS_Registration" type="xs:boolean" use="required"/>
<xs:attribute name="MSS_Noatification" type="xs:boolean" use="required"/>
<xs:attribute name="MSS_ProfileQuery" type="xs:boolean" use="required"/>
<xs:attribute name="MSS_Receipt" type="xs:boolean" use="required"/>
<xs:attribute name="MSS_ Status" type="xs:boolean" use="required"/>
</xs:complexType>
</xs:element>
<xs:element name="Certificates">
<xs:complexType>
<xs:sequence>
<xs:element name="Certificate" type="xs:base64Binary" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="RootCAs">
<xs:complexType>
<xs:sequence>
<xs:element name="DN" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="SignatureAlgList">
<xs:complexType>
<xs:sequence>
<xs:element name="Algorithm" type="mss:mssURIType" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>

</xs:sequence>
</xs:extension>
</xs:complexContent>
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.~ </xs:complexType>

7.13 Phan héi bat tay MSS [HShakeRESP - STD]

Tén Dinh dang Mo ta Bat buoc
Sé hiéu giao dich dwoc MSSP tao ra cho qua trinh bat tay
MSSP_TransID NCName (handshake) nay. Sau d6, AP sé& st dung lai s hiéu giao dich Co

nay trong lan goi phwong thirc tiép theo

Thanh phan nay la danh muc cac phwong thirc ma MSSP yéu

SecureMethods complexType cAu phai duroc bao mat. Co
Muc dich ctia thanh phan nay la chi dinh cho AP cac chirng thw
MatchingMSSPCertificates | complexType sO clia MSSP khoép véi cac to chire chirng thire goc (Root CA) Co

da dwgc AP néu trong HShakeREQ - STD. Néu danh muc nay
trdng, MSSP khéng thé cung cap chir ky sé XML cho AP.

Muc dich clia phan tir nay la chi dinh cho AP céc chirng thu sb
ctia AP ma MSSP c6 thé hiéu va tin cay. Do d6, phan tir nay la
MatchingApCertificates complexType moét tap hop con cla danh muc Chirng thu sb da dwoc cung Co
cap trong HShakeREQ - STD. Néu danh myc nay tréng, MSSP
khéng thé str dung cac chir ky sé XML do AP cung cép.

Tham sbé nay chi dinh danh muc cac thuat toan ky sb dugc AP
va MSSP hé trg. Sau do, AP sé& chon sir dung mét trong céac
thuat toan d6. Mai thuat toan ky sb dwoc dinh danh béng mét
URI, vi duy: http://www.w3.0rg/2000/09/xmldsig#dsa-sha.

MatchingSigAlgList complexType Co

Bang 13. Cac tham sb phan hoi bét tay MSS.

<xs:element name="MSS_HandshakeResp" type="mss:MSS_HandshakeRespType"/>
<xs:complexType name="MSS_HandshakeRespType">
<xs:complexContent>
<xs:extension base="mss:MessageAbstractType">
<xs:sequence>
<xs:element name="SecureMethods">
<xs:complexType>
<xs:attribute name="MSS_Signature" type="xs:boolean" use="required"/>
<xs:attribute name="MSS_Registration" type="xs:boolean" use="required"/>
<xs:attribute name="MSS_Noatification" type="xs:boolean" use="required"/>
<xs:attribute name="MSS_ProfileQuery" type="xs:boolean" use="required"/>
<xs:attribute name="MSS_Receipt" type="xs:boolean" use="required"/>
<xs:attribute name="MSS_Status" type="xs:boolean" use="required"/>
</xs:complexType>
</xs:element>
<xs:element name="MatchingMSSPCertificates">
<xs:complexType>
<xs:sequence>
<xs:element name="Certificate" type="xs:base64Binary" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="MatchingAPCertificates">
<xs:complexType>
<xs:sequence>
<xs:element name="Certificate" type="xs:base64Binary" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="MatchingSigAlgList">
<xs:complexType>
<xs:sequence>
<xs:element name="Algorithm" type="mss:mssURIType" minOccurs="0" maxOccurs="unbounded"/>
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</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute name="MSSP_TransID" type="xs:NCName" use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>

8  Cac kiéu dir liéu bd tro’ (Auxiliary types)

Céc kiéu théng diép dwoc quy dinh trong phan truéc dwa trén cac kiéu di liéu XML dwoc cung
cp tai khoan nay. Khéng gian tén XML (XML namespace) dwoc st dung trong tiéu chuan nay va cac

tién t6 (prefixes) dung dé biéu thi cac khong gian tén khac da dwoc dinh nghia trong phan gigi thiéu.
8.1 Dinh danh URI (URI identifier)

Cac ma dinh danh URI theo tiéu chudn RFC 2396 dwoc st dung trong pham vi tiéu nay dé dinh
danh duy nhét cho:
- AP;
- MSSP;
- Céc dinh dang ky s6;
- Céc dich vu bd tro nhw: cAp déu thoi gian, xac thuc chiv ky va lwu trie chiy ky;
- Céc hd so chir ky sb;
- Khéng gian tén cta lwgc dd XML (XML-Schema).

Tét ca cac AP, bao gdbm ca MSSP, déu dwoc xac dinh bang méa dinh danh dya trén URI. Do do,
ma dinh danh dwa trén URI phai la duy nhét. Vi vay, KHUYEN NGHI réng mdi AP nén st dung URL dwa
trén tén mién riéng ctia minh cho ma dinh danh nay.

Tuy nhién, trong mét sb trudng hop, AP khdng phai tap trung vao may chi do mét cong ty lwu trir,
ma c6 thé la dién thoai di ddng hodc PC clia ngwoi dung cudi. Trong nhirng truéng hop do, AP cé URI
dwa trén tén mién ctia MSSP ho&c t&n mién cuia thuc thé tiép nhan cho céac kich ban chuyén vung.

Dé biéu thi mot sé dinh dang ky sé, cac URI dwoc quy dinh cu thé tai phan kiéu ky sb va dé biéu
thi mot sé dich vu bd tro dwoc yéu cau nhw cap dau thoi gian, tham chiéu phan kiéu dich vu b6 tro. AP
NEN chi dinh va cong b URI riéng cho dich vu ctia minh. KHUYEN NGHI rang URI nay nén s dung
URL dwa trén tén mién riéng clia ho lam ma dinh danh.

M6t s& URI cho hd so chiv ky sb sé dwoc cong bd trong khdng gian tén cua tiéu chuén nay. Céac

bén tham gia dich vu chir ky sé trén thiét bi di ddng NEN céng bb thém URI theo nhu cau cta ho.
8.2 Cac kiéu dir liéu bd tro chung
8.2.1 Thanh vién mang (MeshMemberType)
Kiéu di¥ liéu nay dwoc dung dé biéu thi mét thue thé. Viéc nay co thé thuc hién thdng qua tén mién

(DNS-Name), dia chi IP, mét chubi ky tw dinh danh thyc thé hodc mét URI.
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<xs:complexType name="MeshMemberType">
<xs:sequence> <xs:element name="DNSName" type="xs:string" minOccurs="0"/>
<xs:element name="IPAddress" type="xs:string" minOccurs="0"/>
<xs:element name="URI" type="xs:anyURI" minOccurs="0"/>
<xs:element name="IdentifierString" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

8.2.2 Thuat toan bam va gia tri bam (DigestAlgAndValueType)

Kiéu di liéu nay don thuan 1a mét cAu trac chira gia tri bam va tuy chon chi dinh thuat toan da st
dung dé tao ra gia tri bam d6. Kiéu di¥ liéu nay chi dwoc st dung két hop véi kiéu mssURI. Dbi véi muc

dich nay, cac kiéu DigestMethodType va DigestMethodValue cla chir ky s6 XML W3C sé dwoc st dung.

<xs:complexType name="DigestAlgAndValueType">
<xs:sequence>
<xs:element name="DigestMethod" type="ds:DigestMethodType" minOccurs="0"/>
<xs:element name="DigestValue" type="ds:DigestValueType"/>
</xs:sequence>
</xs:complexType>

8.2.3 DPinh danh mssURI (mssURIType)

Kiéu di¥ liéu nay dwoc dung dé chi dinh moét URI va vi ly do an ninh, né ciing cung cip mét gia tri

bam lién quan riéng dén URI nay. Phan tlr nay cung cip kha nang b sung thém cac théng tin khac.

<xs:complexType name="mssURIType">
<xs:sequence>
<xs:element name="mssURI" type="xs:anyURI"/>
<xs:element name="DigestAlgAndValue" type="mss:DigestAlgAndValueType" minOccurs="0"/>
<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

8.2.4 Nguwoi dung (MobileUserType)

Kiéu div liéu nay dung dé xac dinh ngudi dung cubi. Theo d8, mét ma dinh danh xac dinh ngudi
dung cudi va bén cip phat dinh danh twong tng, s thué bao di ddng (MSISDN) va MSSP géc clia nguoi
dung cudi cé thé duwoc chi dinh theo bat ky sw két hop nao. Muc dich 1a dé& dinh danh duy nhat nguoi
dung cubi.

8.3 Cac kiéu div liéu bé tro cua AP

Phan nay mé ta cac kiéu dir lieu dwoc AP str dung trong qua trinh giao tiép véi MSSP.

8.3.1 Ché dé truyén tin (MessagingModeType)

Nhw da md ta & trén, MSSP cung cép cho cac bén cung cip (rng dung cac ché do truyén tin khac
nhau. C6 ba ché dd truyén tin kha thi:
- Ché do ddng bo: La chirc ndng yéu cau - phan hoi co ban.
- Ché d6 may khach khéng déng bd may chd: Chirc ndng nay thwc hién théng qua nhiéu 1an
yéu cau - phan hoéi.
- Ché dd may chi khéng déng bdé may chi: Day 1a co ché truyén tin hai chiéu, ché do nay yéu

cau nang lywc dac biét tr phia may khach, cu thé 1a may khach ciing phai hd tro' nang lwc nhw
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mot may chu.
Quy dinh tuan tha:
- MSSP phai hé tro ca ba ché dd truyén tin néu trén.
- Vé co ban, AP sé chi dinh ché d6 truyén tin cho MSSP.

- Phia may khach cGia AP phai hé tro it nhat mot trong ba ché dd nay va nén hd tro ca ba.

<xs:simpleType name="MessagingModeType">
<xs:restriction base="xs:string">
<xs:enumeration value="synch"/>
<xs:enumeration value="asynchClientServer"/>
<xs:enumeration value="asynchServerServer"/>
</xs:restriction>
</xs:simpleType>

8.3.2 Ddr liéu (DataType)

Kiéu dir liéu nay dwoc dung lam céu trdc chiva cac thong diép can ky hodc hién thi, dwoc gl tr
AP hoac RA t&i ngwdi dung cudi. Cac thudc tinh tuy chon sé chi dinh kiéu MIME va phuong thire ma
héa théng diép theo tiéu chudn RFC 2045 va RFC 2046.

<xs:complexType name="DataType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute name="MimeType" type="xs:string" use="optional"/>
<xs:attribute name="Encoding" type="xs:string" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

8.3.3 Tham chiéu khéa (KeyReferenceType)

Kiéu di¥ liéu nay chi dinh khéa clia ngudi dung cubi sé duwgc sir dung dé tao chiv ky sb. Co thé
tham chiéu mét khoa bang cach chi dinh:

CHU THICH: Trueng hop ngudi dung cudi sé hiru nhiéu chirng thw chiv ky s6 va MSSP can kiém tra hiéu lwc clia chirng
thw chir ky sb truac khi thwe hién ky (10.2.3, 8.4.2 - StatusType), RP/AP NEN chi dinh KeyReference tuwong (rng v&i chirng thw
chiv ky s dang c6 hiéu lwc dung dé ky giao dich, théng qua CertificateURL hodc HashOfUsersPublicKey, nhdm tranh nham 1an
trong trérng hop théng tin chieng thw chir ky sé trén thiét bi clia ngwoi dung (vi du trén SIM) chuwa ddng b kip thdi vai hé théng
MSSP/CA (chirng thw chi¥ ky s6 da hét han hodc bi thu héi nhwng chua dwgc cap nhat trén thiét bj do gian doan két ndi OTA).
MSSP PHAI kiém tra trang thai hiéu lyc ctia chivng thw chi ky s6 dwoc tham chiéu tai thdi diém x ly yéu cau ky va tra vé ma
trang thai twong (ng (xem Phu luc B, ma 501 - REVOKED_CERTIFICATE) néu chi*ng thu chi ky sé khéng con hiéu lwc.

- Mot URI lién két véi chieng thu s6;

Tén phan biét (Distinguished Name) ctia td chirc cap phat chirng thu;

Gia tri bam cutia khoa;

Gia tri bam khoa cong khai ctia CA da cip phat chirng thw d6;

Hodac str dung béat ky phwong thirc ndo khac.

<xs:complexType name="KeyReferenceType">

. <xsisequence>
<xs:element name="CertificateURL" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="CertificatelssuerDN" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
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<xs:element name="HashOfUsersPublicKey" type="mss:DigestAlgAndValueType" minOccurs="0"
maxOccurs="unbounded"/>
<xs:element name="HashOfCAPublicKey" type="mss:DigestAlgAndValueType" minOccurs="0"

maxOccurs="unbounded"/>
<xs:any namespace="##other" processContents="lax"/>
</xs:sequence>
</xs:complexType>

8.3.4 Dijch vu bé tro (AdditionalServiceType)

Kiéu AdditionalServiceType dwoc dung dé cho biét AP khong chi yéu cau ky sb clia nguoi ding
cudi ma con yéu cau xac thuc chiv ky nay, cap dau thoi gian, lwu trir chir ky hodc cac dich vu khac. Do
do, quy trinh twong &ng sé duoc chi dinh bang mét URI. Thuc thé chiu trach nhiém thwe hién dich vu bd

tro cling c6 thé dwoc chi dinh cu thé.

<xs:complexType name="AdditionalServiceType">
<xs:sequence>
<xs:element name="Description" type="mss:mssURIType"/>
<xs:element name="Entity" type="mss:MeshMemberType" minOccurs="0"/>
<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

8.3.5 So khép hé sor chir ky sé (SignatureProfileComparisonType)

Phan t&r SignatureProfileComparison quy dinh hanh vi cia MSSP dbi véi cac hd so chi ky sb
trén thiét bj di ddng dwoc cung cp trong yéu cau ky sb:

- exact (khép chinh xac): MSSP dwoc yéu cau phai khép chinh xac véi it nhat mét trong cac
phan t& <SignatureProfile> dwoc chi dinh.

- minimum (t4i thiéu): MSSP dwoc yéu cau sir dung mdt hd so ma hé thdng danh gia la tét it
nhét bang bat ky hé so nao dwoc chi dinh.

- better (t6t hon): MSSP dwoc yéu cau sir dung bat ky hé so ndo tét hon cac hd so da cung
cap.

Néu khéng dwoc chi dinh, hé théng méc dinh la "exact".

<xs:simpleType name="SignatureProfileComparisonType">
<xs:restriction base="xs:string">
<xs:enumeration value="exact"/>
<xs:enumeration value="minimum"/>
<xs:enumeration value="better"/>
</xs:restriction>
</xs:simpleType>

8.4 Cac kiéu div liéu bé tro cia MSSP
Phan nay moé ta cac kiéu div lieu dwoc MSSP str dung khi gii théng diép phan héi cho AP.
8.4.1 Chir ky (SignatureType)

Kiéu SignatureType ddng vai trd la cAu tric chira cho chir ky s6 do nguwdi dung cudi cung cép.
Chir ky nay co thé Ia:

- Chir ky s6 XML (XML-Signature): Tuan thi RFC 3275.

- Ch{r ky ma hoa base64: Tuan thi tiéu chudn PKCS#7.
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- Chir ky CMS (CMS-Signature): Tuan thii RFC 2630.
Phéan t& any cho phép st dung céac dinh dang chi¥ ky khéac.
Kiéu di liéu nay cling déng vai trd 1a céu tric cho chi ky clia nguwdi dung cubdi két hop véi cac

théng tin bd sung do MSSP hodc mét thuc thé khac cung cép.

<xs:complexType name="SignatureType">
<xs:choice>
<xs:element name="XMLSignature" type="ds:SignatureType"/>
<xs:element name="Base64Signature" type="xs:base64Binary"/>
<xs:any namespace="##other" processContents="lax" minOccurs="0"/>
<l-- this can also be an advanced XML Signature-->
</xs:choice>
</xs:complexType>

8.4.2 Trang thai (StatusType)

Kiéu StatusType biéu thj trang thai ciia mét thong diép phan hdi. C4u trdc nay bao gém:
- M6t ma trang thai bat budc thudc kiéu StatusCodeType.
- Mét thdng diép tuy chon thudc kiéu chubi ky tw.
- M6t phan tlr chi tiét trang thai tuy chon thudc kiéu StatusDetail Type.

<xs:complexType name="StatusType">
<xs:sequence>
<xs:element name="StatusCode" type="mss:StatusCodeType"/>
<xs:element name="StatusMessage" type="xs:string" minOccurs="0"/>
<xs:element name="StatusDetail" type="mss:StatusDetailType" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

8.4.3 Ma trang thai (StatusCodeType )

Kiéu StatusCodeType chira trang thai ctia théng diép phan héi twong (rng. CAu tric nay cho phép
st dung mét hodc nhiéu ma trang thai 16ng nhau:
- Ma trang thai cAp cao nhét: B4t budc phai la mét trong céac gia tri quy dinh tai Phu luc A.
- Céac ma trang thai 16ng nhau tiép theo: La tuy chon va cé thé duwoc quy dinh cu thé tuy theo

tirng phién ban trién khai thuc té.

<xs:complexType name="StatusCodeType">
<xs:sequence>
<xs:element name="StatusCode" type="mss:StatusCodeType" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="Value" type="xs:integer" use="required"/>
</xs:complexType>

8.4.4 Chi tiét trang thdi (StatusDetailType)

Kiéu StatusDetailType c6 thé dwoc str dung dé cung cap thém théng tin chi tiét lién quan dén mot

s6 16i cu thé phat sinh trong qua trinh x ly.

<xs:complexType name="StatusDetailType">
<xs:sequence>
<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
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9  Rang budc giao thirc truyén théng

Phan nay dinh nghia viéc rang buéc giao thirc cho dich vu ky sb trén thiét bj di ddng trong cac
giao thirc truyén thong. Viéc chuyén dbi tir co ché trao dbi théng diép yéu cau - phan héi cia dich vu ky
sb di ddng sang cac giao thirc truyén théng tiéu chudn duoc goi la rang budc giao thirc.

Trong pham vi tiéu chuan nay, chi dé cap dén viéc rang budc véi giao thirc SOAP, bdi vi dich vu
Web ky sb trén thiét bi di ddng PHAI dwoc trién khai trén nén tang SOAP 1.2 chay qua HTTP. Muc tiéu
cla viéc quy dinh rang budc giao thirc nay la d& ddm bao tinh lién théng gitra cac hé thdng trién khai
khac nhau.

CHU THICH: Rang budc SOAP 1.2/HTTP quy dinh tai Bidu nay 13 hd so (profile) bat budc téi thidu nham bao dadm kha
nang lién théng voi cac hé thong MSSP/CA hién dang van hanh theo mé hinh ETSI TS 102 204. Cac t6 chirc cung cap dich vu
c6 thé trién khai bd sung hd so rang buéc RESTful API/JSON twong duwong vé mét ngir nghiia v&i cac kiéu thong diép MSS quy
dinh tai Diéu 7, kém theo co' ché ky/xac thuwc théng diép bang JSON Web Signature (JWS) hodc JSON Web Token (JWT), mi&n
la van duy tri hd so SOAP 1.2 néu trén dé bao dam kha nang lién thong téi thiéu theo tiéu chudn nay. Dac ta chi tiét cho hd so
rang budc RESTful API (bao gdm cu tric théng diép JSON va co ché ky JWS/JWT) sé duwoc xem xét bd sung trong 1an soat
xét tiép theo clia tiéu chuan.

SOAP |a mét giao thirc dung dé trao ddi théng tin cé cAu tric trong méi trwéng phan tan va phi
tap trung. Giao thirc nay dwa trén nén tang XML va HTTP, bao gém ba phan:

- Phong bi (Envelope): Bao boc di liéu XML va chira thdng tin xdr ly.

- Quy tdc ma héa (Encoding rules): Dung dé khai bao cac kiéu dir liéu dic thu ciia (ng dung.

- Quy wéc biéu dién: Cho viéc goi tha tuc tir xa (RPC) va cac phan héi twong (rng. Giao thirc

nay ciing cung cap co ché rang budc cac théng diép SOAP véi giao thirc HTTP.
9.1 Quy tdc ma hoéa

Cac quy tdc ma héa SOAP Ia tly chon. Nhirng quy téc nay khéng dwoc sir dung trong rang budc

SOAP cua dich vu ky sé di ddng. Thay vao dé, viéc ma hda sé str dung lwgc dd XML ctia MSS.
9.2 Tiéu dé SOAP

Phong bi SOAP bao gdm hai phan: phan tiéu dé (Header - tuy chon) va phan than (Body - bt
budc). Trong tiéu chuan nay, ching ta dinh nghia mét khéi tiéu d& MSS_MessageSignature tai khoan
10.3.

9.3 Than SOAP

Cac thanh phan cla ban tin trong cac thao tac cla dich vu ky sé trén thiét bi di dong dwoc sap
xép theo phong cach RPC. Cu thé, mbi phan la mot tham sb va xuét hién bén trong mét phan t& bao boc
(wrapper element) nam trong phan than (Body).

- Tén cha phan tlr bao boc nay tring véi tén cla thao tac (operation).

- Méi tham sé phuwong thirc dwoc trinh bay b&i mét bd truy cap (accessor) clia phan t& bao boc

nay. Tén cla tham sb phuwong thirc va bo truy cap la trung nhau.

- Thi tw sap xép la rat quan trong: cac phan phai xuét hién theo dung thi tw clia cac tham sb

trong 1&i goi ham.
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9.4 SOAP trén giao thirc HTTP

Viéc rang buéc dich vu ky sé di ddng PHAI duoc trién khai bang SOAP 1.2 trén nén tang HTTP.
SOAP 1.2 qua HTTP yéu cau phai c6 mdt muc nhap SOAPAction trong tiéu d& HTTP. Giao thirc bao

mat TLS ciing dwoc s dung dé bdo mat kénh truyén.
9.5 Mo ta WSDL

Trong diéu khodn nay, viéc rang budc giao thirc clia MSS dwoc tém tat mdt cach chinh thire béng
WSDL da duwgc gii thiéu trong phan truéc.

Trong vi du WSDL bén dwéi, phan ti soap:binding cé hai thudc tinh. Gia tri "rpc" cha thudc tinh
style cho biét réng thao tac dwoc str dung nhuw mét cudc goi thu tuc tir xa v&i nhirng ham y dwgc mé ta
trong phan SOAP Body. Gia tri clia thudc tinh transport biéu thi rang SOAP qua HTTP dwoc s dung.

Néu SOAP qua HTTP dwoc sir dung, can c6 mét muc SOAPAction trong tiéu d& HTTP. Do dé,
phan tl soap:operation y&u cau mét thudc tinh bat budc soapAction nhan mét URI lam gia tri, gia tri nay
phu thudc vao cach trién khai. Thudc tinh style mét 1an nira cho biét rang dir liéu chira trong phan than
SOAP phai dwoc sép xép nhu mét cudce goi thi tuc tir xa SOAP.

Gia tri “literal” ctia thudc tinh use cla phan ti soap:body cho biét rang méi phan WSDL tham
chiéu dén mét dinh nghia lwoc d6, cu thé la MSS XML-Schema. Loai dwgc tham chiéu béi phan tré
thanh lwoc dd clia phan t&r bao quanh.

Thanh phan dich vu két hop mét nhém cac cbng cé lién quan.

<?xml version="1.0" encoding="utf-8"?>

<definitions xmlIns="http://schemas.xmlsoap.org/wsdl/
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:http="http://schemas.xmlsoap.org/wsdl/http/"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmlins:mime="http://schemas.xmlsoap.org/wsdl/mime/"
xmins:mss="http://uri.etsi.org/TS102204/v1.1.2#"
xmins:tns="http://new.webservice.namespace"
targetNamespace="http://new.webservice.namespace">

<import namespace="http://uri.etsi.org/2003/v1.1.2#" location="MSS.xsd"/>
<message name="MSS_Signaturelnput">
<part name="MSS_SignatureReq" type="mss:MSS_SignatureReqType"/>
</message>
<message name="MSS_SignatureOutput">
<part name="MSS_SignatureResp" type="mss:MSS_SignatureRespType"/>
</message>

<portType name="MSS_SignaturePortType">
<operation name="MSS_Signature">
<input message="tns:MSS_Signaturelnput"/>
<output message="tns:MSS_SignatureOutput"/>
</operation>
</portType>

<binding name="MSS_SignatureBinding" type="tns:MSS_SignaturePortType">
<soap:binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http"/>

<operation name="MSS_Signature">
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<soap:operation soapAction="uri" style="rpc"/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>

</operation>

</binding>

<service name="MSS_SignatureService">

<port name="MSS_SignaturePort" binding="tns:MSS_SignatureBinding">

<soap:address location="http://www.Example-MSSP.com"/>

</port>

</service>
</definitions>

9.6 Xwly 16i

Déc td SOAP 1.2 da chuan hda thong diép 16i SOAP chung dé truyén tai thong tin 16i. Khi ¢o 16

xay ra sau khi nhan théng diép dau vao ctia mét phuong thirc SOAP, bén nhan sé givi lai mot théng diép

I6i SOAP thay vi théng diép dau ra twong (rng.

MSSP AP

InputMessage

OutputMessage

SOAP Fault

Hinh 18: Xt ly 16i

Thbéng diép 16i SOAP 1a mot théng diép SOAP dién hinh. Phan than chira mot phén tor XML Fault,

phan t&r nay bao gdm cac thanh phan sau:

Code: C6 gia tri thudc mét trong ndm ma chuén ctia SOAP va chira cac mé con déc thu cla
trng dung.

Reason: Cung cap giai thich vé 16i bang ngdn ngi tw nhién dé con ngudi cé thé doc hiéu.
Node: Cung cép thang tin vé nut SOAP nao trén dwdng truyén thong diép da gay ra 15i.

Role: Xac dinh vai trd clia nut dang van hanh tai thoi diém xay ra 16i.

Detail: Dung dé truyén tai cac 16i dac thu cha (ng dung.

Cac ma chuén ctia SOAP bao gém:

VersionMismatch: Sai Iéch phién ban.

MustUnderstand: Khéng hiéu thanh phan bat budc.
DataEncodingUnknown: Khéng xac dinh duworc kiéu ma hoa di liéu.
Sender: L6i do bén guri.

Receiver: L6i do bén nhan.

Dich vu Web ky sb di déng quy dinh cac ma 16i con, chi tiét tai Phu luc B:
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- Cac ma tlr 101 dén 108 la ma con thuéc nhém Sender.
- Cac ma con lai thudéc nhdm Receiver.
Vidu1:

<env:Envelope xmins:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlins:m="http://www.example.org/timeouts"
xmins:xml="http://www.w3.org/XML/1998/namespace">
<env:Body>
<env:Fault>
<env:Code>
<env:Value>env:Receiver</env:Value>
<env:Subcode>
<env:Value>208</env:Value>
</env:Subcode>
</env:Code>
<env:Reason>
<env:Text xml:lang="en">EXPIRED_TRANSACTION</env:Text>
</env:Reason>
</env:Fault>
</env:Body>
</env:Envelope>

Vidu 2:

<env:Envelope xmins:env="http://www.w3.0rg/2003/05/soap-envelope"
xmlins:m="http://www.example.org/timeouts"
xmins:xml="http://www.w3.org/XML/1998/namespace">
<env:Body>
<env:Fault>
<env:Code>
<env:Value>env:Sender</env:Value>
<env:Subcode>
<env:Value>101</env:Value>
</env:Subcode>
</env:Code>
<env:Reason>
<env:Text xml:lang="en">WRONG_PARAM</env:Text>
</env:Reason>
</env:Fault>
</env:Body>
</env:Envelope>

10 Dich vu Web: Cac can nhac vé bao mat va quyeén riéng tw

M6t dich vu web dugc trién khai trén nén tdng SOAP qua HTTP cé thé duoc coi la mét giao thire

Internet va cac can nhac bao mat trong chwong nay chi gi¢i han trong pham vi cta giao thirc d6.
10.1 Qua trinh bat tay (Handshake)

Céc can nhéc vé bao mat gitp hiéu rd vé cac bién phap dbi phé tiém nang can dwoc trién khai
dwa trén mot mé hinh mébi de doa. Tuy nhién, muc tiéu cla tiéu chuan nay la ddm bao tinh lién théng
gitra cac phién ban trién khai khac nhau cutia giao thirc. Do d6, ching ta phai xac dinh cac co ché bao
mat bat budc.

Can hiéu rang cac co ché bat budc co thé 1a bt budc phai trién khai hodc bat budc phai siv dung.

Viéc ngudi dung cudi co thwe sw sir dung cac co ché nay hay khéng khéng phai la yéu cau bat budc
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tuyét dbi.

Néu cac bén xac dinh rang ho dang trién khai giao thirc trén mét mang lwdi "an toan", ho cé thé
chon tat cac co ché bdo mat ma ho tin rdng dem lai gia tri th&p so v&i chi phi vé hiéu nang hé théng.

Nguwoc lai, mot s6 co ché bdo mat co ban phai duwgc st dung mot cach hé théng va do do sé
duwoc néu rd la bat budc phai st dung.

Vi vay, cac bén tham gia vao qua trinh xt ly giao dich Ky sb di ddng sé tu thwong lwong viéc st
dung céac co ché nay, cé tinh dén cac yéu tb khdng chi thuan tiy vé bdo mat. Bay chinh la muc dich cla
phuwong thirc bat tay da dwoc quy dinh & cac phan trén, va cac can nhac bdo mat duwéi day nham giai

thich ndi dung ciia phwong thirc nay.
10.2 Bao mat va quyén riéng tw (Security and Privacy)
10.2.1 Muc dich

Tinh bdo mat, tinh toan ven va tinh chéng chéi bd 1a cac phuong thirc d& bao vé dich vu web
chéng lai:

- Viéc slr dung trai phép.

- Viéc str dung khoéng phu hop.

- Tan cong tir chéi dich vu (DoS).

Mot sb van dé vé quyén riéng tw va bao mat ciing c6 thé duwoc dat ra bdi AP hodc chu thé ky.
Trong trwdng hop d6, muc tiéu 1a thiét 1ap bado mat dau cubi gitka ngudi ky va AP, nham bao vé di liéu
khéi s nghe lén tir phia hé théng MSSP.

Dé dat dwoc bao mat dau cudi, AP can ma héa dir liéu can ky bang khda bi mat ctia ngudi ky
ho&c bang khoéa cong khai ctia chi thé ky. O chidu nguoc lai, chl thé ky nén ma héa ky sb trén thiét bi
di ddng hoac loai boé cac di¥ liéu dang van ban ré.

Tuy nhién, can lwu y rang cac thda thuan thwong mai duoc gia dinh 1a sé diéu chinh mébi quan hé
gitra AP, MSSP va chu thé ky. D6 1a ly do tai sao tiéu chuan nay chi tap trung vao tinh bdo mat cho ngu i
ky va AP. Chung t6i gia dinh réng MSSP cling quan tadm dén tinh toan ven cla di¥ liéu nhan dworc tr AP,
vi chét lwong dich vu phu thudc vao diéu doé. DU trong trérng hop nao, ciing can ¢ mét méi quan hé tin

cay v&i cac quy dinh vé quyén riéng tw gitra Ngudi ky, MSSP va AP.
10.2.2 Mé hinh de doa don gian héa cho dich vu Web ky sé trén thiét bi di déng

Gia dinh rang cac hé théng dau cubi tham gia vao viéc trao dbéi giao thirc khéng bi xam nhap.
Nguwoc lai, gia dinh rang ké tAn cong cé quyén kiém soat gan nhw hoan toan déi véi kénh truyén théng
ma céac hé thdng dau cudi st dung dé két ni.

Céc cudc tan cong dién hinh xay ra trén cac giao thirc Internet bao gém: Vi pham tinh bao mat,
nghe 1én mat khau, tAn cdng ma hda ngoai tuyén, tan cdng phat lai, chén ban tin, xda ban tin, stra déi

ban tin va tAn céng xen gilra.
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10.2.3 Khung bao mat (Security framework)

Khung bao mat la tap hop cac bién phap dbi pho lién quan dén cac cudc tAn cong mo ta & trén:

TLS RFC 2246: Ngan chan vi pham tinh bao mat, chén ban tin, stra dbi ban tin, nghe lén mat
khau va tan cong xen giira.

o Xac thwe may chi: MSSP s& hiru Chirng thu sb X509v3.

o X&c thye Ian nhau: Ca MSSP va AP déu s& hivu Chirng thu s& X509v3.
Chr ky sb: Cac chir ky s XML dwoc mé ta chi tiét tai khoan 10.3. N6i mét cach rdng rai, chang
cung cap bao mat mirc déi twong xuyén subt mang lwéi dinh tuyén, nham cung cép tinh chdng
chdi bd gitra MSSP va AP.
Trinh dinh danh AP va MSSP: Cho phép cac bén nhan dién 14n nhau.
Mat khau AP: Cung cép co ché xac thuc AP trong trwdng hop chi str dung xac thwe may chi
qua TLS.

Co ché sb tirc thoi va sé hiéu giao dich: Ngan chan tn cong phat lai.

10.3 Chir ky s6 XML (XML Signatures)

Dé dwa chi ky s XML tré thanh mét co ché bdo mat trong giao thirc clia ching ta, ching t6i ké

thtra m6 hinh mé& réng ctiia SOAP 1.2. Viéc nay duwgc thuc hién béng cach dat mét chiv ky sb XML vao

trong mot khéi tiéu dé thudc phan tiéu dé cia phong bi SOAP.

Vé mét ky thuat, khdi tieu dé sau day sé dwoc thém vao ban tin SOAP:

Phan t&» MSS_MessageSignature c6 mét phan tlr con 1a mét chir ky s XML, cung véi hai thudc

tinh bd sung:

Thudc tinh vai tro: Pwoc dung dé chi dinh nat SOAP ma khéi tiéu d& MSS_MessageSignature
hwéng toi.
Thudc tinh mustUnderstand: Bugc dung dé chi dinh viec xir ly khdi tieu dé

MSS_MessageSignature la bat budc hay tuy chon.

Chi ky s6 XML nay chinh la chir ky s cGa phan than SOAP.
Khi mot hé théng MSSP hodc AP tiéu chuan nhan dwgc mét ban tin SOAP ¢6 chiva khéi tiéu dé

MSS_MessageSignature va vai trd cia b&n nhan khép véi thude tinh role, thi bén nhan PHAI thuc hién

kiém tra tinh hop 18 ctia ky sb theo mé hinh xt ly ctia chi ky s& XML.

Quy trinh tao muc nhap MSS_MessageSignature:
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Chuén bj phong bi SOAP muc tiéu véi phan than va céc tiéu dé can thiét.

Tao mo6t khudn mau cho phan tlr <ds:Signature>. Khuén mau nay gia dinh chira ndi dung tréng
cho cac phan tir <ds:DigestValue> va <ds:SignatureValue>.

Tao mot muc nhap tiéu d& méi MSS_MessageSignature va thém khuén mau trén vao muc
nay.

Thém muc nhap tiéu & MSS_MessageSignature vao phan iéu dé SOAP.

Thém cac thudc tinh SOAP “role” va “mustUnderstand” vao muc nhap.
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- Tinh toan gié tri cho cac phan ti <ds:DigestValue> va <ds:SignatureValue> dya trén nédi dung

cta phan than SOAP.

Lwu y vé tinh chéng chdi bd: Chuing ta str dung chir ky s6 XML trong cac ban tin SOAP nham dat
duwoc tinh chéng chéi bd gitka MSSP va AP. Tuy nhién, cach dé dang nhéat dé bén ky phd nhan ban tin
la tuyén bb rang khéa bi mat ciia ho da bi 16 va ké tan cong da ky ban tin dang bi tranh chap. D& chéng
lai kiéu tAn cong nay, RP can chirng minh dwoc rang khda ctia bén ky chwa bij 16 tai thoi diém ky. Viéc
nay doi hdi mét ha tang dang ké, bao gém lwu trir théng tin thu hdi chirng thw va cac may chi cap dau
thoi gian dé xac lap thoi diém ban tin dwoc ky. Cac ndi dung nay nam ngoai pham vi clia tiéu chuén nay.

Do d6, viéc quy dinh thém mot khéi tiéu dé bd sung trong Tiéu d& SOAP chi la mdt budc tién

hwéng téi tinh chéng chéi bd, va khéng dwoc coi la bwdc cudi cung dé& hoan thién co ché nay.
10.4 Ky s6 trén thiét bi di dong

Giao dién Web dwoc dac ta trong tiéu chuan nay c6 thé truyén tai nhiéu loai chir ky sb khac nhau.

Viéc str dung chi¥ ky sb khéng phu hgp hoac trai phép la mét mdi de doa an ninh déi v&i nguoi ky.
10.5 Cac giao thirc bao mat

Nhw da mb ta truéc dd, giao thirc TLS dwoc sir dung trong tiéu chuan nay dé cung cap bao mat
kénh truyén. Trén thuc té, giao dién dich vu Web cho mé hinh ky sb trén thiét bi di dong dwoc dac ta
chay trén nén tdng SOAP qua HTTP va trén I&p TLS. TLS cung cAp mét kénh truyén dwoc ma hda va
xac thuc chay trén nén TCP.

Théng thudng, phia may chi ludn dwoc xac thuwe bdng mét chivng thw s6. Cac may khach ciing
c6 thé s& hiru chirng thu sb dé thuc hién xac thue 14n nhau. Cac cap do TLS khac nhau nay dwoc sl
dung tuy theo nhu cau cia AP va MSSP.

Ngoai ra, TLS st dung cac thuat toan mat ma khac nhau cho viéc ky sd va ma hoa. Theo do,
gitra may khach va may chu sé cé mét qua trinh thuwong lwong vé cac thuat toan nay dé st dung cho
bdo mat kénh truyén. Qua trinh nay dwoc goi 1a chon tap hop thuat toan ma héa. Do dd, hé thdng cé
nguy co bj tAn cdng leo thang. D& ngan chén loai tAn cdng nay, hé théng PHAI s dung téi thiéu TLS
1.2, khuyén nghj st dung TLS 1.3, va PHAI v6 hiéu héa cac phién ban TLS/SSL cii (SSL 3.0, TLS 1.0,
TLS 1.1). Tiéu chuan nay bét budc mét danh sach cac tap hop thuat toan ma héa cé thé siv dung, wu
tién cac bd thuat toan hé tro tinh bao mat chuyén tiép tuyét dbi (Perfect Forward Secrecy - PFS):

- TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (TLS 1.2, hd tro PFS)

~ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (TLS 1.2, hd tro PFS)

~ TLS_AES 128 GCM_SHA256 (TLS 1.3, khuyén nghi)

~ TLS_AES 256 _GCM_SHA384 (TLS 1.3, khuyén nghi)

CHU THICH: Cac bo thuat toan ma héa TLS_RSA_WITH_3DES_EDE_CBC_SHA va TLS_RSA WITH_AES_128 CBC_SHA
(trao ddi khéa RSA tinh, khong hé tro PFS, s dung thuat toan 3DES da bi khuyén céo loai b trén toan ciu) khéng dwoc phép
st dung do khéng dap &ng yéu cau vé& an toan théng tin hién hanh, dédng thdi cé nguy co &nh hwéng dén gia tri phap ly cla
chir ky sb theo quy dinh tai Luat Giao dich dién t&r 2023.
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PHU LUC A: SOAP FAULT Subcodes

Gia tri Théng diép Mo ta
101 WRONG_PARAM LGi trong cac tham sb ctia yéu cau
102 | MISSING_PARAM Mét tham sb trong yéu cAu bi thiéu
103 WRONG_DATA LENGTH D liéu can ky (DTBS) qua Ién.
104 UNAUTHORIZED_ACCESS QF; ﬁgﬁ:r?u;égéﬁgigoéc mat khdu sai hodc AP yé&u cdu mét dich vu bd sung
105 | UNKNOWN_CLIENT Nguwdi dung cudi ma AP két ndi dén khong duwoc MSSP biét dén
106 | HANDSHAKE REQUIRED mgr?gPdrigl;én dam phan trwdc véi AP vé viéc st dung chi ky XML trong cac
107 INAPPROPRIATE_DATA MSSP khong thé xtr Iy Loai MIME hod&c kiéu m& hoa da cho cia DTBS hoéc
108 INCOMPATIBLE_INTERFACE Sﬁg;?s&;éd?éh;én ban phu va/hodc phién ban chinh khéng phu hep véi nguoi
109 UNSUPPORTED_PROFILE AP da chi dinh H6 so' Chir ky Di ddng ma MSSP khéng hé trg
208 EXPIRED_TRANSACTION Da dén ngay hét han giao dich hodc da hét thoi gian che
209 OTA_ERROR MSSP khong thé lién hé vai thiét bi di dong ctia ngwoi dung cubi
401 USER_CANCEL Khach hang da hay giao dich
402 PIN_NR_BLOCKED
403 CARD_BLOCKED
404 NO_KEY_FOUND L6i trong qua trinh Chi¥ ky Di dong trén thiét bi di déng
405 NO_URL_FOUND
406 PB_SIGNATURE_PROCESS
407 REGISTRATION_NOK
422 NO_CERT_FOUND Khong tim thdy chirng chi nao cho msisdn nay
423 CRL_PB . ) .
424 CRL_EXPIRED tﬁa;rgr;%i%%adﬂgg k);gﬁ rr]rggthhg;Lkvrr:gn;hl. Nén tdng khéng thé xac dinh liéu
425 ERROR_CERTIFICATE
900 INTERNAL_ERROR ETSI L&i khéng xéac dinh
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Gia tri Théng diép M6 ta
100 REQUEST_OK Yéu ciu da dwoc bén nhan (MSSP hodc AP) chap nhan.
400 | USER_SIGN Nguwdi diing cudi d& nhan dwoc yéu ciu chi ky trén thiét bi di ddng ctia minh.
408 REGISTRATION_OK
500 SIGNATURE Chir ky trén thiét bj di déng da dworc tao thanh céng va sén sang st dung
501 REVOKED_ CERTIFICATE Shhftg tlzgr:j’;hikittziud;gi(jng da duoc tao thanh céng. Tuy nhién, chirng thw clia
502 VALID_SIGNATURE Chir ky trén thiét bj di dong da dwoc tao thanh cong va chir ky hop lé
503 INVALID_SIGNATURE Chilr ky XML da dworc tao thanh céng nhwng chir ky khdng hop 1&
504 OUSTANDING_TRANSACTION
600 OK with PUSH confirmation Zgggigé?p()tgsngudciygpn:::i;/:nd;\r}lgs;iuqc x@ ly. Can gl xac nhan cho nguoi
601 OK without PUSH confirmation Zgggijcl)élp da dwgc nhan va dang dwgc xt ly. Khdng cé xac nhan cho nguoi
602 NOK with PUSH Information Co6 su cb khi nhan théng diép. Can g thong tin cho ngwéi dung cubi
603 NOK without PUSH information Co6 su cb khi nhan théng diép. Khéng c6 théng tin nao duoc gt dén

Bang 15. MSS Status Codes.

CHU THICH: Céc gia tri ma trang thai (Status Code) tai Phu luc nay 1a ma con d3c thi cla trng dung, dwgc truyén tai bén trong

phan t& StatusCode/StatusDetail clia théng diép SOAP Body (xem 8.4.3, 8.4.4) hodc trong phan t&r Fault Subcode clia thong

diép 16i SOAP (xem 9.6, Phu luc A). Céac gia tri nay hoan toan déc lap véi ma trang thai HTTP (HTTP Status Code) va khéng

duoc st dung thay thé cho ma trang thai HTTP & tAng van chuyén; do d6 viéc trung gia tri s6 (vi du: 500) véi ma trang thai

HTTP khong gay nham Ian vé& mét k§ thuat khi phan tich ding ngir canh clia théng diép. T chirc cung cép dich vu CO THE bé

sung cac ma trang thai, ma 16i riéng ngoai danh muc tai Phu luc A va Phu luc B dé phuc vu nhu cau van hanh ndi bo, véi diéu

kién bao dam day d0 cac ma trang thai bt budc quy dinh tai tiéu chudn nay nham bdo ddm kha nang lién théng va phuc vu

kiém ther tuan tha.
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