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TCVN XXX:2026
LO1 GIO'I THIEU

Trong bdi canh hién nay, dbi véi linh vire cung cép dich vu tin cay néi chung va dich vu chirng thue chi ky sb cong

cong néi chung Bd Khoa hoc va Cong nghé da xay dwng hanh lang phap ly, cu thé nhu:

- Nghi dinh s6 23/2025/ND-CP ngay 21 thang 02 ndm 2025 ctia Chinh pht quy dinh vé chir ky dién t& va dich vu tin

cay;,

- Théng tw s6 50/TT-BKHCN ngay 31 thang 12 nam 2025 cla Bo trwéng Bo Khoa hoc va Coéng nghé ban hanh
QCVN 137:2025/BKHCN quy dinh céc yéu cau ky thuat déi véi dich vu chivng thuc chir ky sb cdng cong.

Do d6 cac Té chirc chirng thwe cong cong khi trién khai hé théng cung cap dich vu chirng thue chiv ky sb can tuan
tha cac quy chuan Viét Nam dwoc quy dinh tai QCVN 137:2025/BKHCN.

Déi v&i dich vu chirng thuc chiv ky s6 theo mé hinh ky sb tir xa néi riéng la mé hinh ma khoéa bi méat ctia thué bao
dwoc tao va lwu trir tai hé théng ctia T chirc chirng thuc cdng cdng, viéc tao chir ky sb dwoc thuc hién tir xa theo
lénh clia thué bao théng qua co' ché xac thuc va Gy quyén nghiém ngét. Vi vay, yéu cau vé md dun ky s6 cho md
hinh ky sb tir xa can tuan tha theo EN 419241-2:2019 va dwoc chuan héa phu hop véi diéu kién thuc té tai Viét

Nam.
Tai liéu nay quy dinh cac yéu cau vé moé dun ky sd cho md hinh ky sbé tir xa dwa trén tham chiéu cac tiéu chuan
qudc té ciling gilp cac td chirc danh gia cé phwong tién dé chuan hoa, danh gia hé théng ctia cac To chirc chirng

thwe theo mé hinh ky sé twr xa.



L&i néi dau

TCVN xxx:2026 dwoc xay dwng trén co s& tham khao Tiéu chuan
quéc té EN 419 241-2 dwoc xay dwng va phat trién bédi CEN (Comité
Européen de Normalisation / European Committee for
Standardization - Uy ban Tiéu chudn Chau Au), c6 diéu chinh, siva

ddi, bd sung dé phu hop véi diéu kién cia Viét Nam.

TCVN xxx:2026 do Trung tdm Chirng thuc dién to quéc gia bién
soan, Uy ban Tiéu chuan Do luéng Chét lwgng Québc gia thAm dinh,

B& Khoa hoc va Céng nghé cong bé.

TCVN XXX:2026
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TIEUCHUANQUOCGIA TCVN XXX:2026

GIAO DICH DIEN TU - YEU CAU VE MO DUN KY SO CHO MO HINH KY
SO TU XA (REMOTE SIGNING)

Trustworthy Systems Supporting Server Signing - Part 2 : Protection profile for QSCD for Server Signing

1 Pham vi ap dung

Tai liéu nay quy dinh cac tiéu chudn cho hé so bao vé cia Thiét bj tao chir ky sb ky trén may chd ky sb

(Protection Profile for QSCD for Server Signing)

2 Tai liéu vién dan

Cac tai liéu vién dan dwai day la can thiét cho viéc ap dung tiéu chuédn nay. Déi véi cac tai liéu ghi ndm cong
bd thi ap dung phién ban duwoc néu. Dbi véi cac tai liéu khéng ghi nam cong bd thi ap dung phién ban mai
nhét, bao gébm ca cac stra doi, bd sung (néu co).

TCVN 8709-1:2011 (ISO/IEC 15408-1:2009), “Cbéng nghé théng tin - Cac ky thuat an toan - Cac tiéu chi danh
gia an toan CNTT - Phan 1: Gidi thiéu va mé hinh téng quat’.

TCVN 8709-2:2011 (ISO/IEC 15408-2:2008), “Cbéng nghé théng tin - Cac ky thuat an toan - Cac tiéu chi danh
gia an toan CNTT - Phan 2: Cac thanh phan chirc nang an toan”.

TCVN 8709-3:2011 (ISO/IEC 15408-3:2008), “Cbéng nghé théng tin - Cac ky thuat an toan - Cac tiéu chi danh
gia an toan CNTT - Phan 3: Cac thanh phan dam b&o an toan”.

EN 419241-1, Trustworthy Systems Supporting Server Signing - Part 1 : General System Security
Requirements (Hé thdng tin cay hé tro ky sb trén may chi - Phan 1: Cac yéu cau chung vé bdo mat hé théng).

EN 419221-5, Protection Profiles for TSP Cryptographic Modules - Part 5: Cryptographic Module for Trust

Services (H6 so bao vé& cho mé-dun mat ma TSP - Phan 5: M6-dun mat ma cho céac dich vu tin cay).

3 Thuat ngip, dinh nghia va chir viét tat

3.1. Thuat ngir va dinh nghia

Tiéu chuén nay st dung cac thuat ngi va dinh nghia trong TCVN 8709-1:2011, EN 419241-1, EN 419221-5 va
cac thuat nglr sau:

3.11
Chirng thw chir ky sé (certificate)

Chirng thw chiv ky dién ttr la thong diép di liéu nhémlxéc nhan co quan, td chirc, ca nhan dwoc chL’Prjg thwe la
nguw&i ky chir ky dién tr. Chirng thw chir ky dién t&r doi v&i chir ky s6 dwoc goi la chirng thw chir ky s6

CHU THICH: Nguén: Khoan 13 Diéu 3 Luat Giao dich dién t& sé 20/2023/QH15 ngay 22/6/2023.
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3.1.2

Delegated party (Bén dwoc Gy quyén)

T& chire thau phu hodc bén dwoc Gy quyén cuda td chire cung cép dich vu tin cay (TSP)

3.1.3

Gia tri chiv ky s6 (digital signature value) két qua clia mét thao tac mat ma cé st dung khéa ky

Chu thich 1: Trong tai liéu nay, Con dau, Chi¥ ky, Chir ky s6 hoac Con déu s6 déu biéu thi cho Gia tri Chi ky
sO.

314
Khéa ky mot [an (one-time signing key) khoa ky dugc tao ra, sif dung va hiy bo dwa trén mot 1énh Gy quyén duy
nhat, thudng duoc lién két véi mot phién duy nhat dé ky DTBS/R (DU liéu can ky/Pai dién ctia dit liéu can ky)

Chu thich 1: Tréi ngugc vdi cac khda ky théng thudng, c6 thé dugc st dung trong nhiéu phién ky khac nhau.

3.2. Chir viét tat

CA Certification Authority T chirc chirng thue

CM Cryptographic Module certified according to M6&-dun mat ma dwoc chirng nhan theo
[EN 419 221-5] [EN 419 221-5]

CSR Certification Signing Request Yéu cau cap ching thw chir ky sb

DTBS/R Data To Be Signed Representation Ban biéu dién cua dir liéu can dwoc ky/

Gia tri bam cda di liéu can dwoc ky
PP Protection Profile Hb6 so bao vé

QSCD  Qualified Electronic Signature (or Electronic Thiét b tao chiv ky sé
Seal)

SSA Server Signning Application (ng dung ky trén may cha ky sb

4 Quy dinh chung

4.1 Téng quan

Phan nay cung cap théng tin téng quan va thong tin quan ly tai liéu can thiét dé tién hanh dang ky ho so bao vé.
Phan 4.2 "Tai liéu tham chi€u HO sa bao v&" cung cap cac thong tin mo ta va dan nhan can thiét cho viéc dang ky
Hb so bao vé (PP). Phan 4.3 Quy dinh phap luat. Phan 4.4 "Téng quan vé TOE" tém tat TOE (P&i tuong danh gia)
dudi dang van ban tudng thuat. Theo do, ndi dung nay cung cap caéi nhin téng quan cho ngudi dung tiém nang dé
quyét dinh xem PP nay cé phu hgp véi nhu cau ctia ho hay khdng. Noi dung nay cé thé dugc stf dung nhu mét ban
tém tat doc lap trong cac danh muc va sé dang ky PP.

4.2 Tai liéu tham chiéu ho so’ bao vé

o Tiéu dé: Ho s bao vé theo Tiéu chi chung (Common Criteria) — H6 so' bdo vé cho QSCD danh cho Ky s6
trén may chu
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e Phién ban CC (Tiéu chi chung): v3.1 ban phat hanh 4

e PhiénbanPP: 1.0

e Tac gia: WG17 (Nhém cong tac 17)

o Tirkhéa: Ky sé trén may chu (Server Signing)
4.3 Quy dinh phap luat

Theo quy dinh tai Thong tu’ s6 50/2025/TT-BKHCN ban hanh “Quy chuén ky thuat quéc gia vé yéu cau déi véi dich

vu chirng thuc chit ky s6 cong cong” da dinh nghia:

M6 hinh ky s6 ti* xa: M6 hinh ma khoa bi méat cua thué bao dugc tao va luu trit tai hé théng ciia Té chire chirng
thu'c céng cong, viéc tao chir ky s6 dugc thuc hién tir xa theo &nh clia thué bao thong qua co ché xac thuc va dy

quyén nghiém ngat.

Do dé céc T8 chirc chitng thuc cong cdng nén ap dung cac quy trinh bdo mat quan tri va quan ly cu thé dé ddm
bao rang moi trudng tao chit ky dién tr 14 tin cay va duoc st dung du'di sy kiEm soat duy nhat clia ngudi ky. Quy
dinh nay y&u cau, d&i véi mé hinh ky sé tir xa phai st dung cac thiét bi tao chi ky s6 (goi tat (4 QSCD) dép ng quy
dinh tai muc 2.3 QCVN 137:2025/BKHCN quy chuan ky thuat quéc gia vé yéu cau déi véi dich vu ching thuc chit

ky s6 céng cong.
4.4 Tong quan vé TOE
4.4.1 Chung (General)

Hé thdng tin cay hé tro ky may chi (TW4S) 1a mdt hé théng cung cap dich vu chir ky sb theo mé hinh ky sé tw
xa. N6 d&m bao réng khéa ky clia ngudi ky hodc cac khoéa ky chi dwoc stv dung dwdi sw kiém soat duy nhat

clia ngwoi ky cho muc dich da dinh.
Trong tai liéu nay, TW4S s&r dung Md-dun mat ma dé tao khda ky va tao gia tri chi ky sb.

Hé thdng bao gdm méi trwdng cuc bd va tir xa. Nguoi ky & trong moi triedng cuc bd va twong tac bang thiét bi
(vi du: may tinh xach tay, may tinh bang hodc dién thoai théng minh) v&i 'ng dung ky trén may cha ky sb

(SSA) trong méi trwdng tir xa.

Muc dich cla sy twong tac gitra thiét bi va SSA 1a dé ngui ky st dung dich vu ky SSA. Thao tac chir ky dwoc
thwe hién bang giao thire kich hoat chi ky (SAP), yéu cau di liéu kich hoat chir ky (SAD) dwoc cung cép tai
mai trwong cuc bd. SAD lién két véi nhau bdi ba yéu tb: xac thue ngwdi ky bang khoa ky va Gia tri bam cla di
liéu can dwoc ky (DTBS / R (s)).

DPé dam bao nguodi ky co6 quyén kiém soat duy nhat cac khéa ky ctia minh, thao tac ky can dwoc Gy quyén.
Diéu nay duwoc thye hién béi Mo-dun kich hoat chi ky (SAM), cé thé xi ly mét diém cubi clia SAP, xac minh
SAD va kich hoat khoéa ky trong M6-dun mat ma dwgc chirng nhan theo [EN 419 221-5] (CM). Ca CM va SAM

phai dwoc dat trong mét méi trwong dwoc dwoc bdo vé chéng tAn cong va can thiép vat ly. Xac thwe SAD c6
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nghia la SAM kiém tra rang budc gilra ba yéu to6 cia SAD ciling nhw kiém tra xem nguwoi ky co dwgc xac thuc

hay khong.

M6t trong ba yéu td SAD la xac thwe ngudi ky. Viéc xac thwe ngudi ky dwoc gid dinh sé dwoc tién hanh theo
EN 419241-1 SCAL.2 dbi v&i cac chir ky du diéu kién. Diéu nay c6 nghia la xac thuc ngudi ky cé thé duoc

thwe hién theo mét trong nhirng cach sau:
. Trwc tiép bdi SAM. Trong trwdng hop nay, SAM xac minh (cac) yéu td xac thue ctia nguoi ky.

. Gian tiép béi SAM (théng qua co ché lién két dinh danh Federated Identity / SSO). Trong trwéng hop
nay, mot dich vu xac thwc bén ngoai thudc hé théng TW4S hodc do moét bén dwoc Gy quyén sé thuc hién viéc
xac minh (cac) yéu td xac thwc clia ngudi ky va phat hanh mot khang dinh (assertion) chirng minh rang ngui

ky da dwoc xac thue thanh cong. Sau d6, SAM sé tién hanh kiém tra va xac thwc khang dinh nay.

. Su két hop clia hai phwong phap truc tiép hodc gian tiép, trong d6 mét phan ciia xac thwec nguwdi ky

dwoc thue hién truc tiép bdi SAM va phan khac dwoc thwe hién gian tiép béi SAM.

Lwu y: SAD chi dwoc sir dung 1 1&n, cé quy dinh vé thoi gian hiéu luc cia SAD (thoi gian ngén, 3 phut, hodc 5
phut) sau thoi gian dé SAD tw hét hiéu luc, SAD bj vé hiéu héa ngay Iép turc khi ky sé thanh céng. Trudc khi
tao SAD, nguoi ky phai biét duoc minh dang xac thuc ky céi gi, ky don 1é 1 tai liéu hay ky sb cho nhiéu tai

liéu/giao dich.

Trong thuc té trién khai hé théng chir ky sb tir xa (TW4S), dé dat dwoc cap do bado mat cao nhat thuong yéu
cau xac thuc hai hodc nhiéu yéu té (Multi-Factor Authentication - MFA). M6 hinh két hop nay hoat dong dwa

trén viéc chia sé trach nhiém xac thuwc:

e Phan truc tiép b&i SAM (Direct): Nguoi dung glri mot yéu t6 xac thuc truc tiép vao SAM thdng qua

giao thirc an toan (SAP). SAM sé tw minh dbi chiéu va xac minh yéu tb nay.

Vi du: Ngwdi dung nhap ma PIN bi mat dwoc lwu triy hodc quan ly truc tiép trong phan hé bao mat cua 16i
SAM.

e Phan gian tiép b&i SAM (Indirect): Mot yéu td xac thuc khac clia nguwdi dung sé dwoc xt ly théng
qua mét dich vu hodc nén tang dinh danh bén ngoai, sau dé dich vu nay gii mét phiéu xac nhan

(assertion/token) dé SAM kiém tra lai.

Vi du: Nguoi dung quét khuén mét/van tay (sinh trdc hoc) hodc nhan ma OTP duwoc xac thwe qua mot hé
thdng Pinh danh dién t& ddc 1ap (nhw hé théng quan ly danh tinh tap trung, (*ng dung dinh danh chuyén

dung trén di dong). Hé thdng nay xac nhan "Hop 1&" va glri thong diép duwoc ky sb6 sang cho SAM.

Trong trwdng hop viéc xac thwe ngwdi ky khong dwoc thwe hién truc tiép bdi SAM, SAM phai gid dinh (dwa
trén mai trwdng van hanh) rang mot phan hodc toan bd quy trinh xac thwc da dién ra va tin cay vao mot khang
dinh (assertion). Trong pham vi H5 so bao vé (PP) nay, 'xac thwc ngudi ky' cé nghia 1a ngudi ky da dwoc xac

thwe theo mét trong ba phwong thirc dwoc dé cap & trén.

M6-dun SAM (M6-dun kich hoat chiv ky) chinh la TOE (Déi twong danh gia) ctia HO so bdo vé (PP) nay. Dé dat
dwoc chirng nhan la mot thiét bi QSCD (Thiét b tao chir ky dién t&r du diéu kién), bat budc phai cé sw két hop
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gitra TOE nay va mot Mé-dun mat ma da dwoc cap chirng nhan tuan tha tiéu chuan EN 419221-5. Hinh minh

hoa dwéi day cung cép mét cai nhin téng quan vé méi trurong ma TOE duoc dét trén do.

Nguwdi ky dwoc dat trong moi trwéng cuc bo véi giao dién ngwdi dung trén thiét bi (vi du: may tinh xach tay,
may tinh bang, dién thoai théng minh). Giao dién ngwdi ding cé chirc nang hién thj tai liéu cho ngudi ky. Thiét
bi st dung thanh phan twong tac nguoi ky (SIC) dé giao tiép véi SSA. SSA chuyén tiép thong tin lién lac tw
SIC hodc tir SSA t&i QSCD. Bén trong QSCD, SAM nhan céc théng bao va tuy chon giao tiép véi SSA dé lay
dir liéu lien quan. Khi mo-dun SAM da xac minh SAD, né cé thé cho phép kich hoat khéa ky trong CM va tao ra
gia tri chi ky sb. Gia tri dwoc tra lai cho SSA va cé thé dwoc chuyén dén SCA hoédc SIC. Theo quan diém cla
TOE, SSA va giao dién Ngwdi ding hoat ddng nhw cac mé-dun hé tro hién thj tai liéu va chuyén tiép cac thong
diép giao tiép.

TOE tao hd so danh gia cho tat ca cac su kién lién quan dén bdo mat va dwa vao SSA dé lwu tri» va cung cép

kiém soat truy cap cho cac hd so.

/ M&i truong Cuc bo Mbi truwdng bao vé TSP tir xa \

QSCD - Méi truong bay vé
Chéng Tac dong

TWA4S dwa trén cac dich vu khac:
- Nguwoi ky sé duwoc xac dinh va dang ky. N6 cé thé lién quan dén viéc thiét 1ap co ché xac thwe cho nguoi ky.
- Khéa ky duwoc cap bdi Té chirc chirng thuc cong cong.

- Ung dung tao chi ky s co trach nhiém tao ra van ban da ky bang cach st dung cac gia tri chiv ky do hé

thdng TW4S cung cép.

4.4.2 Loai TOE (TOE type)
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TOE (P0i twgng danh gia) la mét thanh phan phan mém thwc hién Giao thirc Kich hoat Chir ky (SAP). Thanh

phan nay cé thé dwoc trién khai theo mét trong hai cach: hodc ndm bén trong phan bao vé chéng tac dong vat
ly (tamper protected) ctia M6-dun Mat ma, hodc ndm trong moét mdi trwdng bao vé chdng tac déng chuyén

dung déc lap dwoc két ndi véi Mé-dun Mat ma théng qua mét kénh truyén dang tin cay (trusted channel).

TOE st dung D@ liéu Kich hoat Chi ky (SAD) do ngwdi ky cung cap dé kich hoat khéa ky twong ¢rng nham st
dung trong M6-dun Mat ma.

Sw két hop gitra TOE va Mé-dun Mat ma ciu thanh mot thiét bi QSCD (Thiét bj tao chir ky sb).
4.4.3 Vong d¢i cua TOE (TOE life cycle)

Vong doi ctia TOE bao gdbm cac giai doan lién tiép nhau: phat trién, san xuét, chuan bj va dwa vao van hanh

st dung.

Phat trién (Development): Nha phat trién TOE tién hanh xay dwng (rng dung TOE va bién soan tai liéu huwéng
dan di kém. Qua trinh nay co6 sir dung bét ky tai liéu hwéng dan phu hop nao danh cho céac thanh phan hoat
dong két hop voi TOE, bao gdm ca Mé-dun Mat ma (HSM).

Ban giao (Delivery): TOE dwoc ban giao mdt cach an toan tir nha phat trién TOE dén Nha cung cép dich vu tin
cay (TSP).

Cai dat va cau hinh (Installation and configuration): TSP tién hanh cai d&t va ciu hinh TOE véi cac di liéu ciu
hinh va dir liéu khéi tao thich hop. Qua trinh cai d&t cé thé cho phép khéi tao cac Nguoi dung cé dac quyén

(Privileged Users).

Lwu y: Nguoi dung cé ddc quyén (Privileged Users) tuong (ing nhén sw van hanh hé théng (Operator) hodc
quan tri hé théng (Administrator). Trong tai liéu nay, dé khéng lam xung dét tréch nhiém va loi ich cta nhan sw

nén st dung Nguoi dung cé déc quyén (Privileged Users).

Giai doan van hanh (Operational phase): Trong qué trinh van hanh, TOE cé thé dwoc Nguwdi dung cé déc
quyén dé tao ra cac nhan sw van hanh mai hoac tao Ngudi ky (Signers). Ngudi dung cé dac quyén co thé duy
tri va bao dwdng cau hinh ciia TOE. Ca Nguoi dung c6 ddc quyén va Ngudi ky déu cé thé tao cac khoa ky cho
mot Ngudi ky. Ngwdi dung c6 ddc quyén va Nguwoi ky cé thé cung cép dir liéu can ky cho TOE, nhwng chi duy
nhat Nguwoi ky méi co quyén Gy quyén (cho phép) tao chir ky sb.

Giai doan két thic vong doi (hdly bd/thai loai) cia TOE nam ngoai pham vi cla tai liéu nay.

4.4.4 Viéc str dung va tinh nang bao mat chinh caa TOE

Cac tinh nang bao mat chinh ctia TOE la:
= Quan ly nha diéu hanh: Nguwdi dung cé dac quyén cé thé tao Nguwdi dung cé dac quyén khac.
= Quan ly hé théng: Ngwdi ding cé dédc quyén co thé x& ly ciu hinh hé théng.
=  Quan ly ngudi ky bao gébm:
= Nguwoidung co dac quyen cé thé tao Ngu i ky.
= Nguwdi dung cé ddc quyén co thé gan mot trong ba md hinh xac thue (trwe tiép, gian tiép hodc hén
hop) cho mot Nguoi ky.
= Ngudi dung cé dac quyén hoac Nguoi ky co thé khéi tao cac khda ky va D liéu xac thuc chiv ky
(SVD - cu thé I1a Khéa cdng khai / Public Key) bang cach sir dung Mé-dun Mat ma (HSM), sau dé
gan dinh danh khoa ky (signing key identifier) va SVD d6 cho mot Nguwoi ky.
=  Ngudi dung c6 dac quyén hodc Ngudi ky co thé vo hiéu hdéa moét dinh danh khoa ky dé Nguwoi ky

10
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khong thé tiép tuc str dung khda dé.
Van hanh hoat déng ky sb
=  Nguwdi dung cé ddc quyén hodc Nguwdi ky cé thé cung cp Gia tri bam cla div liéu can dwoc ky
(DTBS/R) dé tién hanh ky.
= Mbi lién két gitra quy trinh xac thwe ngwdi ky, gia tri bAm DTBS/R va dinh danh khéa ky sé do Dir
lidu Kich hoat Chir ky (SAD) xt ly. SAD nay duogc trao ddi mét cach an toan véi TOE théng qua
Giao thirc Kich hoat Chir ky (SAP). Bén trong 16i TOE, cac hanh déng sau sé dwoc thyc hién:
e SAD duwogc xac minh tinh toan ven.
e SAD dwoc xac minh réng né lién két véi xac thwe Nguwoi ky, (cac) DTBS / R va ma dinh danh
khoa ky.
Nguwoi ky xac dinh trong SAD dwoc xac thuc bang mét trong ba so dé xac thuc.
(Cac) DTBS / R dwoc str dung cho cac hoat dong chiv ky dwoc lién két véi SAD.
Ma dinh danh khoéa ky dwoc chi dinh cho Nguwoi ky.
TOE st dung D@ lieu Uy quyén dé kich hoat khéa ky trong Mé-dun Mat ma.
e TOE sir dung M&-dun mat ma dé tao chir ky.
TOE tao hd so danh gia cho tat ca cac sw kién lién quan dén bdo mat va dwa vao SSA dé lwu triv va
cung cap kiém soat truy cap cho cac ho so.

TOE xt ly cac tai san di¥ liéu nhw dwogc chi dinh trong 6.1.

4.4.5 Téng quan chung vé méi trwéng TOE

3.

Hb so bao vé (PP) nay dwgc xay dwng nham hé tro cac Nha cung cép dich vu tin cay (TSP) ¢é nhu cau

st dung mét thiét bj QSCD cho mé hinh ky trén may cha (server signing).
TOE dugc ky vong sé:
Van hanh nhw mét phan cta hé thdng ky trén may chi theo quy dinh trong tiéu chudn EN 419241-1.

Puoc st dung bdi mot TSP dang ap dung cac chinh sach bao mat theo yéu cau dbi véi cac TSP cung

cép dich vu tao chir ky sb.

Puoc sir dung két hop véi cac TSP ¢6 chire nang cung cap dich vu chirng thuc chiy ky sb (CA).

4.4.6 Hardware/software/firmware ngoai TOE

Dé c6 thé van hanh, TOE can tbi thiéu cac thanh phan phan cing, phdn mém hodc firmware bén ngoai
sau day:

Png dung Tao Chir ky Sé (SCA - Signature Creation Application): Cé nhiém vu quan ly van ban
can ky va chuyén van ban dé tdi i'ng dung SSA, c6 thé chuyén truc tiép hoac chuyén théng qua SIC.
Cau phan SSA (Ung dung ky trén may chu ky s6): Chiu trach nhiém xt ly théng tin lién lac gitka mo-
dun SAM nam bén trong thiét bj QSCD va thanh phan SIC ndm trén thiét bi ciia nguoi ky.

Thanh phan SIC (Thanh phan Twong tac Ngwei ky): Duoc ngudi ky st dung cuc bd (trén thiét bi ca
nhan) dé giao tiép va két ndi véi cac hé théng tir xa.

Mé-dun Mat ma (HSM): B3 duwoc cap chirng nhan tuan tha tiéu chuan EN 419221-5, déng vai trd ho

tro' va nén tang cho hoat déng ctia TOE.

4.4.7 Cac tuy chon
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Ho6 so bdo vé (PP) nay bao gom cac tuy chon ma nguwoi viét Tai liéu muc tiéu bao mat (ST writer - Security

Target writer) phai chi rd. D& hd tro ngudi viét ST trong viéc xac dinh cac tuy chon nay, ndi dung tbng hop cla

chung dwoc trinh bay chi tiét trong Bang 1.

Bang 1

Lwa chon Sw miéu ta

Trién khai TOE ¢6 thé dwoc trién khai trong mot M6-dun mat ma hodc trong mét mé-dun phan
crng chuyén dung.

Nguoi viét ST sé& dac biét chu y dén cac SFR FCS_CKM.1, FCS_CKM 4,
FCS_COP.1, FCS_RNG.1, FPT_PHP.1, FPT_PHP.3 va FTP_ITC.1/
CM vi cac SFR nay c6 thé dwoc dap wng khac nhau tuy thudc vao viéc trien khai.

5 Tuyén b vé sw phu hop
5.1 Tuyén b6 sw phu hop CC

- H6 so bdo vé (PP) nay tuyén b6 mé réong Phan 2 (Part 2 extended) va tuan tha Phan 3 (Part 3
conformant) ctia Tiéu chi Chung (Common Criteria), ddng théi dwoc bién soan dwa trén Tiéu chi Chung phién
ban 3.1 R4 [CC1], [CC2] va [CC3].

- Yéu ciu dam bao an toan (assurance requirement) clia H6 so bao vé nay la EAL4+ (EAL4 augmented).

Thanh phan tdng cwong dwoc lwa chon tir:

AVA_VAN.5 Phan tich 16 héng c6 phwong phap & mrc nang cao (Advanced methodical vulnerability

analysis)

5.2 Tuyén b6 tuan thu PP

Hb so bao vé (PP) nay khéng tuyén bd tuan tha bat ky H6 so bdo vé nao khac.
5.3 Co s& ly luan vé tinh tuan tha

Vi Hb so bao vé (PP) nay khéng tuyén bé tuan tha bat ky hd so bao vé nao khac, nén khéng can thiét
phai dwa ra co s& ly luan & muc nay.

5.4 Tuyén bbé mirc dd tuan thu

Hb6 so bao vé (PP) nay yéu cau sw tuan tha nghiém ngat (strict conformance) dbi véi bat ky Tai liéu
muc tiéu bdo mat (ST) ho&dc H6 so bdo vé (PP) nao khac tuyén bd tuan tha theo H6 so béo vé (PP)
nay.

6 Xac dinh cac van dé bao mat
6.1 Tai san
- TOE s& hivu céc tai san sau day, nhirng tai san nay can dwoc bdo vé tinh toan ven (integrity) va tinh bi mat

(confidentiality) nhw mé ta dwéi day. TOE phai ddm bao réng béat cir khi ndo mét tai san dwoc lwu triv kién cd

(Ilwu dir liéu 1au dai) bén ngoai TOE, TOE phai thuc hién cac hoat ddng mat ma can thiét dé thyc thi tinh bi mat

12



TCVN XXX:2026 ]

va phat hién xem tai s&n d6 co bi stra déi hay khong. Viéc kiém soat truy cap ddi véi cac tai sén cta TOE khi
nam ngoai pham vi TOE sé& do mdi trwéng van hanh thue thi.

- R.Signing_Key _Id (Pinh danh Khoa ky): Khéa ky la khéa bi mat (private key) clia mot cap khoéa bat dbi xirng
duwoc str dung dé tao ra mot chiv ky sé dwdi quyén kiém soat duy nhat ctia ngudi ky. Khéa ky chi c6 thé duoc
st dung b&i Mo-dun Mat ma (HSM). TOE st dung tai san R.Signing_Key_Id dé& dinh danh mét khoa ky cu thé
nam trong M6-dun Mat ma. Méi rang budc lién két gitka R.Signing_Key _Id va R.Signer (Nguwoi ky) phai dwoc

bado vé tinh toan ven.
- Lwu y tng dung 1 (Application Note 1)

Tinh toan ven, tinh bi mat ctia khoa ky va mdi lién két gitra R.Signing_Key_Id vé&i chinh khéa ky dé thudc vé
trach nhiém ctia Mé-dun Mat ma. TOE sé& chiu trach nhiém dadm bao rang chi c6 duy nhat nguwoi ky méi cé thé

st dung khda ky d6 dwdi sw kiém soat duy nhét ctia minh.

R.Authorisation_Data (D@ liéu Uy quyén): La di¥ liéu dwoc TOE sir dung dé kich hoat mét khéa ky trong M6-
dun Mat ma. Khéa ky nay dwoc dinh danh b&i R.Signing_Key_Id. Tai san nay phai dwoc bao vé tinh toan ven

va tinh bi mat tuyét déi.
- Lwu y tg dung 2 (Application Note 2)

R.Authorisation_Data (D@ liéu Uy quyén) dwoc Mo-dun Mat ma st dung dé kich hoat mét khéa ky. D liéu nay
c6 thé la mot tai san sén cé ctia TOE hodc do TOE tao ra (phai sinh) tir géi di¥ liéu SAD. Trong ca hai trwdng
hop, TOE bét budc phai xac thuc goi di¥ liéu SAD trude khi R.Authorisation_Data dwoc str dung dé kich hoat
khoa ky bén trong M6-dun Mat ma.

Néu TOE tao ra R.Authorisation_Data tir goi dir liéu SAD, thi di¥ liéu nay cé thé khéng can phai lvu giv lai
trong TOE.

R.SVD (D liéu xac thuwc chi ky): La phan khoa cdng khai (public key) lién két v&i khda ky, dwoc st dung dé

thwe hién viéc kiém tra va xac thue chiv ky sb. Tai sdn R.SVD phai dwoc bao vé tinh toan ven.

TOE st dung mét Mo-dun Mat ma dé thwc hién viéc khéi tao cap khoéa ky. La mét phan clia quy trinh khéi tao
cap khéa ky nay, Mé-dun Mat ma sé cung cap cho TOE mé dinh danh R.Signing_Key_Id va khéa cong khai
R.SVD. Sau d6, TOE sé& cung cép khoa céng khai R.SVD nay cho (rng dung SSA dé xr ly cac budc tiép theo

phuc vu cho viéc cap phat chirng thw sé cho cap khoa do.

R.DTBS/R (Gia tri bam cla dir liéu cn dwoc ky): Tap hop dir liéu dwoc truyén téi TOE dé& phuc vu viéc tao
ch ky s6 thay mét cho nguwdi ky. Gia tri bAm DTBS/R phai dwoc bao vé tinh toan ven. Viéc truyén di liéu
DTBS/R t&i TOE bét budc phai yéu cau bén glri - ¢ thé Ia Nguwoi ky hodc Nguwdi dung cé ddc quyén - phai

duwoc xac thye danh tinh thanh céng.
- Lwu y &ng dung (Application Note) vé maét logic ky thuét, thuong thiét 1ap quy téc kiém tra tinh toan ven cida
ma bam tai liéu tur ltc bét du g cho dén khi dua vao HSM.
- Lwu y tng dung 3 (Application Note 3)
13
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Tinh bi mat (confidentiality) cda tai san R.DTBS/R (Gia tri bam ctia di¥ liéu can dwoc ky) khdng phai la yéu cau

bat budc theo quy dinh tai Luat Giao dich dién t& nam 2023.

R.SAD (Di¥ liéu kich hoat chir ky): La tap hop cac dir liéu tham gia vao giao thuc kich hoat chir ky (SAP), co
nhiém vu kich hoat di¥ liéu tao chi¥ ky s6 (khda ky) dé tao ra mét chiv ky s6 dwdi sw kiém soat duy nhéat cia
ngwoi ky. Tai sdn R.SAD bét budc phai két hop ddng thoi cac yéu td sau:

Quy trinh xac thwc manh (strong authentication) ctia ngudi ky theo quy dinh trong tiéu chuan EN 419241-1.

Mot tham chiéu duy nhat dan dén R.Signing_Key_Id (trtr tredng hop mot khda cu thé da dwoc ngdm dinh sén,

vi du: khéa méc dinh ho&c khoéa ding moét lan - one-time key).

M6t gia tri bam R.DTBS/R cu thé dwoc chi dinh.

Tai san R.SAD phai dwoc bao vé tinh toan ven va tinh bi mat tuyét déi.
- Lwu y tng dung 4 (Application Note 4)

Néu géi div lieu SAD khéng yéu ciu cac dir liéu ma hda, thi yéu cau vé tinh bi mat dwoc coi 1a da dwoc dap
&ng. Nguoi viét Tai liéu muc tiéu bao mat (ST writer) phai mé ta rd phan nao cta géi di liéu SAD bét budc

phai dwgc bao vé tinh bi mat.
- Lwu y tmg dung 5 (Application Note 5)

Goi div liéu R.SAD c6 thé bao gdm mot sd hodc tat ca cac yéu tb xac thue, hodc bao gdbm cac bang ching tw

cac hé théng khac minh chirng rang moét sé hodc tat ca cac yéu t6 xac thuc da dwoc xac minh thanh céng.
- Lwu y tng dung 6 (Application Note 6)

Tham chiéu duy nhéat dan dén R.Signing_Key Id bén trong R.SAD c6 thé 1a mét chirng thw sb, mét dinh danh

khoda hodc thong tin phai sinh thu dwoc tir qua trinh xac thwc clia nguoi ky.

Mot sb gidi phap co thé sir dung cac khéa ky dung mét lan (one-time signing keys) - loai khéa dwoc khdi tao,
cap chirng thw sb va st dung trong pham vi mét phién ky gi&i han. Théng tin phai sinh tir qué trinh xac thuc
ngudi ky cé thé duwoc st dung dé phan tach cac phién ky (néu mot ngwdi ky co nhiéu phién ky déng thoi voi
TOE), ho&c dé suy ra R.Signing_Key_Id néu d6 la khéa dung mét Ian. Khi két thuc phién ky, khéa ky phai dwoc
hay kich hoat mét cach tin cay.

Déi véi cac gidi phap chi x&r ly duy nhat mot khoa ky cho méi ngudi ky, tham chiéu dén R.Signing_Key Id ¢c6
thé dwoc hiéu ngam va luvgc bd khdi géi div liéu SAD.

Nguwoi viét Tai liéu muc tiéu bao mat (ST writer) phai mé ta rd R.Signing_Key |d la gi dbi véi mot TOE cu thé.
R.Signature (Ch ky sb / Gia tri chir ky): La két qua cla hoat déng ky va la mot gia tri chir ky sé. R.Signature
dwoc tao ra trén gia tri bdm R.DTBS/R bang cach sir dung R.Signing_Key_ld b&i Mé-dun Mat ma (HSM) duwéi
sy kiém soat clia ngwoi ky nhw mot phan cia giao thire SAP. Tai san R.Signature phai dwoc bédo vé tinh toan
ven. R.Signature cé thé duwoc kiém tra va xac thwc & bén ngoai TOE bang cach s dung khoéa codng khai
R.SVD.
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R.Audit (D@ liéu kiém toan / Nhat ky hé théng): La cac ban ghi kiém toan chira nhat ky cla cac sw kién bat

budc phai kiém toan. Cac nhat ky nay do TOE tao ra va dwoc lwu trir @ mdi trwdng bén ngoai. Tai san R.Audit

phai dwgc bao vé tinh toan ven.

R.Signer (Théng tin Ngudi ky): La mot déi twong trong TOE chira tap hop di liéu gitip dinh danh nguéi ky duy

nhét trong pham vi TOE. Tai sén R.Signer phai dwoc bdo vé tinh toan ven va tinh bi mat.
- Lwu y tng dung 7 (Application Note 7)

Déi twong R.Signer chi cAn d&m bao tinh duy nhét trong pham vi ndi bd ctia TOE. TOE khéng c6 trach nhiém
thiét lap mdi lién hé gitra déi twong R.Signer nay véi danh tinh thuwc t& ngoai doi thwe cla nguwdi ky. Nguwdi ky

dwoc coi la chd s& hiru ciia dbi twong R.Signer dinh danh duy nhét trong TOE.
- Lwu y tg dung 8 (Application Note 8)

Péi twong R.Signer c6 thé bao gébm cac tham chiéu dén 0, 1 ho&c c6 nhiéu ma dinh danh R.Signing_Key Id va
khéa céng khai R.SVD khac nhau.

- Lwu y tg dung 9 (Application Note 9)

Néu dbi twong R.Signer khéng yéu cau div liéu phai ma hda, thi yéu cau vé tinh bi mat dwoc coi la da dwoc

dap rng. Nguwoi viét ST phai mé ta ré phan nao clia dbi twong R.Signer bat budc phai dwoc bao vé tinh bi mat.

R.Reference_Signer_Authentication_Data (D@ liéu xac thwc ngwdi ky tham chiéu): La tap hop di liéu duoc
TOE sl dung dé xac thwc ngudi ky. N6 chira toan bod di liéu (vi du: sé sé-ri cha thiét bi OTP, sb dién thoai,
cau hinh giao thirc...) va cac khoa (vi du: khéa thiét bi, khéa xac thwce...) dwoc TOE sir dung dé kiém tra danh
tinh ngudi ky. Thanh phan nay c6 thé bao gdm mot khda céng khai SVD hodc chirng thw sb dé xac thuc mét

khang dinh (assertion) dwoc cung cép tir két qua cla quy trinh xac thwe Gy quyén (xac thuwc gian tiép).
Tai san R.Reference_Signer_Authentication_Data phai dwoc bao vé tinh toan ven va tinh bi mat tuyét dbi.
- Lwu y tng dung 10 (Application Note 10)

R.Reference_Signer_Authentication_Data dwoc TOE s dung dé xac thuc ngudi ky, con R.Authorisation_Data
duoc TOE st dung dé kich hoat khéa ky trong Mé-dun Mat ma (HSM).

- Lwu y tng dung 11 (Application Note 11)

Néu R.Reference_Signer_Authentication_Data khdng yéu ciu di liéu phai ma hoa thi yéu clu vé tinh bi mat
duwoc coi la da dwoc dap (rng. Nguoi viét ST phai mé ta ré phan nao cua tai san nay bét budc phai dugc bao

vé tinh bi mat.

R.TSF_DATA (D liéu ciu hinh chirc ndng an toan ctia TOE): La tap hop cac dir liéu ciu hinh hé théng duoc

st dung dé van hanh TOE. Tai san nay phai dwoc bdo vé tinh toan ven.
- Lwu y tng dung 12 (Application Note 12)

D lieu cAu hinh TOE c6 thé bao gdm: thuat toan ma héa, d6 dai khda, cac ludng quy trinh cho giao thirc
SAP...
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R.Privileged_User (Théng tin Ngu&i dung c6 dac quyen): La mét doi twong trong TOE chira tap hop dir liéu

dinh danh duy nhat mét Nguwdi ding cé ddc quyén (nhan sy quan tri/van hanh) trong pham vi TOE. Tai san nay

phai dwgc bao vé tinh toan ven.

R.Reference_Privileged_User_Authentication_Data (D liéu xac thwc ngwdi dung c6 dic quyén tham chiéu):
La tap hop div liéu dwoc TOE str dung dé xac thwe Ngwdi ding cé ddc quyén. Tai san nay phai dwoc bdo vé
tinh toan ven va tinh bi méat.

- Lwu y tng dung 13 (Application Note 13)

Néu tai san nay khong yéu cau di liéu phai ma héa thi yéu cau vé tinh bi mat dwoc coi 1a da dwoc dap tng.
Nguwdi viét ST phai mo ta ré phan nao clia tai san bat budc phai dwoc béo vé tinh bi mat.

R.Random (D{ liéu ngau nhién bi mat): La cac bi mat ngdu nhién (vi du: cac khdéa mat ma ngau nhién) dwoc
TOE str dung dé& van hanh hé théng va thiét 1ap giao tiép an toan véi cac bén bén ngoai. Tai sdn nay phai
duwoc bao vé tinh toan ven va tinh bi mat tuyét déi.

6.2 Chu thé (Subjects)

Danh sach cac chu thé sau day thuc hién twong tac véi TOE:

Ngudoi ky (Signer): La ca nhan (natural person) hoac phap nhan (legal person) st dung TOE théng qua giao
thirc SAP - noi ho cung cap di liéu SAD va c6 thé ky vao (cac) gia tri bam DTBS/R bang cach s dung khoa
ky cGia minh nam bén trong Mé-dun Mat ma (HSM).

Nguw&i dung c6 dac quyén (Privileged User): La nhan sw thuc hién cac chirc nang quan tri cia TOE va c6 kha
nang cung cap gia tri bAm DTBS/R cho TOE nhw mét phan cla hoat ddng van hanh ky sé.

- Lwu y tng dung 14 (Application Note 14)

Danh sach cac chi thé dwoc mé ta trong tiéu chudn EN 419241-1:2018, muc 6.2.1.2 SRG M.1.2 cha nhiéu
vai trd hon vi danh sach d6 bao quét toan bd hé théng TW4S hoan chinh.

Nguwoi viét Tai liéu muc tiéu bdo mat (ST writer) phai mé ta rd cac vai trd cu thé ma san pham thuc té trién khai
va cach cdc vai trd nay lién két véi cac quy tac Gy quyén trong cac Yéu ciu chirc nang bdo mat (SFR).

- Lwu y tng dung 15 (Application Note 15)

Ung dung SSA (ng dung ky trén may chi ky sb6) déng moét vai trd dac biét vi nd twong tac truc tiép véi TOE.
Nguoi dung cé ddc quyén co thé twong tac véi TOE theo cach truc tiép hodc théng qua (ng dung SSA. Néu
ban than ng dung SSA (duéi dang mét dich vu ty ddng) co thé thuc hién dwoc cac chirc ndng quan tri - vi du
nhw khéi tao tai khodn nguoi ky - thi trong pham vi H6 so bao vé (PP) nay, hanh déng dé dwoc coi la vai tro
clia Nguoi dung c6 déc quyén.

- Lwu y tng dung 16 (Application Note 16)

Viéc khéi tao tai khoan nguoi ky, quan ly div liéu xac thwe nguwdi ky tham chiéu va quy trinh khéi tao khéa ky
sé dwoc thwe hién két hop véi mot dai ly (RA - Registration Authority) — té chirc cung cap dich vu dang ky st
dung ng dung SSA, nhw dwoc quy dinh cu thé trong tiéu chuén (vi du: [ETSI EN 319 411-1]).
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6.3 Cac moi de doa

6.3.1 Tong quan

Cac méi de doa sau day dwoc dinh nghia dbi véi TOE. K& tAn cong (attacker) dwoc md ta trong mdi méi de
doa la mét cha thé khong dwoc cip quyén thwc hién hoat dong lién quan, nhwng ké doé co thé xuét hién dwoi

danh nghta 1a mét ngwdi dung vé danh hodc 1a mét trong cac chi thé da dwoc dinh nghia khac.
6.3.2 Giai doan dang ky (Enrolment)

Cac mdi de doa trong giai doan dang ky bao gém:

- TENROLMENT_SIGNER_IMPERSONATION (Gia mao ngudi ky trong giai doan dang ky)

Ké tn cdng gia mao danh tinh clia ngwdi ky trong qua trinh dang ky tai khoan hé théng. Vi du, viéc gid mao c6

thé thwc hién bang cach:
Truyén théng tin Nguoi ky (R.Signer) sai léch tr Co quan dang ky (RA) vao TOE.

Truyén di¥ liéu xac thuwc nguoi ky tham chiéu (R.Reference_Signer_Authentication_Data) sai léch tir RA vao
TOE.

Céc tai san bi de doa bao gébm: R.Signer va R.Reference_Signer_Authentication_Data.

Sw gid mao nay c6 thé dan dén viéc hé thdng xac thwc sai nguoi ky trong twong lai, tr d6 dan dén cac hoat

dong ky sb trai phép thay mat cho ngudi ky hop phéap.

- T.ENROLMENT_SIGNER_AUTHENTICATION_DATA DISCLOSED (L6 lot di¥ liéu xac thwc cla ngudi ky
trong giai doan dang ky)

Ké tdn cong c6 thé thu thap dwoc moét phan hodc toan bd D liéu xac thwc ngudi ky tham chiéu
(R.Reference_Signer_Authentication_Data) trong giai doan dang ky. Nguy co nay c6 thé xdy ra trong qua trinh
khéi tao, lwu trir hodc truyén di liéu vao TOE, hodc trong qua trinh truyén tai gitra nguoi ky va TOE. Vi du

nhu:
» Thong qua viéc doc trdm di¥ liéu (xdm pham tinh bi mat).

= Théng qua viéc thay dbi dir liéu, vi du: thay dbi dir liéu vé mét gia tri ma ké tan cong da biét trudc (xam

pham tinh toan ven).
Tai san bj de doa: R.Reference_Signer_Authentication_Data.

Hau qua: Viéc 16 lot di liéu nay cé thé dan dén viéc hé thdng xac thuc sai nguoi ky, tv dé dan dén cac hoat

dong ky sb trai phép thay mat cho ngudi ky hop phéap.

Lwu y: Cac mdi de doa trong giai doan dang ky sé tré thanh cac méi de doa dbi véi méi trwerng van hanh bén

ngoai trong trwdng hop TOE hd tro co ché xac thuc gian tiép (xac thue tr mot dich vu bén ngoai).

- Lwu y tng dung 17 (Application Note 17)
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Phai c6 mét kénh truyén tai an toan dé chuyén tai san R.SVD (Khoéa cong khai) tr TOE dén Dai ly (RA) hoac

Té chire chirng thuc (CA). Md-dun SAM dwoc ky vong sé tao ra mot Yéu cau cép ching thu chir ky s6 (CSR -
Certificate Signing Request).

Néu dich vu d&ng ky ctia TSP cép phat chirng thw chi ky sb yéu cau mét ban "bang chirng vé quyén sé hiru
ho&c quyén kiém soat khoa bi mat" (proof of possession or control of the private key) lién két véi khéa cong
khai SVD d6, nhv dwoc quy dinh tai tiéu chuan [ETSI EN 319 411-1] Diéu 6.3.1 a), thi mdi de doa nay
(T.SVD_FORGERY) c6 thé dwoc ngan chdn ma khong can ap dung bét ky bién phap dac biét tai TOE.

6.3.3 Quan ly ngwoi ky
Cac mdi de doa trong qua trinh quan ly nguoi ky bao gébm:
- T.ADMIN_IMPERSONATION (Gia mao Quan tri vién / Ngwéi dung cé dic quyén) Ké tn cong gia
mao thanh mot Nguoi dung c6 dac quyén (Privileged User) dé cap nhat, thay déi cac tai sdn nhw: D

liéu xac thwc nguwoi ky tham chiéu (R.Reference_Signer Authentication_Data), Dinh danh khoéa ky
(R.Signing_Key_Id) hoac Khoa céng khai (R.SVD).

Tai san bi de doa: R.Reference_Signer_Authentication_Data, R.SVD va R.Signing_Key_Id. Hau qua: Viéc
stra d6i di lieu trai phép nay co thé tao diéu kién cho mét quy trinh xac thuwc ngudi ky sai léch cé thé xay ra
trong twong lai, dan dén cac hoat dong ky s6 trai phép thay mét cho nguoi ky hop phap.

- T.MAINTENANCE_AUTHENTICATION_DISCLOSE (L6 lot dir liéu xac thwc trong qua trinh bao
tri/cap nhat) K& tan cong lam 16 lot hodc thay ddi (vi du: chuyén déi vé mot gia tri ma ké tan cong da
biét trwérc) D liéu xac thwe ngwdi ky tham chiéu (R.Reference_Signer_Authentication_Data) trong qua
trinh hé théng thwe hién cap nhat/bao tri, tlr d6 ké tAn cong cé kha néng tw tao ra chi ky sb.

Tai san bj de doa: R.Reference_Signer_Authentication_Data va R.Signing_Key_Id. Hau qua: Viéc 16 lot di¥
liéu nay c6 thé dan dén viéc hé théng xac thuc sai nguoi ky, tir d6 dan dén cac hoat dong ky sb trai phép thay
mat cho ngw&i ky hop phap.

6.3.4 Van hanh

Muc nay mo ta cac mbi de doa dbi véi hoat ddng van hanh ky s6, bao gdm ca quy trinh xac thye.

- T AUTHENTICATION_SIGNER_IMPERSONATION (Gia mao ngwoi ky trong qua trinh xac thyc)

Ké tdn cobng gid mao danh tinh cla ngwoi ky bang cach sir dung D liéu xac thwe nguoi ky tham chiéu
(R.Reference_Signer_Authentication_Data) bi lam gia, sau d6 truyén dir liéu nay téi TOE trong subt giao thirc
SAP va st dung né dé ky vao chinh gia tri bam DTBS/R d6 hoac mét gia tri bam DTBS/R da bj stra doi.

Tai san bj de doa: R.Reference_Signer_Authentication_Data, R.SAD va R.Signing_Key_Id.

- T.SIGNER_AUTHENTICATION_DATA_MODIFIED (Stra déi div lieu xac thwe cla nguwoi ky) Ké tan cbng cb
thé stra dbi DI liéu xac thuc ngudi ky tham chiéu (R.Reference_Signer Authentication_Data) ngay bén trong

TOE hodc trong qua trinh hé théng thwc hién bao tri.

Tai san bi de doa: R.Reference_Signer_Authentication_Data.
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Hau qua: Viéc stra ddi dir liéu trai phép nay co6 thé dan dén viéc hé théng xac thuc sai nguoi ky, tir d6 dan dén
cac hoat ddng ky sb trai phép thay mat cho ngudi ky hop phap.

- T.SAP_BYPASS (B6 qua giao thirc kich hoat chi¥ ky - SAP)

Ké tan cong bd qua mét hodc nhiéu buéc trong giao thirc SAP va c6 kha nang tw tao ra chiv ky s ma khong

can ngudi ky phai thwe hién ty quyén (cho phép) cho hoat ddng do.
Tai san bij de doa: R.SAD.
- T.SAP_REPLAY (T4n cong l&p lai giao thirc kich hoat chi¥ ky - SAP Replay)

Ké tan cong thwc hién glvi Iap lai (replay) mot hodc nhiéu bwéc cia giao thirc SAP va cé kha néng tw tao ra

ch ky s6 ma khong can nguwoi ky thuwe hién Gy quyén cho hoat ddng do.
Tai san bj de doa: R.SAD.

- T.SAD_FORGERY (Gia mao di¥ liéu kich hoat chir ky): Ké t4n cong gid mao hodc can thiép vao R.SAD trong
qua trinh truyén tai qua SAP va cé kha néng tao ra chi* ky ma khoéng can sw Gy quyén thwc hién tir ngudi ky.
Tai sdn R.SAD dang bi de doa.

- K& tan cong lam giad hodc thao ting c4u tric goi div liéu R.SAD (D@ liéu kich hoat chi¥ ky) trong qua trinh
truyén tai thudc giao thirc SAP, tr d6 cé kha nang tw tao ra chiv ky sé ma khdng can ngudi ky phai thuc hién

Gy quyén cho hoat déng do.
Tai san bi de doa: R.SAD.
- T.SIGNATURE_REQUEST_DISCLOSURE (L6 lot yéu cau ky sd)

Ké tan cong thu thap va biét dwoc thdng tin cla tai san R.DTBS/R (Gia tri bam cda dir liéu can dwoc ky) hodc

R.SAD (Di liéu kich hoat chi¥ ky) trong qua trinh cac di¥ liéu nay dwoc truyén tai t&i TOE.
Tai san bj de doa: R.DTBS/R va R.SAD.

Bién phap gidm thiéu: Néu hé théng quy dinh cdu phan R.DTBS/R hoac R.SAD khéng bat buéc phdi ma hoa

dir liéu thi méi de doa nay dwoc coi la da dwoc gidam thiéu (hodc khdng gay rdi ro an toan cbt I6i).
- T.DTBSR_FORGERY (Gi& mao gié tri bdm cla dir liéu can duoc ky)

Ké tAn cong slra dbi tai san R.DTBS/R trong qua trinh truyén tai toi TOE, tlr d6 c6 kha nang tao ra mét chiv ky
sb trén chinh gia tri bam da bi stra dbi nay ma khéng can nguwdi ky thwe hién Gy quyén van hanh cho gia tri
bam R.DTBS/R db.

Tai san bj de doa: R.DTBS/R.
- T.SIGNATURE_FORGERY (Gia mao gia tri chi¥ ky sd dau ra)

K& tan cong stra doi gia tri chir ky s6 R.Signature trong hodc sau qué trinh khéi tao, hodc trong qua trinh

truyén tai chir ky d6 ra bén ngoai pham vi TOE.

Tai san bj de doa: R.Signature.

19



TCVN XXX:2026
- Lwu y ting dung 18 (Application Note 18)

Viéc stra ddi chi¥ ky sb6 hoan toan cé thé bi phat hién béi 'ng dung SSA hodc bét ky bén s dung dich vu

(relying party) nao khac théng qua quy trinh kiém tra va kiém thir (validation) hiéu lwc cha chi ky sb do.
6.3.5 Hé théng

Cac mbi de doa ddi véi hé thdng bao gom:

- T.PRIVILEGED_USER_INSERTION (Cai cdm trai phép Nguoi ding cé dic quyén)

K& thin co6ng co6 kha nang tw khéi tao dbi twong R.Privileged User bao gdm ca
R.Reference_Privileged_User_Authentication_Data (D@ liéu xac thwc ngwdi dung c6 dic quyén tham chiéu)
gia mao, tlr d6 cé thé dang nhap vao TOE dwdi danh nghia la mot Ngwdi dung cé ddc quyén (nhan sw quan

tri/van hanh).
Tai san bi de doa: R.Privileged_User va R.Reference_Privileged_User_Authentication_Data.

- T.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA_MODIFICATION (Stra dbi di liéu xac

thwe ctia Nguwdi dung cé dac quyén)

Ké tan cong slra dbi tai san R.Reference Privileged_User Authentication_Data ctia mét tai khoan quan tri hop

phap, tlr d6 cé thé dang nhap vao TOE duéi danh nghia clia Nguwdi dung cé déc quyén do.
Tai san bi de doa: R.Reference_Privileged_User_Authentication_Data.
- T AUTHORISATION_DATA_UPDATE (Cap nhat trai phép di liéu Gy quyén)

K& tdn codng gid mao thanh mot Nguwdi dung cé dac quyén dé tién hanh cap nhat, thay dbi tai san
R.Authorisation_Data (D@ liéu Gy quy&n gri vao HSM), t&r 6 c6 kha nang kich hoat trai phép moét khoa ky nam
trong M6-dun Mat ma (HSM).

Tai san bj de doa: R.Authorisation_Data va R.Signing_Key_Id.
- Lwu y ting dung 19 (Application Note 19)

Trong mét sé rng dung, k& tAn céng chi can c6 quyén truy cap vao hai tai san R.Authorisation_Data va
R.Signing_Key Id la da da dé tw kich hoat khéa ky bén trong Mo-dun Mat ma (HSM). Do ma dinh danh
R.Signing_Key |d Ia tai san chi yéu ciu bao vé tinh toan ven chi khéng bét budc bédo vé tinh bi mat, nén viéc
quyén truy cap vao tai san R.Authorisation_Data bat budc chi dwoc phép cip cho cac nhan sw van hanh da

dworc Oy quyén (authorized operators).
- TAUTHORISATION_DATA_DISCLOSE (L4 lot d¥ liéu Gy quyén)

Ké tan cong lam 16 lot tai san R.Authorisation_Data trong qua trinh hé thdng thwc hién cap nhat/bao tri, tlr do

c6 kha nang ty kich hoat mét khéa ky bén trong HSM.
Tai san bj de doa: R.Authorisation_Data va R.Signing_Key_Id.
- T.CONTEXT_ALTERATION (Thay dbi bbi canh / C4u hinh hé théng)

K@ tan cong stra ddi di liéu cAu hinh hé thdng R. TSF_DATA dé thuc hién mét hoat déng van hanh trai phép.
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Tai san bi de doa: R.Signing Key Id, R.SVD, R.SAD, R.Reference_Signer Authentication Data va

R.TSF_DATA.
- T.AUDIT_ALTERATION (Stra ddi di¥ liéu kiém toan / Nhat ky hé théng)

Ké tan cong stra doi hé thdng nhat ky kiém toan nham xéa sach hodc che gidu diu vét cla viéc thay ddi ciu

hinh hoac str dung TOE trai phép.

Tai san bi de doa: R.SVD, R.SAD, R.Signer, R.Reference_Signer Authentication Data, R.DTBS/R,
R.Signature, R AUDIT va R.TSF_DATA.

- T.RANDOM (T4n c6ng suy doan dir liéu ngau nhién bi mat)

Ké tan cong co6 kha ndng dw doan dwoc cac bi mat ngdu nhién ctia hé théng (R.Random), tir d6 co thé tw khéi
tao, stra dbi cac doi twong trong TOE hodc can thiép trai phép vao qua trinh truyén thdng két ndi véi cac hé

théng bén ngoai.
Tai san bj de doa: R.Random.
6.4 M6i quan hé giira cac mdéi de doa va tai san (Relation between threats and assets)

Bang dwéi day cung cap mot cai nhin téng quan vé méi quan hé gilra tai san, cac thudc tinh bdo mat lién quan
va cac mbi de doa. Dé biét thém thong tin chi tiét, vui Iong tham khao nédi dung cla tirng méi de doa cu thé

trong cac muc truée do.

Bang 2
Tai san Kich thwée Cic moi de doa
bao mat
R.Sign Key Id Tinh toan ven T.ADMIN IMPERSONATION

T.MAINTENANCE AUTHENTICATION_ DISCLOSE
T.AUTHENTICATION_SIGNER_IMPERSONATION
T.CONTEXT ALTERATION

R.Authorisation_Data Tinh toan ven T.AUTHORISATION DATA UPDATE
Tinh bi mat T.AUTHORISATION DATA UPDAT
E T.AUTHORISATION DATA
_DISCLOSE
R.SVD Tinh toan ven T.SVD FORGERY

T.ADMIN_IMPERSONATION
T.CONTEXT ALTERATION
T.AUDIT_ALTERATION

R.DTBS/R Tinh toan ven T.SIGNATURE_REQUEST DISCLOSE
T.DTBSR_FORGERY

Xac thye nguén | T.DTBSR_FORGERY
goc
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R.SAD

Tinh toan ven

T.AUTHENTICATION_SIGNER_IMPERSONATIO
N T.CONTEXT ALTERATION
T.AUDIT_ALTERATION

T.SAP_BYPASS

T.SAP_REPLAY

T.SAD_FORGERY

Tinh bi mat

T.AUTHENTICATION_ SIGNER IMPERSONATION
T.DTBSR_FORGERY
T.CONTEXT ALTERATION

R.Signature

Tinh toan ven

T.SIGNATURE FORGERY

R.Audit

Tinh toan ven

T.AUDIT_ALTERATION

R.Signer

Tinh toan ven

T.ENROLMENT SIGNER IMPERSONATION

R.Reference Signer Authenti
cation_Data

Tinh toan ven

T.ENROLMENT SIGNER IMPERSONATION
T.ENROLMENT SIGNER AUTHENTICATION DAT
A_D PHAT HANH

T. SIGNER_AUTHENTICATION DATA MODIFIED

T.ADMIN_IMPERSONATION
T.MAINTENANCE AUTHENTICATION DISCLOSE

T.AUTHENTICATION_SIGNER IMPERSONATION
T.CONTEXT ALTERATION
T.AUDIT ALTERATION

Tinh bi mat

T.ENROLMENT SIGNER IMPERSONATION

T.ENROLMENT SIGNER AUTHENTICATION DAT
A_D PHAT HANH

T.SIGNER_AUTHENTICATION _DATA MODIFIED

T.ADMIN_IMPERSONATION
T.MAINTENANCE AUTHENTICATION_DISCLOSE

T.AUTHENTICATION_SIGNER IMPERSONATION
T.CONTEXT ALTERATION

R.Privileged User

Tinh toan ven

T.PRIVILEGED USER_INSERTION

T.REFERENCE PRIVILEGED USER AUTHENTICA
TION DATA MODIFICATION

R.Reference Privileged User

_Authentication_Data

Tinh toan ven

T.PRIVILEGED_USER _INSERTION

T.REFERENCE PRIVILEGED USER_AUTHENTICA
TION DATA MODIFICATION

Tinh bao mat cao

T.PRIVILEGED_USER_INSERTION

T.REFERENCE PRIVILEGED USER AUTHENTICA
TION DATA MODIFICATION

R.RANDOM Tinh toan ven T.RANDOM
Tinh bao mat T.RANDOM
R.TSF_DATA Tinh toan ven T.CONTEXT_ ALTERATION

T.AUDIT ALTERATION

6.5 Cac chinh sach bao mat cua té chirc (Organisational Security Policies - OSP)

- TOE phai tuan tht cac Chinh sach bao mat cta td chirc (OSP) dwéi day. Cac chinh sach nay dong vai tro 1a

nhirng quy tdc bao mat, quy trinh, thwc hanh hodc huwéng dan bat budc ma moét td chirc ap dat 1én cac hoat

déng van hanh cua minh.

- OSP.RANDOM (Chinh sach vé di¥ liéu ngau nhién)
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- TOE bét budc phai khéi tao cac sd ngau nhién dap trng mot thwéc do chéat lwong cu thé (quality metric). Cac

s6 ngau nhién nay phai ddm bao tinh phu hop dé str dung 1am khoa mat ma, div liéu xac thwc/ly quyén, hodc
lam di¥ liéu hat giébng (seed data) cho mét bo sinh s6 ngdu nhién khac dwoc st dung cho cac muc dich néu

trén.

- OSP.CRYPTO (Chinh sach v& ma héa mat ma)

- TOE chi dwoc phép sir dung cac thuat toan, tham sb thuat toan va do dai khdéa mat ma da dwoc phé duyét,
khuyén nghj b&i cac co quan quan ly cé thdm quyén (recognized authorities) va dwoc cac TSP danh gia la phu
hop. Chinh sach nay ap dung bao gébm ca quy trinh khéi tao s6 ngau nhién, khdi tao cap khda ky, tao chi ky
sb cling nhw viéc bao vé tinh toan ven va tinh bi mat cla cac tai san thuoéc TOE.

6.6 Cac gia dinh (Assumptions)

M6éi triwdng van hanh ctia TOE phai dap (rng cac gia dinh an toan duw¢i day:

- A.PRIVILEGED_USER (Gia dinh vé Nguoi dung c6 ddc quyén / Nhan sw quan tri)

Hé thdng méc dinh gid dinh rang toan bd nhan sy tham gia vao qua trinh quan tri, van hanh TOE déu 1a nhirng
nguwoi dang tin cay, cé di nang lwc chuyén moén, s& hivu day dd cac ngudn lyc va ki ndng can thiét dé thuc
hién coéng viéc ctia minh, ddng thdi da dwoc dao tao bai ban dé trién khai cac hoat ddng ma ho chiu trach
nhiém.

- A.SIGNER_ENROLMENT (Gia dinh v& Quy trinh dang ky ngudi ky)

Quy trinh dang ky théng tin ngwdi ky va quan ly chirng thw sd bat budc phai dwoc thwe hién mot cach nghiém
ngét, tuan tha theo cac quy dinh dwoc quy dinh tai Nghi dinh sé 23/2025/ND-CP. Cac huéng dan chi tiét vé
cach thirc trién khai mot hé théng dang ky va quan ly chirng thu sb va quan ly vong doi chirng thuw sb theo quy
dinh tai Théng tw s 50/2025/TT-BKHCN.

- A.SIGNER_AUTHENTICATION_DATA_ PROTECTION (Gia dinh vé viéc bao vé dir liéu xac thyc cla nguoi
ky)

Hé thdng mé&c dinh gid dinh rang ngudi ky sé tw co y thirc bdo mat, khang tiét 16 hoac 1am 16 lot cac yéu tb xac
thwe (nhw ma PIN, mat khau, khoa thiét bi) ctia chinh minh cho bat ky ai khac.

- A.SIGNER_DEVICE (Gia dinh v& thiét bj clia ngudi ky)

Hé thdng gia dinh rang thiét bj dau cubi va ciu phan giao tiép théng minh (SIC - Signer Interaction Component
/ vi du: wng dung Smart CA cai trén dién thoai) dwoc ngudi ky st dung dé twong tac véi ('ng dung SSA va [6i
TOE hoan toan nam dwéi quyén kiém soat duy nhat clia ngudi ky trong subt qua trinh van hanh tao chir ky sé:
nghfa la thiét bi d6 dwoc bao vé an toan, chdng lai cac loai ma dédc (malicious code/malware).

- A.CA (Gia dinh vé T4 chirc chirng thwc cdng cong)

Hé théng gia dinh rang t6 chirc cung cép dich vu tin cay (TSP) dwoc cip phép cung cap dich vu chirng thuc
ch ky sé6 cong cdng phai ludn tuan thd ddy du cac yéu cau twong trng danh cho TSP da diéu kién da dwoc
quy dinh rd trong Nghi dinh s6 23/2025/ND-CP.
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- A ACCESS_PROTECTED (Gia dinh vé méi trwdng tiép can duwoc bao vé)
Hé théng gia dinh rang TOE dwoc van hanh trong mét méi truéng duwoc bao vé nghiém ngat, cd co ché gidi
han va kiém soat truy cap vat ly (physical access) vao thiét bi phan cirng chira TOE, chi cho phép nhirng
Nguwoi dung c6 dac quyén (Privileged Users) da dwoc Gy quyén tiép can. Méi truéng phan cirng va phan mém
ctia TOE (bao gdm ca cac ng dung phia may khach/client applications) phai dwoc cai dat, bao tri béi cac
Nguwdi ding cé dac quyén trong mot trang thai an toan cao, nham giam thiéu cac rii ro dic thu ap dung cho

moi trwdng trién khai thuc té do.

Hé théng gia dinh rang bét ky di¥ liéu nhat ky kiém toan do TOE sinh ra déu chi dwoc xt ly va quan ly béi nhan
sy da dwoc Oy quyén trong mot moi trweng dwoc bdo vé an toan vé mat vat ly. Nhan sw thwe hién cac hoat

dong nay phai hanh dong tuan tha nghiém ngat theo cac quy trinh thwc hanh da dwoc thiét 1ap sén.

Hé théng gia dinh rang trong trwérng hop cac ban sao cla div liéu dwoc bao vé béi TOE dwoc quan ly hodc lwu
trir & bén ngoai pham vi ctia TOE, thi cac trng dung phia may khach (client applications) va cac thwe thé lién
quan khac phai cung clp cac bién phap bado vé phu hop cho khdi div liéu d6, dat cAp d6 bdo mat twong &rng
theo yéu ciu bbi canh ctia trng dung va cac rdi ro trong mdi trwdng trién khai thuc té.

- Lwu y tng dung 21 (Application Note 21)

Nguwoi viét Tai liéu muc tiéu bao mat (ST writer) bat budc phai md ta chi tiét nhirng loai di¥ liéu ndo sé dwoc
quan ly va lwu trir & bén ngoai pham vi ctia TOE.

- A.AUTH_DATA (Gia dinh vé kiém soat di liéu kich hoat)

Hé théng mac dinh gia dinh rang giao thirc kich hoat chi¥ ky (SAP) dworc thiét ké theo cach ddm bao viéc kich
hoat khoa ky hoan toan nam dwéi quyén kiém soat duy nhét (sole control) clia ngudi ky véi mic do tin cay
cao. Khi géi di¥ liéu kich hoat chir ky (SAD) dwoc glvi t&i va tiép nhan béi TOE, hé théng sé mac dinh gia dinh
rang goi di lieu SAD d6 da dwoc ndp dudi quyén kiém soat toan dién clia ngudi ky théng qua cac phwong
thire/thiét bi do chinh ngudi ky s& hivu va ndm gidr.

- A.-TSP_AUDITED (Gié dinh vé viéc kiém toan nha cung cép dich vu tin cay)

Hé théng gid dinh rdng Té chirc cung cap dich vu tin cay (TSP) trién khai ’ng dung SSA va cau phan TOE la
mot TSP da dwoc cap phép theo quy dinh tai Nghi dinh sb 23/2025/ND-CP, déng thdi da dwoc kiém toan va

chirng nhan tuan tha day du cac yéu cau nghiém ngat danh cho TSP theo quy dinh.

- A.SEC_REQ (Gia dinh vé yéu cdu an toan hé théng) Hé théng mac dinh gia dinh rdng Té chirc cung cép
dich vu tin cay (TSP) thiét 1ap va duy tri mdt méi trwdng van hanh tuan tha nghiém ngat theo cac yéu ciu bao
mat danh cho m&rc d6 dam bao kich hoat chir ky SCAL2 (Signature Activation Level 2) dwoc dinh nghia
trong tiéu chuan EN 419241-1.

7 Cac muc tiéu bao mat (Security Objectives)
7.1 Téng quan

Phan nay xac dinh va dinh nghia cac muc tiéu bdo mat danh cho TOE (Muc tiéu bao mat cho phan
mém I6i) va méi trwdng van hanh clia né (Muc tiéu bao mat cho méi trwong).
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Cac muc tiéu bao mat nay phan anh muc dich cot 16i da dwoc tuyén bo, nham ngan chan/vé hiéu hoéa
cac mdi de doa da dwoc chi ra (tai Muc 6.3), déng thdi can nhac dén céac gia dinh nén tang (tai Muc
6.6).

7.2 Cac muc tiéu bao mat danh cho TOE (Security objectives for the TOE)

Céac muc tiéu bao mat dwéi dady md ta cac chirc ndng an toan théng tin bat budc phai dwoc

cung cap béi chinh ban than TOE.
7.2.1 Giai doan dang ky (Enrolment)

- OT.SIGNER_PROTECTION (Bzo vé théng tin Nguoi ky)

TOE phai ddm bao rang cac dir liéu lién két véi déi twong Ngudi ky (R.Signer) bat budc phai dwoc
bao vé tinh toan ven va bao vé tinh bi mat néu c6 yéu cau ciu hinh cu thé.

- OT.REFERENCE_SIGNER_AUTHENTICATION_DATA (Bao vé di liéu xac thwc ngwdi ky tham
chiéu)

TOE phai c6 kha nang xt ly mét cach an toan dir liéu xac thuwc chivr ky — D{ liéu xac thwc ngudi ky
tham chiéu (R.Reference_Signer_Authentication_Data) — nhw mét thanh phan ciu thanh bén trong
déi twong Nguoi ky (R.Signer).

- OT.SIGNER_KEY_PAIR_GENERATION (An toan quy trinh kh&i tao cap khoa ky clia nguoi ky)

TOE phai c6 kha ndng st dung M6-dun Mat ma (HSM) mot cach an toan dé khéi tao cac cap khoa ky
cho nguoi ky, déng thoi thwe hién gan ma dinh danh khéa ky (R.Signing_Key Id) va khoéa céng khai
(R.SVD) twong (rng vao dbi twong Ngudi ky (R.Signer).

- OT.SVD (Bao vé tinh toan ven cua D& liéu xac thwc chir ky / Khéa cong khai) TOE phai dam bao
rang tai sdn R.SVD (Khéa cong khai) lién két voi ddi twong Nguwdi ky (R.Signer) tuyét dbi khong bi
stra dbi hay trao dbi trwdc khi né dwoc co quan CA cp chirng thw sb (certified).

7.2.2 Quan ly ngweoi dung
- OT.PRIVILEGED_USER_MANAGEMENT (Quan ly Nguwéi dung cé dac quyén)

TOE phai dam bao rang bat ky hanh vi stra ddi, cap nhat nao dbi véi doéi twong R.Privileged User
(Théng tin Nguwdi dung cé ddc quyén) va R.Reference_Privileged_User Authentication_Data (D liéu
xac thwc Admin tham chiéu) déu phai dwoc thwe hién dwdi sw kiém soat chat ché ciia mot Ngudi
dung cé dac quyén hop phap.

- OT.PRIVILEGED_USER_AUTHENTICATION (X&c thwc Nguwi dung c6 dac quyén)
TOE phai ddm bao rang bat ky nhan sw quan tri ndo mang vai trd Ngudi dung cé dic quyén déu bat
budc phai dwoc xac thwe danh tinh thanh céng truvéc khi dwoc phép thwe hién bat ky hanh dong nao
tac dong 1én TOE.
Lwu y tng dung 22 (Application Note 22)
Ngoai & duy nhéat dbi v&i muc tiéu bdo mat nay la khi (tap hop) Nguwdi dung cé dac quyén ban dau
duwoc khéi tao nhuw mét phan clia quy trinh khéi tao/cai d&t hé théng (system initialisation).
_ OT.PRIVILEGED_USER_PROTECTION (B&o vé& Nguoi diing c6 dac quyén)
TOE phai ddm bao rang cac dir liéu lién két voi dbi twong R.Privileged_User bat budc phai dwoc bao
vé tinh toan ven va bao vé tinh bi mat néu c6 yéu cau cau hinh cu thé.
_ OT.SIGNER_MANAGEMENT (Quan Iy c&u phan Ngui ky)
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TOE phai ddm bao rang bat ky hanh vi stra déi nao dbi véi dbi twong R.Signer, D liéu xac thuc
ngwdi ky tham chiéu (R.Reference Signer Authentication Data), Dinh danh khoéa ky
(R.Signing_Key Id) va Khéa céng khai (R.SVD) déu phai duoc thwc hién dwdi sy kiém soat cla
Ngwoi ky hodc Nguwdi dung cé dac quyén.

7.2.3 Van hanh st dung (Usage)
- OT.SAD_VERIFICATION (Xac minh di liéu kich hoat chi¥ ky)

TOE phai thyc hién viéc xac minh géi di¥ liéu R.SAD. Nghia 13, hé théng phai kiém tra va déi chiéu dé dam bao
ton tai mot méi lién két chat ché gitra cac thanh phan ciu thanh bén trong géi di liéu SAD, déng thdi ddm bao

rang nguoi ky da dwoc xac thwe manh (strongly authenticated).
- Lwu y tng dung 23 (Application Note 23)

Trong trwdng hop TOE tao ra (phai sinh) div liéu Gy quyén tir di¥ liéu xac thwe nam trong géi SAD va st dung
di¥ liéu nay dé kich hoat khoa ky bén trong mo-dun mat ma, thi ham chirc nang nay cé thé phu thudc vao cac

co ché kiém soat do chinh mé-dun mat ma (HSM) cung cép.

- Lwu y tng dung 24 (Application Note 24)

Cac yéu cau dbi vai quy trinh xac thwe dwoe mo ta chi tiét trong tiéu chuan EN 419241-1, muc SRA_SAP.1.1.
- OT.SAP (Thuc thi giao thirc kich hoat chir ky)

TOE phai trién khai diém cudi phia may chu (server-side end point) ctia mét Giao thirc kich hoat chir ky (SAP),

nham cung cép céc tinh nang sau:

- Xac thye ngudi ky (Signer authentication).

Ba&o veé tinh toan ven ctia géi di¥ liéu SAD dwoc truyén tai.

Bao vé tinh bi mat cla it nhat Ia cac thanh phan chira théng tin nhay cdm ndm trong goi di¥ liéu SAD.

B&o vé hé théng chéng lai cac cudc tAn cong l1ap lai (replay), tn cong bd qua (bypass) mot hodc nhiéu buéc

clia quy trinh, va tan céng lam gia (forgery).
- Lwu y tng dung 25 (Application Note 25)

Quy trinh xac thwe ngudi ky dwoc méc dinh gid dinh 1a sé dwoc tién hanh tuan tha theo tiéu chuan EN 419241-
1, cap dd SCAL2 dbi vé&i chiv ky sb da diéu kién (qualified signatures). Diéu nay cé nghia la viéc xac thuc
ngwdi ky cé thé dwoc thye hién theo mét trong cac cach sau: (Poan nay trong van ban gbc cla ban bi ngét
quéng nlra chirng, nhwng theo tiéu chudn EN 419241-1, cac cach nay thwong bao gdm: xac thuc truc tiép bdi
TOE, xac thuwc Gy quyén qua mot bén thir ba dwoc tin cay, hodc xac thuc da yéu t& MFA két hop gitra thiét bi
vat ly va ma PIN/sinh trc hoc).

»  Xac thyc truc tiép béi SAM: Trong tredng hop nay, SAM sé tryc tiép thwc hién viéc kiém tra va xac
minh (verify) cac yéu tb xac thwc cta ngudi ky.

= Xac thuc gian. tiép bédi SAM: Trong trwédng ho’p nay, moét dich vy xac thyc bén ngoai (nam trong hé
thong TWA4S téng thé) hodc mét bén dwoc Gy quyén sé thuc hién viéc xac minh cac yeu t6 xac thuc
clia ngudi ky, sau dé phat hanh mét khadng dinh/chirng thwe danh tinh (assertion) rang nguo’l ky da
duwoc xac thwc thanh cong. SAM sé chiu trach nhiém kiém tra va xac minh tinh hop 1& ctia khang
dinh/chirng thirc nay.

= - Su két hop cuia ca hai mé hinh: Ap dung déng thoi hodc linh hoat ca hai co ché xac thuc tryc tiép va
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gian tiép néu trén.
- OT.SIGNATURE_AUTHENTICATION_DATA_PROTECTION (Bao vé d¥ liéu xac thyc chir ky)
TOE phai dadm bao rang cac di¥ liéu xac thwc chi ky (nhw théng tin trong géi SAD) bat budc phai dwoc bao vé
chdng lai cac cudc tAn cong danh cap, 16 lot trong qua trinh truyén tai t&i TOE — nhirng cudc tAn cong cé thé
lam tdn hai dén hiéu lwc va tinh an toan cta chinh cac dir liéu nay khi dung cho muc dich xac thyc.

- OT.DTBSR_INTEGRITY (Bdo vé tinh toan ven cla gia tri bam tai liéu can ky)

TOE phai dam bao rang tai sdn R.DTBS/R (Gia tri bam cuia di¥ liéu can dwoc ky) bat budc phai dwoc bao vé
tinh toan ven mot cach tuyét ddi trong subt qua trinh truyén tai t&i TOE.

- OT.SIGNATURE_INTEGRITY (Bao vé tinh toan ven cla gia tri chir ky sb)

TOE phai dam bao rang gia tri chi¥ ky s6 (R.Signature) dau ra tuyét ddi khong thé bj stra ddi, thao ting hodc
lam gia& khi dang nam bén trong pham vi xt ly néi bd ctia TOE.

- OT.CRYPTO (Tuan tha cac tiéu chudn ma héa mat ma) TOE chi dwoc phép str dung cac thuat toan, tham sb
thuat toan va do dai khda mat ma da dwoc quy dinh tai QCVN 137:2025/BKHCN. Yéu cau nay ap dung bét
budc dbi voi tat ca cac hoat ddng bao gdbm: khéi tao sé ngau nhién, khéi tao cac cap khoéa ky, tao chiv ky s6,

cling nhw quy trinh bao vé tinh toan ven (integrity) va tinh bi mat (confidentiality) cta cac tai san thuéc TOE.
7.2.4 Hé théng (System)

- OT.RANDOM (Pam bao chét lwong di¥ liéu ngau nhién)

Cac sb6 ngau nhién do TOE khéi tao dé sir dung lam khéa mat ma, sir dung trong céc giao thirc bao mat hodc
lam dir liéu hat giébng (seed data) cho mét bo sinh s6 ngdu nhién khac cho cac muc dich trén, bt budc phai

dap ng moét thwéc do chat lwong cu thé (defined quality metric) nham dam bao rang cac sd ngau nhién nay

khong thé bi suy doan (not predictable) va cé d6 hén loan (entropy) day du.

- OT.SYSTEM_PROTECTION (B3o vé c4u hinh hé théng)

TOE phai dam b&o rédng moi hanh vi stva dbi déi véi tai sdn R.TSF_DATA (D liéu cAu hinh chirc néng an
toan) déu phai dwoc Gy quyén béi Nguoi dung cé dac quyén (Privileged User), ddng thoi hé thdng phai cé kha
nang phat hién ra moi hanh vi stra ddi trai phép.

- OT.AUDIT_PROTECTION (B3o vé dir liéu kiém toan / Nhat ky hé thdng)

TOE phai ddm bao rdng moi hanh vi stira ddi, can thiép trai phép vao tai sdn R.AUDIT (D liéu nhat ky kiém
toan) déu phai bi hé théng phat hién ra ngay lap tc.

7.3 Cac muc tiéu bao mat danh cho Méi trwong van hanh (Security Objectives for the Operational

Environment)

Mbi trwéng van hanh cia TOE phai dap trng cac muc tiéu bado mat sau day nham dam bao an toan
cho toan bo hé théng:

- OE.SVD_AUTHENTICITY (Bam bao tinh xac thyc ctia Khéa cong khai)
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Mbi trwdng van hanh phai dam bao tinh toan ven (integrity) cda tai san SVD (Khoéa cong khai) trong
qua trinh truyén tai ra bén ngoai pham vi TOE dé gli t&i CA.

- OE.CA_REQUEST_CERTIFICATE (Yé&u cAu cap ching thu sé tir CA)

Mbi triedng van hanh phai dam béo réng td chirc cung cép dich vu tin cay (TSP) du diéu kién thuc
hién cung cép dich vu chirng thwe chir ky sb cong cdng phai ludn tuan tha theo quy dinh tai Nghi dinh
sb 23/2025/ND-CP.

M6i trwng van hanh phai s& dung mét quy trinh yéu cau cép chirng thu chir ky sb - bao gébm ca
khoéa SVD, théng tin ngwoi ky va chi ky cla CA - theo cach thirc chirng minh dwoc rdng ngudi ky
thwe sw ndm quyén kiém soat khda ky (khéa bi mat) lién két véi khoa cdng khai SVD duoc givi di dé
chirng thwe d6. Tinh toan ven cla yéu cau cap chirng thw nay phai dwoc bdo vé tuyét déi.

- OE.CERTIFICATE_VERFICATION (Xac duyét chirng thu sé)

Méi trwérng van hanh phai thwe hién viéc kiém tra, xac minh d& ddm béo chirng thu sé dwoc cap cho
tai san R.SVD c6 chra chinh xac khéa R.SVD dé.

- OE.SIGNER_AUTHENTICATION_DATA (Bao vé di liéu xac thuc cia ngudi ky & vong ngoai)

Quy trinh quan ly cac di liéu thudc vé yéu té xac thuc clia ngudi ky & bén ngoai pham vi TOE (phia
khach hang) phai dwoc thwe hién mét cach an toan tuyét déi.

- OE.DELEGATED_AUTHENTICATION (Uy quyén xac thuc danh tinh)

Néu TOE c6 hd tro va dwoc cau hinh dé str dung co' ché Gy quyén xac thuc (xac thwe gian tiép qua
bén thir ba), thi TSP trién khai 'ng dung SSA va TOE phai dam bdo réng tat ca cac yéu ciu quy dinh
trong tiéu chudn EN 419241-1 muc SRA_SAP.1.1 déu dwoc dap (rng day du.

Ngoai ra, TSP phai ddm bao rang:

Bén dwoc Gy quyén xac thuc phai dap ng tat ca cac yéu cau lién quan cla tiéu chuén nay ciing nhw
cac yéu cau vé dinh danh xac thuc dién tir theo quy dinh hién hanh.

Néu nguoi ky chi dwoc xac thwe duy nhat thong qua mét bén dwoc Gy quyén, TSP phai dam bao
rang cac thanh phan khoa bi mat (secret key material) dung dé& xac thuwc bén dwoc Gy quyén do véi
TOE phai dwoc lwu trie bén trong mét mé-dun mat ma da dwoc chivng nhan, tuan tha theo yéu cau
duwoc dinh nghia trong tiéu chuin EN 419241-1 muc SRG_KM.1.1.

Hoat dong kiém toan dinh ky dbi véi TSP da diéu kién theo tiéu chudn EN 419241-1 phai cung cap
day du bang chirng chirng minh rang bat ky bén dwoc Gy quyén nao ciing déu dap (rng cac yéu cau
tr muc EN 419241-1 SRA_SAP.1.1, va tuy chon thém muc SRG_KM.1.1 trong trwdng hop ngwdi ky
chi xac thwc duy nhat qua bén dwoc Gy quyén do.

- OE.DEVICE (An toan thiét bj dau cudi ctia nguoi ky)

Thiét bi dau cudi (may tinh, may tinh bang hodc dién thoai théng minh) chira cau phan giao tiép SIC
va duoc nguoi ky str dung dé twong tac véi TOE phai duwoc bdo vé an toan, chéng lai cac loai ma
doc (malicious code). Thiét bi nay phai tham gia két néi bang cach s dung cau phan SIC nhu moét
phan cuc bd (phia khach hang) cia giao thirc SAP va cé thé thwc hién tinh toan géi di liéu SAD nhw
mo ta trong tiéu chuidn EN 419241-1. Thiét bi cling c6 thé dwoc st dung dé hién thi ndi dung van
ban/tai liéu can ky cho nguwoi dung xem.

- OE.ENV (An toan méi treong van hanh vat ly va quy trinh ciia TSP)

TSP trién khai trng dung SSA va TOE phai 1a mot TSP da diéu kién da dwoc cp phép va phai duwoc
kiém toan ky thuat theo quy dinh tai Nghi dinh sb 23/2025/ND-CP. Hoat dong kiém toan déi véi TSP
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da dieu kién phai bao quat toan bé cac muc ti€u bao mat danh cho méi trwdng van hanh dwoc chi
dinh trong diéu khoan nay.

TOE phai dwoc van hanh bén trong mét méi trwdng dwgc bao vé nghiém ngat, cé co ché gi®i han
quyén tiép can vat ly (physical access) vao TOE, chi cho phép nhirng nguwdi dung cé dac quyén
(privileged users) da dwoc Gy quyén. Méi truéng phan cirng va phan mém cliia TOE (bao gdm cé cac
trng dung phia may khach/client applications) phai dwgc cai dat va bao tri béi cac Quan tri vién trong
mot trang thai an toan cao, nham gidm thiéu cac rii ro cu thé ap dung cho méi trwong trién khai do,
bao gém (khi ap dung):

Bao vé chéng lai nguy co mat mat hoac mét trom thiét bji TOE hodc béat ky tai san nao ctia TOE dwoc
Iwu trlr &@ moi tredng bén ngoai.

Thuwe hién hoat déng kiém tra dinh ky nhdm ng&n chan va phat hién cac hanh vi can thiép, pha hoai
vat ly (bao gdm céac nd lyc tAn cong kénh ké - side-channel attacks, ho&c cé tinh tiép can cac dwdng
céap két ndi gilra cac phan tach biét vé mat vat ly ctia TOE, hoac cac phan cua thiét bi phan cirng).
B&o vé chéng lai nguy co bj tAn cdng khai thac dwa trén sw birc xa phat tan tir TOE (vi du: birc xa
dién tir - electromagnetic emanations) dwa theo két qua danh gia radi ro déi véi méi trwérng van hanh.
Bao vé chéng lai cac hanh vi thay dbi cAu hinh va cai dat phan mém trai phép trén TOE ciing nhw trén
thiét bi phan cing (appliance).

B&o vé & cap do an toan twong dwong dbi véi tat ca cac phién ban (instances) ctia TOE dang nam
gilr cung mét loai tai san (vi du: trwodng hgp mét khéa ky dwoc lvu dwédi dang sao lwu dy phong -
backup & nhiéu hon mét thiét bj TOE).

- OE.CRYPTOMODULE_CERTIFIED (Chtrng nhan an toan cho Mé-dun Mat ma / HSM)

Néu TOE duwoc trién khai dwéi dang moét rng dung ndi bé nam trong cung mét ranh gidi vat Iy
(physical boundary) véi mé-dun mat ma dwoc dinh nghia trong tiéu chuin EN 419221-5, thi TOE sé
tin twéng va dwa vao mo-dun mat ma dé dé cung cap mot mai trwdng chéng can thiép vat ly (tamper-
protected environment), cung cap cac chirc nang mat ma va khdi tao sd ngau nhién.

Néu TOE dwoc trién khai trong mét ranh gi¢i vat ly doc 1ap tach biét, thi TOE sé tin twéng va dwa vao
moé-dun mat ma dé thuwc hién cac chirc ndng mat ma va khéi tao sé ngau nhién. Luc nay, ranh gioi
vat ly riéng biét phai bao vé TOE moét cach co hoc, tuan thd theo cac tiéu chuidn FPT_PHP.1 va
FPT_PHP.3 quy dinh trong EN 419221-5.

- Lwu y ting dung 26 (Application Note 26)

Trong trwéng hop tai liéu Muc tiéu Bdo mat (ST) tuyén bd tuan thd H6 so Bao vé (PP) nay va tuan
tha tiéu chudn EN 419221-5 nhw da ghi trong phan Tuyén bd tuan tha PP (PP Claim), thi viéc chirng
nhan cho tai liéu ST d6 da bao ham day dd yéu cau nay dbi véi Méi trwdng van hanh.

- OE.TW4S_CONFORMANT (Tuan tht khung kién tric hé théng ky sé tr xa)

TOE phai dwoc van hanh b&i mét Td chire cung cp dich vu tin cay (TSP) du diéu kién trong mét moi
trwdng dap tng day du cac tiéu chuan ky thuat ctia hé théng tdng thé quy dinh trong tiéu chuin EN
419241-1.

7.4 Pinh nghia van dé Bao mat va Muc tiéu Bao mat
Céc bang sau day anh xa cac muc tiéu bado mat véi dinh nghia van dé bado mat.

Bang 3 - Cac Muc tiéu An toan TOE va cac mbi de doa.

29



TCVN XXX:2026

e
4 =
T | =
E o
=
=z Z
z |3
o M |
= Z | &
Q O <
sl = ~
5 | o]
2 19|
| Z |
[a 0 [a
5188
<=
E S | 5|8 &
= 2! R~ 2! n
= = = = =
@) o oy Oz O
Ghi danh
T.ENROLMENT SIGNER IMPERSONATION X X
T.ENROLMENT SIGNER AUTHENTICATION DATA_ DISCLO X X
SED
T.SVD FORGERY X X
Quan ly nguoi ky
T.ADMIN IMPERSONATION
T.MAINTENANCE AUTHENTICATION_ DISCLOSE X
Str dung
T.AUTHENTICATION_SIGNER IMPERSONATION
T.SIGNER_AUTHENTICATION_DATA_ MODIFIED X

T.SAP_BYPASS
T.SAP_REPLAY
T.SAD_FORGERY
T.DTBSR_FORGERY
T.SIGNATURE_FORGERY

Hé théng
T.AUTHORISATION DATA UPDATE
T.AUTHORISATION DATA DISCLOSE
T.CONTEXT _ALTERATION

T.AUDIT ALTERATION

T.RANDOM

Bang 4 - Cac muc tiéu va mbi de doa bdo mat TOE

UT
NT

OT.PRIVILEGED_USER PRO

Quan ly nguoi dung
OT.PRIVILEGED USER MA
NA GEMENT
OT.PRIVILEGED USER_A
HE NTICATION

TE CTION

OT.SIGNER  MANAGEME
Hé théng

OT.RANDOM
OT.SYSTEM_PROTECTION
OT.AUDIT _PROTECTION

Ghi danh




TCVN XXX:2026

T.ENROLMENT_SIGNER_IMPERSONATION

T.ENROLMENT_SIGNER_AUTHENTICATION_DATA_DISCL
OSED

T.SVD_FORGERY

Quan ly nguoi ky

T.ADMIN_IMPERSONATION X

T.MAINTENANCE_AUTHENTICATION_DISCLOSE

Str dung

T.AUTHENTICATION_SIGNER IMPERSONATION

T.SIGNER_AUTHENTICATION_DATA MODIFIED

T.SAP_BYPASS

T.SAP_REPLAY

T.SAD_FORGERY

T.DTBSR FORGERY

T.SIGNATURE_FORGERY

Hé théng
T.PRIVILEGED USER INSERTION X X
T.REFERENCE PRIVILEGED USER AUTHENTICATION X X X

DATA_ MODIFICATION

T.AUTHORISATION DATA UPDATE

T.AUTHORISATION_DATA_DISCLOSE

T.CONTEXT_ALTERATION

T.AUDIT_ALTERATION

T.RANDOM

Bang 5 - Cac muc tiéu va mdi de doa bao mat TOE



32

TCVN XXX:2026

Str dung

OT.SAD_ VERIFICATION

OT.SAP

OT.SIGNATURE AUTHENTICATION DATA PR

OT.DTBSR INTEGRITY

OT.SIGNATURE INTEGRITY

OT.CRYPTO

Ghi danh

T.ENROLMENT SIGNER IMPERSONATION

T.ENROLMENT SIGNER AUTHENTICATION DATA
_DISC DA THAM GIA

T.SVD_FORGERY

Quan 1y nguoi ky

T.ADMIN IMPERSONATION

T.MAINTENANCE AUTHENTICATION_ DISCLOSE

Str dung

T.AUTHENTICATION_SIGNER IMPERSONATION

T.SIGNER AUTHENTICATION _DATA_ MODIFIED

T.SAP_BYPASS

T.SAP_REPLAY

T.SAD FORGERY

T.SIGNATURE REQUEST DISCLOSURE

TR I Bl e e

T.DTBSR_FORGERY

T.SIGNATURE _FORGERY

Hé thong

T.PRIVILEGED USER INSERTION

T.REFERENCE PRIVILEGED USER AUTHENTICAT
ION_DATA MODIFICATION

T.AUTHORISATION DATA UPDATE

T.AUTHORISATION DATA_ DISCLOSE

T.CONTEXT ALTERATION

T.AUDIT ALTERATION

Bang 6 - Cac Muc tiéu An toan TOE va Chinh sach Bao mat Té chirc




TCVN XXX:2026

=19
H
z | 3
= )
2| Z
z | 5] 8
o = |
= &
o | & | =
Sa| — =9
= Z 9
2|8l g
™~ Z X, =
e | 4| 5| ©
= = 22 a &
=1 & | 5| &| | 2 >
Sz |2 a|a| 2|8
<= = = = = = =
O | o ocd o4 o | o | ©
OSP.RANDOM X
OSP.CRYPTO X
Bang 7 - Cac Pe doa va Muc tiéu An ninh dbi véi Méi trwdng
)
m ! 0
Z =
< 5 3
= > 2
= E5 | |8
Bl ¢ E ©l &
O| @ Z &
= O § 2| 3
Zz| =| & =
=l = @) o
T 5 = Z
5| 8 8| 8
<289 |&g
a | >~z o> 2
O @ e
z S| 2| & & 8| E
w ow - m| - | ™
ol O] O] ©| ©| ©| ©
Ghi danh
T.ENROLMENT SIGNER IMPERSONATION X
T.ENROLMENT SIGNER AUTHENTICATION DATA X | X
_DISC DA THAM GIA
T.SVD_FORGERY X X
Quan ly nguoi ky
T.ADMIN IMPERSONATION
T.MAINTENANCE AUTHENTICATION DISCLOSE
Str dung
T.AUTHENTICATION SIGNER IMPERSONATION
T.SIGNER AUTHENTICATION DATA MODIFIED
T.SAP_BYPASS X
T.SAP_REPLAY X
T.SAD FORGERY X | X
T.DTBSR _FORGERY X

T.SIGNATURE FORGERY

Heé thong
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T.PRIVILEGED USER INSERTION

ION_DATA_ MODIFICATION

T.REFERENCE PRIVILEGED USER AUTHENTICAT

T.AUTHORISATION _DATA UPDATE

T.AUTHORISATION DATA DISCLOSE

T.CONTEXT ALTERATION

T.AUDIT_ALTERATION

Bang 8 - Muc tiéu an ninh déi v&i méi trwdng va Cac gid dinh va Muc tiéu an ninh

dbi véi méi truong

OE.SVD AUTHENTICITY

CERTIFICATE

OE.CA RE

QUEST

OE.SIGNER_AUTHENTICATION DA

OE.DEVICE

OE.ENV

OE.CRYPTOMODULE_ CERTIFIED

OE.TW4S CONFORMANT

Chinh sach bao mat cua td chirc

OSP.TSP_AUDITED

OSP.RANDOM

OSP.CRYPTO

Gia dinh

A.PRIVILEGED USER

A.SIGNER _ENROLMENT

A.SIGNER_AUTHENTICATION DATA PROTECTION

A.SIGNATURE REQUEST DISCLOSURE

A.SIGNER DEVICE

A.CA

A.ACCESS PROTECTED

A AUTH DATA

A.TSP_AUDITED

A.SEC_REQ

X

7.5 Co s& ly luan cho cac muc tiéu bao mat (Rationale for the security objectives)

7.5.1 Téng quan

Phan nay cung cap céc lap luan chirng minh rdng cac muc tiéu bdo mat dwoc thiét lap da bao quat,

X ly triét dé tieng mdi de doa (Threat), chinh sach bdo mat cta t6 chirc (OSP) va gid dinh

(Assumption).
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7.5.2 Moi de doa va Muc tiéu bao mat (Threats and objectives)

- T.ENROLMENT_SIGNER_IMPERSONATION (Gia mao nguoi ky khi dang ky) dwoc gidi quyét béi:
OT.SIGNER_PROTECTION: Bdi hdi théng tin R.Signer phai dwgc bao vé tinh toan ven va cac phan
nhay cam phai dwgc bao vé tinh bi mat.

OT.SIGNER_MANAGEMENT: Doi héi quy trinh khéi tao théng tin ngwdi ky phai dwoc thwc hién mot
cach an toan.

OT.REFERENCE_SIGNER_AUTHENTICATION_DATA: Boi héi TOE phai c6 kha nang gan di liéu
xac thwe ngudi ky vao dung dbi twong ngudi ky twong ing.

OE.TW4S_CONFORMANT: Doi hoi quy trinh dang ky ngui ky phai dwgc xt& ly tuan thi theo merc do
dam bao (Assurance level) téi thiéu tr mirc "Dang ké&" (Substantial) tr& [&n.

- T.TENROLMENT_SIGNER_AUTHENTICATION_DATA DISCLOSED (L6 di liéu xac thwc khi dang
ky) dwoc gidi quyét bdi:

OT.REFERENCE_SIGNER_AUTHENTICATION_DATA: Boi héi di¥ liéu xac thwc phai dwoc x& ly mot
cach an toan.

OT.SIGNER_PROTECTION: Poi hdi cac thudc tinh (bao gdbm ca dir liéu xac thwc nguoi ky) phai
dwoc bao vé tinh toan ven va tinh bi mat néu can.

OE.SIGNER_AUTHENTICATION_DATA: Doi héi ban than nguwdi ky phai tw gitr bi mat dir liéu xac
thwe ciia minh.

OE.DEVICE: Ddi héi thiét bi do ngwdi ky str dung khdng duoc lam 16 lot di liéu xac thuc.
T.SVD_FORGERY (Gia mao Khoda céng khai SVD) duwoc gidi quyét bdi:
OT.SIGNER_KEY_PAIR_GENERATION: Doi hdi phai st dung mét Mé-dun Mat ma (HSM) dé khai
tao cap khda cho ngudi ky.

OT.SVD: boi hdi khoa cdng khai SVD phai dwoc bdo vé nghiém ngat khi con nam bén trong TOE.
OT.CRYPTO: Doi hdi phai str dung cac thuat toan mat ma da dwoc phé duyét/khuyén nghi.

OE.SVD_AUTHENTICITY: Doi hdi méi trwong van hanh phai bao vé tinh toan ven cta khdéa SVD
trong qua trinh truyén tai tr TOE dén CA.

OE.CA_REQUEST_CERTIFICATE: Doi hdi yéu ciu cip chirng thw sb phai dwoc bao vé tinh toan
ven.

- T ADMIN_IMPERSONATION (Gid mao Quan trj vién) dwoc gidi quyét béi:
OT.SIGNER_MANAGEMENT va OT.PRIVILEGED_USER_AUTHENTICATION: Doi héi moi thay dbi

déi véi thong tin dai dién va thudc tinh clia nguwdi ky phai dwoc thye hién theo méot phuong thire da
duwoc Oy quyén hop phap.

T.MAINTENANCE_AUTHENTICATION_DISCLOSE (L& di¥ liéu xac thuwc khi bao tri) dwoc gidi quyét
b&i:

OT.REFERENCE_SIGNER_AUTHENTICATION_DATA: Doi hdi di¥ liéu xac thuc hé théng phai dwoc
x ly mot cach an toan tuyét dbi.

- T AUTHENTICATION_SIGNER_IMPERSONATION (Gia mao ngu¢i ky khi xac thwc) dwoc giai
quyét béi:
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OT.SAD_VERIFICATION: Boi héi TOE phai thyc hién kiém tra va xac duyét géi dir liéu SAD nhan
dwoc trong giao thirc SAP.
- T.SIGNER_AUTHENTICATION_DATA_MODIFIED (Stra d&i di¥ liéu xac thuc ngudi ky) duoc giai
quyét béi:
OT.SIGNATURE_AUTHENTICATION_DATA PROTECTION: Boi hoi goéi di¥ lieu SAD khi truyén tai
trong giao thirc SAP phai dwoc bdo vé chdng lai cac cudc tn cong.
OT.REFERENCE_SIGNER_AUTHENTICATION_DATA: Doi héi di¥ liéu xac thyc phai dwoc Iwu trib,
Xt ly an toan.

OT.SAP: Doi hdi tinh toan ven cla géi SAD phai dwoc bdo vé xuyén subt qua trinh truyén tai trong
giao thirc SAP.

T.SAP_BYPASS (Bd qua giao thirc SAP) duoc gidi quyét bdi:

OT.SAP: Doi héi tat ca cac budc cla giao thirc SAP (bao gdbm ca khau xac minh géi SAD) bat budc
phai dwoc hoan thanh day da mét cach tuan tu.

OE.DEVICE: Bdi héi ciu phan giao tiép nguoi ky (SIC) phai tham gia bat budc vao giao thirc SAP.
T.SAP_REPLAY (T4n cong lap lai phién SAP) duoc gidi quyét bdi:

OT.SAP: Doi héi giao thirc kich hoat chir ky phai cd co ché chéng lai viéc bi givi 1ap lai mét phan hodc
toan bd gai tin ca.

OE.DEVICE: Doi héi ciu phan SIC phai tham gia truc tiép vao giao thirc SAP dé tao cac yéu té dong
chdng 1ap lai.

- T.SIGNATURE_REQUEST DISCLOSURE (L5 lot théng tin yéu cu ky s8) dwoc gidi quyét bai:
OT.SAP: Doi hdi giao thirc bdo mat phai cé kha nang truyén tai dir liéu mot cach an toan (ma hoa
duong truyén).

- T.SAD_FORGERY (Gia mao géi di¥ liéu kich hoat SAD) dwoc gidi quyét béi:

OT.SAP: Boi hdi TOE phai c6 khd nang phat hién néu géi dir liéu SAD bj stra dbi trong qua trinh
truyén tai t&i TOE.

OT.SIGNATURE_AUTHENTICATION_DATA PROTECTION: Doi héi di¥ liéu xac thwc chir ky phai
duwoc bao vé trong subt qua trinh truyén téi TOE.

OE.SIGNER_AUTHENTICATION_DATA: Doi hdi nguwdi ky phai cé trach nhiém bao vé di liéu xac
thwe ciia minh.

OE.DEVICE: Poi hai thiét bi ciia ngudi ky phai tham gia chinh xac vao giao thirc SAP; d&c biét, thiét
bi khéng dwgc lam 16 dir liéu xac thyec.

T.DTBSR_FORGERY (Gia mao ma bam tai liéu can ky) dwoc giai quyét bdi:

OT.DTBSR_INTEGRITY: Doi héi tai san R.DTBS/R phai dwoc bdo vé tinh toan ven tuyét déi trong
qua trinh truyén tai t&i TOE.

OE.DEVICE: Doi hdi cAu phan SIC trén thiét bj dau cudi phai tham gia kiém soat chat ché trong giao
thirc SAP.

- T.SIGNATURE_FORGERY (Gia mao gia tri chi¥ ky sbé dau ra) dwoc giai quyét béi:

OT.SIGNATURE_INTEGRITY: Doi hdi chubi chir ky sb phai duwoc bao vé tinh toan ven tuyét déi ngay
bén trong ndi bé TOE.
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OT.CRYPTO: Boi héi phai sir dung cac thuat toan mat ma manh dwoc phé duyét d& chéng pha ma
chir ky.

- T.PRIVILEGED_USER_INSERTION (Cai c&dm trai phép Admin) duoc giai quyét bi:

OT.PRIVILEGED _USER_MANAGEMENT: Quy dinh chi cé Nguwdi dung cé d&c quyén hién tai méi cd
quyén tao m&i moét tai khoan R.Privileged_User.

OT.PRIVILEGED _USER_AUTHENTICATION: Doi hdi moi Nguwoi dung c6 dac quyén bét budc phai
dwoc xac thwe danh tinh trwde khi van hanh.

T.REFERENCE_PRIVILEGED_USER_AUTHENTICATION_DATA MODIFICATION (Stra dbi di¥ liéu
xac thwe ctiia Admin) duoc giai quyét bdi:

OT.PRIVILEGED USER_MANAGEMENT: Quy dinh chi c6 Ngudi dung cé ddc quyén mdi co quyén
stra dbi tai khoan R.Privileged_User.

OT.PRIVILEGED_USER_AUTHENTICATION: Yéu cau bat budc phai xac thwe danh tinh Admin.

OT.PRIVILEGED_USER_PROTECTION: Doi hdi thong tin ciia Nguwdi ding c6 dac quyén phai dwoc
bao vé tinh toan ven.

- T.AUTHORISATION_DATA_UPDATE (Cap nhat trai phép di liéu Gy quyén) dwoc gidi quyét bdi:

OT.SYSTEM_PROTECTION: Doi hdi moi hanh vi thay déi, stra ddi trai phép dbi véi cdu hinh hé
thdng ciia TOE déu phai bi phat hién ra ngay lap tic.

- T.AUTHORISATION_DATA_DISCLOSE (L6 lot d@ liéu Gy quyén) dwoc giai quyét bai:

OT.SYSTEM_PROTECTION: Doi hdi moi hanh vi tiép can hoac thay ddi trai phép déi voi ciu hinh hé
thdng clia TOE phai bi phat hién.

- T.CONTEXT_ALTERATION (Thay déi c&u hinh hé théng) duoc giai quyét béi:

OT.SYSTEM_PROTECTION: Doi hdi bat ky hanh vi stra dbi trai phép nao dbi véi ciu hinh chirc nang
an toan cua TOE phai bi phat hién.

- T.AUDIT_ALTERATION (Stra déi nhat ky kiém toan) dwoc giai quyét béi:

OT.AUDIT_PROTECTION: Doi hdi moi hanh vi can thiép, sra ddi dir liéu nhat ky kiém toan
(R.AUDIT) d&u phai bi hé théng phat hién.

- T.RANDOM (T4n céng suy doan sé ngau nhién) dwoc gidi quyét béi:

OT.RANDOM: Doi héi cac s6 ngau nhién dwoc sinh ra phai khéng thé dy doan trwdc va dat d6 hdn
loan (entropy) day da.

7.5.3 Chinh sach bao mat cta té chirc va Muc tiéu bao mat (Organizational security policies
and objectives)

OSP.RANDOM duwoc gidi quyét béi:

OT.RANDOM: Doi hdi cac sd ngau nhién hé thdng st dung phai khéng thé dy doan va cé dd hén
loan (entropy) cao, dap ng céc tiéu chi do lwdng chat lwong cu thé.

OSP.CRYPTO duoc giai quyét bai:

OT.CRYPTO: Poi hdi bat budc phai str dung cac thuat toan, tham sb thuat toan va do dai khoa mat
ma da duwoc cac co quan quan ly co thAm quyén phé duyét.
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OE.CRYPTOMODULE_CERTIFIED: Doi héi hé théng phai str dung mot moé-dun mat ma (HSM) da
duwoc chirng nhan dé cung cap méi truéng chdng can thiép vat ly, thue thi cac chire ndng mat ma va
sinh s& ngau nhién.

7.5.4 Gia dinh va Muc tiéu bao mat (Assumptions and objectives)

A.PRIVILEGED_USER duwoc giai quyét béi:

OE.TW4S_CONFORMANT: Doi hdi méi trong van hanh noi TOE chay phai tuan thé tiéu chuén [EN
419 241-1], trong d6 Piéu khodn SRG_M.1.8 quy dinh bat budc cac quan tri vién hé théng phai duoc
dao tao bai ban va chuyén nghiép.

A.SIGNER_ENROLMENT dwoc gidi quyét béi:

OE.ENV: Doi héi Té chirc cung cap dich vu tin cay (TSP) phai trai qua cac ky kiém toan chirng nhan
dinh ky d& dam bao khau dang ky hd so tuan thd nghiém ngét theo luat dinh.

A.SIGNER_AUTHENTICATION_DATA PROTECTION dwoc giai quyét bai:

OE.SIGNER_AUTHENTICATION_DATA: Doi héi ngudi ky phai cé nghia vu tw bao vé va gilr bi mat
tuyét dbi cac yéu td xac thue ca nhan cia minh.

A.SIGNER_DEVICE dworc gidi quyét bdi:

OE.DEVICE: Doi héi thiét bi dau cudi ctia nguwdi ky (dién thoai/may tinh) phai cé cac bién phap tw bao
vé dé chéng lai ma doc va phan mém gian diép.

A.CA duwoc gidi quyét béi:

OE.CA_REQUEST CERTIFICATE: Doi hdi hé théng CA bén ngoai phai thuc hién dung quy trinh
nghiép vu dé& clp cac chirng thw sb c6 chira chinh xac khoa céng khai SVD duoc giri sang.

A.ACCESS_PROTECTED dwoc giai quyét béi:

OE.ENV: Doi héi TOE phai dwgc dat va van hanh trong mét méi trwong dwgc bao vé nghiém ngat
bang cac co ché kiém soat tiép can vat ly (Trung tm dir liéu dat chuén).

A.AUTH_DATA duoc giai quyét béi:

OE.DEVICE: Doi hai thiét bi dau cudi ca nhan cia ngudi ky phai tham gia thwe thi mét cach chinh xac
cac buwéc quy dinh trong giao thire kich hoat chir ky SAP.

A.TSP_AUDITED duwoc gidi quyét bdi:

OE.ENV: Doi hdi hé théng phai dwoc trién khai va van hanh béi mét td chirc cung cép dich vu tin cay
da dwoc cap phép va da dwoc kiém toan dat chuan.

A.SEC_REQ duwoc giai quyét bdi:

OE.TW4S_CONFORMANT: Doi hdi toan bd hé théng tdng thé noi TOE van hanh phai dat chirng
nhan tuan tha day da khung tiéu chudn bao mat hé théng tir xa EN 419241-1.

8 Pinh nghia thanh phan mé réng
8.1 L&p FCS: Ho tror mat ma (Class FCS: Cryptographic Support)

8.1.1 Téng quan
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Lép FCS: Hb tro mat ma (Cryptographic Support) nhw dwoc dinh nghia trong [CC2] dwoc mé rong thém mot

ho (family) m&i, d6 la: Khéi tao sd ngau nhién (FCS_RNG). Ho nay lién quan truc tiép dén cac chirc néng sinh

s6 ngau nhién an toan trong mat ma.

So dd phan ra cau trac dwdi day minh hoa cac thanh phan cét I6i cla Lép FCS: H6 tro mat ma sau khi da
dwoc bd sung thém ho méi FCS_RNG:

1
2

FCS_CKM: Cryptographic key management
3
4
FCS_COP: Cryptographic operation 1
FCS_RNG: Generation of random numbers 1

Hinh 2

8.1.2 Khéi tao s6 ngau nhién (FCS_RNG)

Ho (family) nay mé ta cac yéu cau chirc ndng ddi véi quy trinh khéi tao sd ngau nhién dwoc st dung cho cac
muc dich mat ma.

Hanh vi ctia ho (Family behaviour):

Ho nay dinh nghia cac yéu cau vé mat chéat lwong déi véi quy trinh khéi tao sé ngau nhién, cac sé ngau nhién

nay dwoc thiét k& dé& str dung cho cac muc dich ma héa mat ma va an toan hé théng.

Phan cip ciu phan (Component levelling):

| FCS_RNG: Khéi tao s6 ngdu nhién |

| | FCS_RNG.1 Khéi tao s6 ngéu nhién | |
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FCS_RNG.1 (Kh&i tao sd ngau nhién): Yéu cau viéc khéi tao cac sb ngiu nhién phai dap (rng mét tiéu chuan

chét lwgng dinh trwdc, ddm bao tinh khong thé dw doan va cé dd hén loan (entropy) day du.

FCS_RNG.1.1 TSF (Chtrc nang an toan ctia TOE) phai cung cAp mét bo sinh sb ngau nhién [lwa chon: vat ly
(physical), thuc té phi vat ly (non-physical true), tién dinh (deterministic), vat ly lai (hybrid physical), tién dinh lai

(hybrid deterministic)] dé thwc thi: [gan: danh sach cac kha nang/tinh ndng an toan].

FCS_RNG.1.2 TSF phai cung cap cac [lwa chon: bit, octet cla bit, cac sd [gan: dinh dang cutia cac sé]] dap tng

[gan: moét thwée do chét lwong dinh nghia truécl.
- Lwu y tng dung 27 (Application Note 27)

B6 sinh sb ngau nhién vat ly (Physical RNG): Tao ra s6 ngau nhién théng qua mét nguén nhiéu dwa trén cac

quy trinh vat ly ngau nhién (vi du: nhiéu nhiét, nhiéu ban dan).

B sinh sb ngau nhién thuwc té phi vat Iy (Non-physical true RNG): St dung nguén nhiéu dwa trén cac quy trinh

ngau nhién phi vat ly nhw sy twong tac cla con ngudi (tbc dd gd phim, chuyén déng cltia chuét).

B sinh s6 ngau nhién tién dinh (Deterministic RNG): Str dung mét dir liéu hat gibng ngau nhién (random seed)

dé tao ra két qua dau ra gia ngau nhién (pseudorandom).

B& sinh sb ngau nhién lai (Hybrid RNG): Két hop cac nguyén ly ctia bd sinh s6 ngau nhién vat ly va tién dinh.

Trong dé:

B& sinh s& ngau nhién vat ly lai (Hybrid physical RNG): Tao ra mét lwong dd hén loan (entropy) ti thiéu bang

ho&c I&n hon lwong entropy ma két qua dau ra cia RNG cé thé chira.

B& sinh s6 ngau nhién tién dinh lai (Hybrid deterministic RNG): C6 trang thai ndi bd chra entropy twoi mai

(fresh entropy), nhuwng lwgng entropy nay thap hon lwong entropy ma két qua dau ra cia RNG c6 thé chira.

9 Cac yéu cau bao mat (Security Requirements)
9.1 Quy wérc khi trinh bay hé so bao vé

Céac quy wéc dwdi day duoc stv dung thdng nhét trong viéc dinh nghia cac Yéu cau chirc nang an
toan (SFRs):

« Tinh chinh (Refinements): Cac ndi dung tinh chinh dwoc thyc hién truc tiép trong tai liéu H6
so bao vé (PP) nay ludn ludn 1a cac phan cap nhat, stra déi cia van ban gbc thudc SFR.
Chung duoc danh diu bang dinh dang chir in dam va van ban gbc ban dau sé dwoc ghi chu
& phan chan trang (footnote).

« Lwa chon (Selections): Cac ndi dung lwa chon da duwoc thwe hién sén trong tai liéu PP nay
duwoc viét bang dinh dang chi in nghiéng, va van ban gbc ban dau sé dwoc ghi chd & phan
chan trang. Ddi v&i cac ndi dung lwa chon dwoc dé trbng nham muc dich cho tac gia tai liéu
Muc tiéu bdo mat (Security Target - ST) tw dién vao, ching sé& xuét hién trong dau ngoic
vudng kém theo chi dan can thuc hién lwa chon, [lwa chon: ], va md ta cta cac phwong an lya
chon sé& duoc viét bang chi in nghiéng.
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« Gan gia tri (Assignments): Cac ndi dung gan gia tri da dwoc thwe hién san trong tai liéu PP
nay duoc viét bang dinh dang chi¥ in nghiéng, va van ban gbc ban dau sé& dwoc ghi chu &
phan chan trang. Dbi v&i cac ndi dung gan gia tri dwoc dé tréng nham muc dich cho tac gia tai
liéu ST tw dién vao, ching sé xuat hién trong dau ngodc vuéng kém theo chi dan can thuwc hién

gan gia tri, [gan: ], va phan mb ta ndi dung gan gia tri s& dwoc viét bang chir in nghiéng.

« Lap lai (Iterations): Cac thao tac 1ap lai dbi v&i mét thanh phan SFR (khi 4p dung cho cac muc
tiéu khac nhau) dwoc ky hiéu bang mét dau gach chéo / kém theo ma dinh danh phan biét

phép 18p dat ngay sau ma hiéu cia ciu phan dé (vi du: FCS_COP.1/Signing).

9.2 Cac Chu thé, Béi twong va Thao tac van hanh (Subjects, Objects and Operations)

Muc nay mé ta chi tiét danh muc cac cha thé (cha thé kich hoat hanh déng), déi twong (tai san chiju

tac déng) va cac thao tac van hanh duoc hé tro va kiém soat béi TOE.

Bang 9
Subject M6 ta chi tiét
R.Signer Dai dién trong TOE, ngwdi dung cudi mubn tao chiy ky dién tr

R.Privileged_User

Dai dién cho bén trong TOE, mét ngwdi ding ddc quyén co thé quan
tri TOE va mot sO hoat déng lién quan dén R.Signer

Bang 10

Object

Mo ta chi tiét

R.Reference Privileged Us
er
_Authentication Data

D@ lieu dwgc TOE str dung dé xac thuc Nguwoi dung d&c quyén

R.Reference_Signer_Authenti

D liéu dwoc TOE st dung dé xac thuc Nguwoi ky

cation_Data

R.SVD Phan cong khai ctia cip khéa chiv ky R.Signer

R.Sign_Key_Id S6 nhan dang dai dién cho phan riéng tw clia cap khoa chiy ky
R.Signer

R.DTBS/R D@ liéu dwoc ky két dai dién

R.Authorisation_Data

D@ liéu dwoc Mo-dun mat ma st dung dé kich hoat phan riéng tw cla
cap khoéa chir ky R.Signer

R.Signature

Két qua ctia mét hoat dong chiv ky

R.TSF_DATA

D liéu cAu hinh TOE
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Bang 11

Subject

Operation

Object

M6 ta chi tiét

R.Privileged_User

Create_New_Pr
ivileged_User

R.Privileged_User
R.Reference Privileged Us

er
_Authentication_Data

Mot ngwdi dung dac quyén
m&i cé thé dwoc tao bao
gdm ddi twong dai dién cho
nguwdi dung ddc quyén méi
cling nhw dbi twong duoc
st dung dé& xac thuc nguoi
ding d&c quyén méi duoc
tao.

R.Privileged_User

Create_New_Si
gner

R.Signer

R.Reference_Signer_Authenti
cation_Data

Co6 thé tao nguoi ky méi
bao gdbm ddi twong dai dién
cho nguwéi ky méi cling nhw
déi twong dwoc st dung dé

quyéen

nce

xac thyc ngudi ky moi
duoc tao.
R.Privileged_User Generate_Signe | R.Signer Mét cap khoa cé thé dwoc
R.Signer r_Key_Pair R.SVD tao va gan cho nguoi ky.
R.Sign_Key_Id
R. Nguwd&i dung Signer_Mainten | R.Signer Mét cap khda co thé bi xéa
dac quyén ance R.SVD khéi ngwoi ky.
R.Signer R.Sign_Key Id
R. Ngwoi dung dac Supply_DTBS R.Signer D& lieu duoc ky b&i mot
quyeén IR R.DTBS/R nguoi ky cé the dwoc cung
cap b&i mét ngudi dung co
dac quyén.
R.Signer bang ky R.Authorisation_Data Nguwoi ky co thé ky di lieu
R.Signer dé dwoc ky dan dén mot
R.Signs_Key _Id chr ky.
R.DTBS /R
R.Signature
R. Nguoidung ddc | TOE_Maintena | R.TSF_DATA CAu hinh TOE c6 thé dwoc

duy tri b&i mot ngudi dung
dac quyen.

9.3 Téng quan vé cac SFR (SFRs overview)

Muc nay cung cap mét cai nhin tdng quan vé cach thirc cac Yéu cau chirc ndng an toan (SFRs)
lién két chat ché véi nhau nham x& ly cac kich ban str dung TOE va bao vé dbi twong Nguwdi ky

(R.Signer).

- Bbi twong Nguoi ky (Signer object)
FIA_ATD.1 va FIA_USB.1 doi héi dbi twong R.Signer bat budc phai dwoc thiét 1ap va duy tri

trang thai an toan b&i TOE.

FDP_ITC.2/Signer mb ta chi tiét cac yéu ciu bdo mat dbi véi qua trinh nhap khau (import) dbi

twong R.Signer tr méi trwdng ngoai vao hé thdng.

FDP_ETC.2/Signer md t& cac yéu cau bdo mat dbi véi qua trinh xuat khau (export) déi twong

R.Signer ra ngoai pham vi TOE.

FDP_UIT.1 doi héi dbi twong R.Signer phai dwoc bdo vé toan ven tuyét dbi div liéu khi thuc

hién cac thao tac nhap khau va xuét khau nay.
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FPT_TDC.1 yéu cau TOE phai c6 kha nang dién giai chinh xac cac dir liéu lién quan dén déi
twong R.Signer khi dwoc chia sé hoac truyén nhan véi ('ng dung may chi ky s6 (SSA).

FMT_MSA.1, FMT_MSA.2 va FMT_MSA.3 md t& cac quy tdc phan quyén cho viéc khéi tao,
duy tri va st dung déi twong R.Signer cling nhw dét ra cac yéu cau rang budc kj thuat dbi voi
gia tri thuodc tinh cta dbi twong nay.

- Xac thye danh tinh (Authentication)

FIA_AFL.1 thiét lap co ché gii han sb lan th&r xac thuc sai lién tiép (ngan chan cac cudc tan
cbng do quét/brute-force mat ma).

FDP_UCT.1 ddm bao rang toan bo dir liéu kiém soat truy cap va dir liéu dong thdng tin nhay
cam bét budc phai dwoc truyén tai dwéi dang ma hoa bi mat (confidential).

FIA_UID.2 va FIA_UAU.1 yéu cau moi ngw®i dung bét budc phai dwoc dinh danh (identified) va
xac thue (authenticated) thanh céng trwde khi hé thdng cho phép thuce thi bat ky hanh ddong nao
dai dién cho ngw¢i dung do.

FIA_UAU.5/Signer va FIA_UAU.5/Privileged User d&c t& danh muc cu thé cac co ché xac thuc
duwoc hé théng chip nhan déi véi tirng nhom déi twong twong rng.

- Kh&i tao cdu phan Nguoi ky (Create Signer)

FDP_ACC.1/Signer Creation két hop v&i FDP_ACF.1/Signer Creation md ta chi tiét cac quy tac
va chinh sach kiém soat truy cap bat budc phadi ap dung khi khéi tao méi mét ddi twong
R.Signer trong hé théng.

FIA_USB.1 dinh nghia cac quy tc Gy quyén lién két thudc tinh an toan phuc vu khau tao tai
khoan nguwoi ky maoi.
- Khéi tao cap khoda ky (Signer Key Pair Generation)

FDP_ACC.1/Signer Key Pair Generation va FDP_ACF.1/Signer Key Pair Generation mo ta
chinh sach kiém soat truy cap nghiém ngét ddi v&i tac vu sinh cap khoa ky.

FCS_CKM.1 quy dinh cac tiéu chuén va thuat toan ap dung cho qua trinh sinh cac cdp khoa ky
an toan cua khach hang.

- Xbéa khoa ky ctia ngudi dung (Signer Key Pair Deletion)

FDP_ACC.1/Signer Key Pair Deletion va FDP_ACF.1/Signer Key Pair Deletion mé ta quyén
han kiém soat truy cap dbi véi hanh vi xéa bd cap khoéa ky.

FCS_CKM.4 bt budc cac khoa bi mat khi x6a phai dwoc hily bd mot cach an toan tuyét ddi
(Zeroization/pha hly ddu vét bd nhé), khéng thé khéi phuc lai.

- Bao tri thong tin nguwoi ky (Signer Maintenance)

FDP_ACC.1/Signer Maintenance va FDP_ACF.1/Signer Maintenance md ta cac yéu ciu kiém
soat truy cap déi vdi tdc vu cap nhat, thay déi di¥ lieu xac thwc nguwdi ky tham chiéu
(R.Reference_Signer_Authentication_Data) thudc dbi twong R.Signer.

- Cung cap gia tri bam tai liéu can ky (Supply DTBS/R)

FDP_ACC.1/Supply DTBS/R va FDP_ACF.1/Supply DTBS/R mé ta cac yéu ciu kiém soat
quyén truy cap, quy dinh chi nhirtng Nguwoi dung c6 dac quyén (Privileged User) dwoc Gy quyén
m&i cd quyén nap/cung cap gia tri bAm cla tai liéu can ky (R.DTBS/R) vao 16i hé thdng.
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- Thuec thi tao chiv ky sb (Signing)

FDP_IFF.1/Signer va FDP_IFC.1/Signer md ta chinh sach kiém soat ludng théng tin va cac diéu
kién tién quyét bat budc phai théda man trwdc khi mot 1&énh tao chir ky sb c6 thé duoc trién khai
thuc té.

FDP_UIT.1 yéu cau doi twong dir liéu kich hoat chir ky R.SAD phai dwgc bao vé toan ven,
chdng lai moi hanh vi stra dbi trai phép va bé gay cac cudc tan cong 13p lai (replay attacks).
FDP_ACC.1/Signing va FDP_ACF.1/Signing dac t& ma tran kiém soat truy cap truc tiép cho
phién ky sb.

FCS_COP.1 yéu cau TOE phai thwc hién tac vu tinh todan mat ma dé tao ra chir ky sbé
(R.Signature) tuan tha chinh xac theo danh muc cac giai thuat an toan dwoc chi dinh cu thé
trong tai liéu ST.

- Bi twong Nguwoi dung c6 dac quyén (Privileged User object)

FIA_ATD.1 va FIA_USB.1 yéu ciu dbi twong di liéu quan tri R.Privileged_User phai dwoc TOE
bado vé va quan ly thudc tinh an toan én dinh.

FDP_ITC.2/Privileged User quy dinh cac yéu cau ky thuat an toan khi nhap khau div liéu tai
khoan Admin.

FDP_ETC.2/Privileged User quy dinh cac yéu cau ky thuat khi xuat khau dir liéu tai khoan
Admin.

FDP_UIT.1 bao vé tinh toan ven di¥ liéu cta tai khodn R.Privileged User khi thwc hién ludng
nap/xuét thdng tin.

FPT_TDC.1 yéu ciu TOE c6 nang lwc ddng bd va dién giai dung cau trac div liéu cla tai khoan
Admin khi chia sé théng tin v&i hé thbng SSA ngoai.

FMT_MSA.1, FMT_MSA.2, FMT_MSA.3 mé t& cac quy tac quan ly, stra dbi thudc tinh va thiét
lap gia tri an toan mac dinh cho nhém tai khoan quan tri.

- Khéi tao tai khoan quan tri (Privileged User Creation)

FDP_ACC.1/Privileged User Creation va FDP_ACF.1/Privileged User Creation thiét 1ap chinh
sach kiém soat truy cap nghiém ngat dé tao méi mot tai khodn Admin (ngan chan hanh vi cai
cam tai khoan quan tri ma).

FIA_USB.1 quy dinh cac rang budc vé quyén han khi gan thudc tinh an toan cho Admin méi.
- B&o tri hé théng TOE (TOE Maintenance)

FDP_ACC.1/TOE Maintenance va FDP_ACF.1/TOE Maintenance kiém soat cac Iénh can thiép
sau vao nhan cau hinh cbt 16i ctia TOE.

FMT_SMF.1 va FMT_SMF.2 yéu cau TOE phai cung cap day du cac giao dién/ham chirc ndng
quan tri dé thye thi viéc quan ly hé thdng, phan vai trd (Roles) va quan ly ngwoi dung (Users).

- Nhat ky kiém toan (Audit)

FAU_GEN.1 va FAU_GEN.2 dinh nghia chi tiét danh muc ciu tric cac sw kién bao mat hé
thdng bat budc phai ghi log (nhw tao khoéa, xéa khda, phién dang nhap, thay dbi cu hinh) va tw
ddng gén vét sw kién dé véi dinh danh tai khoan chinh xac cla ngudi thwe hién.

- Kénh truyén théng bao mat (Communication)
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FPT_ITC.2 yéu cau toan bd cac kénh truyén két ndi va dir liéu di vao TOE béat budc phai co
ngudn gbc dinh danh tin cay phat ra tir (’ng dung SSA.

FTP_TRP.1/SSA va FTP_TRP.1/SIC thiét lap co ché thiét l1ap dwdng truyén bao mat an toan
cao (Trusted Path) do chinh Nguoi dung cé ddc quyén hodc Nguwoi ky chi déng khdi tao, bao
vé ludng dir liéu chéng nghe trém va can thiép gitra duong.

9.4 Cac yéu cau chirc nang bao mat (Security Functional Requirements)

Cac yéu cau chirc ndng bado mat (SFR) riéng biét dwoc d3c ta cu thé trong cac phan doan duéi day.
9.4.1 Kiém toan bao mat (Security Audit - FAU)

FAU_GEN.1 Sinh nhat ky kiém toan (Audit data generation)

e FAU_GEN.1.1: TSF (Chtrc ndng bdo mat ctia TOE) phai c6 kha nang tao ra mot ban ghi kiém
toan dbi véi cac s kién co thé kiém toan (auditable events) sau day:

o a)Khéi dong (Start-up) va tat (Shutdown) cac chirc nang kiém toan:;

o b) Tét ca cac suw kién c6 thé kiém toan dbi véi mirc d6 kiém toan [lwa chon: tdi thiéu
(minimum), co ban (basic), chi tiét (detailed), khong quy dinh]; va

o ¢) Quan ly Ngudi ding cé dac quyén (Privileged User management);

o d) Xac thwe Nguoi dung cé dac quyén (Privileged User authentication);
o €)Quan ly Ngudi ky (Signer management);

o f) Xac thuwre Ngwoi ky (Signer authentication);

o @) Sinh cap khoa ky (Signing key generation);

o h) Hay bo khda ky (Signing key destruction);

o i) Kich hoat va s&r dung khda ky (Signing key activation and usage), bao gdm ca ma bam
(hash) ciia di¥ liéu can ky R.DTBS/R va chir ky s6 dau ra R.Signature;

o j) Thay dbi cau hinh ciia TOE (Change of TOE configuration);
o k) [gan: cac sw kién c6 thé kiém toan cu thé khac].

Lwu y rng dung 28 (Application Note 28): Tac vu quan ly cac déi twong R.Privileged_User (Nguoi
dung cé dac quyén) va R.Signer (Ngudi ky) phai bao gébm tat ca cac sy kién lién quan dén viéc khéi tao,
stra dbi hoac xda bd cac dbi twong nay. Tac vu xac thwe Nguodi ky phai bao gdbm cé cac sw kién xac
thwe that bai dbi véi mot khdng dinh danh tinh (assertion) dwoc cung cp bédi mét bén dwoc Gy quyén
(delegated party). Viéc thay dbi cAu hinh TOE phai bao gdm tat ca cac sw kién khdi tao, stra ddi va xo6a
bd dbi twong cau hinh.

Lwu y (rng dung 29 (Application Note 29): Viéc tao ra mot yéu cau chirng nhan (certification request)
chinh 1a mét hanh vi st dung khda ky va bat budc phai dwoc lwu vét trong nhat ky kiém toan.

Lwu y (rng dung 30 (Application Note 30): Mot sé giai phap trién khai thuc té co thé khéng ghi nhan
trwc tiép gia tri ma bam R.DTBS/R vao nhat ky kiém toan vi ly do bdo vé quyén riéng tw ctia ngwoi dung.
Déi v&i cac hé théng nhu vay, tac gia tai liéu ST (Muc tiéu bado mat) phai md ta ré phwong phap stv dung
nhat ky kiém toan dé chirng minh moét gia tri R.DTBS/R cu thé da dwoc ky sb thanh cong.

o FAU_GEN.1.2: TSF phai ghi lai trong méi ban ghi kiém toan tdi thiéu cac thong tin sau day:

o a) Ngay gio dién ra sw kién, loai sw kién, dinh danh chd thé (néu c6), va két qua (thanh
coéng hodc that bai) ctia sw kién;
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o b) Dbi véi mbi loai sy kién kiém toan, dwa trén dinh nghia vé& cac sy kién c6 thé kiém

toan clia cac thanh phan chirc ndng c6 trong tai liéu PP/ST: [gan: Loai hanh dong dwoc

thwe hién (thanh céng hodc that bai), dinh danh cda vai trd thwc hién thao tac, va [gan:
céac thong tin lién quan dén kiém toan khac]].

Lwu y trng dung 31 (Application Note 31): Nhat ky kiém toan (Audit trail) tuyét dbi khong dwoc chira
bat ky di¥ liéu nao cho phép khdi phuc lai cac théng tin nhay cdm cla ngwdi ding, bao gdm: D liéu
kich hoat chlr ky (R.SAD), D& liéu xac thwc nguwdi ky tham  chiéu
(R.Reference_Signer_Authentication_Data) va D liéu Gy quyén (R.Authorization_Data).

FAU_GEN.2 Gan vét dinh danh kiém toan (User identity association)

o FAU_GEN.2.1: DBbi v&i cac su kién kiém toan phat sinh tir hanh déng ctia nhirtng ngwdi dung da
duwoc dinh danh, TSF phai c6 kha néng lién két tirng sw kién cé thé kiém toan dé véi dinh danh
chinh xac ctia ngwoi dung da gay ra sw kién.

9.4.2 H6 tro mat ma (Cryptographic Support - FCS)
FCS_CKM.1 Sinh khéa mat ma (Cryptographic key generation)

e FCS_CKM.1.1: TSF phai tao ra cac khéa mat ma tuan thi chinh xac theo thuat toan sinh khoa
mat ma dwoc chi dinh [gan: thuat toan sinh khéa mat ma] va kich thuwédc khéa mat ma dwoc chi
dinh [gan: kich thwéc khéa mat ma] dap (ng cac tiéu chuan sau: [gan: danh sach cac tiéu
chuén].

Lwu y rng dung 32 (Application Note 32): TOE dwoc ky vong sé str dung mét moé-dun mat ma
(Cryptographic Module) d3 dwoc chirng nhan tuan tha tiéu chudn [EN 419 221-5] dé thwe hién khau sinh
khéa (xem thém muc OE.CRYPTOMODULE_CERTIFIED). Mac du ban than I16i TSF ctia phan mém cé
thé khong tw sinh khéa, SFR nay thé hién yéu ciu bat buéc TSF phai goi/kich hoat mé-dun mat ma
phan ctrng (HSM) véi cac tham sé thich hop béat civ khi ndo cé yéu ciu sinh khoéa hé théng. Hwéng dan
vé cac thuat todn mat ma bao mat cé thé tham khao tai tiéu chuan [ETSI TS 119 312] va tai liéu cla
nhom [SOGIS].

Lwu y tvng dung 33 (Application Note 33): Tai liéu ST dw kién sé& sir dung cac khéa mat ma cho nhiéu
muc dich khac nhau (vi du: khéa ng dung, khdéa ha tang, khda phién,...). Tac gia tai liéu ST nén thuc
hién 1ap lai (iteration) SFR nay cho ting loai khéa (vi du: FCS_CKM.1/RSA va FCS_CKM.1/AES) ma hé
thdng tw tao ra.

FCS_CKM.4 Huy khéa mat ma (Cryptographic key destruction)

e FCS_CKM.4.1: TSF phai hly bé cac khéa mat ma tuan tha chinh xac theo phwong phap hay
khéa mat ma dwoc chi dinh [gan: phwong phap hdy khéa mat ma] dap &ng cac tiéu chuan sau:
[gan: danh s&ch cac tiéu chuan].

Lwu y rng dung 34 (Application Note 34): TOE dwoc ky vong sé st dung md-dun mat ma dat chuan
[EN 419 221-5] dé thuc hién tac vu hdy khéa. M&c du 16i TSF c6 thé khéng truc tiép xda hat vat ly cia
khéa, SFR nay yéu ciu TSF phai goi ham hdy cia mé-dun mat ma véi cac tham sé chuén xac. Tai liéu
ST phai chi ré phwong phap phéa hiy bdo mat (Zeroization) dbi vai tt ca cac khéa bi mat va khéa hé tro
dé dam bao khong dé lai dau vét trong bd nhé. Tac gid ST cé thé dung mé ta hanh dong ky thuat thuc té
thay vi vién dan mét tiéu chuan bén ngoai tai 6 gan cubi cung.

FCS_COP.1 Van hanh méat ma (Cryptographic operation)

e FCS_COP.1.1: TSF phai thyc hién [gan: danh sach cac tac vu van hanh mat ma] tuan tha chinh
xac theo thuat toan mat ma dwoc chi dinh [gan: thuat toan mat ma] va kich thuwédc khéa mat ma
dwoc chi dinh [gan: kich thwéc khdéa mat ma] dap (rng cdc tiéu chudn sau: [gan: danh sach cac
tiéu chudn].
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Lwu y rng dung 37 (Appllcatlon Note 37): Déi véi dich vu chi¥ ky sb trong khdi Lién minh Chau Au
(EU), viéc hoan thién cAu phan nay phai tuan theo Dinh ché (EU) No 910/2014 [elDAS]. Tai Viét Nam,
khéu nay sé dwoc ST writer gan cac thuat toan quy dinh béi B6 Khoa hoc va Céng nghé nhw SHA-256,
RSA ttr 2048-bit tré Ién hoac ECC.

FCS_RNG.1 Khé&i tao sé ngau nhién (Generation of Random Numbers)

e FCS_RNG.1.1: TSF phai cung cdp mét bo sinh sb ngau nhién [lwa chon: vat ly, thuc té phi vat ly,
tién dinh, vat ly lai, tién dinh lai] dé thwc thi: [gan: danh sach cac tinh ndng bao mat].

o FCS_RNG.1.2: TSF phéi cung cép cac [lwa chon: bit, octet cta bit, cac sb [gan: dinh dang cla
cac s0]] dap rng [gan: mét thwde do chat lwgng dinh nghia trwéc.

Lwu y wng dung 39 (Appllcatlon Note 39): SFR FCS_RNG.1 nay chi ap dung néu phan mem TOE
duoc trién khai doc 1ap va nam ngoai ranh gidi vat ly cua mo -dun mat ma HSM. Néu TOE nam hoan
toan trong cung mét ranh gidi vat ly véi HSM, cac yéu ciu vé sinh sé ngau nhién da dwoc kiém soat bdi
tiéu chuan [EN 419 221-5].

9.4.3 Bao vé dir liéu ngwei dung (User Data Protection - FDP)

FDP_ACC.1 Kiém soat truy cap dwa trén cau phan (Subset access control)

Do tinh chat phan tach quyén han trong hé théng chir ky sb tr xa, yéu cau kiém soat truy cap
FDP_ACC.1 dwoc lap lai thanh nhiéu phan hé doc lap:

1. FDP_ACC.1/Privileged User Creation (Kh&i tao Ngwoi dung cé dic quyeén)

o FDP_ACC.1.1/Privileged User Creation: TSF phai thwc thi Chinh sach kiém soat truy cap khdi
tao Nguwoi dung cé dac quyén (Privileged User Creation SFP) ddi véi:

o Chu thé (Subjects): Ngudi dung c6 déc quyén (Privileged User).

o Doi twong (Objects): Cac thudc tinh bdo mat méi cia Ngwdi ding cé dac quyén chuan
bi dwoc tao ra.

o Thao tac (Operations): Create_ New_Privileged User: TOE khéi tao déi twong div liéu
R.Privieged User va dir lieu xac thwc tham chiéu twong (ng
R.Reference_Privileged_User_Authentication_Data dwa trén théng tin dwoc truyén t&i tir
mo6t Ngwdi dung cé dac quyén hién tai.

2. FDP_ACC.1/Signer Creation (Khé&i tao Nguwoi ky)

« FDP_ACC.1.1/Signer Creation: TSF phai thwc thi Chinh sach kiém soat truy cap khéi tao Nguoi
ky (Signer Creation SFP) déi véi:

o Chu thé: Nguoi dung cé déc quyén (Privileged User).
o Doi twong: Cac thudc tinh bdo mat méi chia dbi twong Ngudi ky chuén bi duoc tao ra.

o Thao tac: Create_New_Signer: TOE khéi tao thwc thé R.Signer va div liéu xac thuc
ngwdi ky tham chiéu R.Reference_Signer_Authentication_Data.

3. FDP_ACC.1/Signer Key Pair Generation (Sinh cap khéa ky)

« FDP_ACC.1.1/Signer Key Pair Generation: TSF phai thuc thi Chinh sach kiém soat truy cap
sinh cap khoa ky dbi voi:

o Chu thé: Nguoi dung cé dic quyén, Ngudi ky (Signer).
o Déi twong: Cap khoa ky sb clia khach hang.

o Thao tac: Generate_Signer_Key_ Pair.
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4. FDP_ACC.1/Signer Key Pair Deletion (Xé6a cap khéa ky)

« FDP_ACC.1.1/Signer Key Pair Deletion: TSF phai thuc thi Chinh sach kiém soat truy cap xéa
cap khoéa ky dbi voi:

o Chu thé: Nguoi dung c6 ddc quyén, Nguoi ky.
o Doi twong: Khda ky sb ctia khach hang (R.Signing_Key).
o Thao tac: Delete_Signer_Key_Pair.

5. FDP_ACC.1/Signer Maintenance (Bao tri Ngweoi ky)

« FDP_ACC.1.1/Signer Maintenance: TSF phai thyc thi Chinh sach kiém soat bao tri Ngudi ky
ddi voi:

o Chu thé: Nguoi dung c6 ddc quyén, hodc Ngudi ky sé hivu tai khoan.

o D6i twong: D liéu thude tinh ctia cdu phan R.Signer.

o Thao tac: Maint_Signer_Attributes (Cap nhat di¥ liéu xac thwc tham chiéu).
6. FDP_ACC.1/Supply DTBS/R (Cung cap gia tri bam tai liéu)

o FDP_ACC.1.1/Supply DTBS/R: TSF phai thwc thi Chinh sach kiém soat nap di liéu can ky ddi
Vi

o Chu thé: Nguwoi dung c6 dic quyén (Hé théng SSA trng dung may cha).
o D6i twong: C4u phan div liéu R.DTBS/R.
o Thao tac: Supply DTBS/R _To TOE.
7. FDP_ACC.1/Signing (Thwc thi ky sé)
« FDP_ACC.1.1/Signing: TSF phai thuyc thi Chinh sach kiém soat truy cap phién ky sé déi véi:
o Chu thé: Nguoi ky (hodc Chu thé dai dien dwoc Gy quyén hop phap).

o Débi twong: Khda ky bi mat R.Signing_Key, Di¥ liéu can ky R.DTBS/R va D liéu kich
hoat chir ky R.SAD.

o Thao tac: Sign_DTBS/R.
8. FDP_ACC.1/TOE Maintenance (Bao tri hé thong TOE)

o FDP_ACC.1.1/TOE Maintenance: TSF phai thuc thi Chinh sach kiém soat truy cap bao tri TOE
ddi véi nhém Nguwoi dung cé dac quyén quan tri cao cap khi thay dbi cac cau hinh 16i ciia phan
mém SAM.

FDP_ACF.1 Kiém soat truy cap dwa trén thudc tinh (Security attribute based access control)

M®&i phan hé thuéc tinh sé& di kém mot quy tac phé duyét hanh déng nghiém ngat tai muc FDP_ACF.1.
Duwéi day 1a déc ta tiéu biéu cho hai phan hé cbt 16i nhat cia hé thdng ky sb tir xa:

Phan hé Khé&i tao Nguwéi dung cé dic quyén (Privileged User Creation)

o FDP_ACF.1.1/Privileged User Creation: TSF phai thuwc thi Chinh sach dé kiém soat quyén truy
cap cla cac dbi twong dwa trén thudc tinh bado mat sau:

o (1) Liéu chud thé kich hoat cé phai la mét Nguoi dung cé dac quyén duoc cdp quyén khéi
tao tai khoan quan tri moi hay khéng.

« FDP_ACF.1.2/Privileged User Creation: TSF phai ap dung quy tic sau dé quyét dinh thao tac:
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o (1) Chi c6 Nguoi dung cé ddc quyén da duoc phan vai tro/quyén han ré rang méi duoc
phép thuere thi lénh Create_New _Privileged _User.

FDP_ACF.1.3 & .4: Cho phép thiét Iap cac quy téc phé duyét hodc tir chdi dac biét [gan: cac quy
tac bd sung hodc Khong cd.

Phan hé Thuwec thi ky sé (Signing) - L6i van hanh Smart CA

FDP_ACF.1.1/Signing: TSF phai thwc thi Chinh sach kiém soat truy cap phién ky s dwa trén
cac thudc tinh bao mat ctia dbi twong:

o Khoa ky s& hiru béi Ngudi ky (R.Signing_Key).
o Trang thai hop Ié va tinh toan ven cua D liéu kich hoat chi¥ ky s (R.SAD).

FDP_ACF.1.2/Signing: TSF chi cho phép thwc thi thao tac ky sé (Sign_DTBS/R) khi dap (ng
day du cac quy téc diéu kién tién quyét sau:

o (1) Di¥ liéu kich hoat chi ky sé R.SAD gu¥i Ién hé théng phéi duoc xéc thuc thanh cong.

o (2) Ma dinh danh cta Nguoi ky (Signer ID) duoc lién két trong géi diF liéu R.SAD phai
trung khép hoan toan véi ma dinh danh cua chu sé hiru Khéa ky bi mét R.Signing_Key.

o (3) Toan bo céc diéu kién str dung khéa ky quy dinh trong thuéc tinh bdo méat ciia Nguoi
ky phai duoc théa mén (vi du: chirng thw sé con hiéu luc, trang thai khéng bi tam dimg).

FDP_UIT.1 Bao vé tinh toan ven dir liéu truyén nhan (Data exchange integrity)

FDP_UIT.1.1: TSF phai thyc thi chinh sach kiém soat d& cé kha nang phat hién ra cac hanh vi
stra dbi dir lieu (modification), x6a bé (deletion), chén thém (insertion) va phat lai goéi tin
(replay) dbi v&i cac div liéu ngwdi dung dwoc truyén nhan gitva TOE va cac hé théng bén ngoai.

FDP_UIT.1.2: TSF phai c6 hanh dong ciu hinh sén [gan: hanh déng tir chdi Iénh, khéa phién
ho&c ghi log cadnh bao] khi phat hién ra bat ky 16i toan ven hodc hanh vi tAn céng phat lai nao déi
v&i goi di¥ lieu R.SAD va R.DTBS/R.

9.4.4 Binh danh va Xac thwc (Identification and Authentication - FIA)

FIA_AFL.1 Gi&i han s6 1an xac thwe sai (Authentication failure handling)

FIA_AFL.1.1: TSF phai phat hién khi sb lan thir xac thuwc khdng thanh cong lién tiép vwot qua
ngudng ciu hinh [gan: sb 1an thir sai, thuwéng tir 3 dén 5 1an] lién quan dén céac tac vu dang nhap
cta Ngudoi ky hoac Quan tri vién.

FIA_AFL.1.2: Khi sb lan thir sai vuwot qua nguwdng quy dinh, TSF phai thyc hién hanh déng:
khéa tam th&i hoac vé hiéu hoéa tai khoan [gan: thoi gian khdéa hodc yéu cau quy trinh mé
khoa tha cong tr Admin].

FIA_UAU.5 Co ché xac thwe linh hoat (Multiple authentication mechanisms)

FIA_UAU.5.1: TSF phai cung cap cac co ché xac thuc bao gdm: [gan: danh sach cac co ché xac
thwe nhw mat ma, OTP, SMS, Chir ky sb, Xac thuc sinh trdc hoc théng qua SAML/OIDC ho&c
dinh danh gian tiép] dé thwc hién viéc xac thuwc ngudi dung.

FIA_UAU.5.2: TSF phai ap dung céc co ché nay theo quy tic: Dir liéu kich hoat R.SAD chi dwoc
coi la hop 1é khi dwoc ky hodc xac nhan bdi chinh cac yéu té xac thwe manh dwoc céu hinh
riéng cho tai khoan Ngu&i ky dé.

9.4.5 Quan ly bao mat (Security Management - FMT)
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FMT_SMF.1 Dac ta cac chlrc nang quan ly: TSF phai cé6 kha nang thwc thi cac ham quan tri hé
thdng bao gdm: ciu hinh chinh sach bao mat, quan ly vong ddi tai khoan nguoi ding, thay ddi
khoa hé théng.

FMT_SMR.1 Vai trdo bao mat: TSF phai phan tach ré rang cac vai trd trong hé théng, tbi thiéu
bao gdm: Vai trd Nguoi ky (Signer) va Vai trd Ngwdi dung cé dac quyén (Privileged User - bao
gdm Admin hé théng va Ky thuat vién).

9.4.6 Bao vé cac chirc nang bao mat (Protection of the TSF - FPT / FTP)

FPT_TDC.1 Tin cay dir liéu giira cac hé thdng: TSF phai cé kha ndng dién giai ddng bd va
chinh xac cac thudc tinh bao mat ctia déi twong khi trao déi div liéu véi 'ng dung may chi SSA,
dam bao khong c6 sy sai l&ch thong tin dinh danh ngu i ky khi di vao 16i phan mém.

FTP_TRP.1 Kénh truyén tin cay (Trusted Path): TSF phai thiét lap mot kénh truyén thong tin
cay duoc bao vé bang cac giao thirc mat ma manh (nhw TLS 1.3 véi co ché xac thuc hai chiéu
mTLS), ngan chan hoan toan nguy co’ bi nghe trom (disclosure) hoac can thiép chinh stra di¥ liéu
trén dwong truyén tor thiét bj dau cudi ciia nguoi dung tdi hé thdng Smart CA.

9.4.7 Cac Kénh truyén/Dwong truyén tin cay (Trusted Paths/Channels - FTP)

1. Cau phan FTP_TRP.1/SSA: Pwong truyén tin cay két ndi véi Hé thong may chu ky s6 (SSA)

FTP_TRP.1.1/SSA: TSF phai cung cadp mét dwong truyén théng tin két ndi gitra chinh né va
nhirng ngudi dung thuéc nhédm [lwa chon: ttr xa (remote), cuc bd (local)] mang vai trd Nguwoi
dung cé dac quyén théng qua (rng dung SSA. Puéng truyén nay phai tach biét vé mat logic
(logically distinct) v&i cac dwdng truyén théng tin khac, ddng thdi phai ddm bao xac thuwc chac
chan cac diém cudi (endpoints) va bao vé dir liéu truyén tai chdng lai hanh vi [lwa chon: stra ddi
(modification), 16 Iot (disclosure), [gan: cac loai vi pham tinh toan ven hoac tinh bi mat khac]].

FTP_TRP.1.2/SSA: TSF phai cho phép [lwa chon: TSF, ngwoi dung cuc bd, nguwoi dung tir xa]
mang vai trd Nguwoi dung c6 dac quyén théng qua SSA chi ddng khéi tao giao tiép truyén théng
qua dwong truyén tin cay nay.

FTP_TRP.1.3/SSA: TSF phai bat budc str dung dwdng truyén tin cay déi véi cac tac vu sau:
1) FDP_ACC.1.1/Privileged User Creation (Kh&i tao Nguwdi diing c6 déc quyén)
2) FDP_ACC.1/Signer Creation (Kh&i tao Ngudi ky)

o (
o (
o (3) FDP_ACC.1/Signer Maintenance (Bao tri Nguwoi ky)

o (4) FDP_ACC.1/Signer Key Pair Generation (Sinh cap khoa ky cho ngu¢i ky)
(5) FDP_ACC.1/Signer Key Pair Deletion (Xéa cap khda ky cia nguwdi ky)
(6) FDP_ACC.1/Supply DTBS/R (Cung cép gia tri bam tai liéu can ky)

(7) FDP_ACC.1/TOE Maintenance (Bao tri hé théng TOE)

o (8) [lwa chon: xac thwc ngwdi dung ban dau, [gan: cac dich vu khac bat budc yéu cau
duwéng truyén tin cay]

Lwu y rng dung 73 (Application Note 73):

Vi khéng phai tat c& div liéu truyén téi TOE déu can dwoc bdo vé tinh bi mat, tiéu chuan
FTP_TRP.1/SSA chi dwa ra yéu cau bat budc 1a bdo vé dir lieu chdng lai hanh vi stra dbi/thao ting trai
phép (bao vé tinh toan ven).

2. Cau phan FTP_TRP.1/SIC: Bwéng truyén tin cay két ndi véi Cau phan giao tiép ngwei ky (SIC)
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e FTP_TRP.1.1/SIC: TSF phai cung cip mot duwong truyén thong tin két ndi gitra chinh né va
nhirng nguwdi dung thuéc nhém [lwa chon: tir xa, cuc bd] mang vai trd Nguwdi ky tir xa théng qua
cu phan SIC. Buwdng truyén nay phai tach biét vé mat logic v&i cac dwdng truyén théng tin
khac, ddng thdi phai dam bao xac thwc chac chan cac diém cudi va bao vé di liéu truyén tai
chéng lai hanh vi [lwa chon: stra ddi, 16 lot, [gan: cac loai vi pham tinh toan ven hodc tinh bi mat
khac].

e FTP_TRP.1.2/SIC: TSF phai cho phép [lwva chon: TSF, ngwoi dung cuc bd, ngwoi dung tir xa]
$7{158}$ mang vai trd Ngudi ky tir xa théng qua ciu phan SIC chi ddng khéi tao giao tiép truyén
thdng qua dwong truyén tin cay nay.

o FTP_TRP.1.3/SIC: TSF phai bat budc sir dung dwdng truyén tin cay dbi véi cac tac vu sau:
1) FDP_ACC.1/Signer Maintenance (Bao tri Nguoi ky)
2) FDP_ACC.1/Signer Key Pair Generation (Sinh cap khda ky cho nguw&i ky)

o

o

4) FDP_ACC.1/Signing (Thwc thi ky sb)

@)

(
(
o (3) FDP_ACC.1/Signer Key Pair Deletion (X6a cap khoa ky cia ngudi ky)
(
(

o (5) [gan: cac dich vu khac bét budc yéu cau dwédng truyén tin cay]

Lwu y trng dung 74 (Application Note 74):

Twong ty nhw trén, do khoéng phai moi dir liéu truyén tdi déu can ma héa bi mat, cdu phan
FTP_TRP.1.1/SIC chi bt budc yéu cAu bao vé chéng stra ddi di lidu. Nguoi viét tai lisu ST (Muc tidu
bao mat) phai mé ta chi tiét néu Giao thirc kich hoat chi¥ ky (SAP) dwoc str dung dé truyén tai thong tin
nhay cdm va néu rdé phwong thirc bao vé tinh bi mat cho khéi théng tin nay.

Hé thdng TOE khong bat budc phai xac duyét trwc tiép cdu phan SIC véi vai trd 1a mot diém cudi truyén
théng doc 1ap, ma né co thé tin twdng hoan toan dwa vao két qua clia quy trinh xac thwec ngudi ky
(Signer Authentication).

3. C4u phan FTP_ITC.1/CM: Kénh truyén tin cay két néi véi Mé-dun Mat ma (HSM)

o FTP_ITC.1.1/CM: TSF phai cung cap mét kénh truyén théng tin két néi gitra chinh né va [tinh
chinh: m6t mé-dun mat ma dwoc chirng nhan tuan tha theo tiéu chuan EN 419 221-5].

o Kénh truyén nay phai tach biét vé mat logic véi cac kénh truyén théng tin khac, déng thoi phai
dam bao xac thwc chic chan cac diém cudi va bao vé di liéu truyén tai chong lai hanh vi sira déi
(modification) hoac 16 lot (disclosure).

e FTP_ITC.1.2/CM: TSF phai cho phép TSF va [tinh chinh: m&t mé-dun mat ma dwoc chirng nhan
tuan thua theo tiéu chuan EN 419 221-5] chi dong khéi tao giao tiép truyén théng qua kénh
truyén tin cay nay.

o FTP_ITC.1.3/CM: TSF phai chi dong khdi tao két néi giao tiép théng qua kénh truyén tin cay nay
dé thuwe hién tac vu: [gan: danh sach cac ham chirc nang bat budc yéu cau kénh truyén tin cay].

Lwu y &rng dung 75 (Application Note 75):

Yéu cau FTP_ITC.1/CM bat budc phai dwoc hoan thién chi tiét trong tai liéu ST nham phan anh chinh
xac phuwong thirc két néi vat ly va logic gitka phdn mém TOE va mé-dun mat ma HSM, dong thoi 1ap
luan tinh an toan cda phwong thirc do.

Trong trwéng hop phan mém TOE va mé-dun mat ma HSM cung nam trong moét thiét bi phan cirng vat
ly duy nhat (vi du: phdn mém TOE |a mét (rng dung cuc bd chay trén may cha server va giao tiép truc
tiép v&i card HSM cdm qua céng PCI ndi bd), méi quan hé bdo mat nay phai dwoc lam rd dé chirng
minh tinh mién nhiém trwéc cac cudc tAn cong danh cap div liéu trén bo mach.
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9.5 Cac yéu cau dam bao an toan (Security Assurance Requirements)
Cép do yéu ciu ddm bao an toan (Assurance level) dwoc thiét 1ap cho hé théng |a EAL4+ va duoc gia
cwdng (augmented) thém thanh phan AVA_VAN.5 (DPanh gia mrc dd tén hai: Kha néng chdng tan cong
nang cao / Advanced vulnerability analysis). Cac ciu phan ddm bao an toan cu thé dwoc xac dinh chi

tiét trong bang dwéi day, véi thanh phan gia cwdng dwoc danh dau bang dinh dang chiv in dam.

Vi TOE dwgc van hanh bén trong mot méi trwdng dwoc bao vé nghiém ngét vé mét vat ly nhw da mo ta
trong muc muc tiéu madi trweong OE.ENV, quy trinh danh gia va kiém dinh tuan tha theo Hd so bao vé
(PP) nay théng thwéong sé khdng bao gém cac kich ban tan cong pha hoai vat ly (physical attacks) truc

tiép lén thiét bj.

Lé&p dam bao Cac thanh phan dam bao
Phat trién (ADV) M6 ta kién trac bao mat (ADV_ARC.1)
L&p ddm bao Cac thanh phan dam bao

Dac ta chirc nang hoan chinh (ADV_FSP.4)
Trinh dién trién khai TSF (ADV_IMP.1)
Thiét k& mo-dun co ban (ADV_TDS.3)

Tai liéu hwong dan (AGD) Hwdng dan st dung hoat déng (AGD_OPE.1)
Quy trinh chuan bi (AGD_PRE.1)

Hb tro vong doi (ALC) H6 tro san xuét, quy trinh chap nhan va ty dong hoa
(ALC CMC.4)

Sw cb theo déi pham vi CM (ALC_CMS .4)

Thu tuc giao hang (ALC_DEL.1)

Xac dinh cac bién phap bao mat (ALC_DVS.1)

M6 hinh vong ddi do nha phat trién xac dinh (ALC_LCD.1)

Céc cong cu phat trién dwoc xac dinh rd rang
(ALC TAT.1)

B&o vé Muc tiéu danh gia (ASE) | Tuyén bé vé sw phu hop (ASE_CCL.1)
Dinh nghia thanh phan mé réng (ASE_ECD.1)
Gidi thiéu ST (ASE_INT.1)

Muc tiéu bao mat (ASE_OBJ.2)

Yéu cau bao mat bat nguén (ASE_REQ.2)
Dinh nghia van dé bao mat (ASE_SPD.1)
Déc ta tém tét TOE (ASE_TSS.1)

Kiém tra (ATE) Phan tich vang pha séng (ATE_COV.2)
Ther nghiém: thiét ké co ban (ATE_DPT.1)
Kiém tra chirc nang (ATE_FUN.1)

Thir nghiém doc 1ap - mau (ATE_IND.2)

Tinh dé bj tdn thwong tham dinh, | Nang cao c6 phwong phap sw dé bj tén thwong phan
lwong dinh, danh gia (AVA) tich (AVA_VAN.5)
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10 Co’ s& ly luan (Rationale)

10.1 Co s& ly luan vé cac Yéu cau An toan (Security Requirements Rationale)

Bang dbi chiéu dwdi day dwoc sir dung dé chirng minh rang moi Y&u cau chirc nang an toan (SFR) déu
dwoc thiét 1ap nham dap ¢ng mot muc tiéu bado mat cu thé, va nguwoc lai, moi muc tiéu bado mat dé ra
déu dwoc bao quat day du bdi it nhat mot SFR. Bang nay khéng mang tinh chéat khép kin theo nghia
cau thanh tat ca cac diém giao chéo c6 thé xay ra gitra hai tap hop.

OT.SIGNER_PROTECTION (Bao vé Ngwoi ky): Muc tiéu nay duwgc x& ly bang cac yéu cau
xuét khau va nhap khau déi twong Nguwdi ky (R.Signer) mot cach an toan théng qua cac SFR:
FDP_ETC.2/Signer, FDP_IFC.1/Signer, FDP_IFF.1/Signer, FDP_ITC.2/Signer, FDP_UCT.1,
FDP_UIT.1 va FPT_TDC.1. Cac dac ta thuc té vé di liéu ciu thanh déi twong dwoc mé ta trong
FIA_ATD.1 va FIA_USB.1.

OT.REFERENCE_SIGNER_AUTHENTICATION_DATA (Bao vé Dir liéu xac thwc ngwoi ky
tham chiéu): Muc tiéu nay dwoc xir ly bédi FDP_ACC.1/Signer Creation, FDP_ACF.1/Signer
Creation, FDP_ACC.1/Signer Maintenance va FDP_ACF.1/Signer Maintenance. Cac SFR nay
mo ta quy téc kiém soat truy cap dbéi véi hanh vi khdi tao va cap nhat dbi twong Nguwoi ky
(R.Signer) cling nhw D liéu xac thwe nguoi ky tham chiéu
(R.Reference_Signer_Authentication_Data).

OT.SIGNER_KEY_PAIR_GENERATION (Sinh cap khoéa ky cua Ngw&i ky): Muc tiéu nay dwoc
dap (rng b&i cac yéu cau vé sinh khéa va thuat toan mat ma quy dinh tai FCS_CKM.1 va
FCS_COP.1. C4u phan FCS_RNG.1 cung c4p mét ngudn cip sd ngau nhién tin cay phuc vu
khau sinh khéa. FCS_CKM.4 mé ta& cac yéu cau dbi véi viéc hly bd/xda khda an toan. Cac SFR
FDP_ACC.1/Signer Key Pair Generation va FDP_ACF.1/Signer Key Pair Generation mé ta chinh
sach kiém soat truy cap ddi voi tac vu sinh cap khéa. FIA_USB.1 quy dinh rng dinh danh khoa
ky cha nguwdi ky (R.Signing_Key Id) phai duoc lién két chat ché voi dbi twong Nguwdi ky. Céu
phan FTP_ITC.1/CM dwoc sir dung dé thiét 1ap kénh truyén théng an toan véi Mo-dun Mat ma
(HSM).

OT.SVD (Bao vé Dir liéu xac thwc chiv ky s6 - Khéa céng khai): Muc tiéu nay dwoc x& ly bdi
cac yéu cau trong FDP_ACC.1/Signer Key Pair Generation va FDP_ACF.1/Signer Key Pair
Generation dé bao vé tinh toan ven cla khoa coéng khai khi xuét xwéng.

OT.PRIVILEGED_USER_MANAGEMENT (Quan ly Ngw®i dung cé diac quyén): Muc tiéu nay
dwoc dap rng béi cac yéu cau xuat khiu va nhap khau dbi twong Nguwdi ding cé déc quyén
(R.Privileged_User) mét cach an toan théng qua cac SFR: FDP_ETC.2/Privileged User,
FDP_IFC.1/Privileged User, FDP_IFF.1/Privileged User, FDP_ITC.2/Privileged User va
FPT_TDC.1. Céc thudc tinh di liéu thyc té dwoc dac ta trong FIA_ATD.1 va FIA_USB.1. Khau
xac thwc danh tinh cia Nguwdi dung cé dac quyén dwoc x& ly béi FIA_UID.2,
FMT_MSA.1/Privileged User, FMT_MSA.2 va FMT_MSA.3/Privileged User. Cac SFR
FDP_ACC.1/Privileged User Creation va FDP_ACF.1/Privileged User Creation md ta quy tac
kiém soat truy cap dé tao m&i mot tai khoan Ngudi dung co ddc quyén.

OT.PRIVILEGED_USER_AUTHENTICATION (Xac thwc Ngwéi dung cé dic quyén): Muc tiéu
nay dwoc dam bao xi ly b&i hé théng cac SFR: FIA_AFL.1 (x& ly dang nhap sai), FIA_UAU.1
(bat budc xac thuc) va FIA_UAU.5/Privileged User (co ché xac thuc linh hoat cho quan tri vién).

OT.PRIVILEGED_USER_PROTECTION (Bao vé tai khoan Ngwei dung cé diac quyén): Muc
tiéu nay dwoc x& ly bang cac yéu cau xuat khdu va nhap khiu déi twong Ngudi dung cé dac
quydn mot cach an toan (FDP_ETC.2/Privileged User, FDP_IFC.1/Privileged User,
FDP_IFF.1/Privileged User, FDP_ITC.2/Privileged User va FPT_TDC.1). C4u tric di¥ liéu cu thé
dwoc mo ta trong FIA_ATD.1 va FIA_USB.1. SFR FIA_UID.2 d&m bao rdng Ngudi ding c6 dac
quyén bat budc phai dwoc xac thwe thanh cong truée khi hé thdng cho phép ho thwe hién bat ky
thao tac quan tri nao.
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o OT.SIGNER_MANAGEMENT (Quan ly Ngwei ky): Muc tiéu nay dwoc x&r ly béi cac yéu cau

kiém soat truy cap trong FDP_ACC.1/Signer Creation, FDP_ACF.1/Signer Creation,

FDP_ACC.1/Signer Maintenance va FDP_ACF.1/Signer Maintenance. Viéc xac thywc danh tinh

cia Nguwdi ky va Nguwdi dung coé dic quyén dwgc quan ly chat ché béi FIA UID.2,

FMT_MSA.1/Signer, FMT_MSA.1/Privileged User, FMT_MSA.2, FMT_MSA.3/Signer va
FMT_MSA.3/Privileged User.

e« OT.SYSTEM_PROTECTION (Bao vé toan ven hé théng TOE): Muc tiéu nay dwgc dam bao
béi FMT_MTD.1 (quan ly dir liéu TSF), FMT_SMF.1 (giao dién ch&c nang quan ly) va
FMT_SMR.2 (phan dinh vai tr6 an toan). Cac SFR FDP_ACC.1/TOE Maintenance va
FDP_ACF. 1/TOE Maintenance mé ta cac quy téc kiém soat truy cap dé quan ly di¥ liéu cu hinh
TSF. Hai cdu phan FPT_PHP.1 va FPT_PHP.3 mé ta cac yéu cau bao vé vat ly va logic cho
TSF. FTP_TRP.1/SSA quy dinh réng chi c6 Ngwdi dung cé ddc quyén dwoc Gy quyén méi cd
quyén can thiép bao tri hé théng TOE.

o OT.AUDIT_PROTECTION (Bao vé nhat ky kiém toan): Muc tiéu nay dwoc xt ly bdng cac yéu
cau tao ban ghi nhat ky kiém toan trong FAU_GEN.1 va FAU_GEN.2, két hop v&i viéc st dung
ngudn nhan thi gian tin cay (reliable timestamps) quy dinh tai FPT_STM.1.

o OT.SAD_VERIFICATION (Xac minh Dir liéu kich hoat chir ky s8): Muc tiéu nay dwoc xi ly
bd cac cau phan FIA _AFL.1, FIA UAU.1 va FIA UAU.5/Signer. Cac cau phan
FDP_ACC.1/Signing va FDP_ACF.1/Signing mé ta cac quy tac kiém soat truy cap dbi véi thao
tac tao chi ky sb cling nhw quy trinh xac minh Giao thirc kich hoat chiv ky (SAP).

« OT.SAP (Bao vé giao thirc kich hoat chi¥ ky): Muc tiéu nay dwoc bao quat béi cac yéu cau an
toan ctia FTP_TRP.1/SIC (dwéng truyén tin cay) va FPT_RPL.1 (chéng tdn cong phat lai) ap
dung cho giao thirc két ni gitva Cau phan giao tiép ngudi ky (SIC) va TSF.

e OT.SIGNATURE_AUTHENTICATION_DATA_PROTECTION (Bao vé dir lieu xac thwc chiv
ky): Muc tiéu nay dwoc bao quéat béi FTP_TRP.1/SIC, quy dinh yéu ciu bao vé tinh toan ven
tuyét déi cho moi di¥ liéu dwoc truyén tai tr phia ngwoi dung dén hé théng TOE.

o OT.DTBSR_INTEGRITY (Bao vé tinh toan ven cua gia tri bam tai liéu can ky): Muc tiéu nay
duwoc bao quat bédi FTP_TRP.1/SSA va FTP_TRP.1/SIC, ddi hdi toan bd qua trinh truyén nhan
di¥ li&u bam cua tai liéu phai dwoc bdo vé tinh toan ven, chéng sira dbi trai phép.

o OT.SIGNATURE_INTEGRITY (Bao vé tinh toan ven cta chir ky sé dau ra): Muc tiéu nay
duoc xt ly bédi FCS_COP.1, quy dinh cac yéu cau kj thuat dbdi véi cac thuat toan mat ma an
toan. C4u phan FTP_ITC.1/CM cé thé dwoc str dung dé truyén tai div li&éu mot cach an toan va bi
mat gitra phdn mém TOE va M6-dun mat ma phan cirng (HSM). Quyén kiém soat truy cap déi
v&i ban than thao tac ky sé dwoc dam bao bdi FDP_ACC.1/Signing va FDP_ACF.1/Signing.

e OT.CRYPTO (Van hanh mat ma an toan): Muc tiéu nay dwoc bao quat béi FCS_CKM.1 (sinh
khéa) va FCS_COP.1 (van hanh mat ma), dic ta chi tiét cac yéu ciu ddi véi quy trinh tao khoa
va cac gidi thuat ma hoéa ap dung.

« OT.RANDOM (Khé&i tao s6 ngau nhién chat lwong cao): Muc tiéu nay dwoc ddm bao hoan
toan bdi FCS_RNG.1, quy dinh cac tiéu chuan ky thuat nghiém ngat déi véi bo sinh s6 ngau
nhién.

10.2 Sw phu thudc giira cac SFR (SFR Dependencies)

10.2.1 Téong quan

Sw phu thudc va cac méi quan hé rang budc logic chéo gitra cac yéu cau chirc ndng an toan (SFR)
dwoc gidi quyét day di nhw trinh bay cu thé trong Bang 14 (Chu thich: Trong tai liéu gbc, Bang 14 la ma
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trén liét ké chi tiét céc diéu kién phu thudc clda tirng ma hiéu SFR theo dung quy chuén Common Criteria
Phan 2).

10.3 Co’ s& ly luan vé cac Yéu cau Dam bao An toan (Rationales for SARs)

Cép dd dam bao an toan EAL4+ cho phép nha phat trién dat dwoc mire dd tin twéng tbi da tir quy trinh
thiét ké ky thuat an toan chi déng, dwa trén cac thyc hanh phat trién thwong mai tét (good commercial
development practices). Cac thwc hanh nay mac du rat nghiém ngét, chat ché nhwng khéng doi héi nha
phat trién phai s& hiru nhitng kién thirc chuyén mén qua sau biét 18, ki ndng toan hoc chinh thirc
(formal methods) hay cac ngudn lwc déc biét khac. EAL4+ 1a cAp d6 danh gia cao nhat ma mot doanh
nghiép cé kha nang kha thi vé mét kinh t& d& ap dung nang cép, ap dung bd sung (retro-fit) cho mot
dong san phadm sén co ctia minh.

Do hé théng TOE chiju trach nhiém quan ly tryc tiép di liéu tao chi ky sé (khda bi mat), sinh khoa va
cap quyén st dung khda, nén né phai tw quan ly cac thudc tinh bdo méat ma khong thé pho thac cho cau
phan nao khac ngoai TOE. Mac du hé thc“')ng TOE dwoc gia dinh la ludn van hanh trong mét méi trvdng
duwoc bao vé nghiém ngét vé mat vat ly (trung tdm di liéu phong Server dat chuan), hé théng nay trén
thwe té van phai déi méat véi nguy co tlr cac cudc tan cong logic tir xa (remote logical attacks) théng qua
mang Internet. Do d6, hé théng 16i SAM bét budc phai dwoc danh gia kiém dinh nang lwc nhdm déi phd
véi nhirng cudc tAn cong cé Tiém lwe tAn cong mirc dd Cao (High attack potential).

Vi ly do d6, cap dd danh gia EAL4+ da dwoc gia cwong (augmented) thém thanh phan AVA_VAN.5
(Panh gia 16 héng hé thdng: Mrc d6 cao).
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