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TIEUCHUANQUOC GIA TCVN xxxx:2026

Giao dich dién ttr - 'ng dung ky trén may chu ky s6 cho mé hinh ky sé
tlr xa (Remote signing)

Electronic transactions - Application of digital signature server-based signing for remote signing

model
1 Pham vi ap dung

Tai liéu nay quy dinh cac yéu ciu va khuyén nghj vé bdo mat dbi véi hé théng dich vu tin cay hd tro ky

sb trén may cha (TW4S) tao ra chiv ky sb.

2 Tai lidu vién dén

Cac tai lieu vién dan sau day la can thiét d& ap dung tiéu chuan nay. Béi véi tai liéu vien dan ghi nam
coéng bd thi ap dung phién ban dwoc néu. Déi vai tai liéu vién dan khéng ghi ndm céng bé thi ap dung

phién ban mai nhat (bao gdm ca phién ban sira doi, bd sung).

TCVN 8709-1:2011 (ISO/IEC 15408-1:2009), “Cong nghé& théng tin - Cac ky thuat an toan - Cac tiéu chi
danh gia an toan CNTT - Phan 1: Gi&i thiéu va md hinh téng quat”.

TCVN 8709-2:2011 (ISO/IEC 15408-2:2008), “Cong nghé& théng tin - Cac ky thuat an toan - Cac tiéu chi

danh gia an toan CNTT - Phan 2: Cac thanh phan chirc néng an toan”.

TCVN 8709-3:2011 (ISO/IEC 15408-3:2008), “Cdng nghé thdng tin - Cac ky thuat an toan - Cac tiéu chi

danh gia an toan CNTT - Phan 3: Cac thanh phan dam bao an toan”.

TCVN 11295:2016 (ISO 19790:2012) vé Coéng nghé thdng tin - Cac k§ thuat an toan - Yéu cau an toan

cho mé-dun mat mé (nam 2016).

Quy chun k¥ thuat quéc gia QCVN 137:2025/BKHCN - Yéu cau déi véi dich vu ching thwe chir ky sb

cbng cdng.

3 Thuat ngir va dinh nghia

Tiéu chuan nay s dung cac thuat ngir va dinh nghia trong TCVN 8709-1:2011 va cac thuat ngir sau:
3.1

Xac thwc (authentication)

Cung cép s dam bao vé danh tinh ctia mét chu thé.

3.2

Yéu t6 xac thwe (authentication Factor)
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Théng tin va/hodc quy trinh dwoc st dung dé xac thuwc hoac kiém chirng danh tinh ctia mét chi thé.
3.3

Di¥ liéu can dwoc ky xac nhan (data to be signed representation)

D liéu dwoc dinh dang dung dé tinh toan gia tri chiv ky sé (vi du: gia tri bam).

3.4

Chir ky s6 (digital signature)

DPon vi di¥ liéu dwoc thém vao, hodc phép bién déi mat ma cla dir liéu cho phép ngwdi nhan don vi div

liéu chirng minh nguén géc va tinh toan ven ctia don vi di liéu, ddng thoi bao vé chdng lai sy gid mao.
3.5

Ho6 so bao vé (Protection Profile)

M6t tap hop cac yéu cau an toan dwoc xac dinh doc |ap cho mot dong san pham.

3.6

Thiét bi tao chir ky tir xa (remote signature creation device)

Thiét bj tao chir ky dwoc s dung tir xa clia ngudi ky va ap dung giao thirc kich hoat chi ky dé cung
cap quyén kiém soat hoat ddng ky thay mét ngudi ky, ddng thdi dam bao véi mire do tin cay cao dam

bao cac khoa ky dwoc st dung dwdi sw kiém soat duy nhat ctia nguoi ky.

3.7

Dir liéu kich hoat chir ky (signature activation data)

Tap hop di¥ lieu dwoc SAP thu thap, dwoc st dung dé kiém soat véi dd tin cay cao mot hoat dong ky sb
nhét dinh, dwoc thye hién béi mot mé-dun mat ma thay mat ngudi ky, va hoat ddng nay hoan toan nam
dwai sy kiém soat ctia nguoi ky.

Lwu y 1 cho muc nay: SAD c¢6 thé 1a két qua clha cac hoat ddng méa hoa (xem chi tiét trong muc 5.8)

3.8

Mo6-dun kich hoat chir ky (signature activation module)

Phan mém dwoc cau hinh siv dung SAD dé dam bao véi dd tin cay cao rang cac khéa ky dwoc stiv dung

dudi sy kiém soat duy nhat cta ngudi ky.
3.9
Giao thirc kich hoat chir ky (signature activation protocol)

Giao thirc thu thap SAD dwoc sir dung dé kiém soat hoat dong ky trén mét tap hop DTBS/R, st dung
khda ky cia nguoi ky.
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3.10
Png dung tao chi¥ ky (signature creation application)
ng dung tao tai liéu cé chir ky, st dung chir ky sé dwoc tao bdi SCDev.
3.1
Dich vu tao chir ky (signature creation sevice)
M6-dun ma héa phan mém va/hodc phan clrng dwoc ciu hinh dung dé tao chiv ky sb.
3.12
Chinh sach chir ky (signature policy)

Chinh sach tao chi¥ ky, chinh sach bd sung chi ky, chinh sach xac thuc chir ky hoac bat ky sw két hop

nao cua cac chinh sach dé, ap dung cho cung mét chir ky hoac mét tap hop cac chir ky.

3.13

Ngwéi ky (signer)

Cht thé (ca nhan hodc phap nhan) 1a nguwdi tao ra chi ky s6b.

3.14

Thanh phan twong tac cta ngwi ky (signer’s interaction component)

Phan mém va/ho&c thanh phan phan cirng dwoc ngudi ky stv dung dé hé tro SAP.

3.15

Khéa ky (signing key)

Khoa riéng clia mét cap khéa mat ma bat dbi xirng dwoc st dung dé tao chir ky sb.

3.16

T6 chirc cung cép dich vu tin cay (trust service provider)

M6t ca nhan hodc phap nhan cung cap mét hodc nhiéu dich vu tin cay.

3.17

Hé théng dich vu tin cay hé tror ky trén may cha (trustworthy system supporting server signing)
Hé théng may chd-may khach st dung khda ky dudi sy kiém soéat ctia ngudi ky dé tao chiy ky sé.
4 Ky hiéu va chip viét tat

DTBS/R Data To Be Signed Representation Dir liéu can duoc ky xac nhan
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EAL Evaluation Assurance Level Mutrc d6 dam bao danh gia

ISO/IEC International Organization for Standardization ~ Té chirc Tiéu chuan héa Quéc té/ Uy
/ International Electrotechnical Commission ban Ky thuat Bién Quéc té

QSCD Qualified Electronic Signature (or Electronic Thiét bj tao ch¥ ky dién tl (hodc con
Seal) d4u dién t&r) da didu kién

RA Registration Authority T& chirc dang ky

SAD Signature Activation Data D liéu kich hoat chir ky

SAM Signature Activation Module M&-dun kich hoat chir ky

SAP Signature Activation Protocol Giao thirc kich hoat chir ky

SCA Signature Creation Application Ung dung tao chi ky

SCAL Sole Control Assurance Level Mcrc d6 dam bao kiém soat duy nhét

SCDev Signature Creation Device Thiét bi tao chi¥ ky

SIC Signer’s Interaction Component Thanh phan twong tac cla nguoi ky

SSA Server Signing Application ng dung ky trén may chi

TSP Trust Service Provider T chirc cung cép dich vu tin cay

TWA4S Trustworthy System Supporting Server Hé thdng dich vu tin cay

Signing

5 Mb ta cac hé théng dich vu tin cay hé tro’ ky trén may cha

5.1 Téng quan

Diéu khoan nay mé ta cac khai niém khac nhau vé viéc ky trén may chi nham lam ré cach thirc thuc

hién cac yéu cau bao mat dwoc néu trong Diéu 6.

5.2 Muc tiéu tao chir ky va ky trén may chu

Muc dich clia TW4S la lay D liéu can ky (DTBS/R) va tao ra chi ky sb dwéi sw kiém soat clia nguoi ky.

5.3 Chir ky gan lién v&i ca nhan hodc con dau gan lién véi phap nhan

Chi ky s6 c6 thé dwoc sir dung dé dai dién cho chir ky dién t& hodc con d4u dién tir.

Mtrc do tin cay trong viéc kiém soat khoa ky khéng nhét thiét phai gidng nhau néu chi ky sb duoc st
dung dé dai dién cho con d4u so v&i khi né dwoc st dung dé dai dién cho chiv ky théng thwdng.

Chi ky dién t&r dworc tao ra theo tiéu chuan nay cé thé dwoc tao ra dwdi sw kiém soat clia ca nhan hoac
phap nhan.

Trong tiéu chuan nay, thuat ngi¥ "ngudi ky" dwoc st dung bao gébm ca ca nhan hodc phap nhan.

Thuéat nglr SCDev dugc st dung cho muc dich thuan tién dé bao gém thiét bj tao chi¥ ky hoac thiét b

tao con dau.
5.4 Mirc do dam bao kiém soat duy nhat
Tai liéu nay xac dinh hai mirc d6 dam bao cho viéc kiém soat duy nhét:

— Mdrc dd dadm bao kiém soat duy nhét cip 1 (SCAL1):
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— Céc khoa ky duoc sir dung véi mirc d6 tin cay thap, hoan toan ndm duwdi sw kiém soat ctia nguoi ky.
— Viéc ngudi ky dwoc Gy quyén str dung khoéa ctia minh dé ky dwoc SSA thuc thi va xac thwe nguoi ky.
— MUrc 6 ddm bao kiém soat duy nhat cip 2 (SCAL2):
— Céc khoa ky dwoc str dung véi do tin cay cao, hoan toan ndm dwdi s kiém soat ctia ngudi ky.

— Viéc nguwoi ky dwoc Gy quyén st dung khéa clia minh dé ky dwoc SAM thuwc thi thong qua SAD do

ngudi ky cung cap, st dung SAP, nhdm cho phép s dung khoa ky twong &ng.

Viéc quyét dinh s dung mirc dd dadm bao kiém soat duy nhat cap 1 hay cip 2 phu thudc vao chinh sach
ch ky va cac yéu cau phap ly hién hanh.

5.5 Ky trén may chu hang loat

C6 thé ky moét loat tai liéu ma khdng yéu cau nguwdi ky phai kiém tra va phé duyét rd rang tirng tai liéu,
ho&c c6 co hoi kiém tra ching truéc khi ky, chdng han nhw cung cép lién két dén cac tai liéu trong loat

do thay vi phai chuyén tirng tai liéu dé kiém tra va phé duyét.

Diéu nay c6 nghia la ngwdi ky chi can ap dung cac bién phap kiém soat duy nhat cho qué trinh ky két

hang loat thay vi tirng tai liéu riéng Ié.

Vi tinh hop phap cua viéc ky hang loat phu thudéc vao mai trwd'ng phap ly va teng dung, nén TW4S phai

c6 cac cau hinh cho phép hodc khéng cho phép ky hang loat dbi véi chi ky sb.
5.6 Khéa ky va mo-dun mat ma

Dé tao chir ky sb & cAp dd SCAL1 va dam bao tinh linh hoat cao, khda ky (vi du: khoa riéng cla cap
khéa béat dbi xirng) khéng nhét thiét phai dwoc tao, Iwu trir va st dung bén trong mot mo-dun mat ma (vi
du: thiét bi bdo mat phan cirng hodc thé théng minh). Khoa ky ciing cé thé duoc lwu trir trong mot tép va

SCDev c6 thé Ia phdn mém sl dung tép do.

Khi st dung cac tap tin, can phai trién khai cac bién phap bao mat bén ngoai cu thé, ngoai viéc bao vé

chinh céc tap tin d6 khaéi bi can thiép (x6a, stra déi).

Tuy nhién, tiéu chuan nay khuyén nghi rdng TW4S sir dung cac khoa ky dwoc bao vé bdi méi truwdng

chdng gid mao dé tao chiv ky sé. Piéu d6 c6 nghia la SCDev phai 1a mét md-dun mat ma.
5.7 Xac thwc ngwei ky

5.7.1 Phwong tién nhan dang dién tw

5.7.1.1 SCAL1

Viéc dang ky nguoi ky va cac déc diém ciing nhw yéu cau thiét ké cla phwong tién nhan dang dién tor
dwoc xac dinh trong SRC_SA.1.1.

5.7.1.2 SCAL2
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Viéc dang ky ngudi ky va cac dac diém ciing nhw yéu cau thiét ké cla phuwong tién nhan dang dién t
dwoc xac dinh trong SRA_SAP.1.1.

5.7.2 Co ché xac thuwc

5.7.2.1 SCAL1

Cac yéu cau vé co ché xac thwe duwoc dinh nghia trong SRC_SA.1.1.
5.7.2.2 SCAL2

Cac yéu cau vé co ché xac thye duwoc dinh nghia trong SRA_SAP.1.1.
5.7.3 Muc tiéu xac thuc

5.7.3.1 SCAL1

— Nguoi ky phéi dwoc xac thwe thanh cong véi SSA dé dwoc cap quyén truy cap vao hoat ddng ky dién

tlr, va
— Khéa ky clia ngudi ky phai dwoc SSA lién két véi yéu t xac thuc clia ngudi ky.
5.7.3.2 SCAL2

— SAD phai dworc thiét 1ap, tinh toan hoac |a két qua ctia mét twong tac bado mat gitva SAM va SIC théng

qua SSA, dé Gy quyén cho hoat déng ky két trong SCDev va

— SAD phai dwoc truyén dén SAM théng qua SSA dé Gy quyén cho hoat dong ky két trong SCDev cho
DTBS/R chuyén dung.

5.7.4 Uy quyén xac thwc cho bén thir ba
5.7.4.1 Téng quan

T chire cung cép dich vu tin cay (TSP) c6 thé Gy quyén quy trinh xac thwec cho bén thir ba (vi du: t6

chtrc cung cép dinh danh).
5.7.4.2 SCAL1

T chirc cung cép dich vu tin cay (TSP) phai ddm bao rang quy trinh xac thwe dwoc Gy quyén cho bén

ngoai dap trng cac yéu cau dugc quy dinh trong SRC_SA.1.1.
5.7.4.3 SCAL2

T chirc cung cép dich vu tin cay (TSP) phai ddm bao rang quy trinh xac thwe dwoc Gy quyén cho bén

ngoai dap &ng cac yéu cau dwoc quy dinh trong SRA_SAP.1.1.
T chirc cung cép dich vu tin cay (TSP) phai ddm bao réng:

— Bén th» ba dap ng day du tat ca cac yéu cau lién quan cla tiéu chuén nay va cac yéu cau dang ky

theo quy dinh phap luat hién hanh, hoac
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— Qua trinh xac thwe dwoc Gy quyén cho bén thir ba str dung phwong tién nhan dang dién t& dwoc cap

theo mot chwong trinh da dwoc thédng bao phil hop véi cac yéu ciu phap ly hién hanh.
5.8 Dir liéu kich hoat chir ky

Dé dat dwoc SCAL2, viéc str dung SAD dé dam bado quyén kiém soat khoa ctia nguoi ky phai dwoc SAM
thwe thi. Viéc kich hoat chi¥ ky tai SCAL2 yéu cau dap rng mot sé diéu kién nhw xac thue ngudi ky va
tinh xac thwc clia yéu cau thao tac ky tlr ngwdi ky (chi tiét dwoc néu trong muc 5.7). Ca hai thudc tinh
déu co thé dwoc cung cép truc tiép bdi SAD. Tuy nhién, vi du, cling cé thé thyc hién xac thue ngudi ky
trwdc khi tao SAD, chang han nhw bang cach sir dung Gy quyén xac thuwc. SAD c6 thé la mot tap hop
di liéu ho&c 1a két qua cla cac hoat ddng ma hoa (chi tiét dwoc néu trong SRA_SAP.2) tir d6 co thé suy

ra cing moét théng tin. SAD gép phan xac thue truc tiép hodc gian tiép ngudi ky.

Khi qua trinh xac thuwc ngudi ky dién ra trwde khi thu thap SAD, SAD phai chiva cac muc dé xac dinh
nguoi ky dwoc dbi chiéu bdi mot ngudn da biét. Ngudn ddi chiéu nay cé thé dén tir SIC hodc tlr mot to

chtrc cung cép dinh danh dién t& dich vu tin cay. Ngudn déi chiéu phai dwoc xac thuc.
5.9 Giao thirc kich hoat chir ky

Hé thdng SAP phai dwoc thiét ké dé cho phép str dung an toan khoa ky dé tao chi¥ ky sé do mé-dun mat

ma thyc hién thay mat ngudi ky.

SAP 1a mét giao thirc trong d6 ngwdi ky (théng qua SIC) va TWA4S giao tiép véi nhau dé tao ra SAD.
Thiét ké ctia hé théng SAP phai bao gdm téi thiéu cac buéc xac minh sau:

— Xac thyc ngudi ky khi str dung khoa ky,

— xac thye yéu cau chiv ky véi SAD cu thé,

— Khéa ky da chon hop 1€ va dang hoat déng.

— Chuyén giao an toan tat ca cac thanh phan cta SAD.

Khi khéa ky khéng duoc sir dung dé ky xac nhan quyén sé hiru nham Iay chirng chi, hé théng SAP phai

bao gdbm buwéc xac minh sau:
— Su hién dién ctia chirng chi hop 1& lién két véi khoa ky.
5.10 Thanh phan twong tac ciia ngwei ky

SIC 1a mét phan mém va/hodc phan cirng, dwoc van hanh trén méi trwong ctia ngudi ky dwdi sy kiém

soat hoan toan cua ngudi ky.
Viéc sir dung thanh phan nay la can thiét trong quy trinh SAP va dé tao chi ky s béi SCDev.
SIC luén tham gia vao SAP dé xac thwe ngudi ky hoac tao SAD:
— SIC c6 thé truc tiép tao SAD, hodc
11
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— Ma SIC c6 thé dwoc sir dung dé xac thuc ngudi ky, va thdng tin xac nhan ngudi ky phai duwoc st
dung trong qua trinh tao SAD.

Thanh phan nay cé thé Ia (hodc sw két hop cla):

— mot trng dung dwgc thwe thi bdi trinh duyét (vi du: yéu cau HTTP POST qua TLS),

— mot trng dung dwoc thue thi bdi thiét bi di dong (vi du: dién thoai thdng minh, may tinh bang),
— mot thanh phan bdo mat cta dién thoai di ddng (vi du: thé SIM nhan tin nhdn SMS),

— mot thiét bi ma hoéa thudc s& hiru ctia ngudi ky (vi du: théng qua VNelD, eToken, FIDO-Token),
—[..]

SIC dam bao méi lién hé gitra ngudi ky va thao tac ky tén trong hé théng SAP.

5.11 M6-dun kich hoat chir ky

SAM 1a mét phan mém st dung SAD dé dadm béo véi do tin cay cao rang cac khoa ky dwoc st dung
dwdi sw kiém soat duy nhét ctia nguoi ky dbi vai SCAL2. SAM phéi dwoc sir dung trong mai trudng
dwoc bdo vé chéng can thiép trai phép. Néu SAM khong duwoc st dung trong cing mét méi truwéng chéng

gid mao v&i SCDev, thi cAn c6 mot kénh bdo mat gitra hai mdi trwdrng chdng gid mao nay.
5.12 Méi trwéng

C6 ba méi trwdng khac nhau dwoc xac dinh.

5.12.1 Mbdi trwong dwoc bao vé chéng gia mao

Mbi trwdng chéng gia mao dwoc van hanh bén trong méi trwérng dwoc bao vé béi TSP va dwoc cach ly
khoi truy cap internet tric tiép. Diéu nay dadm bao tinh toan ven clia ma dwoc thye thi trong méi truéng
nay. Ma nay bao vé viéc sir dung cac khoa ky va ddm bao viéc kich hoat chi¥ ky phai nam dwéi sw kiém
soat clia nguoi ky. Mai trwdng dwoc bao vé chdng gid mao ciing bao vé céac lién két gitra khoa ky va

ngudi ky (lién két dwoc tao va kiém tra khi can thiét dé tao chir ky).

Dbi véi SCAL1, phai tao va str dung cac khéa riéng tw hodc khéa bi mat trong méi trwérng dwoc bao vé

chdng gia mao.

Dbi v&i SCAL2, cac khoa riéng tw hodc khoa bi mat can dwoc tao ra va sir dung trong méi trwérng dwoc
bao vé chdng gid mao. Ngoai ra, phan mém ctia SAM ciing can dwgc st dung trong méi trwérng dugc

b&o vé chéng gia mao.
5.12.2 Moi trirong dwoc bao vé béi TSP

Mbi trudng dwoc bdo vé béi TSP dwoc kiém tra theo cac yéu cau vé van hanh an toan cta hé théng ky
trén may chd. Méi trwéng nay bao vé chdng lai cac cudc tan cong tv internet va xt ly cac két ndi internet

dén/tlr méi tredng bén ngoai (vi du: nguwdi ky, SCA, RA).
M6i trudng nay c6 thé lwu trir dwdi dang duoc bdo vé, khda ky va lién két gitra khda va ngudi ky.
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TSP b&o vé mbi triedng nay nham dap trng cac yéu cau SAD va SAP va dat ra cac nghia vu déi véi moi

trwong RA (lién quan dén viéc dang ky).

M6i trwdng nay ciing phai dap (rng cac yéu cau dang ky chirng chi dé chirng minh quyén kiém soat duy
nhét (can thiét cho RA).

5.12.3 Mé6i trwong clia ngw i ky

M6i triedng clia ngudi ky 1a mai trwérng cuc bd ddi véi ngudi ky.

Bén ky két chiju trach nhiém béo vé méi trwérng clia minh. Khi bén ky két str dung méi trwdrng do bén thir
ba cung cap, thi bén thir ba chiju trach nhiém bao vé& méi trwerng clia bén ky két.

M6i trworng ky két bao gdm cac yéu td chung cé thé dwoc str dung dé chuan bi tai liéu can ky va dinh

dang chir ky tai liéu, cling nhw ma SIC.

Ma SIC dwoc ngudi ky sir dung dé tao lién két gitra ngudi ky va toan bo quy trinh ky dién t& dwoc kich

hoat théng qua hé théng SAP.

Khéng c6 yéu ciu chirng nhan tryc tiép nao déi véi SIC lién quan dén tiéu chuan nay. Tuy nhién, trong
thiét ké va trién khai SIC, can phai tinh dén cac yéu ciu vé truyén/tinh toan SAD va sy twong tac cla

SIC v&i SAM théng qua SAP, bao gdm ca viéc xac thwe nguoi ky.
5.13 M6 hinh chtrc nang
5.13.1 Téng quan

Diéu khodn nay trinh bay kién tric khai niém ctia TW4S nham gidi thiéu pham vi, cac thanh phan va co
ché kich hoat. Md hinh nay khong dai dién cho bat ky kién tric vat ly nao, vdn trén thuyc té sé st dung,

vi du, nhiéu may cha va thiét bj dé chia sé tai hodc dw phong.

M6i trwdng ciia ngudi ky khong dwoc TW4S biét dén. Méi trudng nay can dwoc bdo vé, vi du nhw bang

cach chi cai dat phan mém dich vu tin cay va s dung phan mém béo vé chéng lai phan mém doc hai.

T chirc cung cép dich vu tin cay (TSP) bao vé& méi triedng ctia TW4S. TWA4S dwoc van hanh theo chinh
sach bao mat bao gébm cac yéu cau bao mat chung vé vat ly, nhan sw, quy trinh va tai liéu, cling nhw bét

ky yéu cau cu thé nao dbi véi cac TSP cung cép dich vu tao chir ky.
Dbi v&i SCAL2, khoa ky va SAM dugc bdo vé bdi mdt moi trwerng chdng gid mao.
5.13.2 Pham vi yéu cau

Thiét bi TW4S cung cip kha ndng quan ly tir xa an toan khéa ky ctia ngwdi ky va tao chi ky sb théng

qua khoéa ky dwoc quan ly tir xa doé.

Tiéu chudn nay khong dat ra bat ky han ché nao vé cach thirc hé théng may chi va hé théng ky cé thé

dworc chia thanh mét hodc nhiéu thanh phan. 'ng dung tao chi ky (SCA) ndm ngoai pham vi (xem Hinh
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1) cla tiéu chudn nay va cac yéu cau dbi véi hé thdng dich vu tin cay cho TSP lién quan dén viéc cap
chirng chi cling nam ngoai pham vi (xem CEN/TS 419261).

g Mai truang ky Méi truéng dugc bao vé béi TSP

Méi truéng dudc bao vé
chéng gia mao

. —————————————————————————

s

~

- ——— - —————————————————— -

o o o o o o o o

Hinh 1 — Pham vi yéu cau

5.13.3 Co ché kich hoat chir ky
5.13.3.1 Téng quan

Diéu khoan nay trinh bay mét sé6 mé hinh dwoc dé& xuét dé kich hoat chiv ky nham tao ra chi ky sb. B4t
ky kién tric nao khac tuan tha Diéu khodn 6 déu cé thé duwoc trién khai.

TW4S thwdng dugc st dung bédi mot nhdm ngudi ky, mdi ngudi ky sé hiru mdt hodc nhiéu khéa ky va
TW4S c6 thé bao gdm mét hodc nhiéu SCDev dé thuwc hién cac thao tac ky.

Khoa ky c6 thé dwoc lwu trir an toan bén ngoai SCDev va duoc tai ddng, mién |a cac bién phap kiém
soat dwoc ap dung dé ddm bao tinh bao mat twong tw ddi véi khoa ky. Cac co ché tai/dé khoa dwoc st
dung dé bao vé khda ky nam ngoai pham vi ctia tiéu chuan nay.

5.13.3.2 Kich hoat chir ky cho SCAL1

Tinh bao mat va toan ven cla khéa ky dwgc ddm bdo bdi SCDev. SCDev cé thé dwoc kich hoat béi
SSA. Viéc kich hoat cé thé duy tri trong mot khodng théi gian nhét dinh va/hodc cho mét sb lwong chiy
ky nhét dinh.
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Viéc kich hoat khoa ky yéu cau ngudi ky phai dwoc SSA xac thue (xem Hinh 2). Khi qué trinh xac thue
nguwdi ky thanh cong, khéa ky twong (rng CO THE dwoc st dung dé thwc hién thao tac ky thay mat
nguoi ky trong mot khodng thei gian nhat dinh va/hodc moét sb lwong thao tac ky nhéat dinh. Biéu nay cho

phép SSA dwoc sir dung cho muc dich ky hang loat/theo 6.

Mbi trwong ky Méi trwong dworc bao vé boi TSP

Moi trwong dwoc bao vé
chéng gia mao

Ngwoi ky

Cuc bo Tir xa

Hinh 2 — Hé théng kich hoat chiv ky v&i SCAL1

Kién tric nay co thé dwoc str dung dé tao ra gia tri chiv ky sb (vi du: ma badm dwoc ma hdéa bang khoéa
riéng cla ngudi ky) véi mirc dd dam bao kiém soat thap.

5.13.3.3 Kich hoat ch* ky cho SCAL2

Tinh bao mat va toan ven clia khéa ky dwgc dam bao béi SCDev twr xa .

Thiét bi SCDev tir xa dwoc diéu khién b&i SSA.

SCDev tir xa tham gia vao SAP va dam bao rang hoat déng ky dién t&r duwoc thuc hién dudi sy kiém
soat clia ngudi ky hop phap.
Giao dién SSA théng qua mot kénh bao mat sé két ndi véi SAM clia SCDev tir xa dé xac minh SAD

nham kich hoat khéa ky twong trng (xem Hinh 3).

Viéc xac thuc ngudi ky cé thé dwoc duy tri trong mét khodng théi gian nhat dinh va/hodc cho mot sé
lwong chi ky nhéat dinh. Tuy nhién, viéc tinh toan SAD phai dwoc thyc hién cho méi thao tac ky. SAD c6
thé dwoc lién két véi mot tap hop DTBS/ R, diéu nay cho phép SSA duwoc st dung cho muc dich ky hang

loat/theo 16.
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Viéc xac thwe nguoi ky co thé dwoc thue hién bing cach st dung SIC, ma nay dwoc dung dé tao lién

két gitra ngwoi ky va chi ky nhw mot phan ctia SAD.
Viéc sir dung SAD thudc trach nhiém ciua SAM:
— Néu SAD duoc tao béi SIC thi phai dwoc chuyén mét cach an toan tir SIC sang SAM dé xac minh.

— Néu SAD khéng dwoc tao béi SIC thi phai dwoc tao trong/trong qua trinh xac thwe nguwoi ky thanh

c6ng bang SIC va dwoc chuyén mot cach an toan dén SAM dé xac minh.

r Méi trudng ky Méi trwong duoc bao vé bai TSP

Méi trudng dwoc bao vé
chéng gia mao

Tai ligu
g
Ngudi ky s

Tuong tac

e S S ———— |

Hinh 3 — Hé théng kich hoat chir ky v&i SCAL2

Kién tric nay c6 thé dwoc sir dung dé tao ra gia tri chir ky sb (vi du: ham bam dwoc ma héa bang khéa

riéng clia ngudi ky) véi mirc dd dam bao kiém soat cao hon.
5.13.4 Cac thanh phan TW4S

Cac bd phan cbt I6i cia TW4S ma tiéu chuén nay quy dinh cac yéu cau 13 tap hop cac thanh phan chirc

nang:

— Thiét lap khéa ky — dé tao khoa ky trong SCDev va gan ching cho nhirtng ngudi ky dwoc Gy quyén

str dung.

— Quan ly khoa ky — dé xda, sao lwu va khéi phuc khéa ky trong SCDev. — Xac thwe ngudi ky — dé ay

quyén cho nguoi ky str dung khda ky.

— Tao chi ky s6 — dé& két ndi ngudi ky dwoc Gy quyén nham tao chiv ky sb trong SCDev.
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DPé nang cao mirc d ddm bado, can bd sung thém cac thanh phan bét budc dé dat dwoc chirng nhan
SCAL2Z:

— SIC — dé tao lién két gitra nguoi ky va thao tac ky trong SAP. SIC c6 thé tao ra SAD trong méi trudéng
cua ngudi ky.

— SAM — duwoc bao vé béi mdi trwérng chdng gid mao va chiu trach nhiém thwc thi SAP. SAM cung cap
mot tap hop cac thanh phan:

— Tao SAD - dé tao SAD trong méi trwérng dwoc bao vé chdng gid mao khi SAD khong dwoc tao bdi
SIC.

— Kich hoat khoa ky — dé& quan Iy qua trinh xac minh SAD va kich hoat cac khoa ky.
— Tao khda ky — dé quan ly cac yéu t6 xac thyc gan lién véi khoa ky.

6 Yéu cau bao mat

6.1 Téng quan

Diéu khoadn nay mé ta tat ca cac yéu ciu ap dung cho mot hé théng ky trén may cha dé dworc coi la
TWA4S.

Cac yéu cau trong muc 6.4 ap dung cho TW4S hé tro mirc dd ddm bao kiém soat duy nhat cap 2.
6.2 Yéu cau an toan chung (SRG)

6.2.1 Quan ly (SRG_M)

6.2.1.1 Tdéng quan

Gia dinh rang Té chirc cung cép dich vu tin cay (TSP) cung cép dich vu tao chi¥ ky van hanh TW4S trong
mot méi trwérng 6 chinh sach bdo mat bao gdm cac yéu cau bao mat chung vé vat ly, nhan sw, quy trinh

va tai liéu, cling nhw bat ky yéu cau cu thé nao ddi véi cac TSP cung cép dich vu tao chir ky.

Vi duy, dinh nghia vé cac yéu cau coé thé dwoc tham chiéu trong quy chuan ky thuat quéc gia QCVN
137:2025/BKHCN.

6.2.1.2 Quan ly hé thdng va an toan (SRG_M.1)

M6t TSP can quan ly bdo mat ciia minh dé& van hanh TW4S, hé thdng cung c4p dich vu tao chi ky sb.
SRG_M.1.1 TW4S phaéi hd tro cac vai trd véi cac quyén han khac nhau.

SRG_M.1.2 Téi thiéu, TW4S phai hd tro cac vai trd sau:

Nhan sw bao mat: chju trach nhiém téng thé vé viéc quan ly va thuc thi cac chinh sach, quy trinh an toan,

ddng th&i cé quyén truy cap vao cac théng tin lién quan dén an toan.
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Quan trj vién hé thdng: dwoc phép cai dat, cau hinh va bao tri TW4S nhung chi dwoc phép truy cap han

ché vao cac thong tin lién quan dén bao mat.

Ngw&i van hanh hé théng: chiu trach nhiém van hanh hé théng TW4S hang ngay va dugc phép thuc

hién sao lwu va phuc hdi hé théng.

Cac nhan s kiém toan hé théng: dwoc phép xem cac ban lwu trir va nhat ky kiém toan cta TW4S nham

muc dich kiém toan hoat dong cla hé thdng theo chinh sach bao mat.

Cac nhan vién bdo mat va quan trj vién hé thdng 1a nhirtng nguoi dung hé thdng cé quyén truy cap dac
biét.

Cac nha diéu hanh hé thdng va kiém toan vién hé théng c6 vai trd dac quyén nhwng khoéng thé quan tri
hodc cau hinh TW4S.

SRG_M.1.3 Téi thiéu, TW4S phai hd trg cac vai trd khdng cé dac quyén sau:

Nguwoi ky: dwoc Gy quyén st dung TW4S bang cach chuyén tiép SAD nhw mét phan ciia SAP dé ky tai
liéu hodc DTBS/R, ma ciing c6 thé dwoc chuyén tiép thong qua SAP.

SCA: dwoc Gy quyén gvi yéu cau DTBS/R dén TW4S dé nguoi ky xac nhan.
RA: dwoc Gy quyén glri chirng chi khéa cdng khai dén TW4S dé dap lai yéu cau ky chirng chi.

SRG_M.1.4 M6t ngwdi dung c6 quyén dic quyén khéng dwoc phép dam nhiém tat ca cac vai tro dac

quyén va khéng nén dadm nhiém nhiéu hon mét vai trd d&c quyén.

SRG_M.1.5 Nguwoi dung dwoc lién két véi cac vai tro co dac quyén khong duoc lién két véi cac vai tro

khéng c6 dac quyén.
Nguwoi dung khéng cé vai trd dac quyén khéng duwoc phép dam nhan vai trd dac quyén.

SRG_M.1.6 TW4S phai c6 kha ndng dam bado rang ngwdi dung dwoc Gy quyén dam nhan vai trd Nhan

vién bdo mat khdng dwoc Gy quyén dam nhan vai trd Kiém toan vién Hé thng.

SRG_M.1.7 TW4S phai c6 kha ndng dam bao rang ngwdi dung duwoc Gy quyén ddm nhan vai trd Quan
tri vién Hé thdng va/hodc vai trd Ngudi van hanh Hé thdng khéng dwoc Gy quyén dam nhan vai tro Kiém

toan vién Hé théng va/hodc vai trd Nhan sw bdo mat.

SRG_M.1.8 Céac ca nhan thuéc nhém ngudi dung hé théng cé dic quyén phai la nhivng nguoi duwoc chi

dinh va dao tao.

SRG_M.1.9 Chi nhirng nguw&i dung hé thdng cé dac quyén méi dwoc phép truy cap vat ly vao phan cing
va quan tri TW4S.

SRG_M.1.10 Chi nhitng nguwdi dung hé théng cé dac quyén méi dwoc phép quan tri TW4S thdng qua

tat ca cac wng dung va giao dién lién quan.

6.2.2 Hé théng va hoat déong (SRG_SO)
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6.2.2.1 Quan ly van hanh (SRG_SO.1)

TSP van hanh hé thédng TW4S can ddm bao cac chirc ndng quan ly van hanh ctia minh dwoc bdo mat
day du.

SRG_S0.1.1 Cac nha san xuat TW4S phai ddm bao cung cip huéng dan dé cho phép TW4S duoc: —

van hanh dung cach va an toan;

— dwoc trién khai theo cach gidm thiéu téi da rdi ro 16i hé théng;

— dwoc bao vé chéng lai virus va phan mém doc hai d& dam bao tinh toan ven cia hé théng va théng
tin ma chung xt ly.

SRG_S0.1.2 Cac nha san xuat TW4S phai cung cap tai liéu hé théng bao gdm trach nhiém ctia bén vai
trd dac quyén dwoc dé cap trong SRG_M.1.2. Tai liéu nén bao gom:

— Hwéng dan cai dat;

— Hwéng dan quan ly;

— Hwoéng dan sir dung.

6.2.2.2 Ddng bd hoa thoi gian (SRG_S0.2)

Viéc tao chi¥ ky va xac minh sau doé c6 lién quan dén thoi gian, do d6 can ddm bao rang TW4S dwoc
ddng bd héa phu hop véi mét ngudn thoi gian chudn. Yéu ciu nay doc 1ap véi bat ky yéu cau déng dau
thdi gian ndo ma TSP ¢ thé thiét 1ap.

SRG_S0.2.1 Cac nha san xuéat TW4S phai néu rd do chinh xac vé thoi gian cia TW4S va cach thirc
dam bao diéu nay.

SRG_S0.2.2 Bé& dam béo d6 chinh xac vé th&i gian cha cac su kién dwoc kiém toan, nén st dung ngudn
thoi gian dwoc ddng bd hoa phu hop véi ngudn thei gian chuén.

SRG_S0.2.3 bé kiém tra xem chirng chi da hét han hay chwa, phai sir dung ngudn thoi gian dwoc dong
bo hoa phu hop voi UTC.

6.2.3 Nhan dang va xac thwc (SRG_IA)

6.2.3.1 Téng quan

Cac chirc nang Nhan dang va Xac thye gidi han quyén truy cap va st dung TW4S chi danh cho nhirng
ngwdi dwoc Gy quyén. Diéu nay &p dung cho tat ca cac thanh phan quan ly ctia TSP. Viéc Nhan dang
va Xac thwe CO THE dwoc cung cép bdi phan mém hé diéu hanh co ban hoac tryc tiép bdi chinh thanh
phan dé.

6.2.3.2 Xac thwc cho cac vai trd ¢é dac quyén va khdéng cé déc quyén khac ngoai ngudi ky (SRG_IA.1)
LUU Y Viéc xéc thue ngudi ky duoc quy dinh bdi SRC_SA.
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SRG_IA.1.1 TW4S phai yéu cau moi ngwoi dung phai ty nhan dang va dwgc xac thye thanh cong tredc

khi cho phép bat ky hanh ddng nao thay mat ngudi ding dé hodc vai trd ma nguwdi dung dé ddm nhan.
SRG_IA.1.2 Viéc xac thuc lai 14 bat budc sau khi dang xuét.
SRG_IA.1.3 Su két hop cla di liéu xac thwe, néu duwoc str dung, phai khong thé dw doan dworc.

SRG_IA.1.4 Béi v&i ngudi dung c6 ddc quyén, can phai trién khai cac co ché dé gidm nguy co phién
ngwoi dung da dwoc xac thuwe bi chiém doat néu thiét bj nhap liéu ctia ngwdi dung bi bd quén, vi du nhw

bang cach chdm dwt phién ngudi diing sau mét khodng thdi gian khdng hoat dong nhét dinh.
6.2.3.3 L5i xac thuc (SRG_IA.2)

SRG_IA.2.1 Néu sb 1an xac thuc khdng thanh cong tir cling mot nguwdi dung dat dén sé 1an téi da cho
phép, TW4S phai ngén chan cac lan xac thwe ngudi dung tiép theo trong mdt khodng thdi gian nhét dinh

ho&c cho dén khi nguwdi quan tri m& khéa ngudi dung.
6.2.4 Kiém soat truy cap hé thong (SRG_SA)
6.2.4.1 Téng quan

Cac chirc nang kiém soat truy cap hé théng han ché viéc st dung cac dbi twong ctia TWA4S chi danh cho
nhirng nguwdi dwoc Oy quyén. Diéu nay khdng ap dung cho kiém soat truy cap ngwdi ky ma ap dung cho
kiém soat truy cap nguoi dung cé dic quyén dbi véi tat ca cac déi twong nhay cdm ctia TW4S (xem

SRC_SA dé biét kiém soat truy cap nguoi ky).

Viéc kiém soat truy cap hé théng co thédwoc cung clp bdi phan mém hé diéu hanh co ban hodc truc
tiép b&i chinh thanh phan d6. Quyén truy cap vao cac déi twong TW4S cu thé duwoc xac dinh bdi chi s&

hiru déi twong dwa trén danh tinh ctia ngudi cd gang truy cap va:
a) quyén truy cap vao dbi twong dwoc cap cho chi thé hoac;

b) Cac d&c quyén ma dbi twong duwoc hwéng.

6.2.4.2 Quan Iy quyén (SRG_SA.1)

SRG_SA.1.1 TW4S PHAI cung cép kha nang kiém soat va han ché quyén truy cap cta cac ca nhan

dwoc xac dinh vao hé théng hodc cac dbi twong ngudi dung ma ho s& hiru hodc chiju trach nhiém.
SRG_SA.1.2 TW4S PHAI dam bao cung cap quyén truy cap vao thdng tin dw thira nhay cam.
6.2.5 Quan ly khéa (SRG_KM)

6.2.5.1 Téng quan

Mot hé théng TW4S c6 thé st dung cac khéa mat ma dé cung cép tinh toan ven, bdo mat va chirc nang
xac thue trong cac hé thdng con ctia chinh né va gitra cac hé thdng con. Do d9, viéc str dung, tiét 16, sira
ddi hodc thay thé trai phép cac khéa nay sé& dan dén mét an toan trong hé théng TW4S. Diéu can thiét

la cac khéa nay phai dwoc quan ly an toan trong suét vong doi cia chang.

20



TCVN xxxx:2026

Do cac mbi de doa khac nhau tac doéng dén khoa TW4S, tuy thudc vao noi va cach ching dwoc st dung,
viéc phan loai khoa theo murc d6 rui ro (tlrc 1a d6 nhay cdm) la rat quan trong. Theo tiéu chuan nay, khoa

duwoc chia thanh cac loai sau:
1) Khéa ky clia nguoi ky — cac khoa duwoc ngudi ky lién quan st dung dé tao chiv ky dién ti;

2) Khoa co sé ha tAng — cac khoa dwoc TW4S st dung cho cac quy trinh nhw thda thuan khoa, xac thuc
hé théng con, ky nhat ky kiém toan, ma hoéa di¥ liéu dwoc truyén hodc lwu trir, v.v. Cac khéa phién ngan

han ciing dwoc phan loai 1a khéa co sé ha tang;

3) Khoéa diéu khién — cac khéa dwoc st dung bdi nhan vién quan ly hodc str dung TW4S va nhirng ngu i

c6 kha ndng st dung cac khoéa nay cho muc dich xac thuc, ky két hodc bao mat.

Vé yéu cau bao mat, khoa ky clia ngudi ky phai dwoc coi la rat nhay cdm. Do dd, cac bién phap dbi phd
dé& quan ly rdi ro tiém &n nén dwoc ap dung ca vé s lweng va hiéu qua. Khéa co sé ha tang ciing dwoc
coi la rat nhay cdm nhung do dac tinh phan tan cia chidng nén chang it nhay cdm hon so véi khéa ky
clia nguoi ky. Cac khoda it nhay cdm nhéat dwoc TSP sir dung dwoc coi la nhitng khéa dwoc nhan vién
str dung dé kiém soat TW4S vi ching dwoc sir dung b&i nhirng ca nhan dich vu tin cay va cé thoi gian
st dung ngan hon. Khoa phién, dwoc sir dung cho céac giao dich don 1&/ngén han, dwoc coi & théng tin

nhay cdm nhung cé yéu cau bdo mat thap hon so v&i cac loai da dé cap & trén.

Khoa co s& ha tAng va khéa diéu khién cé thé |a khéa riéng tw hodc khda bi mat.
6.2.5.2 Tao khéa (SRG_KM.1)

SRG_KM.1.1 Khoa riéng tw hoac khoéa bi mat nén dworc tao va st dung trong SCDev.
SCDev da st dung nén:

— la mét hé thdng dich vu tin cay, dwoc ddm bao dat chuan EAL 4 tré 1én, dwoc bd sung bdi AVA_VAN.5
theo tiéu chuan québc gia TCVN 8709-3:2011, hodc cac tiéu chi danh gia an toan céng nghé théng tin
twong dwong dwoc cong nhan trong nuwdc hodc qudc té. Dich an toan hodc hd so bao vé nay phai dap
(rng cac yéu cau cla tai liéu nay, dwa trén phan tich rdi ro va co tinh dén cac bién phap an toan vat ly va

cac bién phap an toan phi ky thuat khac; hoac

— Pap &rng cac yéu ciu dwoc xac dinh trong tiéu chudn quéc gia TCVN 11295:2016 hodc QCVN
137:2025/BKHCN (FIPS PUB 140-2 murc 3).

SRG_KM.1.2 SCDev phai hd tro’ cac thuat toan ma héa va dd dai khéa twong rng véi mirc d6 bao mat

phu hop, dap &ng cac nhu cau bdo mat da dwoc xac dinh trong qua trinh thiét ké hé thong.

Trong trwdng hop can cac dich vu bado mat hodc bao vé tinh toan ven (vi du: sao lwu khéa ky), chi dwoc

st dung cac thuat toan ma héa va tham sb thuat toan cé dé manh twong dwong hodc cao hon.
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SRG_KM.1.3 Khi cac khoa riéng tw hodc khda bi mat (bao gébm khoa ky clia nguwdi ky, Khoéa Co sé ha
tang va Khoa Diéu khién) dwoc Iwu gitk bén ngoai SCDev, cac khoa nay phai dwoc bado vé dé dam bao

tinh bao mat va toan ven cua chung.

SRG_KM.1.4 SCDev phai dwoc khdi tao, truwéc khi tao hodc chira bat ky khoa ky ndo, bang cac co ché
k{ thuat yéu cau it nhat hai toan t&r trong SCDev.

6.2.5.3 Lwu tri¥, sao lwu va phuc héi khoéa (SRG_KM.2)

SRG_KM.2.1 T4t ca cac khoda riéng tw hodc khéa bi mat (bao gébm khoa ky clia ngudi ky, Khéa Co s&
ha tang va Khoa Diéu khién) phai dwoc lwu trir an toan, tie la khong bao gi dwoc lwu triy & trang thai
khéong dwoc bao vé.

SRG_KM.2.2 Néu béat ky khoa riéng tw hodc khda bi mat nao (bao gébm khéa ky clia ngudi ky, Khéa Co
s& ha tAng va Khoéa Diéu khién) dwoc xuét ra tr SCDev d6 phai duwoc bdo vé dé dam bao tinh bdo mat
va toan ven clia né & mirc d6 bao mat twong dwong hoac cao hon so véi bén trong SCDev.

Trong trwdng hop khoéa riéng/khda bi mat dwoc bao vé bang ma héa, chi dwoc siv dung cac thuat toan
ma hda va tham sb thuat toan cé dé manh twong dwong hoac cao hon.

SRG_KM.2.3 TW4S phai ddm bdo rang viéc sao lwu, lwu trir va khoi phuc cac khoa riéng tw hodc khoa
bi mat (bao gébm khoa ky clia ngudi ky, Khoa Co sé ha tng va Khoa Biéu khién) chi dwoc thye hién bdi
nhan vién dwoc Oy quyén. Cac khoa chinh dwoc sir dung dé bao vé ca khéa nguoi dung va khoa lam
viéc phai dwoc sao lwu, lwu triy va tai lai dwdi sy kiém soat kép téi thiéu. Cac khoa chinh d6 CHI dwoc
Iwu gitr bén ngoai SCDev dwéi dang dugc bao vé.

6.2.5.4 Cach s dung khéa (SRG_KM.3)

SRG_KM.3.1 Khéa riéng tw hoac khoa bi mat (bao gébm khoa ky cltia nguoi ky, Khéa Co s& ha tang va

Khoa Diéu khién) chi dwoc st dung cho muc dich da dinh.

SRG_KM.3.2 Khoa riéng tw hodc khda bi mat (bao gbm khoa ky cla ngudi ky, Khéa co s& ha tang va
Khéa diéu khién) KHONG BUQ'C chia sé trir khi cin thiét d& dap (rng muc dich st dung.

SRG_KM.3.3 Céc bién phap kiém soat truy cap phai dwoc thiét 1ap dé bao vé quyén truy cap va sir dung

céac khoa (bao gébm khéa ky cia ngudi ky, Khéa Co s& ha tang va Khéa Kiém soat).

SRG_KM.3.4 Khéa ky chi dwoc lién két véi mét ngwoi ky va chi mét chirng chi khéa céng khai. 6.2.5.5
Phan phéi khoéa (SRG_KM.4)

SRG_KM.4.1 Khoa riéng tw hodc khoa bi mat (bao gdbm Khéa Co s& ha tang va Khoéa Diéu khién) phai

dworc truyén tai mot cach an toan khi can phai truyén tai.

SRG_KM.4.2 T4t ca cac khoéa dwoc str dung dé bao vé cac khda riéng tw/bi mat khac trong qua trinh

truyén tai phai manh (it nhat) bang cac khoéa dwoc truyén tai.

6.2.5.6 Gia han/cap nhat/thay dbi khéa (SRG_KM.5)
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SRG_KM.5.1 Cac khda co sé ha tang va diéu khién nén dwoc thay dbi thuwéng xuyén, véi tan suat dua
trén danh gia rui ro.
SRG_KM.5.2 Néu bét ky thuat toan khoa hodc d6 dai nao dworc coi la khdng phu hop, cac khéa dwa trén
cac thuat toan doé phai dwoc thay dbi ngay lap toc.

SRG_KM.5.3 Néu bat ky khéa nao bi xam pham hoac nghi ngd bi xam pham, ching nén duoc thay déi

ngay lap tlrc.

6.2.5.7 Lwu trir khéa (SRG_KM.6)

SRG_KM.6.1 Khoéa ky khdong dwoc lwu trib.

6.2.5.8 Xda khoa (SRG_KM.7)

SRG_KM.7.1 Khoa ky phai bi hily sau khi chirng chi khéa cong khai hét han ho&c néu khéa ky khéng
con hiru ich dbi véi ngudi ky.

SRG_KM.7.2 Néu lién két gitra khda ky va ngudi ky khéng dwoc duy tri sau khi phién ky két két thuc, thi
khoa ky phai bi hily bd khi phién ky két két thuc.

SRG_KM.7.3 Co ché va quy trinh hiy khéa ky nén dadm bao rang tat ca cac ban sao lwu cla khda ky da
bi hdly ciing bi hiy va khéng cé théng tin con sét lai nao cé thé dwoc st dung dé khdi phuc khoa ky.
6.2.6 Kiém toan (SRG_AA)

6.2.6.1 Tao dir liéu kiém toan (SRG_AA.1)

M&i dich vu déu co cac yéu ciu kiém toan cu thé bd sung ma phai duwoc dap (rng ngoai cac yéu cau

chung nay.
SRG_AA.1.1 Téi thiéu, cac sy kién sau phai duoc ghi lai:
— Céc su kién quan trong vé méi trwdng va quan ly chinh ctia TW4S (phat sinh, st dung va hay bd);

— Cac sy kién ky két ctia ngwoi dung (vi du: ky két thanh céng bang khda ky ctia ngudi ky va quan ly
yéu cau DTBS/R);

— Xac thyc nguwdi dung trong qua trinh SAP;

— Quan ly SAD cla ngudi ky tén bédi TW4S;

— Khéi dong va tat chirc nang tao di¥ liéu kiém toan;

— thay ddi cac tham sé kiém toan.

Cac s kién ky két ctia nguoi dung phai bao gébm chirng chi lién két véi khoa ky.

Tét ca cac lan truy cap vao TW4S déu nén duogc ghi lai.

23



TCVN xxxx:2026

SRG_AA.1.2 T chirc cung cép dich vu tin cay (TSP) phai chi rd nhirng viéc can lam (térc la cac hanh
dong dwoc thwe hién) trong trwdng hop khong thé truyén thong tin kiém toan dén bat ky kho Iwu trir bén
ngoai nao.

6.2.6.2 Bam bao tinh kha dung clia di¥ liéu kiém toan (SRG_AA.2)

SRG_AA.2.1 TW4S phai duy tri di¥ liéu kiém toan va ddm bao thwc hién cac bién phap dé Iwu triv tht ca
di liéu kiém toan.

SRG_AA.2.2 Chtrc nang kiém toan chi dwgc phép thém théng tin.

SRG_AA.2.3 TW4S phai bao vé cac ban ghi kiém toan dwoc Iwu trir trong nhat ky kiém toan khdi bi xéa
trai phép.

SRG_AA.2.4 Ban ghi kiém toan cé thé bi xéa khi dwoc lwu triy vao bd nhé ngoai.

6.2.6.3 Tham sb di liéu kiém toan (SRG_AA.3)

SRG_AA.3.1 T4t ca cac ban ghi kiém toan (bao gdm ca viéc ghi nhat ky kiém toan danh riéng cho dich

vu) phai chira cac tham sb sau:

— Ngay va gi® dién ra sy kién;

— Loai sw kién;

— Danh tinh ctia chi thé (vi du: ngwdi dung, quan tri vién, quy trinh) chiu trach nhiém cho hanh déng
do;

— S thanh cdng hay that bai ctia sw kién dwoc kiém toan.

6.2.6.4 Xem xét kiém toan c6 thé lwa chon (SRG_AA.4)

SRG_AA.4.1 TW4S phai cho phép tim kiém cac sw kién trong nhat ky kiém toan dwa trén ngay xay ra

sy kién, loai sy kién va’hoac danh tinh ctia nguwéi dung.

SRG_AA.4.2 H6 so kiém toan phai dwoc dinh dang sao cho c6 thé x(r Iy va trinh bay theo cach phu hop

dé céac kiém toan vién hé théng co thé hiéu dwoc théng tin.
6.2.6.5 Ra soat kiém toan han ché (SRG_AA.5)

Theo mac dinh, SRG_AA.5.1 TW4S phai tir chdi tt ca quyén truy cap doc clia ngudi dung vao cac ban
ghi kiém toan, ngoai trlr nhirng ngwdi dung da dwoc cAp quyén truy cap doc rd rang (vi du: nhixng nguoi

c6 vai tro Kiém toan vién Hé théng).
6.2.6.6 Tao canh bao (SRG_AA.6)

SRG_AA.6.1 TW4S phai tao ra canh bao théng bao kip thdi vé cac sw kién bat thwong cé thé anh hwéng

dén kha nang dap (ng cac yéu cau bao mat dwoc xac dinh trong tiéu chuan nay ctia hé théng may chu ky.

Can phai trién khai mot co ché phat ra cdnh bao méi khi phat hién sy kién bat thweéng. Canh bao nay

nén kich hoat thong bao dén cac nhan vién quan tri cé lién quan.

24



TCVN xxxx:2026

Canh bao ciing c6 thé kich hoat cac hanh déng tiép theo dé phan (rng lai cac cudc tn cong tiém tang,

chang han nhw chén dirng con dwéng tn cong.

Vi du vé cac sw kién bt thwong lién quan dén hoat dong ctia ngudi dung cé thé la (nhwng khong gidi

han):
— Cac hanh dong cliia ngwéi dung ngoai gio str dung théong thwong.

— Céc thao tac clia nguoi dung dugc thuc hién véi tbe dd bat thuweng (nham phat hién sy can thiép

khéng phai ctia con nguoi).

— Hanh déng clia ngwdi dung bd qua cac hoat ddng tiéu chuan trong cac quy trinh da dwoc xac dinh.
— Phién ngwoi dung trung lap.

6.2.6.7 Dam bao tinh toan ven di liéu kiém toan (SRG_AA.7)

SRG_AA.7.1 TW4S phai ddm bao tinh toan ven cla di liéu kiém toan.

SRG_AA.7.2 TW4S phai cung cAp mét chirc nang dé xac minh tinh toan ven cta di liéu kiém toan.
6.2.6.8 Dam bao thoi gian kiém toan (SRG_AA.8)

SRG_AA.8.1 P& dam bao tinh chinh xac vé thoi gian cha cac sw kién dwoc kiém toan, yéu cau
SRG_S0.2.2 dwec ap dung.

6.2.7 Lwu trir (SRG_AR)
6.2.7.1 Tao di¥ liéu Iwu trir (SRG_AR.1)

SRG_AR.1.1 TSP nén cé kha nang tao ban Iwu trir trén phwong tién lwu trir ngoai. Phwong tién lwu triv
phai phu hop cho viéc lwu trir va xi ly tiép theo, va phai co kha nang cung cip bang chirng phap ly can

thiét dé hé tro chir ky sb.
SRG_AR.1.2 T4t ca nhat ky kiém toan phai duoc lwu trir.
SRG_AR.1.3 Mbi muc lwu trir phai bao gébm thoi gian dién ra viéc lwu triv.

SRG_AR.1.4 Tép lwu trir khdng duwoc bao gbm bat ky tham sé bao mat nhay cdm nao, chdng han nhw

mat khau ngudi dung TW4S.
6.2.7.2 Tinh toan ven cua d liéu lwu trir (SRG_AR.2)

SRG_AR.2.1 Viéc slra d6i trai phép tirng muc trong kho lwu trir phai dwoc ngan chan. Phai co co ché

xac minh tinh toan ven dé phat hién cac sira déi trai phép.
6.2.8 Sao lwu va phuc héi (SRG_BK)

6.2.8.1 Tdng quan
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Diéu khoan nay chi bao gébm théng tin hé théng, théng tin dbi twong va tat ca div liéu khac can thiét dé
khoi phuc hé thdng sau sw cd hodc tham hoa. Diéu khodn nay khéng bao gdm viéc sao lwu va phuc hoi

khoéa, cac yéu cau bao mat ddi véi viec nay dwoc quy dinh trong diéu khoan SRG_KM.2.
6.2.8.2 Tinh toan ven va bao mat cta théng tin sao Ilvu (SRG_BK.1)

SRG_BK.1.1 Cac ban sao lwu phai dwoc bao vé khdi sw stra ddi bang mot co ché cho phép xac minh

tinh toan ven cta thong tin sao Iwu.

SRG_BK.1.2 Cac tham sb bao mat nhay cam va cac théng tin bi mat khac phai dwoc lwu trir dwdi dang

dwoc bao vé dé dam bao tinh bao mat va toan ven.
6.2.8.3 Khoi phuc (SRG_BK.2)

SRG_BK.2.1 Thiét bi TW4S phai bao gdm chirc ndng phuc héi cé kha nang khdi phuc trang thai hé thdng

tir ban sao lwu.

SRG_BK.2.2 Nguw&i dung dwoc lién két véi mét vai trd cé di dac quyén phai co kha nang goi chirc nang

khéi phuc theo yéu cu tr ban sao lwu.
6.3 Yéu cau bao mat ctia cac thanh phan cét 16i (SRC)
6.3.1 Thiét 1ap khéa ky (SRC_SKS) - Khéa mat ma (SRC_SKS.1)

SRC_SKS.1.1 Cac tham sb thuat toan dwoc st dung dé tao chi ky béi cac hé théng dich vu tin cay phai

dwoc chon sao cho ching c6 thé tén tai trong suét thoi gian hiéu lwe cla ching chi ngudi ky.
SRC_SKS.1.2 TW4S phai lién két cac khda ky clia nguwdi ky véi chirng chi khéa céng khai twong tng
cua nguwoi ky.

SRC_SKS.1.3 Khda ky clia ngudi ky cé thé dwoc tao trwde (tirc 1a khong lién két véi chirng chi khoa
cbng khai).

SRC_SKS.1.4 Khéng nén sir dung khoa ky truwéc khi chirng chi khéa céng khai ciia né dwoc lién két bai
TWA4S.

SRC_SKS.1.5 TW4S phai bdo vé tinh toan ven cla céc lién két gitra khoa ky clia nguwdi ky va ching chi

khoa cdng khai.
6.3.2 Xac thwec ngwoi ky (SRC_SA)
6.3.2.1 Xac thwe ngudi ky cho SCAL1 (SRC_SA.1)

SRC_SA.1.1 Viéc dang ky ngudi ky phai dwoc thuc hién theo quy dinh tai Phu luc A, muc A.1, déi voi

murc dd ddm bao thap hoac cao hon.

Cac dac tinh va thiét ké clia phwong tién nhan dang dién t& phai tuadn theo quy dinh tai Phu luc A, muc

A.2.1, dbi v&i mirc d6 ddm bao thap hodc cao hon.
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Co ché xac thuc phai dwoc quy dinh trong Phu luc A, muc A.2.2, déi véi mirc dd6 ddm bao thap hodc cao

hon.

SRC_SA.1.2 SSA phai yéu cau mdi ngwdi ky phai dwoc xac dinh va xac thwe thanh cong truée khi cho

phép bat ky hanh ddng nao c6 thé anh hwéng dén quyén kiém soat duy nhat déi véi bat ky khéa ky nao.

SRC_SA.1.3 Cac giao thirc dang st dung phai ngan chan cac cudc tdn cdng trung gian, tAn cdng phat
lai va néi chung 1a bt ky hinh thirc tAn cdng nao ma nguwdi dung doc hai ¢ thé st dung théng tin xac

thwe khong thudc vé ho.

SRC_SA.1.4 Kiém soat truy cap phai ddm bao rang nguwdi ky khdng cé quyén truy cap vao cac ddi twong

hé théng nhay cdm va bat ky chirc ndng nao cho phép ngudi dung kiém soat khéa ky clia ngudi khac.

SRC_SA.1.5 TW4S phai ddm bao rang DTBS/R dwoc cung cap dwdi sw kiém soat ciia nguwdi ky chi

dwoc ky béng khéa ky thudc vé ngudi ky nay.
6.3.2.2 Xt ly 16i xac thuc (SRC_SA.2)

SRC_SA.2.1 Bi v&i mot ngudi ky cu thé, TW4S phai phat hién khi ndo xay ra mét sé 1an xac thuc khong

thanh cong lién tiép dwoc xac dinh truéc.

SRC_SA.2.2 Bbi v&i mot ngwdi ky cu thé, khi dat dén sb 1an xac thwe khéng thanh céng duoc xac dinh,
TW4S phai chan quyén truy cap ctia nguoi dung nay trong moét khoang théi gian hop Iy hodc cho dén

khi mét ngudi co vai trd quan tri m& khdéa nguwoi dung.
6.3.2.3 Uy quyén xac thuwc ngudi ky cho hé thdng bén ngoai (SRC_SA.3)

SRC_SA.3.1 Néu viéc xac thwc ngudi ky duwgc Gy quyén cho mot hé théng bén ngoai, TSP phai dam
b&o réng cac yéu cau duwoc quy dinh trong Diéu khodn SRC_SA.1 va SRC_SA.2 dwoc hé thdng bén
ngoai dap wng.

6.3.3 Tao chir ky s6 (SRC_DSC) - Thao tac ma héa (SRC_DSC.1)

SRC_DSC.1.1 Cac tham s thuat toan duwoc st dung dé tao chir ky b&i cac hé théng dich vu tin cay phai

duoc lwa chon sao cho ching cé thé tén tai trong subt thoi gian hiéu lwe ctia chirng chi ngudi ky.
6.4 Cac yéu cau bao mat bé sung cho SCAL2 (SRA)
6.4.1 Téng quan

Cac yéu cau sau day chi ap dung cho TW4S trién khai mirc d6 ddm bao kiém soat duy nhét cap 2. SAM

xac thye trye tiép hodc gian tiép nguoi ky.

SAD dugc thu thap dudi su kiém soat hoan toan ctia ngudi ky, véi mic d6 tin cay cao, dam bao rang

khéa dwoc xac dinh dwoc ngwdi ky da dwoc xac thue st dung cho mét (tap hop) DTBS/R cu thé.

6.4.2 Giao thirc kich hoat chir ky va dir liéu kich hoat chir ky (SRA_SAP)
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6.4.2.1 Kha nang chdng lai mbi de doa (SRA_SAP.1)

SRA_SAP.1.1 Viéc dang ky ctia nguoi ky phai dwoc thwe hién theo quy dinh tai Phu luc A, diéu khoan

phu A.1, déi v&i mirc d6 ddm bao trung binh hodc cao hon.

Cac dac diém va thiét ké ctia phwong tién nhan dang dién td& phai tuan theo quy dinh tai Phu luc A, tiéu

khodn A.2.1, dbi véi mirc d6 dam bao trung binh ho&c cao hon.

Co ché xac thwe phai dwoc quy dinh trong Phu luc A, tiéu khodn A.2.2, dbi véi mirc d6 dadm bdo trung

binh hoac cao hon.

SRA_SAP.1.2 Céc bién phap kiém soat phai dwoc cung cap, theo danh gia rui ro, d& chéng lai cac mdi
de doa sau day ddi véi SAD va viéc st dung SAD: doan mat khau trwc tuyén, doan mat khau ngoai
tuyén, sao chép thdng tin dang nhap, Ilra ddo trwc tuyén (phishing), nghe 1én, phat lai, chiém doat phién,

tan cong trung gian (man-in-the-middle), danh cp théng tin dang nhap, tAn céng gid mao va mao danh.

SRA_SAP.1.3 SAP phai cung cap cac co ché ma héa manh mé dé bao vé cac yéu td xac thuc khéi sw
xam pham clia cac méi de doa tir giao thirc cling nhw cac cudc tAn cdng mao danh bén thi ba dich vu
tin cay.

SRA_SAP.1.4 SAP phai dwgc bao vé chdng lai cac cudc tan cong phat lai, vuot qua va gid mao gitva
nguoi ky va SCDev tir xa (vi du: bang nonce, diu thdi gian hodc ma thdng bao phién).

SRA_SAP.1.5 SAM phai dwoc st dung trong méi trudng dwoc bdo vé chéng gid mao, trong dé: — la
mot hé thdng dich vu tin cay dwgc ddm bao dat mirc EAL 4 tré 1én theo tiéu chudn TCVN 8709-3:2011,
hodc céc tiéu chi danh gia an toan céng nghé théng tin dwoc cdng nhan quéc gia hodc quéc té twong
duwong. Diéu nay phai hwéng dén dich an toan hodc hé so bao vé dap (rng cac yéu cau cla tai liéu nay,
dwa trén phan tich rdi ro va cé tinh dén cac bién phap an toan vat ly va cac bién phap an toan phi kj
thuat khac; hoac

SRA_SAP.1.6 Hé théng SAP phai dwoc thiét ké sao cho ¢ thé gia dinh rdng SAD ludén dwoc bdo vé mot
céach dich vu tin cay chdng lai viéc sao chép hoac gia mao bdi ké tAn céng c6 tiém nang tan cong cao.
SRA_SAP.1.7 SAP phai duoc thiét ké sao cho ngudi ky luén co thé bdo vé mét cach dich vu tin cay viéc

kich hoat khoa ky b&i SAD trudc ké tan cong co tiém nang tn céng cao.

6.4.2.2 Quan ly SAD (SRA_SAP.2)

SRA_SAP.2.1 SAD c6 thé |a mot tap hop di¥ liéu hodc la két qué cla cac hoat ddng ma hoa st dung
cac tham sé bat budc dworc liét ké bén duéi.

SRA_SAP.2.2 SAD c6 thé dwoc thu thap hodc tao ra trong méi trwérng clia ngudi ky béi SIC hodc tir xa
bang cach sir dung SIC dwdi sw kiém soat clia ngudi ky.

SRA_SAP.2.3 SAD phai lién két v&i mirc dd tin cay cao it nhat cac tham sb sau: — méot DTBS/R nhét
dinh hoac mot tap hop cac DTBS/R,

— cac muc dé xac dinh nguoi ky da duwoc xac thue, va
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— Khéa ky mac dinh hoac da chon.
Néu dwoc hd trg, viec vo hiéu héa st dung nhiéu hon mét DTBS/R sé kha thi trong nhirng trwdng hop
khéng dwoc phap luat cho phép.
SRA_SAP.2.4 SAD chi dwoc st dung dé kich hoat khéa ky néu qua trinh xac thwe ngwdi ky thanh cong
(vi du: bang cach tinh toan SAD sau khi xac thuwc thanh céng, hodc bang cac phwong tién ma héa khac).
SRA_SAP.2.5 SAD phai duwgc chuyén dén SAM trong SAP.
SRA_SAP.2.6 SAD phai:
— dwoc thu thap theo cach nam dwéi sy kiém soat ciia ngudi ky véi mire dd tin cay cao.
— dwoc bao vé dé ddm bao moi khoéa dworc Iwu trir trong thiét bi déu an toan va
— Béo vé moi bi mat dwoc s dung (mét Ian hoéac lau dai) nhw dwoc dinh nghia trong SRA_SAP.1.4

SRA _SAP.2.7. SAP phai duoc thiét ké sao cho néu SAD duwgc SAM nhan dwoc, cé thé gid dinh rang

SAD d3a dwoc glri dwdi sw kiém soat duy nhat ciia ngudi ky bang cac phwong tién ma ngudi ky dang sé

hiru.

SRA_SAP.2.8 SAD phai duwgc xac minh sao cho kha nang cac hoat dong nhw suy doan, nghe Ién, phat
lai hodc thao tung théng tin lién lac béi ké tan cong cé tiém nang tAn cdng cao cé thé pha v& qua trinh

xac thuc dé kich hoat chi¥ ky 1a cuc ky thap.

6.4.3 Quan ly khoa ky (SRA_SKM)

6.4.3.1 Tao khoa ky (SRA_SKM.1)

SRA_SKM.1.1 Khéa ky cua ngwoi ky phai dwgc tao va str dung trong SCDev ma:

— 1a mét hé théng dich vu tin cay dwoc dam bao dat mirc EAL 4 tré 18n, dwoc bd sung bdi AVA_VAN.5
theo tiéu chudn TCVN 8709-3:2011, ho&c céc tiéu chi danh gia an toan cdng nghé théng tin twong duwong
duoc cdng nhan trong nwéc hodc qubc té. Diéu nay phai hwéng dén dich an toan hodc hd so bao vé
dap rng cac yéu cau cla tai liéu nay, dwa trén phan tich rdi ro va cé tinh dén cac bién phap an toan vat
ly va cac bién phap an toan phi ky thuat khac; hoac

— Pap rng cac yéu cau dwoc xac dinh trong tiéu chuadn quéc gia TCVN 11295:2016 hodc QCVN
137:2025/BKHCN (FIPS PUB 140-2 murc 3).

SCDev nay phai dwoc danh riéng dé hé tro cac chirc ndng ma héa can thiét cho dich vu tao chir ky (ttrc
la bao gébm tao sb6 ngAu nhién va tham chi cé thé ca& ma hoa dé hé tro viéc ky trén may cha).
SRA_SKM.1.3 Khi SCDev dugc st dung dé tao khoa ky khac véi SCDev dwoc st dung cho cac thao
tac ky, viéc truyén khoa ky phai tuan thd yéu cdu SRG_KM.4.1.

SRA_SKM.1.4 SCDev cé thé chira nhiéu khoa ky cho cling mét nguwdi ky hodc cho nhirng ngudi ky khac

nhau.
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Trong dé c¢é nhiéu khda ky cho cung mét ngudi ky hodc cho nhirng ngudi ky khac nhau.
Trong SCDev, viéc tach biét quyén kiém soat viéc st dung cac khoa phai dwoc dam bao.

SRA_SKM.1.5 Khoa ky ctia ngudi ky phai dwoc lién két véi ngudi ky véi mire do tin cay cao théng qua

phwong tién do SAP cung cép.

Khoa ky ctia nguwdi ky SRA_SKM.1.6 khong dwoc st dung trwde khi ngudi ky duwoc lién két béi TWA4S.
SRA_SKM.1.7 TW4S c6 thé hé tro mot sé co ché SAP va SAD khac nhau dé kich hoat khéa ky. Tuy
nhién, mot khéa ky CHI dwoc lién két véi mot co ché SAD va SAP duy nhét.

6.4.3.2 Kich hoat khéa ky (SRA_SKM.2)

SRA_SKM.2.1 TW4S phai yéu ciu nguoi ky xuét trinh SAD cho SAM dé dwoc xac thwe va kich hoat
khoa ky.

SRA_SKM.2.2 SAP phai quan ly viéc truyén SAD dén SAM theo cach dam bao rang khéa ky nam duai
su kiém soat ctia ngudi ky véi mire d tin cay cao.

SRA_SKM.2.3 Khoa ky clia ngudi ky chi dwoc kich hoat dé stiv dung trong SCDev tir xa.

SRA_SKM.2.4 Khéa ky clia ngwdi ky phai dwoc kich hoat bang SAD dwoc tao ra véi cac yéu tb xac thuc

cla nguoi ky véi tham chiéu khéa chinh xac.

SRA_SKM.2.5 Khoa ky da kich hoat chi dwoc st dung dé ky cac DTBS/R dwgc SAP Gy quyén.
SRA_SKM.2.6 Trwdng hop DTBS/R cho SAD dén tir SCA, ngudn phai duwoc xac thwe. SRA_SKM.2.7

Nguw&i dung cé dac quyén khdng dugc phép st dung khda ky dwoc cip cho ngudi ky.

SRA_SKM.2.8 Sau khi kich hoat khoa ky va tao chi¥ ky s, SAD ciia nguwdi ky khéng dworc lwu trir & bét
ky dau ma khoéng dwoc bao vé b&i TW4S.
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Phu luc A
(Quy dinh)
Yéu cau déi véi phwong tién nhan dang dién tlr, dic diém va thiét ké
A.1 Ding ky

A.1.1 Ung dung va ding ky

Mdrc dd dam bao Cac yéu t6 can thiét

Thép 1. Pam bao nguwdi dang ky ndm ré cac diéu khoan va diéu kién lién quan dén viéc
st dung phwong tién nhan dang dién ti.
2. Dam bdo ngudi dang ky ndm rd cac bién phap phong ngtra an toan duoc khuyén
nghi lién quan dén phwong tién nhan dang dién te.
3. Thu thap cac théng tin nhan dang can thiét d& xac minh danh tinh.

Trung binh Twong ty mirc dd dam bao thap.

Cao Twong ty mirc do dam bao thap.

A.1.2 Xac minh va chirng thwe danh tinh (ca nhan)

Mdrc d6 ddm bao Céc yéu tb can thiét

Thép 1. C6 thé gia dinh rang ngudi dé dang s& hivu bang chirng dwoc cong nhan béi
co quan c6 thdm quyén noi ndp don xin cap gidy td tuy than dién tl va bang chirng
do6 chirng minh danh tinh dwoc yéu cau.

2. C6 thé gia dinh rang bang chirng la xac thyc, hodc ton tai theo mot ngudn dich
vu tin cay va bang chirng dé cé vé hop Ié.

3. M6t nguén tin dich vu tin cay xac nhan rang danh tinh dwoc khéng dinh la cé

that va c6 thé gid dinh rang ngwdi khang dinh danh tinh d6 1a cung mét nguoi.

Trung binh Bang chirng duoc kiém tra dé xac dinh tinh xac thuc; hodc, theo mét ngudn dich
vu tin cay, no dwoc biét la ton tai va lién quan dén moét ngudi co that.

va

Céc bién phap da duoc thwe hién dé giam thidu rdi ro danh tinh cla nguwdi dé
khéng phai la danh tinh da khai bao, chdng han nhw tinh dén rdi ro mét mat, bi
danh cép, bi tam dinh chi, bi thu hdi hodc hét han cta béng ching;

hoac

2. Gidy to tuy than dwoc xuét trinh trong qué trinh dang ky tai co quan cé tham
quyén noi gidy to d6 dwoc cap va gidy t& d6 cé vé lién quan dén nguwdi xuét trinh.
Va
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Cac bién phap da dwoc thwe hién dé giam thiéu rdi ro danh tinh cla nguwdi d6
khong tring khép véi danh tinh da khai bao, chang han nhw tinh dén rai ro mét
mat, bi danh cap, bi tam dinh chi, bi thu hdi hodc hét han gidy to;

hoac

3. Trwdng hop cac tha tuc da dwgc mot td chirc cong hodc tw nhan trong nwédc st
dung trwdc day cho muc dich khac véi viéc cip phwong tién nhan dang dién to
cung cap sw dadm bao twong dwong véi nhirng quy dinh néu trong muc A.1.2 vé
mirc d6 dam béo trung binh, thi td chirc chiu trach nhiém dang ky khéng can phai
l&p lai cac tha tuc trwdc do6, véi diéu kién sy ddm bao twong dwong dé duwoc xac
nhan b&i mdt co quan danh gia sw phu hop tuan tha cac yéu cau quy dinh hién
hanh (xem ghi chu) hodc bé&i mét co quan twong dwong;

hoac

4. Trwong hop phwong tién nhan dang dién t& dwoc cap dwa trén phuong tién
nhan dang dién t& hop 1é da dwoc thdng bao cé mirc d6 dam bao trung binh hoac
cao, va co tinh dén rui ro thay dbi di liéu nhan dang ca nhan, thi khéng can phai
Iap lai quy trinh xac minh va chirng thwc danh tinh. Tredng hop phwong tién nhan
dang dién t&¢ dwoc st dung lam co s& chwa dwoc théng bao, mirc d6 dam bao
trung binh hoac cao phai dwgc xac nhan b&i mét co quan danh gia sw phu hop
tuan tha cac yéu cau quy dinh hién hanh (xem ghi chd) hodc bédi mét co quan

twong duwong.

Cao

Phai dap rng dwoc mét trong hai yéu ciu cta diém 1 hoac diém 2:

1. Mtrc d6 trung binh, cdng thém mét trong cac phuwong an dworce liét ké trong cac
diém (a) dén (c) phai duwoc dap &ng:

(a) Trwong hop ngwdi d6 da dwoc xac minh 1a cé bang chirng nhan dang bang
anh hoéc sinh trc hoc dwoc cong nhan béi co quan c6 thdm quyén noi ndp don
xin phwong tién nhan dang dién tlr va bang chirng d6 thé hién danh tinh dwoc yéu
cau, thi bang chirng d6 phai dwoc kiém tra d& xac dinh xem né c6 hop |& theo
ngudn cé thdm quyén hay khéng; va nguoi ndp don dwoc xac dinh 1a ngudi co
danh tinh dwoc yéu ciu théng qua viéc so sanh mot hodc nhiéu déc diém thé chat
cla ngudi dé véi ngudn cé tham quyén;

hoac

(b) Trwng hop céc thd tuc da dwoc mot td chirc cong hodc tw nhan trong nwéc
st dung trwéc day cho muc dich khac véi viéc cap phwong tién nhan dang dién to
cung cap s dam bao twong dwong véi nhivng quy dinh néu trong muc A.1.2 dbi
v&i mirc dd dadm bao cao, thi td chirc chiu trach nhiém dang ky khéng can phai lap
lai cac tha tuc trudc d6, véi didu kién sw ddm bao twong dwong dé dwoc xac nhan

b&i mdt co quan danh gia sw phu hop tuan tha cac yéu cau quy dinh hién hanh
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(xem ghi chtl) hodc b&i mét co quan twong dwong va cac bwédc duwoc thue hién dé
chirng minh réng két qua cla cac tha tuc trwérc d6 van con hiéu luc;

hoac

(c) Trwdng hop phwong tién nhan dang dién t&r dwoc cip trén co sé phuwong tién
nhan dang dién t&r da dwoc thong bao hop 1€ véi mire d6 dam bao cao, va co tinh
dén rai ro thay ddi di¥ liéu nhan dang ca nhan, thi khéng can phai 18p lai quy trinh
xac minh va chirng thwc danh tinh. Trwong hop phwong tién nhan dang dién td
dwoc sir dung lam co s& chwa dwoc thong bao, thi mirc d6 dam bao cao phai
dwgc xac nhan béi mét co quan danh gia sw phu hop tuan thia cac yéu cau quy
dinh hién hanh (xem ghi chd) hoac b&i mét co quan twong dwong va phai thyc
hién cac buwéc dé& chirng minh rang két qua cta quy trinh cdp phwong tién nhan
dang dién t&r da dwoc thong bao trwdc d6 van con hiéu lwc.

hoac

2. Trwdng hop ngudi ndp don khdng xuét trinh bat ky gidy t& ty than cé &nh hodc
sinh tréc hoc nao dwoc cong nhan, thi cac tha tuc twong tw dwoc st dung béi td
chirc chiu trach nhiém dang ky dé thu thap gidy t& tuy than cé anh hodc sinh trac

hoc dwgc cdng nhan dé sé duoc ap dung.

A.1.3 Xac minh va chirng thwc danh tinh (phap nhan)

Mcrc d6 dam bao

Cac yéu t6 can thiét

Thép

1. Danh tinh dwoc tuyén bd ctia phap nhan dwgc chirng minh dwa trén bang ching
dwoc cdng nhan b&i co quan c6 thdm quyén noi ndp don xin cip gidy to tay than
dién tor.

2. Bang chirng c6 vé hop 1é va cé thé dwoc coi 1a xac thuc, hodc tdn tai theo mot
ngudn cé thdm quyén, trong do viéc dwa mot phap nhan vao nguén cé thdm quyén
la tw nguyén va duoc diéu chinh béi mét thda thuan gitra phap nhan dé va ngudn
c6 thAm quyén.

3. Khéng ¢6 ngudn théng tin dich vu tin cdy ndo xac nhan rang phap nhan dé dang

& trong tinh trang phap ly nao ngan can né hoat déng v&i tw cach la phap nhan dé.

Trung binh

Mtrc d6 thap, cdng thém mét trong cac phwong an duoc liét ké trong diém 1 dén
3 phai dwgc dap ng:

1. Danh tinh dwoc tuyén bd ctia phap nhan dugc chirng minh dwa trén bang chirng
duwoc cong nhan bdi co quan cé thAdm quyén noi ndp don xin cap gidy to tly than
dién ttr, bao gébm tén, hinh thirc phap ly va (néu c6) sb dang ky cia phap nhan, va
bang chirng d6 dwoc kiém tra d& xac dinh xem cé phai la bang chirng xac thuc

hay khoéng, hodc c6 duoc biét dén theo ngudn théng tin dich vu tin cay hay khéng,
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trong trwdng hop viéc phap nhan dwoc dwa vao nguén théng tin dich vu tin cay [a
can thiét d& phap nhan hoat ddng trong linh vic ctia minh va cac bién phap da
dwoc thue hién dé giam thiéu rai ro danh tinh cGia phap nhan khéng triing khép voi
danh tinh dwoc tuyén bd, chdng han nhw xem xét rii ro mat mat, bj danh cép, bj
tam dinh chi, bi thu hdi ho&dc hét han gidy to;

hoac

2. Trwdng hop cac tha tuc da dwoc mot té chire cong hodc tw nhan trong nwéc st
dung trwdc day cho muc dich khac véi viéc cip phwong tién nhan dang dién to
cung cép sw dadm bdo twong dwong v&i nhirtng quy dinh néu trong muc A.1.3 vé
mirc d6 dam béo trung binh, thi t& chirc chiu trach nhiém dang ky khéng can phai
lap lai cac tha tuc trwdc do, véi diéu kién sy ddm bao twong dwong dé duwoc xac
nhan b&i mét co quan danh gia sw phu hop tuan tha cac yéu cau quy dinh hién
hanh (xem ghi chu) hodc bé&i mét co quan twong dwong;

hoac

3. Trwdng hop phuong tién nhan dang dién t&r dwoc cap dwa trén phwong tién
nhan dang dién t& hop 1é da dwoc thong bao cé mirc d6 dam bao trung binh hoac
cao, thi khéng can phai 1ap lai quy trinh xac minh va chirng thwc danh tinh. Trwong
hop phwong tién nhan dang dién t&r dwoc sir dung lam co s& chwa duwoc thong
bao, thi mirc d6 dam bao trung binh hoac cao phai dwgc xac nhan béi mét co quan
danh gia sw phu hop tuan tht cac yéu cau quy dinh hién hanh (xem ghi chi) hoac

b&i mét co' quan twong dwong.

Cao

Mcrc d6 trung binh, cdng thém mot trong cac phwong an dworc liét ké trong diém 1
dén 3 phai dwoc dap tng:

1. Danh tinh dwoc khang dinh cta phap nhan dwoc chirng minh dwa trén béng
chirng dwoc cong nhan béi co quan cé thAm quyén noi ndp don xin cap gidy to
dinh danh dién tt, bao gdm tén, hinh thirc phap ly va it nhat mét ma dinh danh duy
nhét dai dién cho phap nhan dwoc st dung trong béi canh quéc gia, va bang chirng
nay dwoc kiém tra d& xac dinh tinh hop 1& theo ngudn cé thdm quyén;

hoac

2. Trwdng hop cac tha tuc da duwoc mot té chire cong hodc tw nhan trong nwéc st
dung trwéc day cho muc dich khac véi viéc cip phwong tién nhan dang dién to
cung cap sw dam bao twong dwong véi nhivng quy dinh néu trong muc A.1.3 dbi
véi mirc dd dadm bao cao, thi td chirc chju trach nhiém dang ky khéng can phai lap
lai cac tha tuc trudc d6, véi didu kién sw ddm bao twong dwong dé duwoc xac nhan
b&i mdt co quan danh gia sw phu hop tuan thi cac yéu cau quy dinh hién hanh
(xem ghi chu) hodc b&i mét co quan twong dwong va cac bwédc dwoc thye hién dé
chirng minh réng két qua cta thu tuc trwdc dé van con hiéu luc;

hoac
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3. Trwdng hop phwong tién nhan dang dién t dwoc cap dwa trén phwong tién
nhan dang dién t&r da dwoc thong bao hop 1€ v&i mirc dd6 dam bao cao, thi khéng
can phai I&p lai quy trinh xac minh va ching thwe danh tinh. Trwéng hop phuong
tién nhan dang dién t&r dwoc st dung lam co sé& chwa dwoc thong bao, thi mirc do
dam bao cao phai duwgc xac nhan béi mét co quan danh gia sw phu hop tuan tha
cac yéu cau quy dinh hién hanh (xem ghi chii) hodc b&i mét co quan twong dwong
va phai thwe hién cac buéc dé chirng minh rang két qua cta quy trinh cdp phwong

tién nhan dang dién t& da dwoc théng bao trwde dé van con hiéu lyc.

A.1.4 M6i lién hé giira cac phwong tién nhan dang dién tir cia ca nhan va phap nhan

Trong trwdng hop ap dung, ddi véi sw rang budc gitra phwong tién nhan dang dién ti cia mét ca nhan

va phuwong tién nhan dang dién tir ctia méot phap nhan ('rang budc'), cac diéu kién sau day phai duwoc ap

dung:

a) Viéc tam ngirng va’hodc hly bd rang budc la hoan toan cé thé. Vong doi cla rang budc (vi du: kich

hoat, tam ngtrng, gia han, hiy bd) s& dwoc quan ly theo cac tha tuc dwoc cdng nhan trén toan quéc.

b) Ca nhan cé phwong tién nhan dang dién t& dwoc lién két véi phwong tién nhan dang dién tor ctia phap

nhan cé thé Gy quyén viéc thwe hién lién két d6 cho mét ca nhan khac trén co sé cac tha tuc dwoc qudc

gia cong nhan. Tuy nhién, ca nhan Gy quyén van phai chiju trach nhiém.

c¢) Viéc rang bubc sé dwoc thwe hién theo cach sau:

Mcrc d6 dam bao

Cac yéu to can thiét

1. Viéc xac minh danh tinh cta ca nhan hanh déng thay mat phap nhan dwoc xac

Thap ,
nhan la da thwc hién & mirc do thap hodc cao hon.
2. Viéc rang budc duwoc thiét 1ap trén co s& cac tha tuc dwoc cong nhan trén toan
quéc.
3. Khéng c6 nguén théng tin dich vu tin cAy nao xac nhan réng ca nhan dé dang &
trong tinh trang phap ly nao can tré viéc nguwdi d6 hanh dong thay mat cho phap
nhan.

Trung binh Diém 3 cla cap dé thap, cong thém:

1. Viéc xac minh danh tinh ctia ca nhan hanh déng thay mat phap nhan dwoc xac
nhan la da dwogc thyc hién & mirc dd trung binh hoac cao.

2. Viéc rang budc dwoc thiét 1ap trén co s& cac thd tuc dwec cong nhan trén toan
qudc, dan dén viéc dang ky rang budc trong mét ngudn cé thdm quyén.

3. Viéc rang bubc da dwoc xac minh dwa trén théng tin tir mot nguén dich vu tin

cay.
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Cao

DPiém 3 & mlrc d6 thap va diém 2 & mire d6 trung binh, cong thém:

1. Viéc xac minh danh tinh ctia ca nhan hanh déng thay mat phap nhan dwoc xac
nhan la da dwoc thwe hién & mirc do cao.

2. Viéc rang budc da dwoc xac minh dwa trén ma dinh danh duy nhét dai dién cho
phap nhan dwoc st dung trong bbi canh quéc gia; va dwa trén théng tin duy nhat

dai dién cho ca nhan tlr mdt ngudn cé thdm quyén.

A.2 Phwong tién nhan dang dién ttr va xac thuc

A.2.1 Dic diém va thiét ké cua phwong tién nhan dang dién to

Mdrc d6 dam bao

Cac yéu t6 can thiét

Thép

1. Phwong tién nhan dang dién tt st dung it nhat mot yéu td xac thuc.
2. Phuong tién nhan dang dién tir dwoc thiét ké sao cho bén phat hanh thyc hién
cac budc hop ly dé kiém tra xem né chi dwoc st dung dwdi sw kiém soat hodc sé&

hiru ctia nguwdi dwoc cap quyén s& hivu.

Trung binh

1. Phwong tién nhan dang dién t& st dung it nhat hai yéu td xac thwc tir cac danh
muc khac nhau.
2. Phuong tién nhan dang dién t&r dwoc thiét ké sao cho cé thé gid dinh rang né

chi dwoc st dung khi ndm dwéi s kiém soat hodc s& hiru ciia ngudi s& hivu no.

Cao

Murc d6 trung binh, cdng thém:

1. Phwong tién nhan dang dién tt bao vé chdng lai viéc sao chép va gia mao, ciing
nhw chéng lai nhirng ké tAn cdng cé tiém ndng gay hai cao.

2. Phwong tién nhan dang dién t&r dworc thiét ké sao cho ngudi s& hivu c6 thé bao

vé n6 mot cach dich vu tin cay khaéi viéc ngwoi khac st dung.

A.2.2 Co’ ché xac thuc

Bang sau day trinh bay cac yéu ciu cho tirng cap d6 dam bao lién quan dén co ché xac thuc, théng qua

doé ca nhan hodc phap nhan sir dung phwong tién nhan dang dién t&r dé xac nhan danh tinh ctia minh

v&i bén tin cay.

Mdrc do dam bao

Cac yéu t6 can thiét

Thép

1. Viéc cong bd di¥ liéu nhan dang ca nhan phai dwoc thye hién sau khi xac minh
dich vu tin cay vé phwong tién nhan dang dién t&r va tinh hop 1& cla no.

2. Trweng hop di¥ liéu nhan dang ca nhan dwoc lwu trir nhu moét phan cda co ché
xac thue, théng tin d6 duwoc bdo mat dé tranh mat mat va xam pham, bao gém ca
viéc phan tich ngoai tuyén.

3. Co ché xac thuc thuc hién cac bién phap kiém soat an toan dé xac minh phuong

tién nhan dang dién ttr, do d6, cac hoat ddng nhw doan mo, nghe Ién, phat lai hoac
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thao ting thong tin lién lac béi ké tAn cdng cé tiém nang tn cong co ban nang cao

khé c6 thé pha vé& co ché xac thuc.

Trung binh Mtrc do thap, bao gdm thém:
1. Viéc cong bd di liéu nhan dang ca nhan duwoc thwe hién sau khi xac minh dich
vu tin cdy cac phwong tién nhan dang dién t& va tinh hop 1€ cia ching thong qua
xac thyc dong.
2. Co ché xac thye thue hién cac bién phap kiém soéat an toan dé xac minh phwong
tién nhan dang dién tlr, sao cho kha nang cac hoat dong nhw doan mo, nghe lén,
phat lai hodc thao ting théng tin lién lac b&i ké tAn cong c6 tiém nang tan cong
trung binh c6 thé pha vé co ché xac thuc la rat thap.

Cao Mrc d6 trung binh, bao gém thém:

Co ché xac thuc thue hién cac bién phap kiém soat an toan dé& xac minh phuong
tién nhan dang dién t&, do dd, cac hoat dong nhw doan mo, nghe Ién, phat lai hoac
thao tung thong tin lién lac b&i ké tan céng cé tiém nang tan cong cao kho co thé

pha v& co ché xac thuc.
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Thw muc tai liéu tham khao

TCVN xxxx:2026 dwoc xay dwng dwa trén co s& tham khao tiéu chudn EN 419241-1: “Trustworthy
Systems Supporting Server Signing — Part 1: General System Security Requirements” ctia Uy ban Tiéu
chuén héa Chau Au, phién ban 1.0, ngay 30/4/2018.
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