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L&i gi¢i thiéu

Sw phat trién cla hé thdng phan tan, dién toan dam may va thiét bi di ddng da thuc dady mé hinh
ky sb tr xa, trong d6 cac budc ciia qua trinh tao chir ky sb dwoc thwe hién béi nhiéu hé thdng,
dich vu hoéc thanh phan khac nhau va khoéa ky dwoc quan ly tai dich vu t xa.

Tiéu chuén nay quy dinh cac giao thirc va giao dién gitra cac thanh phan tham gia qué trinh tao
ch ky s6 tir xa va tao 1ap chir ky dién t&r nang cao (AJES), nhdm bdo ddm kha nang két néi va
trién khai théng nhét. Viéc cung cép dich vu chir ky sb tir xa céng cong tai Viét Nam déng thoi

phai tuan tha phap luat va quy chuan k§ thuat quéc gia hién hanh.
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Giao dich dién ttr - Giao thirc tao chir ky s6 cho mé hinh ky sé tir xa

Electronic Transactions - Digital Signature Creation Protocol for Remote Signing Models

1

Pham vi ap dung

Tiéu chuén nay quy dinh cac yéu cau chung dbi véi giao thirc tao chi ky sb trong mé hinh ky sb

tr xa, nham hd tro viéc trién khai, két ndi va cung cép dich vu ky sé tir xa théng nhat.

Tiéu chuén gi¢i han & mé hinh ky sé tr xa trén may chu, trong dé khéa ky dwoc lwu gitr tai dich

vu dung chung tr xa; khédng ap dung cho mé hinh ky cuc bé ma khoéa ky dwoc lwu gitr trén thiét

bi ca nhan cla chu thé ky.

2

Tai liéu vién dan

CAc tai liéu vién dan sau la can thiét cho viéc ap dung tiéu chuan nay. Déi v&i cac tai liéu vién

d&n ghi nam coéng bd thi 4p dung ban duwoc néu. Dbi véi cac tai liéu vien dan khéng ghi ndm

cong bd thi 4p dung phién ban mai nhét, bao gdm ca cac sira dbi (néu co).

Cloud Signature Consortium Standard (Version 1.0.3.0): "Architectures and protocols for
remote signature applications".

OASIS Standard: "Digital Signature Service Core Protocols, Elements, and Bindings Version
2.0", Committee Specification 02.

OASIS Standard: "Advanced Electronic Signature Profiles of the OASIS Digital Signature
Service Version 2.0", Working Draft 02.

IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile".

OASIS Standard: "Asynchronous Processing Abstract Profile of the OASIS Digital Signature
Services Version 1.0".

EN 419 241-1: "Trustworthy Systems Supporting Server Signing - Part 1: General System
Security Requirements" (produced by CEN).

IETF RFC 5646: "Tags for Identifying Languages".https://docs.oasis-open.org/dss/v1.0/oasis-

dss-profiles-asynchronous_processing-spec-

IETF RFC 4514: "Lightweight Directory Access Protocol (LDAP): String Representation of
Distinguished Names".

IETF RFC 3061: "A URN Namespace of Objects Identifiers".

IETF RFC 7468: "Textual Encodings of PKIX, PKCS, and CMS Structures".

ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAdES digital

signatures; Part 1: Building blocks and CAdES baseline signatures".
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« ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital
signatures; Part 1: Building blocks and XAdES baseline signatures".

« ETSI EN 319 142-1: "Electronic Signatures and Infrastructures (ESI); PAdES digital
signatures; Part 1: Building blocks and PAdES baseline signatures".

e TCVN 7217-1:2007 (ISO 3166-1:2006), M4 biéu thi tén qudc gia va cac manh lanh thé hanh
chinh - Phan 1: Ma quéc gia.

3 Thuat ngiv va chir viét tat
Trong tiéu chuan nay st dung cac thuat ngir, dinh nghia sau:
3.1 Thuat ngiv

311

Chir ky (s6) AJES (AdES digital signature)

Chir ky sb thudc mét trong cac loai sau: chir ky CAJES, chir ky PAJES hodc chir ky XAdES.
3.1.2

Png dung khach (client application)

Png dung chay trong méi trweérng clia cha thé ky dé truy cap cac dich vu do SCASC va/hoac
SSASC cung cép.

3.1.3

Chir ky s6 (digital signature)

Chi» ky dién t& st dung thuat toan khoa khong dbi xirng, gdm khda bi mat va khéa cong khai,
trong d6 khoa bi mat dwoc dung dé ky sé va khda cong khai dwoc dung dé kiém tra chiv ky sb.
Chi» ky s bao dam tinh xac thyce, tinh toan ven va tinh chéng chéi bd nhwng khéng bdo dam
tinh bi mat ctia thong diép di liéu.

314

Gia tri chir ky sé (digital signature value)

Két qua clia phép bién ddi mat ma dbi véi mot don vi di liéu, cho phép bén nhan di liéu chirng
minh ngudn gbc va tinh toan ven cta don vi di¥ liéu, ddng thei béo vé chdng gid mao

3.1.5

Thiét bj tao chir ky s6 tir xa (remote signature creation device)

Thiét bi tao chir ky s6 dwoc stir dung tir xa theo géc nhin clia chi thé ky va cung cip kha nang
kiém soat thao tac ky thay mat chi thé ky.

3.1.6

ng dung ky sé trén may chu (server signing application)

ng dung st dung thiét bi tao chir ky sb tir xa dé tao gia tri chi ky s6 thay mat chu thé ky.
3.1.7
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Thanh phan dich vu rng dung ky s6 trén may chu (server signing application service
component)

Thanh phan dich vu ctia TSP st dung (rng dung ky sé trén may ch.

3.1.8

T6 chirc cung cép dich vu tin cay (Trust Service Provider - TSP)

T& chtre cung cip mét hodc nhiéu dich vu tin cay.

3.1.9

Nha cung cép dich vu (rng dung ky sé trén may chu (server signing application service
provider)

TSP van hanh thanh phan dich vu ng dung ky sb trén may ch.

3.1.10

ng dung tao chir ky sé (signature creation application)

ng dung trong hé théng tao chir ky sbé thwc hién viéc tao chir ky s& AJES va sir dung SCDev
dé tao gia tri chiv ky sb.

CHU THICH: SCDev cé thé dwoc quan ly béi SSASC.

3.1.11

Thanh phan dich vu tng dung tao chir ky sé (signature creation application service
component)

Thanh phan dich vu ctia TSP st dung &ng dung tao chir ky sé.

3.1.12

Nha cung cap dich vu trng dung tao chir ky sé (signature creation application service
provider)

TSP van hanh thanh phan dich vu trng dung tao chi ky sb.

3.1.13

Rang buéc tao chir ky sé (signature creation constraint)

Tiéu chi dwoc st dung khi tao chiy ky sb.

3.1.14

Thiét bi tao chir ky sé (signature creation device)

Phan mém hodc phan cirng dwoc ciu hinh dé sir dung di liéu tao chir ky sb va tao gia tri chi
ky sé.

3.1.15

Chinh sach tao chiv ky s6 (signature creation policy)

Tap hop céac rang budc tao chir ky sé dwoc hodc sé duwoc xr Iy bdi SCASC hodc SSASC.
3.1.16

Dich vu tao chir ky s6 (signature creation service)
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Dich vu clia TSP trién khai (rng dung tao chir ky s va/hoac (rng dung ky sé trén may chd.
3.1.17

Nha cung cap dich vu tao chir ky sé (signature creation service provider)

TSP cung cép dich vu tao chir ky sb.

CHU THICH: Theo dinh nghta trong CEN EN 419 241-1.

3.1.18

Théng tin xac thwe chiv ky (signature credential)

Tap hop bao gdm khoa ky va chirng thw chiv ky sé twong trng.

3.1.19

Thoéng diép dir liéu (data message)

Théng tin dwoc tao ra, dwoc glri, dwoc nhan, duwoc lwu trir bang phwong tién dién to.

3.1.20

Chir ky dién ttr (electronic signature)

Chir ky dwoc tao lap dwdi dang div liéu dién ti gan lién hodc két hop mét cach 16 gic véi théng
diép di¥ liéu d& xac nhan cha thé ky va khéng dinh sw chap thuan ctia chi thé dé dbi véi thdng
diép di liéu.

3.1.21

Ky s6 (digital signing)

Viéc dwa khoa bi mat vao mét chwong trinh phan mém dé tw dong tao va gan chi ky sé vao
théng diép dir liéu.

3.1.22

Chirng thw chiv ky s (digital signature certificate)

M6t dang chirng thw chi ky dién ttr do Té chirc cung cp dich vu chirng thwe chir ky sb cép
nham cung cap théng tin vé khoéa céng khai ctia mét ca nhan, té chirc tir d6 xac nhan ca nhan,
td chirc la cha thé ky théng qua viéc sir dung khéa bi mat twong &ng.

3.1.23

DAu th&i gian (timestamp)

D@ liéu dién t& gan véi thdong diép div liéu cho phép xac dinh thoi gian cua thong diép div liéu
do ton tai &@ mot thoi diém cu thé.

3.1.24

Cap khoa khéng dbi xirng (asymmetric key pair)

Khéa cbng khai va khda bi mat twong ng.

3.1.25

Khéa bi mat (private key)

Thanh phan ctia cap khoa khong dbi xirng dwoc st dung dé ky théng diép di liéu.

10
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3.1.26

Khéa cong khai (public key)

Thanh phan cla cap khéa khéng dbi xirng duwoc str dung dé xac thue chiv ky sé trén théng diép
di¥ liéu.

3.1.27

Ham bam (hash function)

M6t thuat toan chuyén déi thdng diép di liéu dau vao thanh mot chudi co do dai cd dinh, goi la
ma bam. Ham bam dwoc sir dung dé kiém tra tinh toan ven cla théng diép dir liéu va tao chiy
ky sé.

3.1.28

Chu thé ky (signer)

Ca nhan hodc t6 chirc s& hivu chirng thw chir ky sé va sir dung khoéa bi mat twong trng dé thuwe
hién ky sé trén thong diép di liéu.

3.1.29

Xac thwe (authentication)

Viéc cung cép sy dadm bao rang dic tinh dwoc tuyén bd ctia mot thuwe thé la chinh xac.

3.1.30

Dich vu tin cay (trust service)

Dich vu dién t&r cho cac hoat dong: tao, kiém tra va xac minh chi ky sb va chirng thu lién quan;
tao, kiém tra va xac minh dau thoi gian va chirng thw lién quan; chuyén phat dién ttr va chirng
thw lién quan; tao, kiém tra va xac minh chirng thw xac thwc trang web; lwu trir chi¥ ky sé hodc
chirng thw lién quan dén céac dich vu trén.

3.1.31

Khéa ky (signing key)

Khoa bi mat duwoc st dung dé tao chi ky s6.
3.2 Ky hiéu
Khéng co.

3.3  Chir viét tat

AdES Advanced Electronic Signature Chir ky dién t» ndng cao

API Application Program Interface Giao dién lap trinh rng dung
ASN.1 Abstract Syntax Notation One g/np?ép cu phap triru trong phien
CA Certification Authority T6 chwre chirng thye chir ky so
CAdES CMS Advanced Electronic Signatures Chi» ky dién tlr nang cao dya trén

CMS

11
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CEN

CMS
CRL
CSC
DER
DSS-X
DSV
DTBS
DTBSF
DTBSR

ECDSA
EN
ETSI
HTTP
IETF

ISO

JPEG
JSON
JWT
LDAP
LT
LTA
OAI

OASIS
OAuth
OCSP

oiD
PAdES
PNG
QES

QSCD

RA

RFC
RSA
SAD
SAM

SAML
SCA

12

European Committee for
Standardization

Cryptographic Message Syntax
Certificate Revocation List

Cloud Signature Consortium
Distinguished Encoding Rules
Digital Signature Services eXtended
Digital Signature Value

Data To Be Signed

Data To Be Signed Formatted

Data To Be Signed Representation

Elliptic Curve Digital Signature
Algorithm

European Norm

European Telecommunications
Standards Institute

Hyper Text Transfer Protocol
Internet Engineering Task Force

International Organization for
Standardization

Joint Photographic Experts Group
JavaScript Object Notation

JSON Web Token

Lightweight Directory Access Protocol
Long Term

Long Term Archival

OpenAPI Initiative

Organization for the Advancement of
Structured Information Standards

Open Authorization
Online Certificate Status Protocol

Object Identifier

PDF Advanced Electronic Signatures
Portable Network Graphics

Qualified Electronic Signature

Qualified electronic Signature Creation
Device

Registration Authority
Request for Comments
Rivest, Shamir, & Adleman
Signature Activation Data
Signature Activation Module

Security Assertion Markup Language

Signature Creation Application

Uy ban Tiéu chudn héa Chau Au

Cu phap thong diép mat ma
Danh sach chirng thw bi thu hoi
Lién minh chi ky s6 dam may
Quy tdc ma héa phan biét

Dich vu chir ky s6 mé rong

Gia tri chiv ky sb

D liéu cin ky

Di liéu can ky da dinh dang
Thé hién cta dir liéu can ky
Thuat toan chiv ky sb dya trén duéng
cong elliptic

Tiéu chuin Chau Au

Vién Tiéu chuan Vién théng Chau Au

Giao thire truyén tai siéu van ban
Lwc lwgng dac nhiém ky thuat
Internet

T chtrc tiéu chuén hoa quéc té

Dinh dang anh JPEG

Binh dang trao déi di liéu JSON
Ma théng bao web JSON

Giao thire truy cap thw muc hang nhe
Ky sé dai han

Lwu trir ky s6 dai han

Sang kién OpenAPI

T chirc thic day cac tiéu chun
théng tin cau trac

Uy quyén mé

Giao thire kiém tra trang thai chirng
thuw tree tuyén

Ma dinh danh déi twong

Chir ky dién tlr nang cao cho PDF
Dinh dang anh PNG

Chi ky dién t& du diéu kién

Thiét bi tao chir ky dién t&r da diéu
kién

Té chirc/Pai ly dang ky

Tai liéu yéu cau nhan xét

Thuat toan ma héa bat déi xirng RSA
D@ liéu kich hoat chi ky s
M6-dun kich hoat chir ky sb

Ngén ngi» danh dau xac nhan bao
mat

ng dung tao chi ky s6
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SCAL Sole Control Assurance Level Mtrc bao dadm kiém soat duy nhét

SCAL1 Sole Control Assurance Level 1 '1\/”0 bao dam kiem soat duy nhat cap

SCAL2 Sole Control Assurance Level 2 gllu’c bao dam kiem soat duy nhat cap

SCASC Signature Creation Application Service Thanh phan dich vu &ng dung tao
Component chir ky sb

SCDev Signature Creation Device Thiét bi tao chir ky sb

SCS Signature Creation Service Dich vu tao chir ky sé

SCSP Signature Creation Service Provider Nha cung c4p dich vu tao chir ky sb

SD Signer's Document Tai liéu ctia chu thé ky

SDO Signed Data Obiject Déi twong dir liéu da ky

SDOC Signed Data Object Composer I-I.-paml pr)an cau thanh doi trong di

iéu da ky

SDR Signer's Document Representation Thé hién tai liéu ctia chu thé ky

SHA Secure Hash Algorithm Thuét toan bam an toan

SSA Server Signing Application ng dung ky sb trén may cha

SSASC Server Signing Application Service Thanh phan dich vu ng dung ky sbé
Component trén may chu

TSP Trust Service Provider T4 chtre cung cép dich vu tin cay

URI Uniform Resource ldentifier Dinh danh tai nguyén théng nhét

URL Uniform Resource Locator B dinh vi tai nguyén théng nhat

URN Uniform Resource Name Tén tai nguyén thdng nhéat

UTF-8 Unicode Transformation Format - 8-bit  Dinh dang chuyén déi Unicode 8 bit

XAdES XML Advanced Electronic Signatures )c(;,t‘/l“i ky dién ttr nang cao dua trén

XML Extensible Markup Language Ngén ngir danh dau mé réng

XMLDSIG XML Digital Signature Ch ky s6 XML

XSD XML Schema Definition Dinh nghia c4u tric tai liéu XML

4 Quy trinh tao chir ky s8, sw phan tach dich vu

41 Cac bwéc trong quy trinh tao chiv ky s6 va cac phan tir di¥ liéu lién quan

Hinh 1 thé hién cac buéc khac nhau va cac phan t& dir liéu lién quan dbi véi mét quy trinh tao
chiv ky sb. Dbi v&i viéc tao chir ky sb tir xa, cac buédc khac nhau ctia quy trinh nay duoc thuc
hién dwa trén sy phan tach thanh nhiéu thanh phan, cac thanh phan nay phai truy cap hodc
cung cap cac phan t&r div liéu twong ng. Quy trinh dwo'c minh hoa trong hinh dwéi day gii han
& cac khdi chirc ndng va thong tin can thiét d& tao mot chir ky s ma khdng xem xét dén cac
van dé nhw xac thuc chi thé ky, cAp quyén st dung khoa ky hodc tinh sdn sang ctia chirng thw
chi ky s6. M6-dun kich hoat chi¥ ky sé (SAM) trong viing bdo vé chéng can thiép vat ly chi can
thiét khi Dich vu tao chi ky sb (SCS) tuan thi co ché kich hoat chir ky sb thudc Mirc bdo dam
kiém soat duy nhat cap 2 (SCAL2).
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Hinh 1: Cac bwéc va thanh phan dir liéu cta quy trinh tao chiv ky s6
4.2 Cac thanh phan chinh va giao dién cua dich vu
Qua trinh trén chi ra cac kich ban trong dé chir ky dién t&r nang cao (AJES) va/hoac Gia tri chir
ky s6 (DSV) dwoc tao ra bang cach st dung khéa ky lwu trir trong mot mé-dun bao mat mat ma
c6 tén goi la Thiét bj tao chir ky sd (SCDev), do Nha cung cép dich vu tao chi¥ ky sé (SCSP)
van hanh.
Dwa trén cac loai di¥ liéu khac nhau dwoc quan ly trong cac yéu cau va phan hodi, hai thanh phan
chinh c6 thé dwoc xac dinh trong so dd trén nhdm cung cap cac giao dién khac nhau cho viéc
quan ly ky s&: Thanh phan dich vu trng dung ky s6 trén may chii (SSASC) va Thanh phan dich
vu &rng dung tao chi¥ ky sé (SCASC) dwoc dinh nghia dwdi day.
SSASC |4 thanh phan hé tro tao cac gia tri chi ky s6. SSASC c6 kha nang twong tac véi SCDev
lwu tri khéa bi mat ctia chu thé ky. Khi SSASC st dung SCDev, chil thé ky dwoc Gy quyén co
kha nang kiém soat khéa ky v&i mét mire do tin cay nhét dinh.
Giao dién SSASC c¢6 dau vao chinh la Thé hién cta di liéu can ky (DTBSR) cuing cac tham sé

khac, va dau ra chinh la gia tri chir ky sé.
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SCASC la thanh phan hé tro tao chir ky s6 AJES va thyc hién mét sd phan cu thé cha quy trinh

tao chi ky s6. SCASC c6 kha ndng twong tac véi SSASC dé yéu ciu tao cac gia tri chi ky sb.

Giao dién SCASC c6 dau vao chinh 13 tai liéu can ky (SD) hoac thé hién cua tai liéu can ky

(SDR) cuing cac tham sbé khac, va dau ra chinh la tai liéu da ky hodc chi ky sb.

SCS biéu thi mét dich vu ctia Td chirc cung cép dich vu tin cay (TSP) trién khai Png dung tao

ch ky s6 (SCA) va/hodc ng dung ky sb trén may chi (SSA).

Mot sé bién thé clia cac giao dién nay coé thé xay ra tly thudc vao viéc phan chia chirc ndng

gitra SCS va hé thdng noi bd clia cha thé ky.

Céac khoang muc sau day quy dinh chi tiét vé cac dbi twong thdng tin va quy trinh chinh trong

SCASC va SSASC.

4.3 (ng dung tao chir ky s6

4.3.1 Tailiéu cua chu thé ky va qua trinh bdm

Quy trinh tao chi¥ ky s6 bat diu vai tai liéu ctia chi thé ky (SD) can dworc ky. Tai liéu clta chd

thé ky (SD) dwoc thé hién (SDR) bang mét gia tri bAm trong D liéu can ky (DTBS). C4c nhan

xét sau day duoc duva ra:

« Viéc tao thé hién tai liéu ctia chi thé ky (SDR) (qua trinh bam) cé thé dwoc thye hién tai noi
lwu trir tai liéu cta cha thé ky (SD) hodc do Thanh phan dich vu &ng dung tao chir ky sb
(SCASC) thyc hién. Trong trwérng hop dau tién, thé hién tai liéu ctia cha thé ky (SDR) dwoc
chuyén dén SCASC; trong khi & trwdng hop sau, tai liéu cta chad thé ky (SD) dwoc chuyén
dén SCASC.

« Tailiéu clia chu thé ky (SD) l1a mét phan ctia Béi twong div liéu da ky (SDO) cudi ciing. Mot
phan chirc ndng cla Thanh phan ciu thanh déi twong dir liéu da ky (SDOC) (xay dwng dinh
dang AdES cudi cung) 14 lién két gia tri chi¥ ky sé vai tai liéu cta cha thé ky (SD).

M6t quyét dinh thiét ké quan trong dbi v&i cac dich vu tao chir ky sb tir xa 1a noi tai liéu cia chi
thé ky (SD), va do dé la ndi dung cla tai liéu nay, can phai cé san. Viéc chi cung cap thé hién
tai liéu ctia cha thé ky (SDR) gitip han ché cac méi de doa dbi véi tinh bdo mat, nhwng co thé
dan dén nhirng han ché vé mat chirc ndng cuia gidi phap tao chir ky sb tir xa (vi du: khi can tao
ch ky s bao boc - enveloping hoadc chir ky bi bao boc - enveloped, ho&c khi cin bao gdm ca
phan thé hién truc quan cta chi ky sb).

4.3.2 CAu thanh va dinh dang dir liéu can ky (DTBS)

Trong hai quy trinh ciu thanh va dinh dang di liéu can ky (DTBS), ma trong ngir canh cla tai

liéu nay dwoc xem xét cling nhau, thé hién tai liéu ctia chi thé ky (SDR) (gia tri bAm cla tai liéu

can ky) va cac gia tri bAm cla tat ca cac thudc tinh dwoc ky phai dwoc tap hop thanh D liéu

can ky da dinh dang (DTBSF). Ngoai ma dinh danh chirng thw chiv ky sb (gia tri bam cla chirng
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thw chi ky s6, c6 thé bao gbm cé cac chirng thw chi ky s6 khac trong chudi chirng thw chiy ky
sb) nhw dwoc chi ra trong hinh v&, cac thudc tinh dwoc ky bd sung duoc yéu cau hoac duoc
phép b&i cac dinh dang chir ky sb tiéu chudn ETSI (C/X/PAdES). Vi du, tat c& cac bién thé
CAdES va XAdES co ban (baseline) déu yéu cau sy hién dién cla cac thudc tinh dwoc ky bao
gbm "loai tai liéu" (ctia SD) va "thoi gian ky tw khai".

Cac thudc tinh dwoc ky hodc cac gia tri bam ciia ching, véi sw hién dién 1a can thiét trong DTBS,
luén sén sang cho SCASC khi DTBSF dworc tao ra bdi SCASC.

4.3.3 Chuan bj di¥ liéu can ky (DTBS)

Budc nay bao gdm viéc tao ra DTBSR tir DTBSF. SCASC chuén bj toan bé DTBSF, tinh toan

gia tri bam, va gi gia tri bam (DTBSR) lam dau vao cho mot SSASC.

4.3.4 Thanh phan ciu thanh déi twong div liéu da ky (SDO)

La buéc cubi cung, Dbi twong dir liéu da ky (SDO) (dinh dang AJES) dwoc ciu thanh. Qua trinh

nay bao gém viéc két hop gia tri chi¥ ky sé vé&i cac tham sé khac vao dinh dang duwoc yéu cu.

Tuy thudc vao dinh dang, chi¥ ky sé dwoc cung cap cho tai liéu ctia cha thé ky (SD) duwoc goi

la:

« Bibao boc (Enveloped): Chir ky dwoc thém vao bén trong tai liéu cia chd thé ky (SD) (vi
du: chir ky PAdES).

« Bao boc (Enveloping): Chi¥ ky bao boc bén ngoai tai liéu ctia chi thé ky (SD) (vi du: mét
sb dinh dang CAdES nhét dinh).

« Tach biét (Detached): Chi» ky 1a mét dbi twong riéng biét dwoc lién két véi tai liéu cta cha
thé ky (SD).

Viéc ciu thanh SDO dworc thwc hién bdi mot thue thé dich vu tach biét hodc dworc tich hop voi

cac chirc ndng khac trong Thanh phan dich vu &ng dung tao chir ky s6 (SCASC).

4.4 (ng dung ky s6 trén may chu

4.41 Tao chir ky sb

4.41.1 Gidithiéu

Muc dich cGa qua trinh tao chi¥ ky sb la str dung DTBSR dé tao ra gia tri chir ky sb6 duwdi sw

kiém soat cla chi thé ky.

Trong ngi¥ cdnh ctia TCVN nay, viéc tao gia tri chir ky s6 dwoc quan ly b&i mot SSASC s dung

khéa ky dwoc lwu trong mé-dun bdo mat mat ma (SCDev), ma chi thé ky cé thé kich hoat théng

qua quy trinh xac thyc va kich hoat an toan.
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4.41.2 Kich hoat chir ky s6

Thanh phan dich vu (rng dung ky sé trén may chi (SSASC) str dung mét Thiét bi tao chir ky sb

(SCDev) tir xa nham tao, duy tri va st dung cac khéa ky duéi sy kiém soat ciia chii thé ky duoc

gy quyén. Cha thé ky dwoc Gy quyén thwe hién kiém soat tir xa dbi vai khoa ky véi mot mire do

tin cay nhat dinh, vé co ban |a théng qua Mé-dun kich hoat chiv ky sb (SAM).

SAM |a m6t thanh phan phan mém st dung D liéu kich hoat chir ky sé (SAD) dé xac thuwc chu

thé ky va nhan sw cap quyén tir chi thé ky nham kich hoat khoéa ky ctia ho cho muc dich ky 1&n

Thé hién cla dir liéu can ky (DTBSR). Quy trinh nay bdo d&m murc d6 tin cay rang cac khoa ky

nam dwdi sy kiém soat cta cha thé ky.

Hai murc d6 tin cay khac nhau vé quyén kiém soat khéa ky, dwoc dinh nghia trong tiéu chuan

CEN EN 419 241-1, dwoc xem xét trong tai liéu nay bao gém:

Mirc bao dam kiém soat duy nhat cap 1 (SCAL1):

« Cac khoa ky dwoc st dung, véi mot mirc dd tin cay thap, dwdi sw kiém soat duy nhét cua
cht thé ky.

« Viéc str dung khda dé ky cta chu thé ky dwoc Gy quyén do SSASC thuc thi théng qua qua
trinh xac thwe chi thé ky. Viéc kich hoat khéa ky c6 thé dwoc duy tri trong mot khoang thoi
gian nhét dinh va/hoac cho mét sb lwong chir ky nhat dinh.

CHU THICH: Cac trién khai thuwc té nhw vay khéng duoc ky vong sé dap (rng cac yéu ciu vé

quyén kiém soat duy nhat gidng nhw yéu cau dbi véi mot thiét bj tao chiv ky dién t& du diéu kién

doc lap (QSCD) duwoc dinh nghia trong Quy ché elDAS

Mirc bao dam kiém soat duy nhat cap 2 (SCAL2):

o Cac khoa ky dwoc str dung, véi mét mire dé tin cay cao, dwdi sw kiém soat duy nhét cta
cha thé ky.

« Viéc st dung khoa dé ky clia chu thé ky dwoc Gy quyén do mé-dun kich hoat chi ky sé thuc
thi thong qua d liéu kich hoat chi¥ ky sd do chi thé ky cung cép, st dung mot giao thire
kich hoat chi¥ ky s, nham cho phép str dung khéa ky twong (rng dé ky cac tai liéu cu thé.

4.41.3 Tao chir ky s6 bang thiét bj tao chi¥ ky s6 (SCDev)

Qua trinh tao chi ky s6 dwoc thwe hién bédi SCDev. Trong bbi canh ctia TCVN nay, chi nhirng

kién trGc ma qua trinh tao chi® ky sb dwoc thwe hién béi mot SCDev tr xa méi dwoc xem xét.

Theo cac mirc bdo dam kiém soat duy nhat néu trén, khda ky co thé dwoc sir dung dé tao gia

tri chir ky sd sau khi xac thwe chi thé ky thanh cong béi SSASC (SCAL1) hodc sau khi xac minh

SAD thanh céng béi SAM.
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5 Kién trac cho viéc ky sé trén may cha

51 Téng quan

Khoan muc nay mé ta kién trac cla cac hé thdng hé tro ky sb trén may chi tir xa, chi ra cac

twong tac co ban ctia SCASC va SSASC véi cac bén khac tham gia vao quy trinh ky sé tir xa,

ddng thdi xem xét dén marc do tin cay vé quyén kiém soat cac khda ky.

M6t so d6 dién hinh biéu dién cac hé théng hé tro ky sé trén may chi tir xa (cung cidp QES

va’hoac AdES) bao gobm mdt SCASC duwoc két ndi véi mot SSASC Iwu trir SCDev tir xa. Cac

dich vu nhu CA/RA, OCSP va CRL, cap dau thei gian, cling cac may chi xac thye va’hodc cap

quyén dwoc coi la bén ngoai so dd nay.

Hai kich ban chinh dwoc xem xét bao gém:

« Ung dung khach ky sé gtvi cac yéu cau tao moét hoac nhiéu chir ky s& AJES dén nha cung
cép dich vu tao chir ky sb;

« Ung dung khach ky sé gl cac yéu cau tao mdt hodc nhiéu gia tri chi¥ ky sé dén nha cung
cép dich vu tao chi ky sb, sau d6 hoan thién cau tric chir ky sé AdJES.

Céc giao thirc dwoc dinh nghia cho phép cad SCASC va SSASC thuc hién ky sb hang loat dbi

v&i cac tai liéu, cac gia tri bam cua tai liéu va cac DTBSR. Trong cac quy trinh ky sé hang loat

tai liéu nhw vay, cha thé ky khong can phai chap thuan moét cach twéng minh cho tirng chiv ky

trén tai liéu.

5.2  Gi®i thiéu vé cac kién tric

Hai kién trdc khac nhau dwoc trinh bay trong cac khodn muc tiép theo, trong d6 SCASC va

SSASC trién khai cac co ché xac thuc va cap quyén khac nhau tly theo mirc dé tin cay vé

quyén kiém soat cac khda ky, co6 xem xét dén viéc TSP quan ly SCASC va’hodc SSASC cd thé

gy quyén quy trinh xac thuwc va cap quyén cho mét bén thé ba bén ngoai (vi du: cho mét nha

cung cap danh tinh va/hodc nha cung cap dich vu xac thuc).

Céc kién tric nay bao gdm hai méi treng chinh: méi trwérng clia chii thé ky va méi truéng dwoc

bao vé cta TSP.

CHU THICH: Trong trwéng hop SCS tuan tha SCAL2, mdi trwdng dwoc bao vé cia TSP bao

gbdbm mét thiét bi bdo vé chdng can thiép vat Iy (vi du: mé-dun mat ma tuan tha tiéu chuan CEN

EN 419 221-5).

M6i trérng clia chi thé ky mang tinh chéat néi bd dbéi véi chi thé ky va viéc bao vé méi trwong

nay thudc trach nhiém cda chi thé ky. Méi truéng duwoc bao vé ciia TSP dwgc van hanh theo

chinh sach an toan théng tin do TSP lwa chon nhdm bao d&m an toan cho cac hoat déng cla

SCS, dbng thdi c6 thé lwu trir dwdi dang dwoc bao vé cac khoa ky va méi lién két gitra cac khoa

ky v&i chu thé ky twong (ng.
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Trong cac mé hinh tiép theo, cac dworng nét dirt dworc sir dung dé biéu dién cac lubng dir liéu
khéng thudc cac giao thirc dwgc dinh nghia trong tai liéu nay, va chi dwoc hién thi nham muc
dich lam rd cac tinh nang cé thé cé clia cac dich vu dwoc minh hoa.
5.3  Dich vu ky sé tir xa véi SCAL1
Trong mé hinh nay, tinh bi mat va tinh toan ven cla khoéa ky dwoc bdo dam béi SCDev cé thé
dwoc kich hoat bdi SSASC. Viéc kich hoat nhw vay cé thé dwoc duy tri trong mét khodng thoi
gian nhat dinh va/hodc cho mét sé lwong chi ky nhat dinh.
Chu thé ky c6 thé dwoc xac thue bdi mot SCASC hodc mot SSASC tuy thude vao viéc SCSP
co lwu trir mot SCASC va/hodc moét SSASC hay khéng. Néu SCSP chi lwu trir SSASC thi
SCASC c6 thé dwoc cung cap truc tiép trong méi trudng clia cha thé ky hodc bdi mét SCSP
khac. SCASC va SSASC cé thé Gy quyén quy trinh xac thwe chi thé ky cho mét bén thir ba bén
ngoai. Khi viéc xac thwe cha thé ky thanh cong, khoa ky twong trng cé thé dwoc st dung cho
cac hoat déng ky sbé thay mat cho chi thé ky trong mét khung théi gian nhéat dinh va’hodc mot
sb lwong hoat ddng ky s& nhat dinh, tr d6 cho phép quan ly cac hoat dong ky sé hang loat.
Kién truc dich vu ky s6 tir xa véi SCAL1

T chirc cung Céﬁ dichvu
kiém tra trang thai chirng thi s6
triec fuyen

T6 chirc cung cap B - i P
dich vy chitng thuc | l To ehire cung cap dich vu
CA TSA cap dau thoi gian
5 CSA S

o

chir ky s6
c}\\@%d{\\ — L)
Ocsp CRL
(ng dung €« YouchuDSV — .
ky sotrén |SSA c—y L— SCAF—= Ung dung
may chu 56D 4 A C—=0’| taochirkysd
Phanh3i DSV =-emmemermemmemeep e
Thiét bitao chi ky sb ﬂ(t
‘ elD[R =| Dvgch vu xac thuc =
[ ‘;—_»‘_ dinh danh
ey Yéu cau Phan héi
Di liéu ky sb ky sé
kich hoat (hang loat) (hang loat)
chit ky so
(SAD)
v
SIC — . s
'—  Ungdung
N\

= [

Thanh phén twong tac cta chl thé ky

Hinh 2: Kién trac dich vu ky s6 tir xa véi SCAL1
5.4 Dich vu ky sé tir xa véi SCAL2

Trong mé hinh nay, mét méi trwdng chinh thir ba dwge dinh nghia ngoai cac maéi trwdng dwoc

bao vé cla chu thé ky va ctia TSP: méi trwdng dwoc bdo vé chéng gid mao. N6 dwoc van hanh
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trong méi treong dwoc bao vé cia TSP, bao vé viéc sir dung cac khoa ky va thuc thi viéc kich
hoat chi ky s& phai nam dwdi sy kiém soat clia chi thé ky véi mire do tin cay cao hon so véi
mo hinh truwdc do.

Trong md hinh nay, tinh bao mat va toan ven cta khéa ky dwoc bado ddm bdi SAM c6 thé dwoc
kich hoat b&i SSASC. SAM xac minh SAD dé c6 thé Gy quyén hoat dong ky dwoc yéu cau. SAM
c6 thé Gy quyén xac thuc chil thé ky cho mot bén ngoai. Khi qua trinh xac thwe SAD thanh céng,
khéa ky twong tng cé thé dwoc st dung cho cac hoat dong ky thay mét cha thé ky.

Kién trac dich vu ky s tir xa véi SCAL2 ,
méL"’fF;.“?%#;Fhfé.“é’ﬁfn‘z“.h“ﬁse.
rwc tuyen

T6 cnirc cung cap _E ; Té chi Lo
wniyan (o B o gy | |tk Tpamens
@\WG“‘ %5y
\ OCse cry,
(*ng dung -
, 90 g YoucduDSV e a— .
Ky s6 trén (o m— ) SCA { — Ung dung
2 > SAM/SCD _ C—T i kv 8
may Chu ..................... Phan hdi DSV =======mmmemmmmmee ) . = f§° Chu’ ky SO
Mé-dun kich hoat chir ky sb / ﬂ(L
Thiét bi tao chir ky s6 |
LR ein[2 —]| Dich vu xéc thyc =
| 8 =|| .
——| dinh danh
Yéu céu Phan l]f)i
Giao thirc ky s0 kyso
kich hoat (hang loat) (hang loat)
chir ky so
(SAP)
v

il

SIC | , ,
J — | U : Ung dung
=

Thanh phan twong tac cla chi thé ky

Hinh 3: Kién trac dich vu ky s6 tir xa véii SCAL2
5.5 Bao mat, tinh toan ven va bi mat
Cung c4p cac yéu cau cho cac TSP van hanh mét SCASC hé tro viéc tao chi ky s6 AJES.
Pua ra cac yéu cau dbi véi cac TSP van hanh mot SSASC hé tro viéc tao gia tri chiv ky sb.
6 Quy dinh dic ta ho so giao thirc
6.1 Gi&i thiéu
TCVN nay quy dinh ngi¥ nghta giao thirc dé yéu cau tao chir ky sé t&i mot may chu tir xa va dé
nhan phan hdi lién quan.
Déi v&i nglr nghia da dé cap & trén, tiéu chuan nay quy dinh hai rang budc, mdi rang budc &
mot dinh dang khac nhau (XML va JSON).
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Trong pham vi ¢6 thé va phu hop, cac hd so duwoc quy dinh trong tai liéu nay da lay lam diém
kh&i dau mot sé déc ta k§ thuat ctia Uy ban Ky thuat OASIS DSS-X, cu thé 1a OASIS DSS-v2.0,
cac ho so OASIS AJES cho DSS-v2.0 va tiéu chuan CSC.

Phan con lai cua tai liéu nay dwoc td chirc nhw sau:

- Muc 6.2 va 6.3 dwa ra nhan xét chung vé céac giao thirc XML va JSON.

- Muc 7 quy dinh rd cac thanh phan cla cac giao thirc dé tao chi¥ ky sb tir xa (XML va JSON)
dwoc sir dung béi SSASC va SCASC.

- Muc 8 quy dinh cac théng diép ma cac ing dung khach va SCS cé thé trao dbi bang cach st
dung céac thanh phan duwoc dinh nghia trong muc 7.

DPébi v&i mbi thanh phan ctia cac giao thirc dwoc dé cap & trén, tai liéu nay:

- Xac dinh cac yéu cau vé nglr nghia ctia thanh phan (tirc 1a cac ndi dung bét budc, cac ndi dung
tiy chon cla nd, v.v.). Cac yéu cau nay dwoc dinh nghia trong cac muc "Ngi¥ nghia cla thanh
phan".

- X&c dinh cac yéu ciu dbi véi thanh phan XML. Cac yéu ciu nay duoc xac dinh trong cac muc
c6 tén "thanh phan lién quan dén XML".

- Xac dinh cac yéu ciu dbi véi JSON. Cac yéu cau nay duoc xac dinh trong cac muc cé tén 1a
"thanh phan lién quan dén JSON".

6.2 Giao thirc lien quan dén XML theo chuian OASIS DSS-X

Céc c4u truc dwoc mo ta trong tai liéu nay dwoc chiva trong cac tép lwoc d6 [DSS_Core XSD],
[XMLDSIG_XSD] va bén tép Ilwgc d6 xml dwoc xac dinh ddng nhat béang
[XSDSIGCREATIONPROT] trong subt tai liéu nay va vi tri ctia chiing dwoc dinh nghia trong phu
luc A. Cac phan tr va kiéu méi dwoc dinh nghia trong lvgc dd d6 dwgc dinh nghia trong khéng
gian tén XML c6 gia tri URI la: http://uri.etsi.org/19432/v1.1.1#.

Bang 1 trinh bay céc gia tri URI clia cac khong gian tén XML khac va céc tién té twong (rng cua

ching dwoc str dung trong cac tép lwoc dd da dé cap & trén va trong tiéu chuén nay.

Bang 1

Gia tri URI ciia Khéng gian tén XML Tién t6

http://uri.etsi.org/19432/v1.1.1# etsisig

http://www.w3.0rg/2000/09/xmldsighttp://www.w3.0rg/2000/09/xmldsig# (ds

http://docs.oasis-open.org/dss-x/ns/basehttp://docs.oasis-open.org/dss-

dsb
x/ns/base
http://docs.oasis-open.org/dss-x/ns/corehttp://docs.oasis-open.org/dss- dss?
x/ns/core

Tai liéu nay dé cap dén cac thanh phan trong cac tép lwoc db da néu trén va mé ta chi tiét hon

mot sé trong s6 do.
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Trong trwdng hop khéng cé bat ky yéu cau bd sung nao duwoc dinh nghia trong tai liéu nay, cac
yéu cau dwoc dinh nghia trong cac tép luvgc doé dwoc dé cap & trén ddi véi tirng yéu té cd trong
tai liéu nay phai dwoc ap dung.

Ngoai ra, tiéu chudn nay quy dinh cac phan t& khéng dwoc quy dinh trong cac tép lwoc db da
dé cap & trén. Dbi voi cac phan t&r nay, tiéu chuén nay ciing dinh nghia mé hinh x& ly cho may
chl. M6 hinh x& ly nay dwoc quy dinh bén dwdi chi dan M6 hinh x& ly trong méi muc quy dinh
mot trong cac phan t&r nay.

6.3  Giao thirc lien quan dén JSON theo chuan CSC

Cac chu tric dwgc moé t& trong tai liéu nay dwoc chira trong cac tép lwoc db
[ETSI_SIG_CORE_JSCHEMA].

Ngoai ra, tiéu chuén nay quy dinh cac phan tir khéng dwoc quy dinh trong tiéu chuan CSC. Déi
v&i cac phan t&r nay, tiéu chuan nay ciing dinh nghia mé hinh xt ly cho may chd. Md hinh xt ly
nay duwoc quy dinh bén dwéi chi dan M6 hinh x( ly trong méi muc quy dinh mét trong cac phan
tr nay.1

7 Dinh nghia cac thanh phan giao thirc

71 Gidi thigu

Muc 7 dinh nghia cac thanh phan giao thirc dé tao chir ky sb tir xa. Cac thanh phan nay dai dién
cho d¥ liéu c6 thé dwoc truyén dén hodc tra vé bdi SCS dé yéu ciu va thuc thi cac chirc ndng
ctia SCS. Muc 8 dinh nghia cac hd so dwoc SCS trién khai, st dung cac thanh phan dwoc dinh
nghia trong muc nay.

7.2  Thanh phan lwa chon ché dé hoat déng déng bé/khéng dong bd

7.2.1 Ngir nghia cda thanh phan

Thuat ngir ché dd hoat dong déng bd cd nghia la trng dung khach, sau khi givi bat ky yéu cau
nao dén SCS, phai doi cho dén khi yéu ciu do hoan tat trwdc khi chuyén sang mot tac vu khac.
Trong ché dd hoat déng nay, SCS phai thwc hién thao tac dwoc yéu ciu va trd vé (cac) két qua
twong ng cho rng dung khach. Thuat ngir ché do hoat ddng khdéng déng bd cé nghia la tng
dung khach, sau khi gtvi bat ky yéu cau nao dén SCS, cé thé chuyén sang mét tac vu khac trwdc
khi thao tac dwoc yéu cau hoan tat. Trong ché dé hoat dong nay, SCS phai chip nhan yéu ciu
va trd vé mot théng bao cho trng dung khach biét vé viéc chap nhan yéu cau cia né. 'ng dung
khach phai c6 thé yéu ciu (cac) két qua twong rng tir SCS sau nay.

Thanh phan nay phai dwgc mét (rng dung khach s dung dé yéu ciu ché do hoat dong dong
bd hodc khéng déng bo tr SCS.
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CHU THICH 1: Khi thanh phan nay khéng dwoc (rng dung khach chi dinh, SCS c6 thé thuwc hién
mot trong cac hanh vi sau dé xtr ly y&u cau, tuy theo chinh sach dich vu dwoc lwa chon:
- Chi xt ly yéu cau theo ché dé dong bo;
- Chi x& ly yéu ciu theo ché dd khéng déng bd;
- X ly yéu cau theo ché do6 déng bd va trong mot sb didu kién nhét dinh cé thé quyét dinh
chuyén sang xt ly theo ché d6 khong déng bo.
CHU THICH 2: Khi viéc x& ly khong ddng bd dwgc SCS khéi tao, SCS phai tra vé phan hdi bao
gém:
- Ma két qua thdng bao cho (rng dung khach vé viéc yéu cau dang duoc xir ly theo ché dd khong
ddng bd (xem muc 7.24); va
- M6t ma dinh danh phan héi duy nhat dé tng dung khach st dung nham 4y két qua x ly cla
yéu cau tlr SCS (xem muc 7.26).
Chi tiét vé ché do xt ly khéng déng bd dwoc mé ta tai muc 8.4.
7.2.2 Thanh phan lién quan dén JSON
Thanh phan dé yéu ciu lwa chon ché do hoat dong phai dwoc thé hién bang nhirtng muc sau:
- Tham sb operationMode kiéu chubi.
Puwoc chi dinh theo bang 2.

Bang 2
Thamsé | Loai , M6 ta ,
Loai ché d6 hoat dong dwoc yéu cau giri dén SCS. N6 phai nhan mot
operationMod Chudi trong cac gia tri sau:

e "A": ché do hoat dong khong dong b duwoc yéu cau.
"S": ché dé hoat ddng dong bd dwoc yéu cau.

7.2.3 Thanh phan lién quan dén XML

Phan t&r dé chon ché d6 hoat dong khdng dong bo/déng bd phai a etsisig:OperationMode,
phan t&r con clia phan t&r dss2:Optionallnputs.
Phan t&¢ OperationMode dwoc dinh nghta trong tép XML Schema
"[XSDSIGCREATIONPROTT", vi tri ctia n6 duwgc trinh bay chi tiet trong muc A.2, va dwoc sao
chép dwdi day dé tham khao:
<xs:element name="OperationMode" type="etsisig:OperationModeType" />
<xs:simpleType name="OperationMode Type">
<xs:restriction base="xs!string">
<xs:enumeration value="Synchronous" />
<xs:enumeration value="Asynchronous" />

</xs:restriction>
</xs:simpleType>

7.2.4 M6 hinh xtr ly
Khi thanh phan nay khéng dwoc (rng dung khach cung cap, SCS phai thuc hién mét trong cac

hanh vi sau dé thwe hién thao tac dwoc yéu cau, theo chinh sach dich vu da chon:
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e XU ly yéu cau chi & ché d6 dbng bd; hoac

e XU ly yéu cau chi & ché dd khéong ddng bd; hodc

e XU ly yéu ciu & ché do ddng bd va quyét dinh trong nhirng diéu kién cu thé dé xt ly yéu
cau & ché dd khéng ddng bd.

Khi SCS ap dung qua trinh xt ly déng bd, né phai tra vé:

« Phan héi dwoc dinh nghia trong muc 8.2.2 trong trwdng hop cac yéu cau tao chi ky sé
AdES;

«  Phan héi dwoc dinh nghia trong muc 8.3.2 trong trwéng hop cac yéu cau tao DSV.

Khi qua trinh xtr ly khéng déng bdé dwoc SCS ap dung, né phai trd vé mdt phan héi ban dau bao

gém:

« Ma két qua théng bao cho (rng dung khach vé viéc xtr ly hoat dong dwoc yéu cau & ché do
khéng déng bo (xem muc 7.24); va

« M6t ma dinh danh phan hdi duy nhat ma (rng dung khach phai st dung dé 14y két qua cua
hoat déng dwoc yéu cau tir SCS (xem muc 7.26).

Ché d6 xtr ly khéng déng bd dwoc dinh nghia tai muc 8.4.

7.3  Thanh phan dinh danh yéu cau

7.3.1 Ngir nghia cta thanh phan

Thanh phan nay chira mét gia tri chudi do trng dung khach cung cép, dwoc str dung dé ddi chiéu

yéu cau v&i phan héi twong (rng sau dé hodc dé tham do két qua clia mét hodc nhiéu yéu cau

khéng déng bo.

7.3.2 Thanh phan lién quan dén JSON

Thanh phan dinh danh yéu ciu phai dwoc thé hién bang nhirtng muc sau:

. requestID tham sé kiéu chudi.

Puwoc chi dinh theo bang 3.

Bang 3
Thamsé Loai M6 ta

D liéu t& (’ng dung khach thwdng duoc st dung dé x& ly mét ma dinh

requestiD  Chuoi danh giao dich chir ky.

7.3.3 Thanh phan lién quan dén XML

Phan ttr dé twong quan cac yéu cau véi cac phan hdi tiép theo phai la thudc tinh RequestID ctia
phan tir gbc dss2:SignRequest va thudc tinh Requestld ciia phan t&r gbc dss2:SignResponse
dwoc dinh nghia trong OASIS DSS-v2.0, muc 4.4.1.2.,
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7.4 Thanh phan Gy quyén théng tin xac thuc
7.4.1 Ngir nghia cta thanh phan
Thanh phan nay phai chira théng tin can thiét d& cho phép st dung khoa ky.
Khi Mtrc bdo dam kiém soat duy nhat cap 1 (SCAL1) dwoc trién khai, thanh phan nay chra di
liéu dwoc st dung dé kiém soat, véi mirc do tin cay thap, rdng mot thao tac ky nhat dinh dwoc
thwe hién thay mét chi thé ky duéi sw kiém soat duy nhét cia chi thé ky.
Khi Mtrc bdo dam kiém soat duy nhét cap 2 (SCAL2) dwoc trién khai, thanh phan nay chra di
liéu dwoc st dung dé kiém soat, véi mirc dd tin cay cao, rang mét thao tac ky nhat dinh dwoc
thwe hién thay mét chi thé ky duéi sw kiém soat duy nhét cla chi thé ky.
7.4.2 Thanh phan lién quan dén JSON
Thanh phan dé g Gy quyén théng tin xac thwc phai dwoc thé hién bang nhivng muc sau:
- SAD: tham sb kiéu chubi.
Puwoc chi dinh theo bang 4.
Bang 4
Tham sé Loai ~ Méta
SAD Chubi D lieu xac thwe dung dé Gy quyén viéc st dung khoéa ky.

Phan t& "SAD" dwoc dinh nghia trong muc 11.6 cuia tiéu chuan CSC.

7.4.3 Thanh phan lién quan dén XML

Phan tlr dé Gy quyén thdng tin xac thwe phai |13 etsisig: SignatureActivationData, phan t& con clia
phan tlr dss2:Optionallnputs. Néu gia tri dwoc glri khong phai la kiéu chudi, né phai dwgc ma
hoa thanh mét gia tri chudi s&r dung ma hoa Base64.

Phdn t& SignatureActivationData dwoc dinh nghia trong tép XML Schema
"[XSDSIGCREATIONPROTY]", vi tri cGia n6 dworc trinh bay chi tiét trong muc A.2, va dwoc sao
chép duéi day dé tham khao:

n

<xs:element name="SignatureActivationData [Sype= "etsjsig:SignatureActivationDataType" />
<xs:complex(7:'ype name="SignatureActivationDataType">

<xs:simpleContent> o

<xs.extension base="xs:string"> . .
<xs:attribute name="type" type="xs:string" use="optional" />
</xs:extension>
</xs:simpleContent>

</xs:complexType>

7.5 Thanh phan dé dinh nghia dir liéu tuy chon dworc tra vé
7.5.1 Ngir nghia cta thanh phan

Thanh phan nay dinh nghia moét tap hop cac dau ra bd sung lién quan dén viéc xt ly yéu cau

truy xuat théng tin chir ky hodc chirng thw chi¥ ky sé va phai dwoc (ng dung khach st dung dé
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dinh nghia di liéu ty chon duwoc trd vé tir SCS. Phan tlr nay phai chira mét danh sach cac tén

phan tlr cGa di¥ liéu tuy chon dwoc yéu ciu.

Duwéi day 1a danh sach cac thanh phan con ciu thanh nén thanh phan nay:

« Phan t& tay chon returnSigningCertificatelnfo, néu c6, phai chira mét gia tri Boolean. Gia tri
mac dinh la 'false'. Phan t& nay cé thé dwoc (rng dung khach st dung dé lay théng tin lién
quan dén chirng thw chir ky s6, chudi chirng thw va khéa ky dwoc SCS str dung dé tao chiv
ky s6 hodc dwoc xac dinh trong yéu cau truy xuéat théng tin xac thwe chir ky.

« Thanh phan duogc dinh nghia trong muc 7.10 phai dwoc st dung dé chi dinh cho SCS théng
tin ndo lién quan dén chirng thw chir ky sé/chudi/khda ky phai duwoc tra vé.

« Phéan tl tuy chon returnSupportMultiSignaturelnfo, néu cé, phai chira mét gia tri Boolean.
Gia tri mac dinh ca né 1a 'false’. Phan tlr nay c6 thé dwoc (rng dung khach st dung dé 14y
théng tin liéu khoa ky c6 hé tro viéc tao nhiéu chir ky véi mét yéu cau Gy quyén duy nhét
hay khong.

o Phantk returnServicePolicylnfo tuy chon, néu cd, phai chtra mot gia tri Boolean. Gia tri mac
dinh cla né la 'false'. Phan t&r nay cé thé dwoc ing dung khach s dung dé lay tén cda
chinh sach dich vu dwoc may chd sir dung dé thwe hién thao tac dwoc yéu cau.

« Phan t&r tiy chon returnSignatureCreationPolicylnfo, néu c6, phai chira mét gia tri Boolean.
Gia tri mac dinh cla né 1a 'false’. Phan tlr nay c6 thé dwoc (rng dung khach st dung dé 14y
tén cta chinh sach tao chi ky sb dwoc may chi st dung dé thwc hién thao tac tao chi ky
sb dwoc yéu cau.

« Phan tl tuy chon returnCredentialAuthorizationModelnfo, néu cé, phai chira mét gia tri
Boolean. Gia tri m&c dinh la 'false'. Phan ti nay c6 thé dwoc (rng dung khach st dung dé
ldy ché d6 Gy quyén duwoc yéu cau béi thdng tin xac thuc chiv ky dwoc xac dinh trong yéu
cau truy xuét théng tin xac thuc chi ky.

o Phan to tuy chon returnSoleControlAssurancelLevellnfo, néu co, phai chira mot gia tri
Boolean. Gia tri m&c dinh la 'false'. Phan ti nay c6 thé dwoc (rng dung khach st dung dé
ldy mirc bdo ddm kiém soat duy nhat dwoc yéu cau béi thong tin xac thwe chir ky dwoc xac
dinh trong yéu cau truy xuét théng tin xac thuc chir ky.

7.5.2 Thanh phan lién quan dén JSON

Thanh phan dé chi dinh di¥ liéu tiy chon duoc trd vé tir SCS phai dwoc biéu thi bang cac tham

s6 sau:

« returnSigningCertificatelnfo

o returnSupportMultiSignaturelnfo

« returnServicePolicylnfo

« returnSignatureCreationPolicylnfo
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¢ returnCredentialAuthorizationModelnfo
+ returnSoleControlAssurancelLevellnfo

Puwoc quy dinh theo bang 5.

Bang 5
Tham sé Sw hign Loai
dién :
I - Tuy
returnSigningCertificatelnfo Boolean
chon
- Tay
returnSupportMultiSignaturelnfo chon Boolean
returnServicePolicylnfo Tuy Boolean
chon
. . , Tuy
returnSignatureCreationPolicyInfo chon Boolean
returnCredentialAuthorizationModelnfo Iﬁgn Boolean
Tuy
returnSoleControlAssurancelLevellnfo chon Boolean
Cac phan ter "ReturnSigningCertificateInfo", "ReturnSupportMultiSignaturelnfo”,
"ReturnServicePolicyInfo", "ReturnSignatureCreationPolicyInfo",

"ReturnCredentialAuthorizationModelnfo" va "ReturnSoleControlAssurancelLevellnfo" khdng

dwoc dinh nghta trong tiéu chuan CSC.

7.5.3 Thanh phan lién quan dén XML

Phan tr dé& yéu cau div liéu tuy chon dwoc trd vé& phai & phan t& tly chon
etsisig:ReturnOptionalData, dwoc chira trong phan t& dss2:Optionallnputs.

Phdn t& ReturnOptionalData dwoc dinh  nghia trong tép XML Schema
"[XSDSIGCREATIONPROTY]", vi tri clia n6 dwoc trinh bay chi tiét trong muc A.2, va dwoc sao

chép bén duéi dé tham khao:

<xs:element name="ReturnQOptionalData" type="etsisig:ReturnOptionalDataType"/>

<xs:.complexType name="ReturnOptionalDataType">
<xs:sequence>

<xs.element ref- etSISIg glgn/ngCert/flcatelnfo minOccurs="0"/>,
<xs:element ref="etsisig:SupportMultiSignaturelnfo" mmOccurs 0"/>
<xs:element ref— retsisig. gerwcePoI/cylnfo minOccurs="0
<xs:element ref="etsIsIq: /gnature réationPolicylnfo' mInOccurs "0"/>, .
<xs:element ref="etsisig:CredentialAuthorizatioriModelnfo" minOccurs="0"/>
<xs.element ref="etsisig:Sole ControlAssurancelLevellnfo"” minOccurs="0"/>

</xs:sequence>

</XS: complexTX

<XS: elemeret name="3SigningCertificatelnfo” t s:Boolea
<xs:element name= upport ult/S/gnatureIr‘YP e xs %oo ean"/>
<xs:element name="gervicePolicylnfo" t p an'/>

<xs:element name=" /gnatureCreat/on olicy n 0" tyFe "xs: Boolean'7>
<xs:element name="Cred nt/alAuthor/zat/onMo el pe="xs:Boolean'/>
<xs:element name="SoleControlAssurancelevellnfo type 'xs:Boolean"/>
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7.5.4 M0 hinh xtr ly
Néu SCS khéng nhan dién duwoc hodc khong thé xtr ly bat ky div liéu tuy chon ndo can tra vé,
né phai tir chdi yéu cau va tra vé 16i.
7.6 Thanh phan dé xac dinh th&i han hiéu lwc cho cac yéu cau khong déng bo
7.6.1 Ngir nghia cta thanh phan
Thanh phan nay phai dwoc st dung dé chi dinh mot khodng thoi gian tdi da ma SCS phai git
(cac) két qua yéu ciu c6 san dé ing dung khach truy xuat. Thei han hiéu lwc phai dwoc tinh
bat dau tir thoi diém chap nhan yéu ciu. SCS khong can tra vé bat ky két qué ndo sau khi hét
thoi gian tdi da va co thé hdy bé bat ky két qua nao da dworc tao ra.
7.6.2 Thanh phén lién quan dén JSON
Thanh phan dé yéu cau cai dit khoang thoi gian tdi da phai dwoc thé hién nhu sau:
« validityPeriod tham s6 kiéu sb.
Puwoc quy dinh theo bang 6

Bang 6

Tham sé Loai Mb ta
validityPeriod S nguyén Khoang thei gian tbi da tinh bang mili giay.

7.6.3 Thanh phan lién quan dén XML

Phan t&r d& dinh nghia thdi gian hiéu lwc cho cac yéu cau khéng déng bd phai 1a
etsisig:ValidityPeriod, phan t&r con clia phan ttr dss2:Optionallnputs. Gia tri nay chi dinh khoang
thei gian tdi da, bt dau tir thoi diém chap nhan yéu cau khéng déng bod va dwoc biéu thj bing
mili gidy, trong d6 viéc truy xuét (cac) két qua ctia yéu cau khong déng bd co thé dwoc hoan tat.
Phan t& ValidityPeriod dwoc dinh nghia trong tép XML Schema "[XSDSIGCREATIONPROT]",

vi tri cGia né dwoc trinh bay chi tiét trong muc A.2, va dwoc sao chép dwéi day dé tham khao:

<xs:element name="ValidityPeriod" type="xs:int" />

7.6.4 MO hinh xtr ly

Néu thanh phan cé mat, SCS phai thwc hién cac thao tac dwoc yéu cau va gitr cho két qua
twong &ng co6 san trong khoang thoi gian dwoc chi dinh trong thanh phan nay. Néu SCS khéng
hoan thanh céc thao tac dwoc yéu cau hoac ing dung khach khéng yéu cau (cac) két qua co
san trong khoang th&i gian da chi dinh, viéc xt ly yéu cau ctia ing dung khach phai khéng dwoc

hoan thanh thanh cong.

28



TCVN XXXX:2026

7.7  Thanh phan thwc hién xac thwe trng dung khach

7.7.1 Ngir nghia cta thanh phan

Thanh phan nay phai chira thdng tin dé xac thwe ing dung khach dé truy cap vao SCASC hodc
SSASC.

CHU THICH 1: Cach mét trng dung khach xac thuc véi SCASC hodc SSASC ndm ngoai pham
vi cUa tai liéu nay.

CHU THICH 2: SCSP c6 thé dinh nghia cac cach khac ma mét ng dung khach cé thé xac thuc
véi SCASC hodc SSASC, ngoai hoac thay thé cho viéc sir dung thanh phan nay.

7.7.2 Thanh phan lién quan dén JSON

Thanh phan Gy quyén phai dwoc dwa vao tiéu dé HTTP Authorization clia moi cudc goi.

7.7.3 Thanh phan lién quan dén XML

Phan tt&r dung dé xac thwe (rng dung khach phai la dss2:ClaimedIdentity, phan t& con cGa phan
tlr dss2:Optionallnputs, dwoc dinh nghia trong OASIS DSS-v2.0, muc 4.4.9.2. Ng{* nghia cua
thanh phan duoc dinh nghia la danh tinh ctia dich vu yéu cau. Co ché xac thue chinh xac (ttre
la viéc str dung Supportinglnfo, v.v.) ndm ngoai pham vi cla tiéu chuan nay va phai duwoc dinh
nghia b&i dich vu trién khai.,

7.8  Thanh phan dé xac dinh thong tin xac thwe chir ky

7.8.1 Ngir nghia cta thanh phan

Thanh phan nay dwoc st dung dé xac dinh duy nhat khéa bi mat va chivng thw chi ky sb twong
(ng cla chi thé ky phai dwoc dung dé tao chiy ky sb.

7.8.2 Thanh phan lién quan dén JSON

Thanh phan dé yéu cau lwa chon ché do hoat ddng phai dwoc biéu thj bAng nhirtng muc sau:

« credentiallD tham s6 kiéu Chuéi.

Puwoc chi dinh theo bang 7.

Bang 7
Tham s6 Loai M6 ta
credentiallD Chudi MAa dinh dgnh duoc lién két voi khdéa bi mat va chirng thw chir ky
sO twong wng.
Phan t& "credentiallD" dwoc dinh nghia trong muc 11.6 cla tiéu chuan CSC.

7.8.3 Thanh phan lién quan dén XML

Phan t& "credentiallD" dwoc dinh nghia trong muc 11.6 cla tiéu chuan CSC.
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7.9  Thanh phan chon ngén ngir
7.9.1 Ngir nghia cta thanh phan
Thanh phan nay phai dwoc st dung dé yéu cdu mot ngdn ngir wu tién cho phan hdi va phai
dwoc quy dinh theo IETF RFC 5646.
Dich vu nén cung cap cac phan hbi theo ngdn ngir cu thé sir dung ngdn ng dwoc yéu ciu.
Trong trwéng hop ngdn nglr dwoc yéu cau khong dwoc hd tro thi phai khdng c6 16i nao dwoc
dwa ra va cac phan héi phai dwoc tao ra bang ngdn ngir méc dinh cia SCS.
7.9.2 Thanh phan lién quan dén JSON
Thanh phan dé chon cai dat ngén ngir va khu vire phai dwoc thé hién béng nhirtng muc sau:
. lang tham s6 kiéu chudi
Puworc chi dinh theo bang 8.
Bang 8

Thamsé Loai M6 ta
Lang Chudi  ngdn ng phan hdi dwoc yéu cau dwoc quy dinh nhw trong IETF RFC 5646

Phan t& "Lang" dwoc dinh nghia trong muc 11.1 cla tiéu chuin CSC.

7.9.3 Thanh phan lién quan dén XML

Phan t&r d& chon ngdn ngi¥ va van héa phai la dsb:Language, phan t& con cla

phan t&r dss2:Optionallnputs, dwoc dinh nghia trong OASIS DSS-v2.0 muc 4.2.8.2.,

7.10 Thanh phan dé chi dinh ndi dung thong tin xac thwe chir ky dwoc tra vé

7.10.1 Ngi¥ nghia cda thanh phan

Thanh phan nay dwoc s dung dé chi dinh nhirng ndi dung nao ctia chudi chirng thw chir ky sé
phai dwoc trd v&. Néu thanh phan nay khéng dwoc dinh nghia, SCS phai chi trd vé chirng thw
ch ky sé thwc thé cubi.

7.10.2 Thanh phan lién quan dén JSON

Thanh phan dé chi dinh ndi dung nao cla chudi chirng thw chi ky s phai dwoc SCS tra vé phai
dwoc thé hién bang nhirng muc sau:

« certificates tham sé kiéu chubi

« authinfo Tham sé kiéu Boolean.

« certinfo Tham sb kiéu Boolean.

Puwoc chi dinh theo bang 9.
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Bang 9
Tham s6 S"dp.l]'en Loai M6 ta
ién
Chi dinh nhitng chirng thw chir ky §c“') nao tw chucf>i
chirng thw chi¥ ky s6 phai dwoc tra vé trong phan hoi
SCS:
) "none": khong co chirng thw chir ky s6 nao dwoc tra
certificates Tuy chon Chuoi Ve.
"single": chi ching thw ch ky sb thuc thé cudi cung
duoc tra vé.

"chain": chudi chirng thu chi ky s day du dwoc tra vé.
Gia tri mac dinh Ia "single".

Chi dinh xem liéu théng tin trén chirng thw chir ky s6
thwe thé cudi cé dwoc trd vé dwdi dang chubi co thé in
dwoc hay khéng. Gia tri mac dinh 1a "false", vi vay néu

Boolean  tham s6 bi bd qua thi théng tin phai khéng dwoc tra vé.

Phan tr ndy phai mang mét gia tri chi khi tham sé
certificates chira m(f)t

gia tri khac "none".

Chi dinh xem liéu théng tin vé cac co ché ay quyen
dwoc hd tro bdi théng tin xac thwe nay cé dwoc tra vé
hay khéng.

Boolean  Gia tri mac dinh 14 "false", vi vay néu tham sé bj bé qua
thi théng tin phai khédng dwoc trd vé. Phan tlr nay phai
mang mét gia tri chi khi tham sé certificates chira mot
gia tri khac véi "none”.

certinfo" va "authinfo" dwgc dinh nghia trong muc 11.5 cua tiéu

Tay chon cé

certinfo |ux\, kien

Tay chon cé

authinfo didu kien

Céc phan tr "certificates",
chuédn CSC

7.10.3 Thanh phan lién quan dén XML

Phan t&r dé liét ké chudi chirng thw chi ky sb phai la etsisig:ReturnSigningCertificate, phan t
con clia phan t etsisig:Optionallnputs.

Phdn t& ReturnSigningCertificate dwoc dinh  nghia trong tép XML Schema
"[XSDSIGCREATIONPROTY]", vi tri clia né dwoc trinh bay chi tiét trong muc A.2, va dwoc sao

chép bén duéi dé tham khao.

/<XS'element name="ReturnSigningCertificate" type="etsisig:ReturnSigningCertificate Type"

<xs.complexType name="ReturnSigningCertificate Type"> . -
<xs:aftribute name="ReturnCertificates" type="etsisig:ReturnCertificatesType"
use= pt/ona/ /> )
<xs:attribute name="CertificateInfo" type="xs:Boolean" use="optional" />
<xs:attribute name="Authorizationinfo" type="xs:Boolean" use="optional" />
</xs:complexType>

<xs:simpleType name= "ReturnCerﬁficates Type">

<xs:restriction base="xs:string’
<xs.enumeration va/ue one
<xs:.enumeration value= gmg 3
<xs:.enumeration value= in />
</xs:restriction>
</xs:simpleType>
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7.10.4 M6 hinh xr ly

Néu thanh phan c6 mat, SCS phai kiém tra cac gia tri dwoc truyén trong cac tham sb thanh
phan.

Néu tham sb chi dinh cac chirng thw chi ky sb can dwoc trd vé cé mat, SCS phai tra vé trong
phadn hdi ctia né khéng c6 chirng thw chir ky sbé nao, chi chirng thw chi» ky sb hodc toan bd
chudi chirng thw chir ky s6 néu gia tri tham sbé twong rng la "none", "single" hodc "chain".

Néu tham sé cho biét liéu théng tin chirng thw chir ky sé c6 duoc trd vé dudi dang chudi hay
khéng c6 gia tri "true", thi SCS phai tra vé trong phan héi ctia minh théng tin chirng thw chiv ky
s6 nhw da quy dinh tai muc 7.22.

Néu tham sé chi dinh liéu théng tin Gy quyén khda ky va chirng thw chir ky sb c6 dwoc tra vé
hay khéng cé gia tri "true", SCS phai tra vé trong phan hdi ctia n6 théng tin Gy quyén khoa ky va
chirng thw chi¥ ky sé nhw dwoc quy dinh trong muc 7.28.

7.11 Thanh phan quan ly giao dich chir ky s6

7.11.1 Ngi¥ nghia cua thanh phan

Thanh phan nay c6 thé dwoc st dung dé khéi tao va quan ly mot chudi cac chi ky véi sé lwong
da théa thuan, dwoc coi la mét don vi cong viéc duy nhat (dwoc goi la giao dich trong muc nay)
gitra khach hang va SCS.

Giao dich phai dwoc xac dinh bdi thanh phan dwoc dinh nghia trong muc 7.3, thanh phan nay
phai dwoc xtr ly dé tao ra mot ma dinh danh giao dich duy nhét trong SCS.

Vi DU 1: Mét giao dich dang hoat ddng trong d6 chu thé ky can dat vao moét tai liéu mot sé luvong
chi¥ ky PAdES nhét dinh & cac phan khac nhau dé xac nhan cac ndi dung khac nhau trong tai
liéu. Trong trwérng hop nhw vay, mot DTBS méi dwoc tinh toan trwdc mdi chiv ky méi. St dung
mot giao dich dang hoat ddng dé& hoan thanh tat c& cac chi¥ ky cho phép chu thé ky kiém soat
t6t hon toan bd qua trinh ky.

Vi DU 2: M6t chui thé ky dang yéu cau ky mot s6 lwong rat 1&n tai liéu, trong dé méi tai liéu dwoc
dwa vao yéu cau moét cach toan ven va méi tai liéu kha Ién. Thanh phan nay cé thé dwoc st
dung dé ngan yéu cau trd nén qua Ion. Thay vi gl tAt ca tai liéu dén SCASC cuing mét Iic, cac
tai liéu co thé dwoc glri tirng cai mot, va ching sé duoc ky bang cung mét hanh déng ctia chi
thé ky. Khéa phién sé dwoc str dung dé bao dam rang cac tai liéu tiép theo thudc cing mét giao
dich.

CHU THICH: Pinh nghia vé giao thirc Gy quyén ndm ngoai pham vi cliia tai liéu nay.
7.11.2 Thanh phan lién quan JSON

Thanh phan dé kh&i tao va quan ly mét giao dich phai dwoc dai dién b&i nhirng muc sau:

« numSignatures tham sé kiéu sd nguyén.
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Puwoc quy dinh theo bang 10.

Bang 10
Tham sé Loai M6 ta
Sb S0 lwgng chir ky can thwc hién trong ngl canh clia giao dich. SCS
nguyén phai kiém tra gia tri nay trong nglr canh cua giao dich.
Phan t& "numSignatures" dwoc dinh nghia trong muc 11.6 cla tiéu chuan CSC.

numSignatures

7.11.3 Thanh phan lién quan dén XML

Phan tlr d& quan ly giao dich chi¥ ky s6 phai l1a phan tt etsisig:NumberOfSignatures, phan tc
con cla dss2:Optionallnputs.

Phan tlr etsisig:NumberOfSignatures phai dwoc dinh nghia trong t&p XML Schema
"[XSDSIGCREATIONPROTY]", vi tri clia n6 dwoc trinh bay chi tiét trong muc A.2, va dwoc sao

chép bén duéi dé tham khao.

<xs:element name="NumberOfSignatures” type="xs:int"/>

7.11.4 M6 hinh xt ly

Néu thanh phan cé mat, SCS phai kiém tra va Iwu trir gia tri dwoc truyén trong tham sé thanh
phan. Phan hdi ctia SCS phai bao gdm mét dinh danh duy nhét trong thanh phan dé dinh danh
phan hdi nhuw dwoc dinh nghia trong muc 7.26. B4t ky yéu cau ky tiép theo nao cé chira dinh
danh duy nhét nay trong thanh phan dinh danh yéu cau, phai dwoc coi |a mét phan cla giao
dich ky. Phan hdi cho b4t ky yéu cau ky nao la mét phan cua giao dich phai bao gdm ciing mét
gia tri trong thanh phan dé dinh danh phan héi. Sau khi SCS da nhan du sé lwong yéu ciu ky
dw kién trong giao dich, b4t ky yéu cau tiép theo nao bao gébm cuing gia tri dinh danh yéu cu

phai bi SCS tir chéi va SCS phai trad vé mot phan hdi khéng thanh cong.

7.12 Thanh phan dé Iwa chon chinh sach dich vu

7.12.1 Ngi¥ nghia cta thanh phan

Thanh phan nay phai chira mét dinh danh khéng mo hé ctia chinh sach dich vu ma theo dé may
cht phai thye hién thao tac dwoc yéu ciu.

7.12.2 Thanh phan lién quan dén JSON

Thanh phan dé chi dinh ma dinh danh cla chinh sach dich vu theo d6 may chid phai thuc hién
thao tac dwoc yéu cau phai duwoc biéu thj bang nhivtng muc sau:
. policy tham sé kiéu chudi

Puwoc chi dinh theo bang 11.
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Bang 11
Tham sé Loai Mo ta
Yéu td xac dinh mot chinh sach dich vu cu thé lién quan dén SCS. Chinh
sach
policy ~ Chudi Phan tl c6 thé dwoc st dung dé chon mét chinh sach dich vu cu thé néu
mét SCS héﬁtrcy nhiéu chinh sach, hodc nhw moét kiém tra so bo dé béo
dam SCS trien khai chinh sach dich vu ma khach hang mong doii.

7.12.3 Thanh phan lién quan dén XML
Phan t&r d& chon chinh sach dich vu phai 1a dsb:ServicePolicy, phan t& con cla
phan tlr dss2:Optionallnputs, dwoc dinh nghia trong OASIS DSS-v2.0, muc 4.2.8.2.,

7.13 Thanh phan dé chon chinh sach tao chir ky sé

7.13.1 Ngir nghia cda thanh phan

Thanh phan nay phai chtva chinh sach tao chir ky sb phai dwoc st dung khi ky DTBSR(s) va
phai co gia tri 1a mét dinh danh duy nhat ctia chinh sach tao chiv ky sé dwdi dang URI. Néu dinh
danh cta chinh sach tao chi ky sb 1& mét OID, thi gia tri cia phan ti nay phai la mdt URN chi
ra gia tri ctia OID d4 dé cap & trén nhw duwoc quy dinh trong IETF RFC 3061.

Thay vi viéc xac dinh rd rang chinh sach tao chi¥ ky sb, théng tin chi dinh thuat toan chiv ky s6

phai dwoc st dung cé thé dwoc cung cép.
7.13.2 Thanh phan lién quan dén JSON
Thanh phan dé chi dinh dinh danh chinh sach tao chi ky sé6 dwoc SCS st dung phai duoc thé

hién nhw sau:

. signaturePolicylD tham s kiéu chudi;
. signAlgo tham s kiéu chudi
. signAlgoParams tham sé kiéu chubi.

Puwoc chi dinh theo bang 12.

Bang 12
Tham sé Si.["en Loai M6 ta
ién
. . Thanh phan xac dinh mét chinh sach tao chir ky sb cu
Bat bubc 2
signaturePolicylD c6  diéuChubi the £ 3
Kidn lién quan den SCS. Phan ttr nay phai mang moét gia tri
i néu tham so signAlgo khéng dwoc chi dinh.

Bat busc ~ Phan ti chi dinh OID thuat toan dugc st dung dé ky.
signAlgo c6 dieuChubi Phan t&¢ nay phai c6 mét gia tri néu tham sb
kién signaturePolicylD khéng dwgc chi dinh.

Tav chon Phan tl chi dinh ma hoa Base64 clia cac tham s6 chir ky

. Uy cho x. ASN.1 dwoc ma héa DER. Phan t&r nay c6 thé mang mét
signAlgoParams c¢c6  dieuChubi .. . hi khi d AU cAu va/hodc cho phép bdi thua

Kién gia tri chi khi dwgc yéu cau va/hoac cho phép badi thuat

toan chiv ky sé, vi du nhw
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Sw hién

Tham s6 n Loai M6 ta
dién

So db chir ky mat ma RSA-PSS (IETF RFC 8017 [i.8]).
Phan tt "signaturePolicylD" khoéng dwoc dinh nghia trong tiéu chudn CSC. Cac phan to

"signAlgo" va "signAlgoParams" dwoc dinh nghia trong muc 11.9 cla tiéu chuan CSC.

7.13.3 Thanh phan lién quan dén XML

Phan t&r dé& chon thuat toan chi ky sé phai la dss2:SignatureAlgorithm, phan tl con clia

phan tlr dss2:OptionallnputsSign, dwoc dinh nghia trong OASIS DSS-v2.0, muc 4.4.4.2.,

Phan t& d& chon chinh sach tao chir ky sb phai |4 etsisig:SignaturePolicyld, phan tt con cla
phan tir dss2:Optionallnputs.

Phan t&r cho cac tham sb thuat toan chir ky sd phai 1a etsisig:SignatureAlgorithmParameters,
phan t&r con cla phan tlr dss2:Optionallnputs.

Phadn t&r etsisig:SignaturePolicyld phai dwoc dinh nghia trong t&p XML Schema
"[XSDSIGCREATIONPROTY]", vi tri clia n6 dwoc trinh bay chi tiét trong muc A.2, va dwoc sao

chép bén duéi dé tham khao.

<xs:element name="SignaturePolicyld" type="xs:anyURI"/>
Phan t&r etsisig:SignatureAlgorithmParameters phai dwoc dinh nghia trong tép XML Schema
"[XSDSIGCREATIONPROTY]", vi tri clia né dwoc trinh bay chi tiét trong muc A.2, va dwoc sao

chép bén dwéi dé tham khao.

<xs:element name="SignatureAlgorithmParameters" type="xs:base64Binary"/>

7.14 Thanh phan Iwa chon thudc tinh/dic tinh chir ky tuy chon

7.14.1 Ngiv nghia cta thanh phan

Yéu ciu cé thé bao gdbm thanh phan nay néu cé cac thudc tinh/déc tinh da ky nhéat dinh ma

SCASC duoc yéu cau dwa vao chir ky.

Dw&i day la danh sach tén cac thudc tinh/dac tinh c6 thé dwoc tham chiéu trong thanh phan nay

dé yéu cau dwa vao cac thudc tinh/dc tinh da ky twong trng trong chi ky. Thay vi t&n cac thudc

tinh/d3c tinh, cling cé thé st dung cac OID thudc tinh/d&c tinh twong &ng:

« Phéan t&r commitment-type-indication, néu cé, phai chira ma hda Base64 cua thudc tinh chi
bao loai cam két dwoc dinh nghia trong muc 5.2.3 ctia ETSI EN 319 122-1

« Phan tt content-hints, néu co, phai chira ma hoa Base64 cla thudc tinh content-hints dwoc
dinh nghia trong muc 5.2.4.1 cta ETSI EN 319 122-1 .

« Phan tir mime-type, néu cd, phai chira ma héa Base64 clia thudc tinh mime-type dwoc dinh
nghia trong muc 5.4.2.2 cta ETSI EN 319 122-1
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Phan t&r signer-location, néu co, phai chira ma héa Base64 cla thudc tinh signer-location
dwoc dinh nghia trong muc 5.2.5 cta ETSI EN 319 122-1

Phan t& signer-attributes-v2, néu cé, phai chira ma hoa Base64 cla thudc tinh signer-
attributes-v2 dwoc dinh nghia trong muc 5.2.6.1 ctia ETSI EN 319 122-1

Phan t&r content-time-stamp, néu cd, phai chira ma héa Base64 cta thudc tinh content-time-
stamp dwogc dinh nghia trong muc 5.2.8 cta ETSI EN 319 122-1.

Phan tl signature-policy-identifier, néu c6, phai chira ma héa Base64 cla thudc tinh
signature-policy-identifier dwgc dinh nghia trong muc 5.2.9 ctia ETSI EN 319 122-1.

Phan t&r content-reference, néu cé, phai chira ma héa Base64 cua thudc tinh content-
reference dwgc dinh nghia trong muc 5.2.11 ctia ETSI EN 319 122-1.

Phan tlr content-identifier, néu cé, phai chra ma héa Baseb4 cla thudc tinh content-
identifier dwgc dinh nghia trong muc 5.2.12 cta ETSI EN 319 122-1.

Phan t& Location, néu cé, phai chtra ma héa Base64 cla thudc tinh Location dwoc dinh
nghia trong muc 5.3 ctia ETSI EN 319 142-1.

Phan tlr Reason, néu co, phai chira ma hoéa Base64 ctia thudc tinh Reason duwgc dinh nghia
trong muc 5.3 ctia ETSI EN 319 142-1.

Phan t& Name, néu cd, phai chira ma hoa Base64 cua thudc tinh Name duwoc dinh nghia
trong muc 5.3 ctia ETSI EN 319 142-1.

Phan t&r Contactinfo, néu c6, phai chira ma héa Base64 cua thudc tinh Contactinfo dwoc
dinh nghia trong muc 5.3 ctia ETSI EN 319 142-1.

Phan tlr SignerRoleV2, néu co, phai chira ma hoa Base64 cla thudc tinh SignerRoleV2
dwoc dinh nghia trong muc 5.2.6 ctia ETSI EN 319 132-1.

Phan t& CommitmentTypelndication, néu c6, phai chira ma hoa Base64 cla thudc tinh
CommitmentTypelndication dwgc dinh nghia trong muc 5.2.3 ctia ETSI EN 319 132-1.
Phan t& SignatureProductionPlaceV2, néu cd, phai chira ma héa Base64 clia thudc tinh
SignatureProductionPlaceV2 dwoc dinh nghia trong muc 5.2.5 ctia ETSI EN 319 132-1.
Phan t& AllDataObjectsTimeStamp, néu co, phai chira ma hoa Base64 cla thudc tinh
AllIDataObjectsTimeStamp dwoc dinh nghia trong muc 5.2.8.1 cta ETSI EN 319 132-1.
Phan t& IndividualDataObjectsTimeStamp, néu co, phai chira ma héa Base64 cla thudc
tinh IndividualDataObjects TimeStamp dwoc dinh nghia trong muc 5.2.8.2 cta ETSI EN 319
132-1.

Phan t&r SignaturePolicyldentifier, néu c6, phai chira ma héa Base64 cua thudc tinh
SignaturePolicyldentifier dwgc dinh nghia trong muc 5.2.8.2 cia ETSI EN 319 132-1.
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7.14.2 Thanh phan lién quan dén JSON
Thanh phan dé lwa chon céac thudc tinh/dac tinh phai dwoc dwa vao chi ky phai dwoc biéu dién
bang mang sau:
. signedProps chira danh sach cac thudc tinh phai dwoc thém vao cac thudc tinh da ky
cuia chir ky. Bwoc chi dinh theo bang 13.
Bang 13

Tham sé Loai Mb ta
Danh sach Qéc thudc tinh da ky. Cac thuéc tinh cc')’ thé
dwoc bao gobm phu thuéc vao dinh dang chir ky sd va

chinh séach tao chi ky sb.
'Déi twong Thudc tinh' [a mot Di twong JSON bao gém céac thudc tinh sau:

Mang D6i tuwong

signedProps 11, 15¢ tinh

. attribute_name tham sb kiéu chudi:
. attribute_value tham sé kiéu mang chubi.

Puwoc chi dinh theo bang 14.

Bang 14

Sw hién

Tham sé n Loai Mo ta
dién

Tén hoac OID cua thudc tinh/dac tinh dwoc dwa vao chir
ky. Tén cta cac thudc tinh va/hoac dac tinh dwoc dinh nghia
attribute_nam B4t bude  Chudi trong muc 7.14.1 phai dwgc s dung. Cac thudc tinh
e i va/hoac dac tinh khac cé tén dwoc dinh nghia trong bang &
muc 6.3 ctia ETSI EN 319 122-1, ETSI EN 319 132-1, ETSI,
Cac tai lieu EN 319 142-1 ¢6 thé dwoc SCS hb tro.
Tuy thudc vao thudc tinh/dac tinh dwoc chi dinh trong tham
sb attribute_name, tham sé nay chira gia tri phai dwoc st
dung cho thudc tinh/dac tinh d6 dé dwa vao chi ky. Khi mot
sb yéu tb clia muc nay
tham sb khéng dwoc dinh nghia SCASC phai tinh toan no,
néu can.

7.14.3 Thanh phan lién quan dén XML

attribute_value Diéu kién Chubi

Phan t&r cho cac thudc tinh/dac tinh chir ky tuy chon phai la dss2:Properties, phan ti con cla
phan tlr dss2:Optionallnputs, dwoc dinh nghia trong OASIS DSS-v2.0, muc 4.4.15.2.,

7.14.4 M6 hinh xtr ly

ng dung khach c6 thé truyén cho SCASC mét gia tri cu thé dé s dung cho tirng thudc tinh/dac
tinh hoac dé SCASC tw xac dinh gia tri. Néu khéng c6 gia tri nao dwoc truyén va SCASC khéng
thé tinh toan dwoc, thudc tinh/dac tinh twong tng phai khéng dwoc dwa vao chir ky. SCASC c6
thé bao gébm cac thudc tinh/dic tinh bd sung trong chir ky, ngay ca khi nhirng thudc tinh/dac
tinh nay khéng dwoc (rng dung khach yéu cau rd rang (tire 1a vi cac thudc tinh/déc tinh dé dwoc

yéu cau bdi cac hd so chir ky).
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7.15 Thanh phan chira ma dinh danh giao thirc
7.15.1 Ngir nghia cda thanh phan
Thanh phan nay cé thé dwoc irng dung khach st dung dé cho may chu biét giao thirc ndo dang
dwoc str dung dé giao tiép v&i chinh may cha dé. Gia tri cla thanh phan nay phai 1a moét dinh
danh thdng bao rang yéu ciu da dwoc xay dwng bang cach sir dung céac giao thirc dwoc dinh
nghia bdi tiéu chuan nay.
Ma dinh danh cho giao thtrc dwgc dinh nghia b&i tai liéu nay phai la:
. http://uri.etsi.org/19432/v1.1.1#/creationprofile#
Yéu cau co thé chira cac thanh phan bd sung ma gia tri cGa chung la cac dinh danh cta cac
giao thirc khac ciing da dwoc st dung dé xay dwng yéu cau.
Thanh phan nay phai duwoc st dung dé théng bao cho may chd rang &ng dung khach mong
mudn xt ly yéu ciu theo cac giao thirc dwoc dinh nghia bdi tiéu chuan nay.
7.15.2 Thanh phan lién quan dén JSON
Thanh phan dé chi ra giao thirc dwoc (rng dung khach str dung phai dwoc thé hién nhw sau:
. profiletham sé kiéu chudi
Puwoc chi dinh theo bang 15.
Bang 15

Tham sé Loai ) Mb ta ,
Chuoi dinh danh giao thirc ma (ng dung khach dang st dung dé giao
tiép véi SCS.
7.15.3 Thanh phan lién quan dén XML

profile Chubi

Phan t& dwoc st dung dé thédng bao cho may chi vé hé so phai la phan t& dsb:Profile cla
dss2:SignRequest, dwoc dinh nghia trong OASIS DSS-v2.0, muc 4.2.10.2.,

7.16 Thanh phan dé yéu cau cac dinh dang chiv ky sé cu thé

7.16.1 Ngi¥ nghia cua thanh phan

Thanh phan nay dwoc st dung dé yéu cau mét dinh dang chi¥ ky sé cu thé. Binh dang chiv ky
s6 va mirc do6 tuan tha phai gibng nhau cho méi tai liéu phai dwoc ky trong yéu ciu chir ky da
xac dinh.

Cac murc dd tuan tha cla cac tiéu chuan "hd so co sé", dwoc dinh nghia trong ETSI EN 319
122-1, ETSI

EN 319 132-1, ETSI EN 319 142-1 nén dwoc s dung. Cac muirc d6 tuan tha cla céc tiéu chuén
"hd so co s&", dwoc dinh nghia trong ETSI TS 103 171, ETSI TS 103 172 va ETSI TS 103 173,

c6 thé dwoc st dung.
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Bang 16

Dinh dang chir ky sé  Mdrc do tuan tha URI

CAJES/PAJES/XAJES AJES-B-B gt;;p://uri.etsi.org/ades/191x2/|evel/baseline/B-
CAJES/PAJES/XAJES AdES-B-T ?_gp://uri.etsi.org/ades/191x2/|eve|/base|ine/B-
CAJES/PAJES/XAJES AJES-B-LT Efltz://uri.etsi.org/ades/191x2/|evel/baseline/B-
CAJES/PAJES/XAJES AJES-B-LTA E’EI’EpA:guri.etsi.org/adesM91x2/|eve|/base|ine/B-
CAJES/PAJES/XAJES AJES-B gip://uri.etsi.org/ades/etsits/leveI/baseline/B-
CAJES/PAJES/XAJES AdES-T _rllgp://uri.etsi.org/ades/etsits/level/baseline/B-
CAJES/PAJES/XAJES AdES-LT Efltz://uri.etsi.org/ades/etsits/level/baseline/B-
CAJES/PAJES/XAJES AdES-LTA E’EI’EpA:guri.etsi.org/ades/etsits/leveI/baseline/B-

Tuy thudc vao loai chir ky dwoc chon, khach hang ciing cé thé chi dinh cac thudc tinh chiy
ky sau day.

Bang 17
Dinh dang chir ky Thudc tinh bao
0 i Ky URI
so chir ky
Detached http://uri.etsi.org/cades/detached#

CAdES http://uri.etsi.org/cades/attached#
Attached Parallel http://uri.etsi.org/cades/parallel#

http://uri.etsi.org/pades/certification#

PAdES Certification Revision http://uri.etsi.org/pades/revision#
Enveloped http://uri.etsi.org/xades/enveloped#

XAdES Enveloping http://uri.etsi.org/xades/enveloping#
Detached http://uri.etsi.org/xades/detached#

7.16.2 Thanh phan lién quan dén JSON

Thanh phan dé yéu cau mét dinh dang chiv ky sb cu thé phai dwoc biéu thi bang cac tham sé

sau:
. signatureFormat tham s6 kiéu chubi;

. conformancelLevel tham sé kiéu chubi;

. signedEnvelopeProperty tham sé kiéu chubi.

Puwoc chi dinh theo bang 18.
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Bang 18

Tham sé Sw hién dién  Loai

signatureFormat Bé&t budc Chubi

conformanceLevel  Tuy chon Chuébi

signedEnvelopeProp Tuy chon cd

erty didu kien Chudi

7.16.3 Thanh phan lién quan dén XML

Phan t&r d& yéu ciu mot dinh dang chi¥ ky sb cu thé phai la etsisig:SignatureType, phan t& con

cta phan t&r dss2:Optionallnputs. N6 phai chira mét tham chiéu URI dén loai chi ky dwoc dinh

Mo ta
Dinh dang chi ky sé yéu cau:
"C" phai dwoc st dung dé yéu cau tao mot
chir ky CAdES;
"X" phai dwoc st dung dé yéu cau tao mot
chir ky XAdES;
"P" phai dwoc str dung dé yéu cau tao chi
ky s6 PAJES.
"AdES-B-B" phai dwoc st dung dé yéu
cau tao mot chir ky cip B co s& 191x2.
"AdES-B-T" phai dwoc sir dung dé yéu
cau tao mot chir ky cap T co s& 191x2.
"AdES-B-LT" phai dwoc s dung dé yéu
cau tao moét chir ky LT mirc 191x2 co s&.
"AdES-B-LTA" phai dwoc sir dung dé yéu
cau tao mét chi¥ ky LTA cép d6 191x2 co
sO.
"AdES-B" phai dwoc str dung dé yéu cau
tao ra mot chir ky etsits cap do B co’ s&.
"AdES-T" phai dwoc st dung dé yéu cau
tao mot chir ky etsits cAp T co' s&.
"AdES-LT" phai dwoc st dung dé yéu cau
tao mot chi ky LT cAp etsits co s6.
"AdES-LTA" phai dwoc st dung dé yéu
cau tao mot chir ky LTA cap do etsits co
sO.
Tham s6 1a tuy chon. Mirc co’ s& mac dinh
la AdES-B-B trong trwong hop né bi bd
qua.
Néu can mét dau thoi gian, viéc yéu cau
va dwa vao dé dwoc SCS quén ly theo cu
hinh va chinh sach cia SCS.
Thudc tinh bat budc lién quan dén phong
bi da ky
ma cac gia tri ¢ thé c6 phu thudc vao gia
tri cia tham sé signatureFormat.

nghia trweédc ma may chi phai tao ra, véi cac gia tri dwoc quy dinh trong muc 7.16.1.

Phan ttr dé yéu cau mot mire dd tuan tha chi ky cu thé phai 1a etsisig:Conformancelevel, phan

t&r con cla phan t&r dss2:Optionallnputs. N6 phai chira mét tham chiéu URI dén mdc do tuan

tha dwoc dinh nghia triwdc ma tai dé may chud phai tao ra chir ky.

Phan t&r dé chi dinh thudc tinh phong bi phai la etsisig:SignedEnvelopeProperty. Cac gia tri co

thé clia né phu thudc vao loai phong bi dwoc chi dinh va dwoc dinh nghia trong muc 7.16.1.
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<xs:element name="ConformanceLevel" type="xs:anyURI"/>

<xs:element name="Signature Type" type="xs:anyURI"/>

<xs:element name="SignedEnvelopeProperty” type="xs:anyURI"/>
Bang dwoc dinh nghia trong muc 7.16.1 liét k& cac URI cho cac cap do dwoc quy dinh cho chi
ky AJES trong ETSI EN 319 122-1, ETSI EN 319 132-1, ETSI EN 319 142-1, ETSI TS 103 171,

ETSI TS 103 172, va ETSI TS 103 173
7.17 Thanh phan dé dinh danh chu thé ky
7.17.1 Ngi¥ nghia cta thanh phan
Thanh phan nay dwoc st dung dé dinh danh duy nhat chu thé ky. Thanh phan nay thé hién ma
dinh danh cht thé ky dwoc lién két véi danh tinh chad thé ky trong SCS.
M6t yéu cau phai chira mét thanh phan dé dinh danh cha thé ky.
CHU THICH: Thanh phan nay c6 thé dwgc may chi chdp nhan hodc tir chdi dwa trén xac thuc
dich vu hién tai (ttrc 12 dé tranh lay danh sach théng tin xac thwe lién quan dén chi thé ky khéng
rang buéc véi xac thye dich vy hién tai).
7.17.2 Thanh phan lién quan dén JSON
Thanh phan dé chi dinh dinh danh chd thé ky phai dwoc thé hién nhw sau:
. Signerldentity: Tham sb kiéu chudi.
Puwoc chi dinh theo bang 19.
Bang 19

Tham sé Loai M6 ta
Signerldentity Chubi Ma dinh danh lién quan dén danh tinh chu thé ky.

7.17.3 Thanh phan lién quan dén XML

Phan t&r dé dinh danh chu thé ky phai I phan t& etsisig:Signerldentity, phan t& con cla etsisig:
Optionallnputs.

Phdn t& etsisig:Signerldentity dwoc dinh  nghia trong tép XML Schema
"[XSDSIGCREATIONPROTY", vi tri clia né dwoc trinh bay chi tiét trong muc A.2, va dwoc sao

chép bén duéi dé tham khao:

<xs:element name="Signerldentity" type="dss2:ClaimedIdentity Type"/>
Kiéu dss2:ClaimedIdentityType dwoc dinh nghia trong OASIS DSS-v2.0, muc 4.4.9.2.
7.18 Thanh phan dé chi dinh URL phan hoi
7.18.1 Ngi¥ nghia cta thanh phan
V@i thanh phan nay, mét iing dung khach c6 thé théng bao cho SCS vé mét URL phan héi, noi
&ng dung khach mong doi nhan dwoc thdng bao khi SCS da hoan thanh thao tac dwoc yéu ciu.
Thanh phan nay phai chira mét URL tuyét dbi.
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7.18.2 Thanh phén lién quan dén JSON
Thanh phan dé chi dinh URL phan hbi noi ng dung khach yéu cau nhan théng bao vé hoat
dong da hoan thanh phai dwoc thé hién bang nhivng muc sau:
. responseUri tham sé kiéu chubi.
Puoc quy dinh theo bang 20.
Bang 20

Thamsdé  Loai M6 ta

Chudi Phan tlr phai c6 gia tri 1a mot dia diém ma SCS phai théng bao viéc hoan

responseuri thanh thao tac tao chit ky sb, dudi dang gia tri URI.

7.18.3 Thanh phan lién quan XML

Phan t&r @& chi dinh URL phan hdi phai 13 etsisig:ResponseURL, phan t& con cla
dss2:Optionallnputs phan tcr.

Phan t&r etsisig:ResponseURL phdi dwoc dinh nghia nhw trong tép lwoc dd XML
"[XSDSIGCREATIONPROTY]", vi tri cGia né dwoc trinh bay chi tiét trong muc A.2 va duoc sao
chép bén duéi dé tham khao:

<xs:element name="ResponseURL" type="xs:anyURI"/>

7.18.4 M6 hinh xtr ly

Néu thanh phan nay hién dién va SCS thyc hién thao tac dwgc yéu cau & ché dd hoat dong
khéng déng bd, SCS phai goi dén vi tri dwoc chi dinh béi thanh phan nay sau khi hoan thanh
thao tac dwoc yéu cau. SCS phai cung cép lam tham sé dau vao thanh phan dwoc chi dinh trong
muc 7.26 ma &ng dung khach co thé dwa vao yéu cau tiép theo, dé tham do két qua chiv ky
dang cho xir ly.

7.19 Thanh phan dung dé gtri tai liéu hoac gia tri bam dé ky

7.19.1 Ngi¥ nghia cua thanh phan

Thanh phan nay phai dwoc st dung dé truyén cho SCS danh sach tai liéu hodc danh sach ma
b&m ma viéc tao chi¥ ky sé dwoc yéu cau.

Tai liéu va ma bam phai dwoc cung cip dwéi mét trong cac dang sau:

. mét vung chira chira ndi dung (cac ndi dung) duwoc ma héa base-64 cua tai liéu (cac tai
liéu) can ky; ho&c trong

. mot viing chira chiva cac gia tri bAm dwoc ma hoa base-64 cla (cac) tai liéu can ky va

thuat toan bam dwoc sir dung dé tinh toan cac gia tri bam do.
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Do dé, mét thé hién cha thanh phan nay khéng dwoc chira déng thdi cd mot danh sach cac tai
liéu va mét danh sach cac ham bam. Bang 20 chtra mét danh sach céac thuat toan bam dwoc
khuyén nghj trong ETSI TS 119 312 [i.4].

Bang 21
Thugt toan bam OIp TN {huat toan Thuat toan bam URI
2.16.840.1.101.3.4.2.1 SHA-256 http://www.w3.0rg/2001/04/xmlenc#sha256
2 16.840.1.101.3.4.2.2 SHA-384 http://www.w3.0rg/2001/04/xmldsig-
more#sha384
2.16.840.1.101.3.4.2.3 SHA-512 http://www.w3.0rg/2001/04/xmlenc#sha512
2 16.840.1.101.3.4.2.8 SHA3-256 2t5tg://www.w3.org/2007/05/xm|dS|g-more#sha3-
216.840.1.101.3.4.2.9 SHA3-384 g‘gz://www.w3.org/2007/05/xm|dsig-more#shaS-

3.1 6.840.1.101.3.4.2.1 SHA3-512 2t1tg://www.w3.org/2007/05/xmIdS|g-more#sha3-

7.19.2 Thanh phan lién quan dén JSON

Thanh phan dé gtvi tai liéu hodc ma badm can ky phai dwoc dai dién béi cac thong sb (loai trir
l&n nhau) sau:

. documents: tham sé kiéu mang chubi.

. documentDigests: Déi twong JSON chra (cac) gia tri bam can ky va OID thuat toan bam

dwoc st dung dé tinh toan (cac) gia tri bam dwoc chi dinh theo bang 22.

Bang 22
Tham s6 SL';H'@" Loai M6 ta
ién
Bat bude,,. Noi dung (céc) tai liéu dwoc ma hoa Base64, dé ky.
documents c6 dieu ch g Tham s6 nay phai khong dwoc st dung néu tham s6
A uoi . n

kién documentDigests dwoc théng qua.
B4t bude.. . Doi twong JSON chra (céc) gia tri bam can ky va OID
documentDigests 6 di‘éuDéi twgngthuat toan bam dwoc siv dung dé tinh toan (cac) gia
9 JSON tri bam d6. Tham s6 nay phai khong dugc st dung

kién néu tham s6 documents dwoc truyén vao.
Phan t& documentDigests phai 1a mét JSONObject chira cac tham sé sau:

. hashes tham s& mang kiéu chudi.

. hashAlgorithmOID tham sé kiéu chubi.

Puwoc quy dinh theo bang 23.

Bang 23
Thamsé  S¥hien ) o M6 ta
dién
hashes Bat budc Mang Chudi Ma bam tai liéu dwoc ma hoa Baseb4, dé ky.
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Sw hién
dién

hashAlgorithmOID Bat buéc Chudi

Tham s6 Loai M6 ta

Thuat toan bam OID dwoc st dung dé tinh toan
ma bam tai liéu.

7.19.3 Thanh phan lién quan dén XML

Phan tir dé g tai liéu va ma bam phai 1a dss2:InputDocuments, véi cac gia tri dwoc quy dinh
trong OASIS DSS-v2.0, muc 4.5.1.2.,

7.20 Thanh phan dé tra vé thong tin dich vu

7.20.1 Thanh phan ngir nghia

Phan tlr nay phai bao gém:

1) mé ta chung vé dich vu:;

2) mot tén goi chung dinh danh dich vuy;

3) mot dwdng dan dén logo cla dich vu;

4) qudc gia noi dich vu dang hoat déng;

5) théng tin lién quan dén giao thic dwoc hbé tro, tc 1a  URI
http://uri.etsi.org/19432/v1.1.1/creationprofile# chi dinh sw hd tro' ctia hd so dwoc quy dinh trong
tai liéu nay

6) danh séach céac phién ban giao thirc dwoc hd tro;

7) mot danh sach cac ngdn ngir dwoc hd tror, ngdn ngir dau tién trong danh sach Ia ngén
ng mac dinh ctia SCS;

8) mdt danh sach cac chinh sach tiéu biéu dwoc thuc hién bdi SCS;:

9) mot danh sach céac chinh sach dich vu dwoc thwe hién béi SCS;

10)  danh sach cac ché do hoat ddng dwoc chip nhan;

11)  mdt danh sach cac ché dod xac thuwc dwoc hd tro;

12)  mdt danh sach dinh dang chir ky s, mdrc d6 tuan tha va thudce tinh phong bi da ky;

13)  danh sach tén cla tat ca cac phwong thirc APl dwoc trién khai va hd tro bdi SCS.

M6t sb muc trén co thé tréng hodc khong cd, cho biét mot tinh ndng khéng dwoc SCS hé tro.
7.20.2 Thanh phan lién quan dén JSON

Thanh phan dé tra vé thong tin dich vu phai dwoc thé hién nhu sau

1) description la két qua kiéu chuédi;

2)  name la két qua kiéu chudi;

3)  logo la két qua kiéu chudi;

4)  region la két qua kiéu chubi;

5)  protocol 1a két qua kiéu chubi;

6) versions la két qua kiéu mang chudi;
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8) signaturePolicies la két qua kiéu mang chudi;

9)  servicePolicies 1a két qua kiéu mang chubi;

10)  operationModes la két qua kiéu mang chudi;

11)  authType la két qua kiéu mang chudi;

12)  signatureFormats la mot mang cac gia tri vé dinh dang chir ky sb, mirc phu hop va thude

tinh bao chi¥ ky, xac dinh cac gia tri cé thé dwoc truyén trong thanh phan dwoc dinh nghia tai

muc 7.16;

13)  methods Ia két qua kiéu mang chuéi.
Puwoc chi dinh theo bang 24.

Thamsé =S¥ hién
dién
description Bat budc
name Bat budc
logo Bét budc
region Bé&t budc
protocol Bé&t budc
versions Bat budc
lang Béat budc
s!gnaturePoll B4t budc
cies
servicePolici B4t budc
es
operationMo B4t buéc
des
authType Bat bubc
signatureFor B4t budc
mats
methods Bat budc

Gia tri
Chubi
Chubi

Chubi
Chubi

Chudi
Méang Chudi

Mang Chubi

Méang Chudi
Mang Chudi
Mang Chudi

Mang Chuébi

Méang Chubi

Bang 24
Mo ta

M6 ta ngan vé dich vu.
Tén cla dich vu.
URI cua tép hinh anh chira logo cta Dich vu. Hinh
anh phai & dinh dang JPEG hoac PNG va khong I&n
hon 256x256 pixel.
Ma quédc gia alpha-2 1ISO 3166-1 noi dich vu dang
hoat déng.
URI xé&c dinh giao thirc dwoc SCS hd tro.
Cac phién ban cta cac dac ta giao thire dwge SCS
hé tro. Binh dang cla cac chudi la Major.Minor.x.
Danh sach cac ngén nglr dugc hd tro trong cac
phan hoi cla dich vu, dwoc chi dinh theo IETF RFC
5646.

Danh sach cac chinh sach tao chir ky s6 dwoc hd
tro.

Danh sach cac chinh sach dich vu dwoc hé tro.

Danh sach cac ché dé hoat déng duoc hé tro.

Danh sach cac co ché xac thuc dwoc dich vu hd tro
dé truy cap cac phwong thirc API.

Danh sach cac JSONObiject chi dinh cac dinh dang
chir ky sb dwoc SCS hé tro va chira cac tham sb

Mang d6iSay:

twong JSON

Tham s6 kiéu chudi dinh dang chi ky sé;

tham sb kiéu chudi conformanceLevel;

tham sé signedEnvelopeProperty kiéu chudi. nhw
dwoc quy dinh trong muc 7.16.2.

Danh sach tén cac phwong thirc APl dwoc hé tro.
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Céac phan ti "signatureFormats", "signaturePolicies", "servicePolicies" va "operationModes"
khéng dwoc dinh nghia trong tiéu chuidn CSC. Cac phan t& khac dwoc dinh nghia trong muc
11.1 cUa tiéu chudn CSC.

7.20.3 Thanh phan lién quan dén XML

Phan tlr dé tra vé thong tin dich vu phai 1a phan tt con etsisig:Servicelnformation clia etsisig:
OptionalOutputs

Phdn t&» Servicelnformation dwoc dinh  nghia trong tép XML Schema
"[XSDSIGCREATIONPROTY]", vi tri clia n6 dwoc trinh bay chi tiét trong muc A.2, va dwoc sao

chép bén duéi dé tham khao:

<xs:element name="Servicelnformation" type="etsisig:Servicelnformation Type"/>

<xs:complexType name="ServicelnformationType">
<xs:sequence>

<xs:element name="Description" type="xs:string"/>

<xs:element name="Version" type="xs:strin§1 "/>

<xs:element name="Logqo" type="xs:anyURI'/>

<xs:element name="Region" type="xs:8tring"/> ) ) . .
<xs:element name="SupportedProtoco type="xs:anyURI minOccurs="0
maxQOccurs="unbounded"/>

<xs:element name="SupportedLanguage"” type="xs:language" minOccurs="0"
maxQOccurs="unbounded"/>

<xs:element name="SupportedSignaturePolicy" type="xs:anyURI" minOccurs="0"
maxQOccurs="unbounded"/>

<xs:element name="SupportedServicePolicy" type="xs:anyURI" minOccurs="0"
maxQOccurs="unbounded"/>

<xs:element name="SupportedOperationMode" type="xs:string”" minOccurs="0"

maxOccurs="unbounded"/>

<xs:element name="SupportedSignatureFormat"
type="etsisig:SupportedSignatureFormatType" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="SupportedAuthMode" type="xs:string" minOccurs="0"
maxOccurs="unbounded"/> ) )
<xs:.element name="SupportedMethod" type="xs:string" minQOccurs="0"

maxOccurs="unbounded"/>
<//xs:sequence>
< xs:complexTX

e
<XS£O£%QX£%€3 >name="SupportedSignatureFormatType">
xs:sequ
<xsgelement name="SupportedSignaturgType" type="xs:anyURI" minOccyrs="0"/>
<Xs:(()alement"0,y> name="SupportedConformanceLevel’ type="xs:anyURI"
minOccurs=
<xs:element name="SupportedEnvelope" type="xs:string" minOccurs="0"/>
</xs.sequence>

</xs:complexTy

pe>
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7.21 Thanh phan dé tra vé tai liéu da ky hoac chir ky

7.21.1 Ngi¥ nghia ctia thanh phan

Thanh phan nay phai dwoc st dung dé trd vé cac chiv ky dwoc yéu ciu. Giao thirc phai cho
phép tra vé cac chir ky trong hai viing chira khac nhau theo cac quy tac sau:

1) Néu chir ky ndm trong tai liéu da ky, né phai dwoc chira trong mét ving chra cu thé
dwoc xac dinh la vung chira cho tai liéu da ky.

2) Néu chir ky khéng dwoc bao boc thi né phai dwoc dwa vao mot vung chira cu thé dwoc
xac dinh la vang chira bao boc chir ky.

Giao thtrc hd tro mbi quan hé 1-dén-1 gitva cac tai liéu dau vao va chir ky, hodc mbi quan hé
nhiéu-dén-1 trong d6 tat ca cac tai liéu diu vao dwoc bao phi bdi mét chiv ky.

7.21.2 Thanh phan lién quan dén JSON

Thanh phan dé tra vé cac tai liéu da ky hodc chi¥ ky dwoc yéu cau phai dwoc dai dién béi nhirng
muc sau day:

. DocumentWithSignature: mang JSON kiéu chudi két qua;

. SignatureObject: Mang JSON két qua dang chuéi;

Puoc quy dinh theo bang 25.

Bang 25

Sw hién

Tham sé in Loai Mo ta
dién

Chir ky dwgc ma hoéa Base64 dugc bao boc

trong tai liéu. Thanh phan nay phai mang mét gia

tri chi khi vng dung khach

yéu cau tao chir ky s6 dwoc 16ng vao trong tai

liéu da ky.

Chr ky dwgc ma hdéa Baseb64 tach roi khéi tai

Béat budc coOMang  liéu.

diéu kien  Chudi Phan tlr nay phai cé gia tri chi khi &ng dung
khach yé&u cau tao chi¥ ky sb khéng bao boc.

DocumentWithSignaB&t budc coMang
ture dieu kién  Chudi

SignatureObject

7.21.3 Thanh phan lién quan XML

Phan t&r dé tra vé chir ky phai la dss2:SignatureObject, v&i cac gia tri nhw dwoc quy dinh trong
OASIS DSS-v2.0, muc 4.5.6.2. Trong trwdng hop chir ky dwoc bao boc trong tai liéu, phan tir
dss2:DocumentWithSignature, dwgc dinh nghia trong OASIS DSS-v2.0 muc 4.4.19.2, phai

dwoc sr dung.,
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7.22 Thanh phan dé tra vé thong tin xac thwc chir ky

7.22.1 Ngir nghia caa thanh phan

Thanh phan nay duwoc st dung dé tra vé chudi chirng thw chiv ky sb va théng tin xac thye chiy
ky.

Thanh phan nay phai chira thdng tin vé théng tin xac thwe chi ky va chudi chirng thw chi ky s6
duwoc st dung hodc phai dwoc st dung trong hoat déng tao DSV hoéc tao chi ky s6é.

Thanh phan nay phai chiva cac div liéu sau:

1) Ching thu chi¥ ky sé/chudi chirng thu X.509 dung dé ky;

2)  Théng tin v& khoa ky:

o trang thai cta khoa;

o thuat toan dwoc hd tro;

o chiéu dai cla khoa;

e duwdng cong;

3) Chi tiét thudc tinh chirng thw chi¥ ky sb ctia chul thé ky:

o trang thai;

o validFrom;

o« validTo;

o issuerDN;

e serialNumber;

e subjectDN;

4)  Viéc hd tro tao nhiéu chiv ky v&i mét dac ta yéu cau Gy quyén duy nhat b&i théng tin xac
thuwe.

Viéc bao gdm thanh phan nay trong phan hdi cé thé dwoc yéu ciu béi 'ng dung khach s dung
"Thanh phan dé dinh nghia di¥ liéu tuy chon dwoc tré v&" duwoc dinh nghia trong muc 7.5. Théng
tin vé chirng thw chir ky sé/chudi chirng thw X.509 va/hodc khoa ky phai dwoc bao gébm trong
thanh phan nay c6 thé dwoc chi dinh béi (rng dung khach st dung "Thanh phan dé chi dinh noi
dung théng tin xac thue chir ky dwoc tra vé" duwoc dinh nghia trong muc 7.10.

7.22.2 Thanh phan lién quan dén JSON

Thanh phan dé tra vé thong tin xac thwe chir ky phai dwoc thé hién bang nhivng muc sau:

. cert/certificates: mang kiéu chudi két qua;

« key/status: két qua kiéu chubi;

« key/algo: mang kiéu chudi két qua;

« key/len: két qua kiéu sb nguyén;

« keylcurve: két qua kiéu chubi;
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« cert/status: kiéu chudi két qua;

o cert/validFrom: két qua kiéu chudi;

« cert/validTo: két qua kiéu chubi;

o cert/lssuerDN: két qua kiéu chudi:

o cert/serialNumber: két qua kiéu chudi;
« cert/subjectDN: két qua kiéu chudi;

« multisign: két qua kiéu Boolean.

Puoc quy dinh theo bang 26.

Bang 26
Tham sé S'fd".']"-*“ Loai Mb ta
ién

Chira mét hodc nhiéu chirng thw chi ky sb

X.509v3 dwoc ma hda Baseb64 tir chubi chirng thw

ch¥ ky sb. Néu tham sé chirng thw chiv ky sé duoc

dinh nghia trong

muc 7.10.1.2 1a "chain", toan bd chubi chirng thw

chi ky sb phai dwoc trad vé véi chirng thw chiv ky

s6 thwc thé cubi cung & dau mang. Néu tham sb

ching thw chi ky s6 la "single", chi chirng thw chi

ky sb thuwc thé cudi cung phai dwoc trd vé. Néu

tham sd chirng thu chi ky sé 1a "none", muc nay

tham sé phai khéng duorc tra vé.

Pa bat | D4 tat:

Trang thai kich hoat khoéa ky ctia thong tin xac thwec:

"da bat": khoa ky da dwoc bat va co thé dwoc st

dung dé ky.

key/status Bat budc Chubi "da vé hiéu hoa": khdéa ky da bi vé6 hiéu hda va
khong thé dung dé ky. Muc nay co thé xay ra khi
chd s& hiru da vo hiéu hoa no hoac khi SCS da
phat hién chirng thw chiv ky sé lién quan da hét han
hoac bi thu hoi.
Danh sach cac OID cula cac thuat toan khoa dwoc
hé tro. Vi du: 1.2.840.113549.1.1.1 = RSA

key/algo Bé&t budc Chubi encryption, 1.2.840.10045.4.3.2 = ECDSA with
SHA256, 1.2.840.113549.1.1.10 = RSASSA-PSS,
1.2.840.10045.4.3.4 = ECDSA with SHA512.

key/len Bat budc Sé Do dai clia khda mat ma tinh bang bit.

Bat budc cod OID cua duwong cong ECDSA. Gia tri nay phai chi

B4t budc cdMang

cert/certificates didu kién Chud

keyfcurve diéu kién Chuoi dwoc tra vé néu keyAlgo dwa trén ECDSA.
hop I& | hét han | bi thu héi | bi tam ngirng:
Trang thai hiéu lwc cla chirng thw chir ky sé thuwe
thé cudi. Gia tri nay la tuy chon. SCS chi dwoc tra
cert/status Taychon  Chudi vé mot gia tri chinh xac va nhat quan véi trang thai

hiéu lwc thuc té ctia chirng thw tai thoi diém phan
héi dwoc tao, néu khoéng thi tham sbé nay phai
khéng dwoc dwa vao phan hdi. Trang thai "hop [&"
phai dwoc trd vé khi chirng thw ndm trong thoi gian
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Sw hién

Tham sé n Loai M6 ta
dién

hiéu lyc, dwoc tao béi mét CA dwoc SCS tin cay
va khéng bj thu héi hodc tam ngirng. Do dé, SCS
phai khéng dwa tham sd nay vao phan héi néu
khong thé kiém tra xem chirng thw chi ky sb co
phai 1a bi thu héi, bi dinh chi hay khéng.
Ngay bat dau hiéu luc tv chirng thw chi ky sb
X.509v3 & dinh dang chudi cé thé in duwoc, dwoc
. Ce b A % méa hoa theo dinh dang GeneralizedTime (IETF
cert/validFrom Batbuoc — Chudi  pee5o80) (vi du "YYYYMMDDHHMMSSZ").
Tham sb nay phai duoc trd vé khi certinfo dwoc
dinh nghia trong muc 7.10 Ia "true".
Ngay hét han hiéu lwc cha chirng thu chir ky s6
X.509v3 & dinh dang chudi c6 thé in, dwoc ma hoa
theo dinh dang GeneralizedTime (IETF) RFC 5280
(vi du "YYYYMMDDHHMMSSZ"). Tham sb nay
phai dwoc tré vé khi certinfo dwoc dinh nghia trong
muc 7.10 la "true".
Tén phan biét ctia Té chirc phat hanh tr chirng thw
chi ky sb thwe thé cubi X.509v3 & dinh dang chubi
Chubi c6 thé in, dwoc ma hoa UTF-8 theo IETF RFC
4514. Tham sb nay phai dwoc trd vé khi certinfo
dwoc dinh nghia trong muc 7.10 1a "true".
S6 sé-ri tir chirng thu chi ky s6 X.509v3 dwéi dinh
dang ma hoa luc phan (hex). Tham sb nay phai

cert/validTo  Batbuéc  Chudi

Bat budc céd

cert/lssuerDN didu kien

cert/serialNum B&t budc cod

ber diéu kién Chuoi dwoc tré vé khi certinfo dwoc dinh nghia trong muc
7.10 la "true".

Tén phan biét ctia Chu thé tir chirng thw chi ky s

B4t budc co . X.509v3 dwdi dinh dang chudi cé thé in giu’qc, ma

cert/subjectDN i Chuoi héa UTF-8 theo IETF RFC 4514. Tham s0 nay phai

dieu kien dwoc tra vé khi certinfo dwoc dinh nghia trong muc
7.10 1a "true".

Chi dinh xem théng tin xac thwc (credential) c6 hd
tro tao nhiéu chir ky sb (ky sb hang loat/da théng
diép) chi véi mot yéu cau cip quyén duy nhét hay
khéng.

Céc phan ttr trén dwoc dinh nghia trong muc 11.5 cua tiéu chuan CSC.

Bat budc cé

multisign didu kién Boolean

7.22.3 Thanh phan lién quan dén XML

Phan t&r dé tra vé théng tin xac thwe chiv ky phai 1a ds:KeylInfo, phan t& con cla
dss2:OptionalOutputs phan t&r gbc.

Phan t&r dé tra vé thong tin xac thuwe chi ky phai 14 ds:X509Data, phan ttr con cla phan t
ds:KeylInfo. D& bao gébm cac thudc tinh bd sung nhw dworc liét ké tai diém 3 trong muc ngi nghia
& trén, phan tlr etsisig:X509Details phai dwoc st dung trong phan t&r ds:Keylnfo twong tng.
Phan tlr X509Details dwoc dinh nghia trong tép XML Schema "[XSDSIGCREATIONPROT]", vi

tri clia né dwoc trinh bay chi tiét tai muc A.2, va dwoc sao chép bén dudi dé tham khao:
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<xs:element name="X509Details" type="etsisig:X509DetailsType"/>

<xs.complexType name="X509DetailsType">
<xs:sequence>
<xs:element ref="etsisig:Status’/>
<xs:element ref="etsisig:NotBefore"/>

<xs:element ref="etsisig:NotAfter"/>

</XS: sequence>
</xs:compl ex X

<xs:element name="NotBefore" type="xs:date Time"/>
<xs:element name="NotAfter" type="xs:date Time"/>

<xs:element name="Status %/pe ets:s:gTCertlﬂcateStatusType"/>
<xs:simple [ype name="CertificateStatus lype">
<xs:restriction base="xs:s r/ng
<xs:enumeration value="Valid"/>
<xs:enumeration value="Expired"/>
<xs:enumeration value="Revoked"/>
<xs:enumeration value="Suspended"/>
</xs:restriction>

</xs:simpleType>

<xs.element name="Enabled" type="xs:Boolean'/>
<xs:element name="Algorithm™ type="xs; anyURl />
<xs.element name="[ength" typé="xs.in t{l .,
<xs:element name="Curve" type="xs:anyURI"/>

<xs:element name="KeyDetails" type="etsisig:KeyDetailsType"/>
<xs:complexType name="KeyDetailsType">
<xs: speque%ge> Y yp
<xs:element ref="etsisig:Enabled"/>
<xs:element ref="etsisig. Algor/thm />
<xs:.element ref="etsisig:Length’/>
<xs:element ref="etsisiqg:Curve"/>

</xs:sequence>
</XSs: complexTX

<XS: elemer’?t name="MultipleSignaturesEnabled" type="xs:Boolean"/>
Vi DU:

<ds:Keylnfo>
<ds:X509Da
<ets<ISI )%OQz‘D?tali‘v/dqt totys>
etsisig: Status>Valid</etsisig, us
<ets:sg7§l tBefore>2002-05-3 \809 '00:00</etsisig:NotBefore>
<etsisig:NotA ter>2022 05-30T09:00:00</etsisig:NotAfter>

</etsisig: 09Details>

<etsisig-KeyDetails>
<efsisig: Enabled>true</etS/SI Enabled
<etsisig.Algorithm>1.2.840,10045.4. 3 2</etSISIg ‘Algorithm>
<etS/SIg Length>4096< etS/s4% Leng
<etsis] urve>1 2.840.100 7</etsisig:Curve>

</etsisig:Ke
<d S<)e(1‘5'3108 Mu /p/eS/gnaturesEnabled>false</etSISIg Multiple SignaturesEnabled>
</ds:Keylnfo>
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7.23 Thanh phan dung dé tra vé danh sach chirng thw chiv ky s6

7.23.1 Ngir nghia cda thanh phan

Thanh phan nay phai dwoc st dung dé tra vé (cac) chirng thw chiv ky sd kha dung ctia chii thé

ky. M&i chirng thw chi¥ ky sé cling c6 thé bao gébm chudi ctia no.

7.23.2 Thanh phan lién quan dén JSON

Thanh phan dé tra vé (cac) chirng thw chiv ky sé kha dung clia chi thé ky phai duwoc thé hién

bang nhirng muc sau:

. credentiallDs mang cac tham s6 kiéu chudi;

. certificates mang cac tham s kiéu chuédi.

Puwoc chi dinh theo bang 27.

Tham sé  Sw hién dién

credentiallDs Bat budc

certificates  Co diéu kién

Bang 27
Loai Mo ta
Mang Mét hodc nhiéu credentiallD lién két véi dinh danh chu
Chudi thé ky dwoc cung cap hodc dwoc ngam dinh.
M®6i chudi phai chira mét hodc nhiéu chirng thw trong
chudi chirng thw chir ky sb, trong d& méi chirng thw
dwoc ma hoéa dang van ban theo quy dinh tai IETF
RFC 7468. Néu tham sb certificates dwoc dinh nghia

c'\;’;ir;? tai 7.10.1.2 6 gia tri Ia “chain’, mai chudi phai chira
toan bd chudi chirng thw véi chirng thw thye thé cudi

(Array of X X %

Chué)i/) (end entity certificate) & dau chudi, tiép theo la cac

chirng thu CA bd sung. Néu tham sé certificates c6 gia
tri 1a “single”, mdi chudi chi dwgc chiva chirng thw thye
thé cudi. Néu tham sb certificates c6 gia tri la “none”,
tham s6 nay khéng duwoc tra vé.

7.23.3 Thanh phan lién quan XML

Phan t&r & tra vé danh sach (cac) chirng thw chir ky sb phai la ds:KeylInfo, phan t& con cla

etsisig:OptionalOutputs phan t&r gbc.

Néu tham sé ReturnCertificates dwoc dinh nghia trong muc 7.10.3 1a "Chain", toan bd chubi

chirng thw chi ky sb phai dwoc trd vé véi chirng thw chiv ky sé thue thé cudi cing la phan tkr

ds:Keyinfo dau tién. Néu tham sb ReturnCertificates Ia "Single", chi chirng thw chir ky sb thuc

thé cubi cung phai dwoc tra vé. Néu tham sd ReturnCertificates 1a "None", khéng c6 phan to

ds:Keyinfo nao phai dwoc tra vé.

7.24 Thanh phan dé thong bao két qua hoat dong

7.24.1 Ngir nghia cda thanh phan

Thanh phan nay phai chira théng tin thé hién két qua cla yéu cau.
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CHU THICH: Khi ché dd yéu cau la ddng bo, thanh phan nay sé tra vé két qua(s) ctia qua trinh
X ly.

Khi ché d6 yéu cau 1a khéng ddng bd, thanh phan nay phai trd vé xac nhan viéc chap nhan yéu
cau hay khéng.

7.24.2 Thanh phan lién quan dén JSON

Khi trang thai HTTP cla yéu cau khac 200 OK, két qua cta thao tac duwoc yéu cau phai duwoc
tra vé trong phan than ctia phan hdi HTTP s dung kiéu phwong tién "application/json". C4u truc
JSON bao gdbm cac muc sau:

. error gia tri kiéu chudi;

. error_description gia trj kiéu chudi.

Puwoc chi dinh theo bang 28.

Bang 28
. Sw
Tham so hién Loai Mo ta
dién
error Bat Chudi Chudi ma 16i.
bubc

M6 ta dé& hiéu dbi véi ngudi dung, dugc viét theo ngén ngir
e Tay z. phu hop voi dac ta cua tham so lang, cung cap thong tin
error_description chon Chuoi bd sung vé 16i nham hd tro ’ng dung khach hiéu dworc 16i
da xay ra.
Cac ma trang thai va théng bao 16i dwoc dinh nghia trong muc 10.1 cla tiéu chudn CSC phai

dwoc sir dung néu phu hop.

7.24.3 Thanh phan lién quan dén XML

Phan t&r d& thong bao két qua phai la dsb:Result v&i cac gia tri cla cac phan ti con
dss2:ResultMajor va

dss2:ResultMinor nhw dwoc quy dinh trong OASIS DSS-v2.0, muc 4.2.7.2.,

7.25 Thanh phan dinh danh chinh sach dich vu

7.25.1 Ngir nghia cta thanh phan

Thanh phan nay phai duwoc st dung dé trd vé tén cla chinh sach dich vu dwoc may chi st
dung dé thuc hién thao tac dwoc yéu cau.

Viéc bao gébm thanh phan nay trong phan héi cé thé dwoc khach hang yéu cau bang cach st
dung "Thanh phan dé dinh nghia di¥ liéu ty chon phai dwoc tra vé" dwoc dinh nghia trong muc
7.5.

7.25.2 Thanh phan lién quan dén JSON

Thanh phan dé tra vé dinh danh chinh sach dich vu phai dwoc biéu thi bang nhivng muc sau:
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. policy: két qua loai chudi
Puworc chi dinh theo bang 29.
Bang 29

Thamsé Loai M6 ta
policy Chubi Phan ttr dung dé dinh danh mét chinh sach dich vu cu thé lién két véi SCS.

7.25.3 Thanh phan lién quan dén XML
Phan t&r d& dinh danh chinh sach dich vu phai 1a dsb:AppliedPolicy, phan t&r con cla
phan t&r dss2:OptionalOutputs, dwoc dinh nghia trong OASIS DSS-v2.0, muc 4.2.9.2.,

7.26 Thanh phan dé dinh danh phan hoi

7.26.1 Ngir nghia caa thanh phan
Thanh phan nay chra mét gia tri chudi dwoc tao bdi SCS dé dinh danh duy nhéat phan hdi cé
ngudn géc tlr chinh SCS. Thanh phan nay chi yéu dwoc st dung trong ché dé hoat ddong khéng
ddng b, noi rng dung khach phai cung cép gia tri responselD nhan dwoc cung véi phan hoi
ban dau dwoc bao gdm trong thanh phan requestiD cla bat ky yéu cau tiép theo nao thdm do
két qua chir ky dang cho xtr ly.
7.26.2 Thanh phan lién quan dén JSON
Thanh phan dinh danh yéu cau chir ky c6 két qua dwoc yéu cau phai dwoc thé hién bang nhirng
muc sau day:
« responselD: tham s6 kiéu chudi.
Puworc chi dinh theo bang 30.
Bang 30
Thamso Loai Mo ta

Gia trj kiéu chudi bat ky do SCS sinh ra nham dinh danh duy nhat phan

responselD  Chudi a0 s ngudn gdc tlr chinh SCS.

7.26.3 Thanh phan lién quan dén XML

Phan t& dé xac dinh yéu cau ky ma két qua clia né dwoc yéu cau phai la thudc tinh responselD
cta phan t&r gbc dss2:SignResponse, dwoc dinh nghia trong OASIS DSS-v2.0, muc 4.3.2.2.,
7.27 Thanh phan dé xac dinh chinh sach tao chir ky s6

7.27.1 Ngi¥ nghia cua thanh phan

Thanh phan nay phai chva thdng tin dwoc st dung dé tao chi ky sb va/hodc DSV. Théng tin
phai bao gém:

a) Viéc xac dinh chinh sach tao chir ky sé dwoc st dung khi tao DSV(s).

b) Céc tham sb tuy chon khac chira cac vi tri clia tai liéu chinh sach tao chi ky sb.
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Viéc bao gébm thanh phan nay trong phan héi cé thé dwoc khach hang yéu cau bang cach st
dung "Thanh phan dé dinh nghia di¥ liéu tuy chon dwoc trd v&" dwoc dinh nghia trong muc 7.5.
CHU THICH: Chinh sach tao chir ky s6 cé thé 1a mdt phan cla chinh sach dich vu. Do d6, chinh
séach tao chir ky sb c6 thé dwoc xac dinh mot cach ngam dinh b&i chinh sach dich vu dwoc ap

dung.

7.27.2 Thanh phan lién quan dén JSON

Thanh phan dé tra vé dinh danh chinh sach tao chir ky s phai dwoc thé hién bang nhirtng muc
sau:

« signaturePolicylD tham sb kiéu chuéi;

« signaturePolicyLocations tham sé kiéu mang chubi.

Puwoc chi dinh theo bang 31.

Bang 31
Tham sé Pr:zze Loai M6 ta

“Phan t& dinh danh mot chinh sach cu thé lién két véi
SCS. Phan t&r nay phai cé gia tri 1a ma dinh danh duy
B4t _ nhat cda chinh sach tao chi ky s6 dwéi dang URI.
signaturePolicylD budC Chubi Néu ma dinh danh cuta chinh sach tao ch ky so la
i mot OID thi gia tri cGa phan t&r nay phai la mét URN
biéu thi gia tri cia OID néu trén theo quy dinh tai IETF

RFC 3061.
Tay Mang Mbi phan t& chudi phai cé gia tri URI 1a mot dia chi

hoéq ma tai do tai liéu chinh sach tao chir ky sb c6 thé
Chudi duwoc truy cap.”

signaturePolicyLocations chon

7.27.3 Thanh phan lién quan dén XML

Phan t&r dé& xac dinh chinh sach tao chi ky s6 phai la dsb:AppliedPolicy, phan t&r con clia phan
tlr dss2:0ptionalOutputs, dwgc dinh nghia trong OASIS DSS-v2.0, muc 4.2.9.2,,

7.28 Thanh phan dé tra vé ché do uy quyén thong tin xac thuc

7.28.1 Ngi¥ nghia cta thanh phan

Thanh phan nay chi dinh ché dd Gy quyén dwoc yéu ciu béi thong tin xac thwe chiv ky da dwoc
dinh danh.

Vi DU: SCSP c¢6 thé chi dinh cac ché dd Gy quyén dwoc hd tro trong chinh sach dich vu hodc
trong cac muc va diéu kién cla dich vu.

Céc gia trj trd vé c6 thé |a:

1) "Ngam dinh": qué trinh Gy quyén dwoc SCS quan ly mot cach tw chi. O ché do nay, SCS
phai 1am viéc trwc tiép véi ngudi dung dé thuc hién qua trinh Gy quyén ma khéng cé bat ky sw

can thiép nao tir rng dung khach;
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2)  "Twdng minh": (’ng dung khach cung cép céc yéu tb bao mat can thiét cho SCS dé SCS
thwe hién qua trinh Gy quyén;

3)  "AuthorizationCode": qua trinh Gy quyén duwoc quén ly béi SCS st dung mét co ché dya
trén ma Gy quyén, vi du mét co ché OAuth 2.0 dwa trén ma Gy quyén nhw dwgc mé ta trong
IETF RFC 6749

4) "ldentificationToken": qua trinh Gy quyén dwoc quan ly béi SCS st dung mét co ché dua
trén cac ma théng bao bao mat chira théng tin hd so ngwdi dung (nhw tén ngwdi dung, email,
v.v.), dwoc biéu thi dwdi dang cac xac nhan (vi du: mét JWT nhw dwoc mé ta trong IETF RFC
7519 hoac mét xac nhan SAML); hoac

5) Céc gia tri khac nhau tly theo cac ché dd Gy quyén dwoc SCSP hé tro va quy dinh.

7.28.2 Thanh phan lién quan dén JSON

Thanh phan dé trd vé ché d6 Gy quyén cda théng tin xac thuwc chir ky da dwoc xac dinh phai
dwoc thé hién bang nhirng muc sau:

. authMode Két qua kiéu chubi.

Puworc chi dinh theo bang 32.

Bang 32
Thamsé Loai Mb ta
authMode Chudi Quy dinh ché d6 cip quyén dbi vai thdng tin chiing thw ky.
Phan t& "authMode" dwgc dinh nghia trong muc 11.5 cla tiéu chudn CSC. Gia tri
"identificationToken", dwoc dé cap trong muc 7.28.1, khéng dwoc dinh nghia trong tiéu chuan

CSC

7.28.3 Thanh phan lién quan dén XML

Phan tlr dé trd vé ché do ty quyén thong tin xac thwc phai la etsisig:AuthorizationMode, phan
t&r con clia phan tr etsisig:OptionalOutputs.
Phan tlr etsisig:AuthorizationMode dwgc dinh nghia trong t&p XML Schema
"[XSDSIGCREATIONPROTY]", vi tri ctia n6 dworc trinh bay chi tiét trong muc A.2, va dwoc sao
chép dwéi day dé tham khao:
<xs:element name="AuthorizationMode" type="AuthorizationMode Type"/>
<xs:simpleType name="AuthorizationMode Type">
<xs:restriction base="xs:string"
<xs:enumeration value="Implicit"/>
<xs:enumeration value="Explicit"/>
<xs:enumeration value="AuthorizationCode"/>
<xs:enumeration value="IdentificationToken"/>
</xs:restriction>
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</xs:simpleType>
7.29 Thanh phan dé tra vé gia tri chir ky sé
7.29.1 Ngir nghia cta thanh phan
Thanh phan nay phai chira mét danh sach cac gia tri chir ky sd dwoc ma héa baseb4 twong
(ng vG&i (cac) DTBSR dworc truyén vao
tham s6 documentDigests dwoc quy dinh tai muc 7.19.
Vi tri cta gia tri(cac) chir ky sb trong danh sach phai tring véi vi tri clia cac gia tri bam dwoc
bao gém trong thanh phan DTBSR(s).
Cac gia tri dwoc tra vé trong thanh phan nay cé thé dwoc chi dinh tuy theo cac hanh vi thay thé
kha di cia SCS:
1) Khi mét hoac nhiéu chir ky dwoc yéu cau khéng thanh cdng, thanh phan nay khéng duoc
trd vé va mot ma 16i dwoc tra vé lam két qué dau ra cua viéc tao chir ky sb.
2) Khi mét ho&c nhiéu chi ky dwoc yéu cau khéng thanh cong, cac DSV twong (rng duoc

tra vé dwéi dang gia tri réng.
7.29.2 Thanh phan lién quan dén JSON

Thanh phan dé tra vé DSV(s) phai dwoc thé hién nhuw sau:

. mang ch ky kiéu chudi két qua. Pwoc chi dinh theo bang 33.

Bang 33
Thamsé Loai M6 ta
Méng MGt hodc nhiéu gia tri chi ky s6 dwoc ma hoa base64. Trong truong
signatures |hosc hop c6 nhiéu chi ky, cac gia tri chlr ky sO phai dwoc tra ve theo cung
Chudi th‘uJ tw v&i cac gia tri bam twong rng dwoc cung cap trong tham s6 dau

Vvao.
7.29.3 Thanh phan lién quan dén XML

Phan t&r dé tra vé gia tri chi¥ ky s phai la dss2:SignatureObject, phan tlr con cla phan t&r gbc
dss2:SignResponse, dwgc dinh nghia trong OASIS DSS-v2.0, muc 4.5.6.2. S& c6 mét
dss2:SignatureObject cho mdi DSV. Thudc tinh tiy chon WhichDoc phai chira dinh danh cla tai
liéu lién quan tir yéu cau tao chir ky sb.,

7.30 Thanh phan dé tra vé mrc bao dam kiém soat duy nhat dwoc yéu cau

7.30.1 Ngi¥ nghia cta thanh phan

Thanh phan nay quy dinh mdc bdo ddm kiém soat duy nhat dwoc yéu cau bdi thdng tin xac thuc
chi¥ ky da xac dinh, nhw dwgc dinh nghia trong CEN EN 419 241-1. Chi hai gia tri cia mirc bdo
dam kiém soat duy nhat phai dwoc hé tro: "SCAL1" va "SCAL2". C4c gia tri d6 xac dinh hai murc

dé tin cay khac nhau cua viéc kiém soat khoa ky, nhw dwoc quy dinh trong muc 4.4.1.1.
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CHU THICH: béi v&i tieu chuan nay, gia tri "SCAL2" cho biét rang di liéu kich hoat chi ky s6,
dwoc str dung dé bado dam chu thé ky dwoc Gy quyén sir dung khoéa ky ciia minh, dwoc lién két
véi tai liéu hodc céac tai liéu can ky va can co xac thye hai yéu td dé Gy quyén chir ky.

7.30.2 Thanh phan lién quan dén JSON

Thanh phan dé trd vé& mirc bdo dam kiém soat duy nhat dwoc yéu cau bdi thong tin xac thuc
ch ky d& xac dinh phai dwoc thé hién bang nhirtng muc sau:

. SCAL két qua kiéu chubi.

Puoc quy dinh theo bang 34.

Bang 34
Thamsé Loai M6 ta
Quy dinh Mirc bdo dadm kiém soat duy nhét (Sole Control Assurance
Level - SCAL) dwoc yéu cau bdi théng tin xac thwe chi ky:
“1”: mirc bdo ddm kiém soat duy nhéat cap 1 dwoc yéu cau déi véi
théng tin xac thyc chir ky da dwoc dinh danh;
“2”: mirc bdo ddm kiém soat duy nhéat cap 2 dwoc yéu cau déi véi
théng tin xac thyc chir ky da dwoec dinh danh.”
Phan t&r "SCAL" dwoc dinh nghia tai muc 11.5 cla tiéu chuin CSC.

SCAL Chudi

7.30.3 Thanh phan lién quan dén XML

Phan t&r dé trd vé mirc SCAL yéu cau phai la etsisig:SoleControlAssurancelLevel, phan t&r con
cla phan t& etsisig:OptionalOutputs.

Phan t& SoleControlAssuranceLevel dwoc dinh nghia trong tép XML Schema
"[XSDSIGCREATIONPROT]", ¢ vi tri dwoc trinh bay chi tiét trong muc A.2, va dwoc sao chép

dwéi day dé tham khao:

<xs:element name="SoleControlAssyrancelLevel" t yfae "SoleControlAssuranceLevelType"/>
<xs:simpleType name= SoleControlAssuranceLev
<xs’restriction base="xs:string'> .,
<xs:enumeration value="SCAL 1'/>
<xs:enumeration value="SCALZ2"/>
</xs:restriction>

</xs:simpleType>
8 Cac thong diép tao chir ky s tir xa
8.1 Gi&i thiéu
Trong tiéu chuan nay, cac thong diép thé hién cach thirc ma bat ky (rng dung khach nao cé thé
twong tac voi bat ky SCS nao tuan tha déc ta. Cac diéu sau dinh nghia cac théng diép ma (ng
dung khach va SCS c6 thé trao dbi. Bbi véi mdi cdp yéu ciu va phan hdi, bang twong (rng quy
dinh thanh phan nao trong sb cac thanh phan dwoc dinh nghia tai diéu trwéc cé thé dwoc s
dung va cung cap cac théng tin sau:
. tham chiéu dén muc noi thanh phan duoc quy dinh;

. mo ta ngan gon vé thanh phan;
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. sw hién dién cla thanh phan.

Gia trj dwoc bao gdm trong cdt "Sw hién dién" ctia cac bang tr 36 dén 47 c6 y nghia dwoc dinh

nghia trong bang 35.

Bang 35
Gia tri M6 ta
M Thanh phan phai dwoc bao gdm trong yéu cau givi t&i hodc phan héi tra vé tir SCS.
Tuy Thanh phan cé thé dwoc bao gdm trong yéu ciu glvi téi hodc phan hoi tra vé tw
chon SCS.
Bat budc, . N . N L a 3 RV N
6 didu Thanh phan phai dwoc bao gbm trong yéu cau hoac phan héi tuy thuéc vao viéc

x xuat hién cla cac diéu kién nhat dinh.
kién

8.2 Cac thong diép tao chir ky s6 AJES

8.2.1 Théng diép yéu cau (A)

8.2.1.1 Thanh phan yéu ciu tao chir ky s6 AdES

Thong diép yéu cu tao chir ky s6 AdES glri dén mot SCASC phai bao gdm cac thanh phan
cho:

1) N6p mot trong hai cac tai liéu can ky hodc SDR (dai dién tai liéu ctia chi thé ky, vi du gia
tri bam cua tai liéu).

CHU THICH 1: Théng diép cé thé chira mét hodc nhiéu tai liéu va/hodc mét hodc nhiéu ban
trinh bay tai liéu dé tao chi¥ ky sb. Mot chi¥ ky AJES sé dwoc tao cho mdi thanh phan dau vao
nay. Cac thanh phan khac dwoc st dung dé chon loai chi ky sé& dwoc tao cho méi tai liéu hodc
ham bam tai liéu.

2) Cung cép Uy quyén théng tin xac thuwc dwdi dang div liéu kich hoat chiv ky sé.

3)  Xac dinh mét hodc nhiéu giao thirc va’hodc hd so ma théng diép yéu cau tuan tha. Thanh
phan dau tién trong sé dé phai c6 URI sau day lam gia tri, xac dinh thdng diép yéu cau la théng
diép da dwoc xay dwng bang cach s dung giao thirc "tao chir ky s6 AJES" dwoc quy dinh trong
tai liéu nay:

http://uri.etsi.org/19432/v1.1.1/signaturecreationprotocol#

CHU THICH 2: Giao thirc dwoc dinh nghia b&i tai liéu nay c6 thé dwoc két hop véi cac hd so
khac dé yéu cau cac tinh ndng hodc chirc nang bd sung do SCASC cung cap mién |a cac hd so
nay khéng xung dét véi cac yéu cau dwoc quy dinh trong tai liéu nay.

Thong diép yéu cau tao chiv ky s6 AJES glri d&n SCASC c6 thé chira cac thanh phan khac dé
yéu cau cac tinh nang bb sung. Muc 7.5 liét k& mét sb thanh phan tuy chon nay va chiva cac
tham chiéu dén cac muc chi dinh cac yéu ciu ngir nghia cho tirng thanh phan.

Théng bao nay bao gébm cac thanh phan sau.
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Bang 36

I:Iae': Thanh phan dung cho S‘-;i'é‘:f"
7.2 lwa chon ché do hoat dong ddng bo/khéng déng bod Tuy chon
7.3 dinh danh yéu cu Tuy chon
7.4 xac thyc théng tin xac thyc M

7.5  xac dinh di liéu tuy chon can tra vé Tuy chon
7.6 xac dinh khoang thoi gian hiéu lwc cho yéu cau khéng déng bd Tay chon
7.7 xac thwe dich vu Tay chon

Bat  budc
7.8 dinh danh théng tin xac thwc chir ky co diéu
kién

7.9 Ilwa chon ngdn ngly Tuy chon
7.10  ndi dung thdng tin xac thwe chiy ky can tra vé Tuy chon
7.11  quan ly giao dich ky sb Tuy chon
7.12 lwa chon chinh sach dich vu Tay chon
7.13  lwa chon chinh sach tao chi ky s Tay chon
7.14  lwa chon thudc tinh/dac tinh chi¥ ky tuy chon Tay chon
7.15 ma dinh danh giao thtrc M

7.16  yéu cau dinh dang chi¥ ky sb cu thé Tuy chon
7.18 chidinh URL phan héi Tuy chon
7.19  gwvi tai liéu hodc gia tri bAm dé ky M

Thanh phan dé dinh danh théng tin xac thwe chir ky cé thé khéng dwoc dwa vao théng diép néu
ngwoi dung chi cé6 moét théng tin xac thye chir ky da dwoc xac thwe trvde dé.

8.2.1.2 Thanh phan lién quan JSON

Phwong thirc signatures/signDoc phai dwoc goi dé& yéu cau chi ky ctia mot hodc nhiéu tai liéu
hodc ban trinh bay tai liéu. Phwong thirc nay tinh toan chir ky ctia cac tai liéu hoac ban trinh
bay tai liéu dwoc cung cAp trong dau vao. Cac thanh phan dé yéu ciu chi ky ctia mot tai liéu
hodc mét ban trinh bay tai liéu phai la tap hop cac tham sb bat budc va tuy chon, dwoc quy dinh
trong muc 8.2.1.1, dé goi chi¥ ky tai liéu bang phwong thire signatures/signDoc.

Mo hinh xtr ly

May chi phai x& ly cac thanh phan nhan dwoc cung véi cac chiv ky/signDoc dé tinh toan chiv
ky s tir xa clia mot hodc nhiéu tai liéu hodc SDR nhw duoc chi ra trong muc 8.2.1.1 cla tai liéu
nay.

8.2.1.3 Thanh phan lién quan dén XML

Phan ttr phai 1 thanh phan chinh dé yéu cu tao chiv ky sé AJES phai la phan t&r gbc clia thong
diép dss:SignRequest nhw dwoc quy dinh trong OASIS DSS-v2.0.

M6 hinh xtr ly

May chu phai xt ly cac thanh phan trong dss:SignRequest nhw dwoc chi ra trong cac muc twong
trng ctia OASIS DSS-v2.0.

60



TCVN XXXX:2026

May chi phai x& ly tieng phan tir con cla cac thanh phan dss:Optionallnputs va
dss:InputDocuments nhw dwoc chi ra trong muc twong (rng cda tiéu chuin nay néu phan t& con
khéng dwoc quy dinh trong bat ky tai liéu OASIS dwoc tham chiéu ndo. Néu khéng, may chi
phai tuan theo mé hinh x& ly dwgc dinh nghia trong tai liéu OASIS twong ng.

8.2.2 Théng diép phan héi (B)

8.2.2.1 Thanh phan phan héi déi v&i cac yéu cau tao chiv ky s6 AdES

Thong diép phan hdi tao chir ky s AAES phat sinh tlr mét yéu ciu tao chi ky s AJES, phai
bao gdm thanh phan dé thong bao két qua téng thé clia hoat dong ky dwoc yéu cau béi tng
dung khach.

Thong diép phan héi tao chi¥ ky s6 AJES c6 thé bao gdm mdt hodc nhiéu phan to tai liéu da ky
hoac chi¥ ky nhw dwgc dinh nghia trong muc 7.21.

Théng bao nay bao gébm cac thanh phan sau.

Bang 37

Tham chiéu. Thanh phan ding cho S‘-;ig'r?"
7.21 tra vé tai liéu da ky hodc chir ky Tuy chon
7.22 tra vé thong tin chirng thw chiv ky sé Tuy chon
7.24 thdng bao két qua xt ly M
7.25 dinh danh chinh sach dich vu Tuy chon

‘ Bat  bugc
7.26 dinh danh phan hoi co diéu

kién

7.27 dinh danh chinh sach tao chir ky sé Tuy chon

Ma dinh danh phan hdi cé thé dwoc bao gdm trong thong diép phan hdi. Ma dinh danh phan hoi
phai dwoc bao gdm trong thdng diép phan héi néu mét trong cac diéu kién sau xay ra:

1) Yéu cau tao chir ky s6 AJES bao gdm thanh phan chi ra ché d6 hoat ddng khéng déng
bé t&¢i SCASC, nhuw dwoc quy dinh trong muc 7.2.

2)  SCASC chon xt ly y&u cau & ché do khéong dong bé.

8.2.2.2 Thanh phan lién quan JSON

Thanh phan phan héi yéu cau ky tai liéu phai la tap hop cac thanh phan nhu dwoc chi ra trong
muc 8.2.2.1.

8.2.2.3 Thanh phan lién quan dén XML

Phan ttr déng vai trd 1a thanh phan chinh dé& phan hdi yéu ciu tao chi ky s6 AJES phai la phan
t&r gbc clia thdng diép dss2:SignResponse nhw duoc quy dinh trong OASIS DSS-v2.0.
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8.3 Cac thong diép tao gia tri chiv ky s6 (DSV)

8.3.1 Théng diép yéu cau (C)

8.3.1.1 Thanh phan yéu ciu tao cac gia tri chir ky sé (DSV)

Trong kich ban nay, SCASC hodc mét ¢ng dung trong méi trwdng clia chii thé ky chuan bi (cac)
DTBSR dwoc glri dén SSASC cling véi cac thdng tin khac can thiét dé tinh toan chir ky.
Théng diép yéu cau tao cac DSV glri t&i moét SSASC phai chira cac thanh phan cho:

1) Nép cac DTBSR.

CHU THICH 1: Théng bao c6 thé chira mot hodc nhidu thé hién ctia di liéu can ky dé tao DSV.
M6t DSV sé dwoc tao cho méi thanh phan dau vao nay.

2) Cung c4p Uy quyén théng tin xac thuwe dwdi dang di¥ liéu kich hoat chir ky sé.

3)  Xacdinh mét hodc nhiéu giao thirc va/hodc hd so ma théng diép yéu cau tuan tha. Thanh
phan dau tién trong sb cac thanh phan dé phai cé URI sau day lam gia tri, xac dinh thdng diép
yéu cau 1a théng diép da dwoc xay dwng bang cach s dung giao thirc "tao gia tri chiv ky sé"
dwoc quy dinh trong tai liéu nay:

http://uri.etsi.org/19432/v1.1.1/dsvcreationprotocol#

CHU THICH 2: Giao thirc dwoc dinh nghia bdi tai liéu nay c6 thé dwoc két hop véi cac hd so
khac dé yéu cau céac tinh nang hodc chirc nang bd sung do SSASC cung cap mién |a cac hd so
nay khéng xung dét véi cac yéu cau dwoc quy dinh trong tai liéu nay.

SSASC tao ra cac gia tri chi ky sé st dung khéa bi mat cia chii thé ky dworc lwu gilr trén SCDev
va tra vé cac két qua clia hoat dong ky va thong tin dé truy xuét cac DSV.

Thong diép yéu cau tao DSV gtri dén SSASC cé thé chira cac thanh phan khac dé yéu cau cac
tinh nang bd sung. Muc 7.5 liét ké mot sé thanh phan tuy chon nay va chira cac tham chiéu dén
cac muc quy dinh cac yéu ciu ngir nghia cho tirng thanh phan.

Théng bao nay bao gébm cac thanh phan sau.

Bang 38
Tham chiéu. Thanh phan ding cho Sw nien
7.2 lwa chon ché dd hoat ddng déng bd/khdéng déng bd Tuy chon
7.3 dinh danh yéu cau Tuy chon
7.4 xac thyc thong tin xac thyc M
7.5 xac dinh di¥ liéu tuy chon can tra vé Tuy chon
7.6 xac dinh khodng thoi gian hiéu lwc cho yéu cau khéng ddng bd Tuy chon
7.7 xac thwe dich vu Tay chon
Bat budc
7.8 dinh danh théng tin xac thyc chir ky co diéu
kién
7.9 Ilwa chon ngdn ng Tuy chon

62



TCVN XXXX:2026

Tham chiéu. Thanh phin ding cho Sw ien
7.10 ndi dung théng tin xac thwe chi ky can tra vé Tuy chon
7.11 quan ly giao dich ky sb Tuy chon
7.12 Iwa chon chinh sach dich vu Tuy chon
7.13 lwa chon chinh sach tao chi ky s6 Tuay chon
7.15 mé& dinh danh giao thurc M
7.18 chi dinh URL phan héi Tuy chon
7.19 gui gia tri bam dé ky M

Thanh phan dinh danh théng tin xac thwc chi¥ ky c6 thé khong dwoc bao gdm trong théng diép

néu nguoi dung da dwoc xac thue trwde dé chi cd mét théng tin xac thwe chir ky.

8.3.1.2 Thanh phan lién quan JSON

Thanh phan dé yéu cau chir ky trén mot DTBSR phai la tap hop cac tham s bat budc dé goi
ch ky théng qua phwong thirc signatures/signHash nhw dwoc quy dinh trong tiéu chuan CSC.
Thanh phan chinh sach tao chir ky sb co thé dwoc st dung dé chi dinh thuat toan chir ky sb va
cac tham s thuat toan chi ky s6 néu co, thay thé cho cac tham sé signAlgo va signAlgoParams
dwoc dinh nghta trong tiéu chuan CSC.

M6 hinh xtr ly

May chi phai xt ly cac thanh phan nhw dwoc chira trong mé ta chi ky/signHash cla tiéu chuan
CSC.

May chi phai x& ly trng thanh phan nhw dwoc chi ra trong muc 8.3.1.1 cla tai liéu nay néu
phan t&r con khéng dwoc chi dinh trong mé ta chi ky/signHash cla tiéu chuin CSC.

8.3.1.3 Thanh phan lién quan XML

Phan t&r yéu cau (cac) chi» ky bam phai la phan tlr gbc clia théng diép dss2:SignRequest.

M6 hinh xtr ly

May chu phai xtr ly cac thanh phan dwoc ké thira tlr dsb:RequestBaseType nhu dwoc chi ra
trong muc (Xt ly cho Chir ky XML), d&c biét la trong bién thé cho <DocumentHash> clia OASIS
DSS-v2.0 ..

8.3.2 Théng diép phan héi (D)

8.3.2.1 Thanh phan phan héi déi v&i cac yéu cau tao cac gia tri chiv ky s6 (DSV)

Thong diép phan héi tao chiv ky s6 DSV phat sinh tir mét yéu cau tao DSV, phai bao gém thanh
phan dé thdong bao két qua tdng thé clia thao tac ky dwoc (rng dung khach yéu ciu.

Thoéng bao phan hdi tao DSV cé thé bao gdm mét hodc nhiéu phan tir DSV nhw dwgc dinh nghia

trong muc 7.29. Théng bao nay bao gébm cac thanh phan sau.
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Bang 39
Tham . A g Sw hién
chiéu. Thanh phan dung cho dién
Y n . . Y Tuy
7.22 tra vé théng tin ching thw chir ky so chon
7.24 théng bao két qua xt ly M
7.25 dinh danh chinh séch dich vu Tuy
chon
‘ Bat bugc
7.26 dinh danh phan hoi co6 diéeu
kién
. p p ~ . X TUy
7.27 dinh danh chinh sach tao chir ky s6
chon
7.29 tra vé& DSV Tuy
chon

Ma dinh danh phan héi cé thé dwoc bao gdm trong thong diép phan hdi. Ma dinh danh phan hoi
phai dwoc bao gdm trong thdng diép phan héi néu mét trong cac diéu kién sau xay ra:

1) Yéucautao DSV bao gom thanh phan chi ra ché d hoat ddng khéng déng bo t&i SCASC,
nhw dwoc quy dinh trong muc 7.2.

2) SSASC Iwa chon xt ly yéu cau & ché do khéng déng bo.

8.3.2.2 Thanh phan lién quan JSON

Phan hdi cho yéu cau chi ky bam (hash) phai bao gém tap hop cac tham sb dworc tra vé trong

phan héi clia phwong thire signatures/signHash nhw dwoc quy dinh trong tiéu chuan CSC.

8.3.2.3 Thanh phan lién quan dén XML

Phan tlr dé phan hbi yéu cu ky DTBS(s) phai la phan t& gbc dss2:SignResponse nhu dwoc chi
ra trong muc 8.5.1 va trong cac dac ta ky thuat OASIS DSS-v2.0 .

8.4 Cac théng diép phuc vu xtr ly khéng déng bé (E)

8.4.1 Thanh phan quan ly cac yéu ciu dang ch& xt ly (pending-requests)

Thanh phan nay phai quan ly cac thong diép dé yéu ciu SCS tra vé cac phan hdi twong trng
v&i cac yéu ciu tao chir ky sé (ban dau) hodc DSV da glvi trudc do, dwoc dinh nghia trong cac
muc 8.2.1 va 8.3.1, khi dwoc SCS x(r ly & ché dd khéng déng bd. Cac yéu ciu loai nay sau day
dwoc goi 1a yéu cau dang chd xi ly.

Trong xt ly khédng déng bd, mot rng dung khach givi yéu cau tao chir ky sé hodc DSV ban dau
dén may chi. Yéu cau ban dau co thé chira, trong sd nhirng thtr khac, mét thanh phan ma qua
do6 ché d6 hoat ddng khéng dong bd duwoc yéu cau gii dén SCS, nhw dwoc quy dinh trong muc
7.2 va mét ma dinh danh yéu cau duoc tao bdi trng dung khach, nhw dwoc quy dinh trong muc
7.3.
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May chul cé thé trd vé mot phan hdi cho biét rang yéu cau tao chiv ky sé da dwoc chip nhan
nhwng né chwa duwoc hoan thanh, hodc do trng dung khach da yéu cau ché dé hoat dong khoéng
ddng bo t¢i SCS hoac do SCS da chon thwe hién thao tac dwoc yéu cau & ché do khéng dong
bd. Trong phan héi ban dau nay, SCS phai truyén mét ma dinh danh phan héi, nhv dwoc quy
dinh trong muc 7.26. Néu yéu cau ban dau chira ma dinh danh yéu cau, ca &ng dung khach va
SCS c6 thé twong quan ma dinh danh phan hdi nay véi ma dinh danh yéu ciu ban dau.

Theo mé hinh x& ly nay, ng dung khach, sau yéu cau ban dau, cé thé giri mot yéu cau dang
ch® xt ly (pending-request) dén SCS. Yéu cau dang chd x Iy nay phai bao gédm trong thanh
phan dinh danh yéu cau, nhw duoc dinh nghia trong muc 7.3, gia tri ciia ma dinh danh phan héi
da dwoc SCS tra vé trwdc do trong phan héi ciia nd dbi véi yéu cau tao chir ky sé ban dau. Gia
tri ma dinh danh phan hdi nay cho phép SCS lién két yéu ciu dang chd x Iy nay véi yéu ciu
tao chiv ky s6 ban dau. SCS phai tra vé két qua tao chir ky s6 hodc mot 14n niva 1a chi bao "chua
hoan thanh".

Néu muc sau xay ra, (rng dung khach cé thé glvi cac yéu ciu tiép theo cho dén khi SCS tra vé
mot phan hdi vai két qua tao chi ky sb.

Théng diép yéu cau dang cho x ly phai chira cac thanh phan cho:

1) Xac dinh yéu ciu |a mét yéu cau dang cho xi ly lién quan dén yéu cau tao chi ky sb ban
dau hodc DSV. Thanh phan dwoc chi dinh trong muc 7.3 phai dwoc sir dung dé bao gdm dinh
danh phan hdi xac dinh yéu cau dang cho x{ ly.

2)  Xac dinh mét hoac nhiéu giao thirc va/hodc hd so ma thdng diép yéu cau dang chd xir
ly tuén thd. Thanh phan dau tién trong sb cac thanh phan dé phai cé URI sau day lam gia tri,
xac dinh théng diép yéu ciu dang che x ly 1a mét théng diép da dwoc xay dwng bang cach st
dung giao thirc "xt ly khéng ddng bd" dwoc quy dinh trong tai liéu nay:
http://uri.etsi.org/19432/v1.1.1/asynchronousprotocol#

CHU THICH: Giao thirc dwoc dinh nghia bdi tai liéu nay co thé duoc két hop véi cac hd so khac
dé yéu cau céac tinh nang hodc chirc nang bb sung do SCS cung cép, mién la cac hd so nay
khéng xung dot v&i cac yéu cau dwoc quy dinh trong tai liéu nay.

Phan héi cho mét yéu cau dang chd x ly cé dinh dang gibng nhw phan hdi cho yéu cau tao

ch ky s6 hodc DSV ban d4u. M6t théng diép yéu cau dang chd x ly bao gdm cac thanh phan

sau.
Bang 40
Tham chiéu. Thanh phan dung cho Siigfn
7.3 dinh danh yéu cau/két qua truy van chir ky M
7.7 xac thwe dich vu Tuy chon
7.9 Iwa chon ngdn ng Tay chon
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Tham chiéu. Thanh phan dung cho S'fd"igfn
7.15 ma dinh danh giao thirc M .
8.4.2 Thanh phan lién quan dén JSON

Yéu t6 phai cho SCS biét rang trng dung khach dang yéu ciu phan hdi twong ng véi mot yéu
cau da glri trwdc do (ban dau) (nhw mot phan cla giao thire khdng ddng bod) phai la tap hop cac
tham sb bat budc va tuy chon dwoc dinh nghia trong muc 8.4.1 dé& goi phwong thirc
signatures/signPolling.

M6 hinh xtr ly

May chui phai x( ly tirng thanh phan nhw dwoc chi ra trong muc 8.4.1.

May chu phai kiém tra viéc hoan thanh cac hoat dong lién quan dén yéu cau dwoc xac dinh bai
thudc tinh requestID va phan héi twong (rng, trd vé cac DSV da tao hoac tai liéu da ky hodc chi
ky hoéc chi bao rang cac hoat ddng chwa hoan thanh hodc mét ma 16i (vi du vi yéu cau khéng
thé hoan thanh hoac vi thdi gian cho phép yéu cau két qua da hét han).

8.4.3 Thanh phan lién quan dén XML

Phan tt phai chi ra cho SCS rang (rng dung khach dang yéu cau phan héi twong rng véi mot
yéu ciu da gui trwdc dé (ban dau) (nhw mot phan cla giao thire khdng ddng bo) phai la phan
tlr dss2:PendingRequest nhw dwoc quy dinh trong OASIS DSS-v2.0.

8.5 Théng diép danh sach chirng thw chiv ky s6

8.5.1 Théng diép yéu cau (F)

8.5.1.1 Thanh phan yéu cau danh sach chirng thw chiv ky sé

Théng diép yéu cau danh sach chirng thw chi ky s clia mét chii thé ky phai chiva thanh phan
dé:

1) Xac dinh mdt hoac nhiéu giao thirc va/hoac hé so ma théng diép yéu cau tuan tha. Thanh
phan dau tién trong sb cac thanh phan dé phai cé URI sau day lam gia tri, xac dinh thdng diép
yéu ciu |a mot théng diép da dwoc xay dwng bang cach st dung giao thire "danh sach chirng
thw chir ky s6" dwoc quy dinh trong tai liéu nay:
http://uri.etsi.org/19432/v1.1.1/certificateslistprotocol#

CHU THICH: Giao thirc dwoc dinh nghia bdi tai liéu nay co thé dwoc két hop véi cac hd so khac
dé yéu cau cac tinh nang hodc chirc nang bd sung do SCS cung cdp mién 1a cac hd so nay
khéng xung ddt v&i cac yéu cau dwoc quy dinh trong tai liéu nay.

M6t chi thé ky co thé cd mét hodc nhiéu théng tin xac thuc duoc lién két trong moét dinh danh

cht thé ky duy nhat. Théng bao nay bao gébm céac thanh phan sau.
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Bang 41

.z . A s Sw hién
Tham chieu. Thanh phan dung cho dién
7.3 dinh danh yéu cau Tuy chon
7.7 xac thwe dich vu Tuy chon
7.9 Iwa chon ngbén ngly Tuy chon
7.10 ndi dung chubi chirng thw can tra vé Tuy chon
7.15 ma dinh danh giao thirc M

] Bat  bugc
717 dinh danh cha thé ky co dieu
kién

Thanh phan dinh danh chu thé ky cé thé khéng duwoc bao gdm trong théng diép néu né da dwoc

ngam dinh trong xac thwe dich vu da thuc hién.

8.5.1.2 Thanh phan lién quan dén JSON

Thanh phan dé truy xuat théng tin xac thwc phai 1a tap hop cac tham sb dwoc yéu cau bdi
phuwong thirc credentials/list nhw dwoc quy dinh trong tiéu chuadn CSC.

M6 hinh xtr ly

May chi phai xt ly cac thanh phan nhw dugc chi ra trong mé ta théng tin xac thwc/danh sach
clia tiéu chuéan CSC.

May chi phai x& ly tirng thanh phan nhw dwoc chi ra trong muc 8.5.1.1 cla tai liéu nay néu
thanh phan con khéng dwoc quy dinh trong bat ky tiéu chudn CSC tham chiéu nao . Nguoc lai,

may chl phai tuan theo md hinh xt ly dwoc dinh nghia trong tiéu chudn CSC twong ng.

8.5.1.3 Thanh phan lién quan dén XML

Phan t& chinh dé& yéu cau danh sach chirng thw chi¥ ky s phai la phan t& gbc cta thong diép
etsisig:InformationRequest.

Phan tlr etsisig:InformationRequest dwoc dinh nghia trong tép XML Schema
"[XSDSIGCREATIONPROT]", vi tri cGia né dwoc trinh bay chi tiét tai muc A.2.

Phan t&r etsisig:Signerldentity, phan tlr con ctia phan tir etsisig:Optionallnputs phai duoc thiét
lap dé& xac dinh chi thé ky ma danh sach cac thong tin xac thwe chiv ky dang dwoc yéu cau.
M6 hinh xtr ly

May chi phai x( ly cac thanh phan dwoc ké thira tir phan ti etsisig:Signerldentity dé truy xuét

va trd vé danh sach théng tin xac thuc lién quan dén dinh danh ngwdi dung.
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8.5.2 Théng diép phan hoéi (G)

8.5.2.1 Thanh phan phan héi d6i v&i yéu cau danh sach chirng thw chir ky sé

Théng diép phan héi danh sach chirng thw chir ky sb, phat sinh tir yéu cau liét ké chirng thw
ch ky sb, phai bao gdm thanh phan dé théng bao két qua téng thé clia thao tac dwoc (rng dung
khach yéu cau.

Thong diép phan hdi danh sach chirng thw chir ky sé c6 thé bao gdm mét hodc nhiéu phan to

chirng thw chi¥ ky sé nhw dwoc dinh nghia trong muc 7.23. Théng diép nay bao gdm céac thanh

phan sau.
Bang 42
Tham chiéu. Thanh phan dung cho S‘-d"igfn
7.23 tra vé danh sach chirng thu chi ky sb Tuy chon
7.24 thdng bao két qua xtr ly M

SCS phai tra vé 16i trong trwdng hop yéu cau |y danh sach chirng thu chiv ky sé dwoc lién két
véi mot chid thé ky khac véi ngudi da xac thue véi dich vu.

8.5.2.2 Thanh phan lién quan JSON

Phan héi cho yéu cau truy xuét danh sach théng tin xac thwe clia nguei dung phai bao goém tap
hop cac két qua dwoc quy dinh trong muc 8.5.2.1 nhw dwoc dinh nghia trong cac muc 7.23.2
va 7.24.2.

8.5.2.3 Thanh phan lién quan XML

Phan tlr déng vai trd 1a thanh phan chinh d& phan héi danh sach chirng thw chiv ky sé phai 1a
phan t&r gbc cla thdng diép etsisig:InformationResponse.

Phan t& etsisig:InformationResponse dwgc dinh nghia trong tép XML Schema
"[XSDSIGCREATIONPROT]", vi tri ctia né dwoc trinh bay chi tiét tai muc A.2.

Phan t& con ds:KeylInfo ctia phan tr etsisig:OptionalOutputs phai trd vé danh sach chirng thw

chr ky sé dwoc yéu cau.

8.6 Cac thong diép truy xuéat thong tin xac thwec chiv ky

8.6.1 Théng diép yéu cau (H)

8.6.1.1 Thanh phan yéu cau théng tin xac thwe chir ky

Théng diép dé yéu cau thong tin vé mét thong tin xac thuc chiv ky givi dén SCS phai chira cac

thanh phan cho:
1) Xac dinh théng tin xac thwc chir ky.

68



TCVN XXXX:2026

2)  Xac dinh mét hodc nhiéu giao thirc va/hodc hé so ma théng diép yéu ciu tuan tha. Thanh
phan dau tién trong sb dé phai cé URI sau day lam gia tri, xac dinh thdng diép yéu ciu la mot
théng diép dwoc xay dwng bang giao thirc "théng tin xac thuc" duwoc quy dinh trong tai liéu nay:
http://uri.etsi.org/19432/v1.1.1/credentialinfoprotocol#

CHU THICH: Giao thrc dwoc dinh nghia bdi tai liéu nay co thé dwoc két hop véi cac hd so khac
dé yéu ciu cac tinh nang hodc chirc nang bd sung do SSASC cung cap, mién |a cac hd so nay
khéng xung ddt véi cac yéu cau dwoc quy dinh trong tai liéu nay.

Théng diép yéu cau théng tin xac thwe chir ky glri dén SCS c6 thé chra cac thanh phan khac
dé yéu ciu cac tinh nang bd sung. Muc 7.5 liét ké mot sb thanh phan tuy chon nay va chra cac
tham chiéu dén cac muc quy dinh yéu cau ngir nghia cho tirng thanh phan.

Théng bao nay bao gébm cac thanh phan sau.

Bang 43
Tham chiéu. Thanh phan dung cho Sﬂigfn
7.3 dinh danh yéu cau Tuy chon
7.5 xac dinh di liéu tuy chon can tra vé Tuy chon
7.7 xac thwe dich vu Tuay chon
Bat  budc
7.8 dinh danh théng tin xac thwc chir ky co dieu
kién
7.9 Iwa chon ngbén nglr Tay chon
7.10 ndi dung théng tin xac thwe chiv ky can tra vé Tuy chon
7.15 mé& dinh danh giao thirc M

Thanh phan dé xac dinh théng tin xac thwe chir ky c6 thé khédng dwoc bao gdm trong thdng diép
néu ngudi dung da duoc xac thwe trwdc dé chi co mot théng tin xac thwe chiv ky.

8.6.1.2 Thanh phan lién quan dén JSON

Thanh phan dé yéu cu théng tin xac thwe phai 1a tap hop cac tham sé dwoc quy dinh trong
muc 8.6.1.1.

M6 hinh xt ly

May chti phai x( ly cac thanh phan nhw dwoc chi ra trong mé ta théng tin xac thwe/thdng tin cla
tiéu chuan CSC.

May chi phai xt ly tivng thanh phan nhw dworc chi ra trong muc 8.6.1.1 cla tiéu chuan nay néu
thanh phan con khéng dwoc quy dinh trong bat ky tiéu chudn CSC tham chiéu nao . Nguoc lai,

may chd phai tuan theo mé hinh x(& ly dwoc dinh nghia trong tiéu chudn CSC twong trng.
8.6.1.3 Thanh phan lién quan dén XML

Phan tlr chinh dé yéu cau truy xuét thong tin xac thwc chi ky phai la phan ttr gbc clia thong diép

etsisig:InformationRequest.
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Phan tlr etsisig:InformationRequest dwoc dinh nghia trong tép XML Schema
"[XSDSIGCREATIONPROT]", ¢6 vi tri dwoc trinh bay chi tiét trong muc A.2.

Phan tlr con dss2:KeySelector clia phan ti etsisig:InformationRequest phai dwoc thiét 1ap dé
xac dinh théng tin xac thwe chir ky ma théng tin clia né can dwoc tra vé lam dau ra chinh cla
hoé so.

8.6.2 Théng diép phan héi (1)

8.6.2.1 Thanh phan phan héi déi v&i yéu cau théng tin xac thwe chiv ky

Théng diép phan héi théng tin xac thwe chir ky phat sinh tir yéu cau théng tin xac thwe chiv ky
phai bao gdm thanh phan dé théng bao két qua téng thé clia hoat ddng dwoc trng dung khach
yéu cau.

Thong diép phan hdi théng tin xac thwe chi ky c6 thé bao gdm mdt hodc nhiéu phan t&r thong
tin xac thwe chir ky nhw dwee dinh nghia trong muc 7.22.

Théng bao nay bao gébm cac thanh phan sau.

Bang 44
Tham Thanh phan dung cho Sw hién dién
chieu.
7.22 tra vé thdng tin xac thwe chiv ky Tuy chon
7.24 théng bao két qua xi ly M
7.28 tra vé ché dd Gy quyén dbi véi théng tin xac thwe chiv ky Tuy chon
7.30 trd vé mirc SCAL yéu cau Tuy chon

8.6.2.2 Thanh phan lién quan dén JSON
Phan héi yéu cau truy xuét théng tin xac thwe chir ky phai bao gdm tap hop cac két qua duoc
quy dinh trong muc 8.6.2.1 va dwoc trd vé nhuw trong phan héi ctia phwong thirc credentials/info

dwoc quy dinh trong tiéu chuin CSC.

8.6.2.3 Thanh phan lién quan XML

Phan tlr déng vai trd 1a thanh phan chinh ctia phan héi truy xuat théng tin xac thwe chiv ky phai
la phan ttr gbc cha théng diép etsisig:InformationResponse.

Phan t&r etsisig:InformationResponse dwoc dinh nghia trong tép XML Schema
"[XSDSIGCREATIONPROTY]", vi tri ctia né dwoc trinh bay chi tiét trong muc A.2.

Phan t& con ds:Keylnfo cia phan ti etsisig:InformationResponse phai tra vé chirng thuw chiv ky

sb va théng tin khéa dwoc yéu cu.
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8.7 Cac théng diép théng tin dich vu (J)

8.7.1 Théng diép yéu cau (J)

8.7.1.1 Thanh phan yéu cau théng tin dich vu

Thong diép yéu cau thdng tin dich vu phai bao gém thanh phan cho:

1) Xac dinh mét hodc nhiéu giao thirc va/hodc hd so ma théng diép yéu cau tuan tha. Thanh
phan d4u tién trong sé cac thanh phan dé phai c6 URI sau day lam gia tri, xac dinh théng diép
yéu cau la mét thdng diép da dwoc xay dwng bang giao thire "théng tin dich vu" dwoc quy dinh
trong tai liéu nay:

http://uri.etsi.org/19432/v1.1.1/serviceinformationprotocol#

CHU THICH: Giao thtrc dwoc dinh nghia bdi tai liéu nay co thé dwoc két hop véi cac hd so khac
dé& yéu cau cac tinh ndng hodc chirc nang bd sung do SCS cung cap, mién la cac hd so nay
khéng xung dot v&i cac yéu cau duoc quy dinh trong tai liéu nay.

Théng bao nay bao gébm cac thanh phan sau.

Bang 45
Tham Thanh phan dung cho Sw hién dién
chieu.
7.9 Iwa chon ngbn ngly Tay chon
7.15 ma dinh danh giao thirc M

8.7.1.2 Thanh phan lién quan dén JSON

Thanh phan dé yéu ciu thong tin dich vu phai 1a tap hop cac tham sé dwoc quy dinh trong muc
8.7.1.1.

Mo hinh xtr ly

May chu phai xt ly cac thanh phan nhw dwoc chi ra trong mé t& théng tin cia tiéu chuadn CSC.
May chd phai xt ly tivng thanh phan nhw dworc chi ra trong muc 8.7.1.1 cla tiéu chuén nay néu
thanh phan con khéng dwoc quy dinh trong b4t ky tiéu chuadn CSC tham chiéu nao . Néu khéng,
may chl phai tuan theo md hinh xt ly dwoc dinh nghia trong tiéu chudn CSC twong ng.
8.7.1.3 Thanh phan lién quan dén XML

Phan t& phai 14 thanh phan chinh dé yéu cau théng tin dich vu phai 1a phan t& gbc cla théng
diép etsisig:InformationRequest.

Phadn t&r etsisig:InformationRequest dwoc dinh nghia trong tép XML Schema
"[XSDSIGCREATIONPROTY", vj tri ctia né dwoc trinh bay chi tiét trong muc A.2.

Phan tlr dsb:Language, phan ttr con cla phan t& etsisig:Optionallnputs, cé thé dwoc thiét 1ap

dé chon ngén nglr va van hoa.
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8.7.2 Théng diép phan héi (K)
8.7.2.1 Thanh phan dé phan hdi cac yéu cau théng tin dich vu
Hb6 so nay bao gdbm céac thanh phan sau.

Bang 46

Sw hién

Tham chiéu. Thanh phan dung cho dién

7.20 tra vé thong tin dich vu M

8.7.2.2 Thanh phan lién quan dén JSON

Phan hdi yéu ciu théng tin dich vu phai bao gém tap hop cac tham sbé dwoc quy dinh trong muc
8.7.2.1 va duoc trd vé nhw trong phan héi ctia phwong thire info nhw dwoc quy dinh trong tiéu
chuan CSC.

8.7.2.3 Thanh phan lién quan XML

Phan t& phai la thanh phan chinh dé phan hdi théng tin dich vu phai la phan t& gbc ctia théng
diép etsisig:InformationResponse.

Phan t&r etsisig:InformationResponse dwoc dinh nghia trong tép XML Schema
"[XSDSIGCREATIONPROTY", vi tri clia né dwoc trinh bay chi tiét tai muc A.2.
etsisig:Servicelnformation, phan t&r con ctia phan t& etsisig:OptionalOutputs phai tra vé thdng
tin dich vu dwoc yéu cau.

8.8 Toém tat viéc st dung cac thanh phan

A = H6 so dbi v&i yéu ciu chi ky sb (yéu cau tao chir ky sé AJES)

B = H6 so dbi v&i phan hdi chir ky sd (phan héi tao chir ky s& AJES)

C = H6 so dbi v&i yéu ciu gia tri chi ky sé (DSV)

D = Hb so dbi v&i phan hoi gia tri chiv ky sé (DSV)

E = Hb so dbi v&i xtr ly khéong déng bod

F = HO so dbi v&i yéu cau danh sach chirng thw chi ky s

G = H6 so dbi v&i phan héi danh sach chirng thw chir ky sb

H = Hb so dbi véi yéu cau truy xuét thdng tin xac thue chiv ky

| = H6 so dbi véi phan hdi théng tin xac thue chir ky

J = Hb so dbi v&i yéu cau théng tin dich vy

K = H6 so dbi vé&i phan héi thdng tin dich vu
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7.5
7.6

7.7
7.8
7.9
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7.11
7.12
7.13
7.14

7.15
7.16
717
7.18
7.19
7.20
7.21

7.22
7.23

7.24
7.25

Bang 47

Thanh phan dung cho:

Lwa chon ché dd6 hoat déng dbng
bé/khéng ddng bo

Binh danh yéu cau

Cép quyén dbi v&i théng tin xac thuc
chir ky

Xac dinh di¥ liéu tuy chon dwoc tra vé
Xac dinh thei han hiéu lyc ddi voi cac
yéu cau khong déng bd

Xac thwe dich vu

Pinh danh théng tin xac thwc chir ky
Lwa chon ngdn ngir

N&i dung thdng tin xac thwe chir ky dwoc
tra vé

Quan ly cac giao dich chir ky sb

Lwa chon chinh sach dich vu

Lwa chon chinh sach tao chi ky s6

Lwa chon cac thudc tinh/tinh chat chi ky
sb tly chon

Dinh danh giao thirc

Yéu ciu cac dinh dang chir ky sé cu thé
Dinh danh cha thé ky

Xac dinh URL phan hoi

GUri tai liéu hoac gia tri bam can ky

Tra vé théng tin dich vu

Tra vé céc tai liéu da ky hoac cac chiv ky
sb

Tra vé thong tin xac thuc chir ky

Tra vé danh sach cac ching thw chiv ky
sb

Théng bao két qua hoat déng

Pinh danh chinh sach dich vu

A B C D E

@)

o O

© O OO o O O O

o =

o O

O O O O
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7.26
7.27
7.28

7.29
7.30
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Binh danh phan héi

Dinh danh chinh sach tao chi¥ ky sb
Tra vé ché d6 cap quyén dbi vdi théng
tin xac thye chir ky

Tra vé gia tri chiv ky sb

Tra vé mirc bao dam kiém soat duy nhat

yéu cau
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Phu luc A

(quy dinh)
Tép lwoc d6 XML va JSON

A1 Vi tri tép lwoc d6 JSON déi véi "$schema” "http://uri.etsi.org/19432/v1.2.1/json#"

Tép 19432-schema.json co6 trong tép lwu trir ts_119432v010201p0.zip di kém ETSI TS 119 432
V1.2.1 va co tai
https://forge.etsi.org/rep/esi/x19_432_sign_creation_protocol/raw/v1.2.1/19432-schema.json.
Tép nay chira cac dinh nghia phan t& va kiéu trong lwoc dd JSON c6 gia tri "$schema" 1a
"http://uri.etsi.org/19432/v1.2.1/json#".

A.2 Vi tri tép lwoc dé XML ddi véi khong gian tén http://uri.etsi.org/19432/v1.1.1#

Bbn tép etsi-org-19432-xmISchema-common.xsd, etsi-org-19432-xmlSchema-dsv-creation.xsd,
etsi-org-19432-xmlISchema-service-information.xsd va etsi-org-19432-xmISchema-signature-
creation.xsd chra cac dinh nghia phan tr va kiéu trong khéng gian tén cé URI
http://uri.etsi.org/19432/v1.1.1#. Cac tép nay co trong tép Iwu trir ts_119432v010201p0.zip di
kém ETSI TS 119 432 V1.2.1 va duoc cong bd tai cac dia chi sau:

https://forge.etsi.org/rep/esi/x19_432_sign_creation_protocol/raw/v1.1.1/etsi-org-19432-

xmISchema-common.xsd

https://forge.etsi.org/rep/esi/x19_432_sign_creation_protocol/raw/v1.1.1/etsi-org-19432-

xmISchema-dsv-creation.xsd

https://forge.etsi.org/rep/esi/x19_432_sign_creation_protocol/raw/v1.1.1/etsi-org-19432-

xmISchema-service-information.xsd

https://forge.etsi.org/rep/esi/x19_432_sign_creation_protocol/raw/v1.1.1/etsi-org-19432-

xmlSchema-signature-creation.xsd
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Phu luc B

(tham khao)
Tép moé ta OpenAPI™
Tép md ta OpenAPI 3.0 (19432-openapi.yaml), theo dinh nghia cia OpenAPI Initiative (OAl), co
trong tép lwu trlr ts_119432v010201p0.zip di kem ETSI TS 119 432 V1.2.1 va cé tai
https://forge.etsi.org/rep/esi/x19_432_sign_creation_protocol/raw/v1.2.1/19432-openapi.yaml.
Tép nay chira cac dinh nghta lwoc dd JSON cho tirng thanh phan va mé ta tivng théng diép cla

giao thirc dwoc quy dinh trong tiéu chuén nay.
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Phuluc C

(tham khao)

Thw muc tai liéu tham khao

ETSI TS 119 441, Electronic Signatures and Infrastructures (ESI); Policy requirements for TSP

providing signature validation services.

ETSI TS 119 442, Electronic signatures and infrastructures (ESI); Protocol profiles for trust

service providers providing AdES digital signature validation services.

ETSI EN 319 122-2, Electronic Signatures and Infrastructures (ESI); CAdES digital signatures;
Part 2: Extended CAdES signatures.

ETSI EN 319 132-2, Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 2: Extended XAdES signatures.

ETSI EN 319 142-2, Electronic Signatures and Infrastructures (ESI); PAdES digital signatures;
Part 2: Additional PAdES signatures profiles.
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