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L&i néi dau

TCVN XXXX:2026 dwoc xay dwng trén co sé tham khao cac Tiéu chuén québc
té vé ky sb va kiém tra chi ky sd, c6 diéu chinh, stra ddi, bd sung dé phu hop
v6i diéu kién cta Viét Nam.
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TIEUCHUANQUOC GIA TCVN xxxx:2026

Giao dich dién ttr - Yéu cau chung vé ky thuat d6i véi phan mém ky so,
phan mém kiém tra chir ky s6

Electronic Transactions - Technical Requirements for signature creation and signature
verification applications

1 Pham vi ap dung

Tai liéu nay céac yéu cau chirc nang va giao dién déi véi phan mém ky sb, phan mém kiém tra chi ky

s0.
2 Tai liéu vién dan

Céc tai liéu vién dan sau day la can thiét dé ap dung tiéu chuan nay. Déi vai tai liéu vién dan ghi nam
cong bé thi ap dung phién ban dwoc néu. Dbi véi tai lieu vién dan khong ghi ndm cong bé thi ap dung
phién ban mé&i nhat (bao gdm ca phién ban sira dbi, bd sung).

ANSI X9.62-2005: Public Key Cryptography for the Financial Services Industry: The Elliptic Curve Digital
Signature Algorithm (ECDSA)

ETSI EN 319 122: Electronic Signatures and Infrastructures (ESI); CAdES digital signatures (Part 1:
Building blocks and CAdES baseline signatures)

ETSI EN 319 132: Electronic Signatures and Infrastructures (ESI); XAdES digital signatures (Part 1:
Building blocks and XAdES baseline signatures)

ETSI EN 319 142: Electronic Signatures and Infrastructures (ESI); PAdES digital signatures (thwong chia
Part 1 & 2: Building blocks va Additional profiles)

ETSI TS 119 312: Electronic Signatures and Infrastructures (ESI); Cryptographic Suites
ETSI TS 119 612: Electronic Signatures and Trust Infrastructures (ESI); Trusted Lists
FIPS PUB 197: Advanced Encryption Standard (AES)

ISO 14533: Processes, data elements and documents in commerce, industry and administration - Long

term signature profiles

ISO 32000: Document management - Portable document format (PDF)

NIST SP 800-57 Part 1: Recommendation for Key Management: Part 1 — General

NIST SP 800-89: Recommendation for Obtaining Assurances for Digital Signature Applications

NIST SP 800-107: Recommendation for Applications Using Approved Hash Algorithms
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RFC 3447: Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications Version
2.1

RFC 5246: The Transport Layer Security (TLS) Protocol Version 1.2

RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)

Profile

RFC 6234: US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF)

RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP
RFC 8259: The JavaScript Object Notation (JSON) Data Interchange Format

RFC 9110: HTTP Semantics

TCVN 7816:2007: Cong nghé thdng tin - Ky thudt mat ma thuat toan ma dir liéu AES

3 Thuat ngir va dinh nghia

Tiéu chuan nay st dung céac thuat ngir va dinh nghia sau:

31

Phan mém ky s6

Chuwong trinh déc 1ap hodc mét thanh phan (module) phan mém hodc gidi phap cé chire ndng ky sé vao
thong diép dir liéu.

3.2

Phan mém kiém tra chir ky sé

Chuong trinh doc lap hodc mét thanh phan (module) phan mém hodc gidi phap c6 chirc ndng kiém tra
tinh hop |1& cha chi ky sb trén thong diép di liéu da ky.

3.3

Thoéng diép div liéu

Thoéng tin dwgc tao ra, dwgce glvi, dwgc nhan, dwgc lwu tri béng phwong tién dién te.
3.4

Cap khoéa khong d6i xirng

Khoa céng khai va khoa bi mat twong rng.

3.5

Khéa bi mat

Thanh phan ctia c&p khda khong déi xirng dwoc st dung dé ky théng diép di liéu.

3.6
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Khoéa cong khai
Thanh phan cla cap khoa khoéng dbi xirng dwoc sir dung dé xac thwe chi ky sb trén théng diép di liéu.
3.7
Ham bam
Thuat toan chuyén dbi thong diép di¥ liéu dau vao thanh mot chudi cé do dai cé dinh.
3.8
Ma bam
Két qua d4u ra ctia ham bam.
3.9
Chu thé ky

Ca nhan hoac t6 chirc s& hivu chirng thw chi ky sb va str dung khoa bi mat twong ng dé thwc hién ky

sé trén thong diép div liéu.

3.10

Chirng thw chiv ky sé

Théng diép di liéu nham xac nhan co quan, té chirc, ca nhan dwoc chirng thuc 1 ngudi ky chir ky s6.
3.11

Duwéng dan tin cay

Danh s&ch c6 thi tw cac chirng thw chiv ky s6, bao gdm chirng thw chir ky sb cla thué bao, chirng thw
chi¥ ky sb clia cac Td chirc cung cép dich vu chirng thwe chiy ky sb va chirng thw chiv ky sé gbc tin cay

nham x&c minh nguén gbc cla chirng thw chi ky sb.

3.12

Danh sach tin cay

Tap hop chirng thw chi¥ ky sb nwéc ngoai dwoc cong nhan tai Viét Nam.

4 Ky hiéu va chir viét tat

Chir viét tat | Nghia tiéng Anh Nghia tiéng Viét

AES Advanced Encryption Standard Tiéu chuadn ma héa nang cao

ANSI American National Standards Institute Vién Tiéu chuan quédc gia Hoa Ky
CRL Certificate Revocation List r[\);nh séeh ching thir ehit ky s0 bl thu
CMS Cryptographic Message Syntax Cu phap théng diép mat ma
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Thuét toan Chi ky S6 Puwdng cong

ECDSA Elliptic Curve Digital Signature Algorithm
Elliptic
RSA Encryption Scheme - Optimal .
ES-OAEP Lwoc do Ma héa RSA - OAEP
Asymmetric Encryption Padding
ETSI TS European Telecommunications Standards Vién Tiéu chuan Vién théng Chéu Au -
Institute - Technical Specification Dac ta Ky thuat
Federal Information Processing Standards Tai liéu Tiéu chuan x( ly thong tin Lién
FIPS PUB
Publication bang
HKDF HMAC-based Key Derivation Function Ham dan xuét khoa dwa trén HMAC
o Ma xac thyc théng diép di¥ liéu dwa trén
HMAC Hash-based Message Authentication Code .
ham bam
HTTP HyperText Transfer Protocol Giao thirc truyén siéu van ban
ISO International Organization for Standardization | Té chirc tiéu chuan quéc té
JSON JavaScript Object Notation Ky hiéu déi twong JavaScript
NIST SP National Institute of Standards and Vién Tiéu chuan va Céng nghé Hoa Ky -
Technology - Special Publication An pham déc biét
. . Giao thirc kiém tra trang thai chirng thw
OCSP Online Certificate Status Protocol . .
chir ky sO trwe tuyén
PDF Portable Document Format Dinh dang tai liéu di dong
RFC Request for Comments Yéu cau binh luan (Tiéu chuan IETF)
RSA Rivest-Shamir-Adleman Thuét toan RSA
SHA Secure Hash Algorithm Thuéat toan ham bam an toan
SSAPSS Signature Scheme with Appendix - Lwoc db chi¥ ky phu luc - Luwgc dd chiv
Probabilistic Signature Scheme ky xac suét
TCVN Tiéu chuan Viét Nam Tiéu chuan Viét Nam
TLS Transport Layer Security Bao mat tAng giao van
XML eXtensible Markup Language Ngén ngir danh dau mé réng

5 Phan mém ky sé

5.1 Yéu cau vé chirc ning

Phan mém ky sé dap ing téi thiéu cac chirc ndng dwoc néu & muc 5.1. Yéu cau vé chirc nang.

5.1.1. Chuyén déi dinh dang théng diép dir liéu

Théng diép di liéu ky sb dwoc chuyén thanh mét trong cac dinh dang theo yéu cau tai Bang 1:

Tén loai Ky hiéu tiéu chuan | Tén day du cua tiéu chuan Phién ban ap dung

Dinh dang tai i i Ap dung mét trong hai b tiéu
i § -Ag ETSI EN 319 142-1 | Electronic  Signatures  and | AP " g me 9 -

liéu di dong Infrastructures (ESI); chuan:
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PDF (Portable
Document

Format)

PAdES digital signatures;

Part 1: Building blocks and
PAdES baseline signatures

ETSI EN 319 142-2

Electronic Signatures and
Infrastructures (ESI); PAJES
digital signatures; Part 2:
Additional PAJES signatures

profiles

ISO 32000- 1:2008

Document management -

Portable document format -
Part 1: PDF 1.7

ISO 14533-3:2017

Processes, data elements and
documents in commerce,
industry and administration -
Long-term signature formats -
Part 3: Long-term signature
profiles for PDF Advanced
Electronic Signatures (PAJES)

ISO 32000- 2:2020

Document management -
Portable document format -
Part 2: PDF 2.0

ETSI EN 319 142-1, Phién
ban V1.2.1;

ETSI EN 319 142-2, Phién
ban V1.1.1

Hoac

ISO 14533-3:2017;

ISO 32000-1:2008;

ISO 32000-2:2020

Pinh dang
ngdn nglr

danh dadu mé

ETSIEN 319 132-1

Electronic Signatures and
Infrastructures (ESI); XAdES
digital signatures; Part 1:
Building blocks and XAdES

Phién ban V1.2.1

réng XML baseline signatures
(eXtensible Electronic Signatures and
Markup Infrastructures (ESI); XAdES
ETSI EN 319 132-2 Phién ban V1.1.1
Language) digital signatures; Part 2:
Extended XAdES signatures
The JavaScript Object Notation
Binh dang ky RFC 8259 (JSON) Data Interchange
hiéu dbi twong Format
JavaScript Electronic Signatures and Trust
(JSON) ETSI TS 119 182-1 | Infrastructures (ESI); JAdES Phién ban V1.2.1

digital signatures; Part 1:
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Building blocks and JAdES

baseline signatures

Electronic Signatures and

Infrastructures (ESI); CAJES
ETSI EN 319 122-1 digital signatures; Part 1: Phién ban V1.3.1
Building blocks and CAdES

baseline signatures
binh dang

Electronic Signatures and

Infrastructures (ESI); CAJES .
héa CMS ETSI EN 319 122-2 Phién ban V1.1.1
digital signatures; Part 2:

théng diép ma

Cryptographic

;/I yplograp Extended CAdES signatures
essage

Syntax) Electronic Signatures and
yntax

Infrastructures (ESI); CAJES
digital signatures; Part 3:
ETSITS 119 122-3 Phién ban V1.1.1
Incorporation of Evidence
Record Syntax (ERS)

mechanisms in CAdES

5.1.2. Xac thwe thong tin ctia cha thé ky

Trwéce khi thuwe hién ky s6, phan mém ky sé thuc hién xac thwe théng tin chi thé ky théng qua cac tac vu
sau:d

5.1.2.1. Xac thwc danh tinh cha thé ky

Viéc xac thwc danh tinh chad thé ky tuan tha quy dinh vé dinh danh dién t& va cac khuyén nghi dwoc mod
ta tai NIST SP 800-89.

5.1.2.2. Xac thwe thong tin chirng thw chiv ky sé cta chu thé ky

Chirng thw chi ky sb ctia chd thé ky tuan tha cac yéu cau sau:

a) Pinh dang chirng thw chir ky sé tuan thi theo X.509 dwoc mo ta tai RFC 5280;

b) Thoi diém thwe hién ky s6 nam trong khoang th&i han co hiéu lwc clia chirng thu chir ky sé clia chd
thé ky;

c) Thong tin vé thdi han cé hiéu lwc chirng thw chiv ky sb ctia chi thé ky tuan thi RFC 6960 (danh cho
OCSP) va RFC 5280 (danh cho CRL);

d) Chirng thw chi ky sb ¢ hiéu luc (khong bi tam dirng hodc thu hdi) tai thoi diém thwe hién ky sé;

e) Chirng thw chiv ky sb clia chu thé ky dwoc tin cay, thé hién bang mét trong nhirng diéu sau:

- Puwong dan tin cay trong chirng thw chir ky s6 cltia chi thé ky lién két dén chirng thw chiv ky sb ciia T6

chirc cung cap dich vu chirng thuc dién tlr quéc gia (tham khdo RFC 5280);

10
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- Chirng thw chi ky sb clia chii thé ky c6 trong Danh sach tin cay chirng thw chir ky dién t&r nwéc ngoai
dwoc cong nhan tai Viét Nam (dinh dang Danh sach tin cay tuan tht ETSI 119 612).

5.1.2.3. Xac thwc viéc s& hiru khoéa ctia chu thé ky

Viéc s& hiru khoa clia chi thé ky dwoc xac thue théng qua cac phwong thire bdo dam dwoc mo ta tai tai
liéu NIST SP 800-89.

5.1.3. Xtr ly théng diép dir liéu dwoc ky sb

Viéc thuye hién xtv ly thong diép dir liéu ky s6 théng qua ham bam theo yéu ciu tai Bang 2:

Tén loai Ky hiéu tiéu chuan | Tén day da cha tiéu chuan Phién ban ap dung
US Secure Hash Algorithms
RFC 6234 (SHA and SHA-based HMAC
and HKDF)
Al AR Recommendation for Obtainin
Yéucauvé | NIST SP 800-107 A " bicita J
. y ssurances for Digita
ham bam Revision 1 _ _ g
Signature Applications
Electronic Signatures and
ETSI TS 119 312 Infrastructures (ESI); Phién ban V2.1.1
Cryptographic Suites
Cbéng nghé théng tin - Ky thuat
Mat ma déi TCVN 7816:2007 mat ma thuét toan ma di liéu Ap dung mét trong hai tiéu
xirng AES chuén
FIPS PUB 197 Advanced Encryption Standard
PKCS #1 (RFC PKCS #1: RSA Cryptography - Ap dung mét trong hai tiéu
8017) Specifications Version 2.2 chuén.
- Déi voi tiéu chuan RSA:
+ Téi thiéu phién ban 2.1;
Mat ma phi dbi _ + Ap dung lvoc d6 RSAES-
] L Public Key Cryptography for .
xtrng va chiy OAEP dé ma hoéa va
. the Financial Services Industry: .
ky sO ANSI X9.62-2005 RSASSA-PSS dé ky.
The Elliptic Curve Digital oz
+ D06 dai khoa toi thieu 1a 2048
Signature Algorithm (ECDSA) bit
i
- Déi véi tiéu chudn ECDSA:
do dai khoa téi thiéu 1a 256 bit.

5.1.4. Xtr ly yéu cau ky sb

11
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Viéc xt ly yéu cau ky sb dwoc thuc hién théng qua viéc két néi dén hé thdng hoac thiét bi lwu trir khoa

bi mat va dwoec dam bao b&i cac tac vu sau:
5.1.4.1. Bao mat giao thirc dworng truyén

Giao thirc két ndi gitva phan mém ky sb va thiét bi lwu trir khoéa bi mat dwoc bado dam an toan, tuan theo

yéu ciu tai Bang 3:

Tén loai Ky hiéu tiéu chuan | Tén day du cua tiéu chuan Phién ban ap dung
Giao thirc RFC 9110 HTTP Semantics ,

. .\ Ap dung HTTP/2
dwong truyén | RFC 9113 HTTP/2

Giao thtrc bao .
. ) The Transport Layer Security , o
mat tang giao | RFC 9846 ) Ap dung t6i thiéu TLS 1.3
R (TLS) Protocol Version 1.3
van

5.1.4.2. Quan ly khoa

Viéc quan ly khoa ctia chi thé ky dam bao tuan tha tiéu chudn NIST SP 800-57 Part 1 Rev 5 vé quan ly
khoa.

5.1.5. Xtr ly két qua ky sb

Sau khi két ndi dén hé thdng hodc thiét b lwu trir khda bi mat, phdn mém ky sé nhan dwoc két qua cla
tac vu ky sb ké ca trong trwrng hop giao dich ky sb thét bai.

Trwdng hop giao dich ky sb thanh cong, phan mém ky sb tién hanh gan két qua ky sb vao théng diép div

liéu va d&m bao tinh dung dan cla cac théng tin sau:
5.1.5.1. Kiém tra thuat toan st dung dé ky sé

Phan mém ky sb trién khai cac bién phap ky thuat dé tién hanh kiém tra tinh hop 1& clia khéa cong khai

va cac tham sé mién lién quan dé dam bao tinh hop & cla thuat toan da duwoc sir dung dé ky sb.

Viéc kiém tra dwoc thuwc hién theo yéu cau tai Bang 4:

Tén loai Ky hiéu tiéu chuan | Tén day da cia tiéu chuan Phién ban ap dung

Electronic Signatures and

ETSITS 119 312 Infrastructures (ESI); Phién ban V2.1.1
Cryptographic Suites
NIST SP 800-57 Part | Recommendation for Key
Thuét toan si¢ | 1 Revision 5 Management: Part 1 — General
dung dé ky sé Recommendation for Obtaining
NIST SP 800-89 Assurances for Digital

Signature Applications

Internet X.509 Public Key

Infrastructure Certificate and

RFC 5280

12
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Certificate Revocation List
(CRL) Profile

5.1.5.2. Kiém tra thong tin chirng thw chiv ky s6

Viéc kiém tra thong tin chirng thw chir ky s6 c6 trong két qua gia tri chir ky s6 dam bao tuan thi cac diéu

kién dwoc néu tai muc 5.1.2.2. Xac thuc thong tin chirng thw chiy ky sb ctia chi thé ky.
5.1.5.3. Gan két qua ky sé vao théng diép dir liéu

Viéc gén két qua ky sb6 vao thong diép dir liéu dam béo théng diép dir liéu tuan tha theo dung céac dinh

dang dwoc néu tai muc 5.1.1. Chuyén déi dinh dang théng diép di liéu.
5.2. Yéu cau vé giao dién
Vé giao dién, phdn mém ky s6 bdo ddm cac yéu cau sau:

5.2.1. Thong tin cla cac té chirc cung cép dich vu tin cay dé dam bao quyén tw do lwa chon nha cung

cép cla chu thé ky dwoc hién thi day du, rd rang;

5.2.2. Thong tin ctia cac td chirc cung cap dich vu tin cay hd tre chire nang ky sb ctia cac td chirc cung

cép dich vu twong &ng;

5.2.3. Hién thij toan bd noi dung tai liéu ky trwdc khi ky, ddm bao dap &ng sw chap thuan ctia cha thé ky

vé mat ndi dung théng diép di liéu;

5.2.4. Hién thj trwc quan giao dién ky sé hé tro' viéc can chinh, dat vi tri con dau, chir ky mé phéng dam

bao dung theo cac quy dinh vé thé thirc van ban;

5.2.5. C4c théng bao bang chir ho&c ky hiéu cho chi thé ky biét viéc ky sb vao théng diép div liéu thanh
cong hay khong thanh céng dwoc thé hién bang Tiéng Viét va ngdn ngtr khac (néu cé hé tro);

5.2.6. Tinh nang tai vé tai liéu da ky dwoc trién khai cing phan mém ky sb.
6. Phan mém kiém tra chir ky s6

Phan mém kiém tra chir ky s6 dap (ng téi thiéu cac chirc nang dwoc néu & muc 6.1. Yéu ciu vé chic

nang.

6.1. Yéu cau vé chirc nang

6.1.1. Trich xuat thong tin tir thong diép dir liéu da ky

Phan mém kiém tra chi¥ ky sé thwc hién dwoc viéc trich xuét tdi thiéu cac thong tin sau tir thong diép di
lieu da ky:

a) Chirng thw chi¥ ky sé trén thong diép div lieu da ky;

b) Ma bam clia théng diép di liéu da ky dwoc giai ma tlr chi ky s6 str dung khoa cong khai trén chirng
thw chi ky sé ctia théng diép dir lieu da ky;

13
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c) Ma bam cua théng diép div liéu dang kiém tra.

6.1.2. Xac thwc théng tin vé ma bam

Phan mém kiém tra chi¥ ky sb kiém tra thong tin v& ma bam dé ddm bao tinh toan ven, tinh xac thuc va
tinh chéng chdi bd clia thong diép di liéu.

6.1.2.1. Kiém tra yéu cau vé ma bam

Ma bam trong théng diép di liéu da ky théa man cac yéu ciu tai Bang 2.
6.1.2.2. Kiém tra tinh tring khé&p ctia ma bam

Céac ma bam tai diém b) va diém c) tai Muc 6.1.1. trung khép.

6.1.3. Xac thwe théng tin chirng thw chir ky s6

Théng tin ching thw chiy ky sb trong théng diép di liéu da ky théa man cac yéu ciu tai Muc 5.1.2.2. Xac

thwe thdng tin chirng thw chir ky sé ctia chi thé ky.

6.2. Yéu cau vé giao dién

V& giao dién, phan mém kiém tra chir ky sb bao dam céc yéu cau sau:
6.2.1. Hién thi thong bao vé tinh hop 1& ctia chi ky sb;

6.2.2. Hién thi cac thong tin vé chi ky s6 va chirng thw chi ky sb trén théng diép di liéu da ky, voi téi
thiéu cac trweng thong tin sau:

a) Thong tin vé co quan, t chire tao lap, cap, phat hanh chirng thw chiy ky sé;
b) Théng tin vé cha thé ky;

c) Théng tin vé don vi quan ly chirng thw chi ky s (néu co);

d) Théng tin vé thoi diém ky sé hodc dau thdi gian (néu co);

e) Thong bao vé tinh toan ven clia théng diép di liéu da ky;

f) Théng tin vé tinh hop 1é cha ching thw chi ky sb tai thoi diém ky;

g) Théng tin vé thoi han ¢é hiéu lwe cla chirng thw chiy ky sé.

14
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Thw muc tai liéu tham khao

TCVN xxxx:2026 dwgc xay dwng dwa trén co s& tham khdo Thong tw 15/2025/TT-BKHCN ngay
15/8/2025 cua B6 Khoa hoc va Cong nghé.
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