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o QUY CHUAN KY THUAT QUOC GIA i
VE YEU CAU BOI VOI DICH VU CHI'NG THY'C CHIY KY SO CONG CONG

NATIONAL TECHNICAL REGULATION ON REQUIREMENTS FOR PUBLIC
DIGITAL SIGNATURE AUTHENTICATION SERVICES

1. QUY DPINH CHUNG

1.1. Pham vi diéu chinh

Quy chuan nay quy dinh cac yéu cau déi véi dich vu chirng thue chiv ky sb cong cong,
bao gém:

- Dich vu chirng thuc chir ky sb cdng céng theo md hinh ky sb trén cac phwong tién
lwu khoa bi mat bang thiét bi phan cing;

- Dich vu chirng thwe chiv ky s6 cdng cong theo md hinh tr xa;

- Dich vu chirng thue chi¥ ky s cdng cong theo md hinh ky sé trén thiét bi di dong.

1.2. Péi twong ap dung

Quy chuan nay dwoc ap dung cho céac td chirc, ca nhan co lién quan dén cung cap

dich vu chirng thwe chir ky sb céng cong.

1.3. Tai liéu vién dan

IETF RFC 5280 Internet X.509 Public Key Infrastructure Certificate and

Certificate Revocation List (CRL) Profile

IETF RFC 6960 X.509 Internet Public Key Infrastructure Online Certificate
Status Protocol - OCSP

ISO/IEC 15408 Information security, cybersecurity and privacy protection -
Evaluation criteria for IT security (parts 1 to 3)

ISO/IEC 9594-8 Information technology - Open systems interconnection - Part
/Recommendation 8: The Directory: Public-key and attribute certificate
ITU-T X.509 frameworks".

FIPS PUB 140-2 Security Requirements for Cryptographic Modules

FIPS PUB 202 SHA-3 Standard - Permutation-Based Hash and Extendable -
Output Functions

FIPS PUB 180-4 Secure Hash Standard
FIPS PUB 197 Advanced Encryption Standard

EN 419 221-5:2018 Protection Profiles for TSP Cryptographic modules - Part 5:
Cryptographic Module for Trust Services requirements

EN 419 221-1:2018 Trustworthy Systems Supporting Server Signing - Part 1:
General system security requirements

EN 419 221-2:2019 Trustworthy Systems Supporting Server Signing - Part 2:
Protection Profile for QSCD for Server Signing
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ETSIEN 319401  Electronic Signatures and Trust Infrastructures (ESI); General
Policy Requirements for Trust Service Providers

ETSIEN 319411-1 Electronic Signatures and Trust Infrastructures (ESI); Policy
and security requirements for Trust Service Providers issuing
certificates; Part 1: General requirements

ETSITS 119 431-1 Electronic Signatures and Trust Infrastructures (ESI); Policy
and security requirements for trust service providers; Part 1:
TSP services operating a remote QSCD / SCDev

ETSITS 119 432 Electronic Signatures and Infrastructures (ESI); Protocols for
remote digital signature creation

Mobile Commerce (M-COMM); Mobile Signatures; Business
and Functional Requirements

Mobile Commerce (M-COMM); Mobile Signature Service; Web
Service Interface

ETSITR 102206  Mobile Commerce (M-COMM); Mobile Signature Service;
Security Framework

Mobile Commerce (M-COMM); Mobile Signature Service;
Specifications for Roaming in Mobile Signature Services

ETSI TR 102 203

ETSITS 102 204

ETSITS 102 207

Cong nghé théng tin — Cac ky thuat an toan — Cac tiéu chi

TCVN 8709 danh gia an toan cong nghé théng tin
(ISO/IEC 15408) (Common Criteria for Information Technology Security
Evaluation)

TCVN 7816:2007 l(;‘,ééung\lrzwghé théng tin - Ky thuat mat ma - thuat toan ma div
1.4. Giai thich tw ngir

Dinh nghta cac mé hinh ky s

1.5. Chip viét tat

T chirc cung cép dich vu chirng

CA Certification Authority thre chir ky 88 cdng cong

RA Registration Authority T6 chirc dang ky

TSP Trust Service Provider Tb chirc cung cép dich vu tin cay
CP Certificate Policy Chinh sach chrng thw

CPS Certification Practice Statement Quy ché chirng thuc

PKI Public Key Infrastructure Ha tAng khéa céng khai

. Thiét bj bdo mat phan cirng (thiét
HSM Hardware Security Module , e b!‘ba,o r’na p a? ClAmg (thie
bi lwu va x&r ly khéa bi mat)

CRL Certificate Revocation List Danh sach ching thw bj thu hoi

Giao thirc kiém tra trang thai

OCSP Online Certificate Status Protocol , <
chrng thw trye tuyén
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LDAP  Lightweight Directory Access Protocol Giao thtrc truy cap thw muc nhe
Cép dd dam béo danh gia (trong
EAL Evaluation Assurance Level danh gia an toan théng tin ISO/IEC
15408)
Int ti | @) izati f 2 2 oz
nternational rganization 10T ra e tiéu chudn hoa quéc té /
ISO/IEC Standardization / International - L A ia £ L x
. . Uy ban ky thuéat dién quoc té
Electrotechnical Commission
ETS| European Telecommunications Vién Tiéu chuan Vién théng Chau
Standards Institute Au
Tai liéu tiéu chuan ky thuat do IETF
RFC Request for Comments al |e‘u 1eu chuian iy thuat do
ban hanh
IETF Internet Engineering Task Force Nhom cbng tac ky thuét Internet
Federal Information Processing B6 tiéu chuan x ly théng tin lién
FIPS .
Standards bang Hoa Ky
SHA Secure Hash Algorithm Thuat toan bam an toan
RSA Rivest-Shamir-Adleman Thuat toan mat ma khoa céng khai
- . : . Thuat toan chir ky sb6 dwa tré
ECDSA Elliptic Curve Digital Signature Algorithm l‘Ja oan © u y S0 dira tren
dwdng cong elliptic
. Bé tiéu chudn mat ma khoa cong
PKCS Public-Key Cryptography Standards " ' 2
Hbt y Lryptography khai (do RSA Labs phat trién)
X509  ITU-T Recommendation X.509 Khung chuan cho ching thu s
trong hé thong PKI
. Tén phan biét (trong dinh danh
DN D hed N i '
istinguished Name X.509)
uTC Coordinated Universal Time Gi® Phéi hop Quéc té

2. QUY DINH KY THUAT

2.1. Yéu cau ky thuat
2.1.1. Yéu cau déi v&i mat ma va chiv ky sé

St dung cac ky thuat mat ma theo quy dinh tai bang 1:

Bang 1 - Yéu cau vé ky thuat mat ma

Loai Tiéu chuan tham chiéu o
Yéu ci A . : Quy dinh ap dung

eu cau Ky hiéu Tén tiéu chuan
Mat ma PKCS #1 RSA Cryptography - Ap dung mét trong hai tiéu
phi doi (RFC 3447) | Standard chuan.
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x&rng va - D6i v&i tieu chuan RSA:
ch@r ky s0 Public Key + T&i thidu phién ban 2.1;
Cryptography for the ) .
Financial Services Z) :‘gpdur:j% lvgc do hR§AES"
Industry: The Elliptic € ma hoa va
ANSI X9.62- 2 Lo
2005 Curve Digital RSASSA-PSS dé ky.
Signature Algorithm | + g dai khda téi thidu la 2048
(ECDSA) bit
- Pbi voi tiéu chudn ECDSA:
do dai khéa tbi thiéu 1a 256 bit
Céng nghé théng tin -
TCVN Ky thuat mat ma -
Mat ma 7816:2007 X]Egt toan ma dir liéu Ap dung mét trong hai tiéu
dbi xtrng chuén
FIPS PUB 197 Advanced Encryption
Standard
FIPS PUB Secure Hash ﬁ‘? dung. mot trong cac ham
180-4 Standard am sau.
SHA-256,
SHA-384,
Ham bam SHA-3 Standard: SHA-512,
FIPS PUB 202 Permutation-Based SHA-512/224,
Hash and Extendable- | SHA-512/256,
Output Functions SHA3-224, SHA3-256, SHA3-
384, SHA3-512, SHAKE12S,
SHAKE256

2.1.2. Yéu cau déi vé&i thong tin, dir liéu

Dinh dang théng tin, di liéu dap trng cac quy dinh tai bang 2

Bang 2 - Yéu cau vé théng tin dir liéu

Loai Tiéu chuan tham chiéu Quy dinh ap
Yéu cau Ky hiéu Tén tiéu chuan dung
Dinh dang chin
th.u’ chﬁ’ Ey s vg Internet  X.509 Public Key
. A Infrastructure  Certificate and
dar’1h sach thu~ ho,' RFC 5280 Certificate Revocation List (CRL)
chung thw chir ky Profile
sb
Cu phap thong | PKCS #7 Cryptographic Message Syntax | s\ s 4 5
diép mat ma (RFC 2630) | Standard '

7
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1 oha ona tin | PKCS #8 i - i
Cu,phf_{p thong tin Private-Key Information Syntax Phién ban 1.2
khoa riéng (RFC 5208) | Standard

1 phap véu cau | PKCS #10 ificati
Cu’ phap yéu cau Certification Request Syntax Phién ban 1.7
chirng thuwe (RFC 2986) | Standard
Giao dién giao , , Phién  ban
tiép v6i cac thé | PKCS #11 Cryptographic token interface 520

ae standard .
mat ma
Cu phéap trao dbi Personal Information Exchange Ay
théng tin c& nhan PKCS #12 Syntax Standard Phién ban 1.0

2.1.3. Yéu cau déi v&i chirng thw chiv ky s6

Chirng thw chi¥ ky sbé dap (rng cac quy dinh tai bang 3

Bang 3 - Yéu cau déi v&i chirng thw chir ky sé

Tiéu chuan tham chiéu

Loai Quy dinh ap
Yéu cau Ky hiéu Tén tiéu chuan dung
Chinh sach Internet  X.509 I_D_ubllc K_ey
. - Infrastructure - Certificate Policy
chirng thw chir | RFC 3647 e :
KV S6 and Certification Practices
y sO
Framework
Lwoc dd Giao Lightweight  Directory  Access
thire truy nhap | RFC 4523 | Protocol (LDAP) Schema
thw muc Definitions for X.509 Certificates
Lightweight  Directory  Access
RFC 4510 | Protocol (LDAP):  Technical
Specification Road Map
Lightweight  Directory  Access
RFC 4511 Protocol (LDAP): The Protocol
Gr']aAO ,;[Ewc truy Lightweight  Directory  Access fﬁp duhngx b6 bon
MNap Iy MUC \ RFC 4512 | Protocol  (LDAP): ~ Directory | €Y ¢htan
Information Models
Lightweight  Directory  Access
Protocol (LDAP): Authentication
RFC 4513 Methods and Security
Mechanisms
Giao thuc : Ap dung mot
truyé&n, nhan Internet  X.509  Public  Key hc?éc A r?ai giao
chirng thw chiy | RFC 2585 | Infrastructure - Operational | u =~ “e1p 3
ky sb va danh Protocols: FTP and HTTP HTTP
sach ching
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bi thu hoi

thw chi ky s

tuyén

Giao thuc cho
kiém tra trang
thai ching thw
chir ky sb truc

RFC 6960

X.509 Internet

Status Protocol - OCSP

Public
Infrastructure Online Certificate

Key

2.1.4. Yéu cau doéi véi HSM va va thiét bi mat ma, Iwu khéa

Thiét bj HSM va thiét bi mat ma, lwu khoa phai dap (rng cac quy dinh tai Bang 4:

Bang 4 - Yéu cau déi véi thiét bi HSM va thé mat ma

Loai Tiéu chuan tham chiéu o
Yéu i — . " Quy dinh ap dung
eu cau Ky hiéu Tén tiéu chuan
FIPS PUB Security Requirements for | - ﬁp dUnxg mot trong ba
140-2 Cryptographic Modules tiéu chuan.
) : - D6i véi tieu chudn
Thiét bi FIPS PUB Security Requwements for FIPS PUB 140-2 va
HSM. va 140-3 Cryptographic Modules FIPS PUB 140-3: Y&u
thiét bj mat cau tdi thiéu muc 3
ma, lvu Protection Profiles for Tsp | (1€vel 3)
khoa EN 419 221- | Cryptographic modules - - D6i voi tiéu chuén EN
5:2018 Part 5: Cryptographic 419 221-5:2018: Yéu
Module for Trust Services cau tbi thiéu EAL mirc
4 (level 4)
FIPS PUB Security Requirements for
140-2 Cryptographic Modules
Token va Yéu cau tbi thidu mac 2
Smart card (level 2)
FIPS PUB Security Requirements for
140-3 Cryptographic Modules

2.2. Yéu cau do6i véi mo hinh ky sé trén cac phwong tién Iwu khéa bi mat bang
thiet bi phan cwng

2.2.1. Yéu cau vé quy trinh kiém soat va van hanh

T& chire cung cép dich vu chirng thwe chir ky s6 cong cong theo mé hinh ky sb trén
cac phuong tién lwu khéa bi mat bang thiét bi phan cirng phai trién khai cac bién phap
bao d&m quy trinh kiém soat va van hanh cung cép dich vu dap &ng cac quy dinh cta
tiéu chuan ETSI EN 319 411-1 (4p dung phién ban V1.4.1).

9
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2.3. Yéu cau déi v&i m6 hinh ky sé tir xa

2.3.1. Yéu cau doi v&i hé thong quan Iy khéa bi mat, chirng thw chiv ky s6 va tao
chir ky so cua khach hang

Heé théng quan ly khoa bi mat, chirng thu chi ky sé va tao chir ky s cla khach hang
dap wng cac quy dinh tai Bang 5

Bang 5 - Yéu cau déi v&i chirng thw chir ky s6

Loai Tiéu chuan tham chiéu Quy dinh
Yéu cau Ky hiéu Tén tiéu chuan ap dung
Electronic Signatures and
Giao thirc tao | ETSI TS 119432 | Infrastructures (ESI); Protocols | Phién ban

chir ky sb for remote digital signature V1.2.1
creation

Ung dung ky Trustworthy Systems Supporting

trén may chu | EN 419241-1:2018 | Server Signing - Part 1: General

ky sb system security requirements

Trustworthy Systems Supporting
Server Signing - Part 2:
Protection Profile for QSCD for
Server Signing

Yéu cau cho
mo dun ky s6 | EN 419241-2:2019

2.3.2. Yéu cau vé quy trinh kiém soat va van hanh

T6 chire cung cép dich vu chirng thwe chiv ky sb cong cdng theo md hinh ky sé tir xa
phai trién khai cac bién phap bao d&m quy trinh kiém soat va van hanh cung cép dich
vu dap trng cac quy dinh cla tiéu chudn ETSI TS 119 431-1 (ap dung phién ban V1.1.1)
va ETSI TS 119 431-2 (ap dung phién ban V1.1.1).

2.4. Yéu cau déi v&i mé hinh ky sé trén thiét bi di déng
2.4.1. Yéu cau déi v&i chirc nang va giao dién

Chtrc ndng va giao dién cla Hé théng ky sb trén thiét bi di ddng dap trng cac yéu cau
quy dinh tai Bang 6

Bang 6 - Yéu cau déi v&i chirc nang va giao dién

Loai Tiéu chuan tham chiéu Quy dinh
Yéu cau Ky hiéu Tén tiéu chuan ap dung
YeEJ cau ) vé ETSI TR Mob?le _Commerce (M-COMM); Phién ban
chire nang, Mobile Signatures; Business and
a 102 203 . . V111
nghiép vu Functional Requirements
Mobile Commerce (M-COMM); n ,
Giao dien dich | ETSI TS Mob:le Signhature Ser(vice' We)b Phien ban
vu Web 102 204 e >l ! V1.1.4
Service Interface

10
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Mobile Commerce (M-COMM);

vung

thuat chuyén

. ., |ETSITR L o .~ | Phién ban
Khung bao mat 102 206 Mobile Signature Service; Security V113
Framework
Théna sb ki Mobile Commerce (M-COMM);
g Y ETSI TS | Mobile Signature Service; | Phién ban

102 207 Specifications for Roaming in | V1.1.3
Mobile Signature Services

2.4.2. Yéu cu déi v&i thé SIM
Thé SIM phai dap &rng cac yéu cau tai Bang 7:
Bang 7 - Yéu cau déi vé&i thé SIM

Tiéu chuan tham chiéu

Loai o
R - Quy dinh ap dun
Yéu cau Ky hiéu Tén tiéu chuan y P EUng
FIPS PUB Security Requirements for | . Ap dung mét trong ba
140-2 Cryptographic Modules tieu chuén.
FIPS PUB Security Requirements for | - DOi voi tiéu chuéan
140-3 Cryptographic Modules FIPS PUB 140-2 va
_ S _ FIPS PUB 140-3: Yéu
Thé SIM Cong nghé thdng tin —Cac | cau téi thidu muc 2

ky thuat an toan — Cac tiéu
TCVN 8709 chi qénf) gié_an toan cong
(ISO/IEC nghé thong tin

15408) (Common Criteria for
Information Technology
Security Evaluation)

(level 2)
- Déi voi tiéu chuan
TCVN 8709: Yéu cau
ti thiéu EAL muc 4
(level 4)

2.4.3. Yéu cau vé quy trinh kiém soat va van hanh

T& chirc cung cép dich vu chirng thwe chir ky sé codng cong theo md hinh ky sé trén
thiét bi di ddong phai trién khai cac bién phap bdo ddm quy trinh kiém soat va van hanh
cung céap dich vu dap (rng cac quy dinh cla tiéu chudn ETSI EN 319 411-1 (4p dung
phién ban V1.4.1).

11




QCVN xxx:2025/BKHCN
3. QUY PINH VE QUAN LY

3.1. Té chirc cung cép dich vu chirng thwe chiv ky sé cdng céng thudc pham vi diéu
chinh tai muc 1.1 phai tuan tha cac quy dinh trong quy chuan kj thuat nay;

3.2. Phuong thirc chirng nhan sy phu hop dbi véi cac yéu cau tai muc 2.2.1, muc
2.3.2, muc 2.4.3 cla Quy chuan thyc hién theo phwong thirc 6 (danh gia hé théng
quan ly) theo quy dinh tai Théng tw 28/2012/TT-BKHCN va quy dinh vé hoat ddng kiém
toan ky thuat déi v&i dich vu tin cay;

3.3. Phuong tién, thiét bi do: tuan thd cac quy dinh hién hanh cta phap luat vé do
lwong.

4. TRACH NHIEM CUA TO CHU'C, CA NHAN
T chire cung cép dich vu chirng thwe chiv ky sé phai thwe hién kiém toan ky thuat
theo quy dinh tai Muc 3.2 cta Quy chudn ky thuat nay va chiju sw kiém tra ctia cac co
quan quan ly nha nwéc theo cac quy dinh hién hanh.

5. TO CHUC THUC HIEN

5.1. Uy ban Tiéu chuan Po lwdng Chat lwong Quéc gia, Trung tdm Chirng thuyc dién
t& Quédc gia t6 chirc trién khai hwéng dan va quén Iy theo quy dinh cla Quy chuan kj
thuat nay.
Can ct vao quy dinh quan ly, Uy ban Tiéu chuan Do lwdng Chét lwong Quéc gia,
Trung tdm Chirng thwe dién t& Québc gia cé trach nhiém dé xuét, kién nghi B6 Khoa
hoc va Céng nghé sira déi, bd sung ndi dung Quy chuan kj thuat nay.
5.2. Trong trwérng hop cac quy dinh phap luat, van ban quy pham phéap luat vién dan
tai Quy chuan ky thuat nay co stra ddi, b sung hodc dwoc thay thé thi thyc hién theo
quy dinh tai van ban maoi
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