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QUY CHUAN KY THUAT QUOC GIA
VE YEU CAU bOI VO DICH VU CAP DAU THO'l GIAN

NATIONAL TECHNICAL REGULATION ON REQUIREMENTS
FOR TIME-STAMPING SERVICES

1. QUY BINH CHUNG
1.1. Pham vi diéu chinh

Quy chudn nay quy dinh cac yéu cau dbi véi dich vu cap déu thoi gian, bao
gdm yéu cau ky thuat vé chir ky sé, chirng thw chir ky sb, yéu cau vé van hanh va
kiém soat déi vai td chire cung cap dich vu cap dau thoi gian.

1.2. B6i twong 4p dung

Quy chuén nay dwoc ap dung cho céc té chirc, ca nhan cé lién quan dén cung
cép dich vu cAp d4u thoi gian tai Viét Nam.

1.3. Tai liéu vién dan

TCVN xxx:2025 - Céng nghé théng tin — Dich vu tin cay — Yé&u cau chung dbi
v&i T chire cung cép dich vu tin cay;

PKCS #1 (RFC 3447): "RSA Cryptography Standard"

ANSI X9.62-2005: "Public Key Cryptography for the Financial Services Industry:
The Elliptic Curve Digital Signature Algorithm (ECDSA)"

TCVN 7816:2007: "Cong nghé théng tin - Ky thuat mat ma thuat toan ma div
liéu AES"

FIPS PUB 197: "Advanced Encryption Standard"
FIPS PUB 180-4: "Secure Hash Standard"

FIPS PUB 202: "SHA-3 Standard: Permutation-Based Hash and Extendable-
Output Functions"

RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile"

PKCS #7 (RFC 2630): "Cryptographic Message Syntax Standard"
PKCS #8 (RFC 5208): "Private-Key Information Syntax Standard"
PKCS #10 (RFC 2986): "Certification Request Syntax Standard"
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PKCS #11: "Cryptographic Token Interface Standard"
PKCS #12: "Personal Information Exchange Syntax Standard"

RFC 3647: "Internet X.509 Public Key Infrastructure - Certificate Policy and
Certification Practices Framework"

RFC 4523: "Lightweight Directory Access Protocol (LDAP) Schema Definitions
for X.509 Certificates"

RFC 4510: "Lightweight Directory Access Protocol (LDAP): Technical
Specification Road Map"

RFC 4511: "Lightweight Directory Access Protocol (LDAP): The Protocol”

RFC 4512: "Lightweight Directory Access Protocol (LDAP): Directory
Information Models"

RFC 4513: "Lightweight Directory Access Protocol (LDAP): Authentication
Methods and Security Mechanisms"

RFC 2585: "Internet X.509 Public Key Infrastructure - Operational Protocols:
FTP and HTTP"

RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status
Protocol - OCSP"

FIPS PUB 140-2: "Security Requirements for Cryptographic Modules"
FIPS PUB 140-3: "Security Requirements for Cryptographic Modules"

EN 419221-5:2018: "Protection Profiles for TSP Cryptographic Modules - Part
5: Cryptographic Module for Trust Services"

RFC 3161: "Internet X.509 Public Key Infrastructure - Time-Stamp Protocol
(TSP)"

RFC 5816: "ESSCertIDv2 Update for RFC 3161"

ETSI EN 319 422: "Electronic Signatures and Infrastructures (ESI); Time-
stamping Protocol and Time-stamp Token Profiles”

ETSI EN 319 421: "Electronic Signatures and Infrastructures (ESI); Policy and
Security Requirements for Trust Service Providers Issuing Time-Stamps"

1.4. Giai thich tw ngir
1.5. Chip viét tat

Tb chirc cung cép dich vu chirng

CA Certification Authority thwe chiv ky sb cong cong

RA Registration Authority Té chirc dang ky
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TSP Trust Service Provider Tb chire cung cép dich vu tin cay
CP Certificate Policy Chinh sach chirng thw
CPS Certification Practice Statement Quy ché chirng thye
PKI Public Key Infrastructure Ha tAng khéa céng khai
. Thiét bi b3 at phan cu thiét
HSM Hardware Security Module , ' !‘ a,o r’na p a? CEmg (thie
bi Iku va x&r ly khda bi mat)
CRL Certificate Revocation List Danh sach ching thw bj thu hoi
OCSP Online Certificate Status Protocol GI&,‘O thre kiem A’tra trang  tha
chirng thw tryee tuyén
LDAP Lightweight Directory Access Protocol Giao thirc truy cap thw muc nhe
Cép d6 dam bao danh gia (trong
EAL Evaluation Assurance Level danh gia an toan théng tin ISO/IEC
15408)
International Organization for __, 2 . s
. 9 . TO chire tiéu chuan hdéa quoc té /
ISO/IEC Standardization / International - PR £k
. . Uy ban ky thuat dién quoc té
Electrotechnical Commission
ETS| European Telecommunications Vién Tiéu chuan Vién théng Chau
Standards Institute Au
Tai liéu tiéu chuan ky thuatdo IETF
RFC Request for Comments a 'ef‘ Iel chiian ky thuat do
ban hanh
IETF Internet Engineering Task Force Nhém cbng tac ky thuét Internet
FIPS Federal Information Processing Bo tiéu chuan x{r ly thong tin lién
Standards bang Hoa Ky
SHA Secure Hash Algorithm Thuat toan bam an toan
RSA Rivest-Shamir-Adleman Thuat toan mat méa khoa cong khai

ECDSA Elliptic Curve Digital Signature Algorithm

Thuat toan chir ky sb dwa trén
dwdng cong elliptic



PKCS

X.509

DN

UTC

Public-Key Cryptography Standards

ITU-T Recommendation X.509

Distinguished Name

Coordinated Universal Time
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Bo tiéu chudn mat ma khoa coéng
khai (do RSA Labs phat trién)

Khung chudn cho chirng thw sb
trong hé théng PKI

Tén phén biét (trong dinh danh
X.509)

Gi® Phdi hop Québc té
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2.1. Yéu cau ky thuat

2.1.1. Yéu cau vé mat ma va chirky sé6

Chir ky s phai dap (rng cac tiéu chuan sau:

2. QUY DINH KY THUAT

PKCS #1 RSA  Cryptography | - Ap dung mét trong hai tiéu
(RFC 3447) | Standard chuan.
- D6i vé&i tieu chudn RSA:
Public Key | + Téi thiéu phién ban 2.1;
M’at ma phi C.rypto.graphy for.the + Ap dung lvoc dd RSAES-
géi Xu;ng’vé Financial Serv!cgs OAEP d& m3 hoa va
chirky s | ANSI X9.62- | Industry: The Ellllpl)tlc RSASSA-PSS dé& ky.
2005 Curve Digital o
Signature  Algorithm + D06 dai khoda toi thiéu 1a 2048
(ECDSA) bit
- B6i v&i tieu chudn ECDSA:
do dai khéa tbi thiéu 1a 256 bit
TCVN C?ng rlgheﬂthorlg tlnﬂ-
) _ Ky thuat mat ma thuat |
Mat ma doi 7816:2007 toan ma di liéu AES Ap fjung mot trong hai tiéu
xwng chuan
FIPS PUB | Advanced Encryption
197 Standard
Ap dung mét trong cac ham
bam sau:
SHA-256,
SHA-384,
YA PN
ed @ Eps puB | secure Hash | SHA-512,
cho — ham | g0.4 Standard
bam ] tandar SHA-512/224,
SHA-512/2586,
SHA3-224, SHA3-256, SHA3-
384, SHA3-512, SHAKE128,
SHAKE256
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SHA-3 Standard:

FIPS  PUB | permutation-Based
202 Hash and Extendable-
Output Functions

2.1.2. Y&u cau ve thong tin, div liéu

Théng tin, di liéu vé chirng thuw chi ky sb phai dap (ng cac tiéu chuan sau:

Dinh  dang
chirng thw
chiv ky s6 va REC Internet X.509 Public Key Infrastructure
danh séc‘h 5280 Certificate and Certificate Revocation List
thu hoi (CRL) Profile

chirng  thw

chiv ky sb

Cu phap | PKCS #7
théng diép (RFC Cryptographic Message Syntax Standard | Phién ban 1.5
mat ma 2630)

Cu phap | PKCS #8

théng tin (RFC Private-Key Information Syntax Standard | Phién ban 1.2
khoa riéng 5208)

PKCS

Cua phap yéu 2410

cau ching Certification Request Syntax Standard Phién ban 1.7
(RFC

thuc

2986)

Giao dién

giao tiép v&i | PKCS . . Phién  ban
Cryptographic token interface standard

cac thé mat | #11 yptograp 2.20

ma

Cu phép trao
ddi thong tin
ca nhan

PKCS Personal Information Exchange Syntax

#12 Standard Phién ban 1.0
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2.1.3. Yéu cau chinh sach cho chirng thw chir ky sé

Chinh sach quan ly déi véi chirng thu chiv ky sb phai dap (ng tiéu chuén sau:

Chinh sach
chirng thw
chi ky s6

RFC 3647

Internet X.509 Public
Key Infrastructure -
Certificate Policy and
Certification  Practices
Framework

2.1.4. Yéu cau vé giao thirc lwu trir va truy xuat chieng thw chiv ky sé

Giao thirc lwu trir va truy xuét chieng thw chir ky sé phai dap (rng cac tiéu chuan

sau:
Lwoc do Lightweight  Directory
Giao ) thwe REC 4523 Access Proto_cc.)I. (LDAP)
truy nhap thw Schema Definitions for
muc X.509 Certificates
Lightweight  Directory
Access Protocol
RFC 4510 .
(LDAP): Technical
Specification Road Map
Lightweight  Directory
RFC 4511 Access Protocol
(LDAP): The Protocol
Giao  thue ; A LA a
truy nhap thu Lightweight  Directory | AP Rdung bo bon tieu
muc REC 4512 Access Protocol | Chuan
(LDAP): Directory
Information Models
Lightweight  Directory
Access Protocol
RFC 4513 (LDAP): Authentication
Methods and Security
Mechanisms

2.1.5. Y&u cau vé kiém tra trang thai chieng thw chiv ky sé6

Kiém tra trang thai chirng thw chi ky s6 phai dap ng cac tiéu chuan sau:

10




QCVN xxx:2025/BKHCN

11
Giao  thue
truyén, nhan
chirng thw Internet  X.509 Public
chir ky s6 va REC 2585 Key Infrastructure - | Ap dung mét hoac ca hai
danh  sach Operational Protocols: | giao thtrc FTP va HTTP
chirng thw FTP and HTTP
chi¥ ky sé bi
thu hoi
Giao  thuc
cho kiém tra X.509 Internet Public
trang thai Key Infrastructure
ching  thw RFC 6960 Online Certificate Status
chtr ky sb Protocol - OCSP
trwc tuyén

2.1.6. Y&u cau vé bao mat cho HSM quan ly khéa bi mat cuia tdé chirc cung

cap dich vu cap dau thi gian

Bao mat cho HSM quan Iy khéa bi mat cta td chirc cung cép dich vu cap dau
thdi gian phai dap &ng tiéu chuan sau day:

Yéu cau doi
Vo phan
cwng HSM

Security Requirements

FIP PUB _
y 2 or Cryptographic
140-2
Modules
FIPS PUB Security RequwemenFs
for Cryptographic
140-3
Modules
Protection Profiles for
EN 419221-| O Cryptographic
5:2018 modules - Part 5:
| Cryptographic  Module

for Trust Services

- Ap dung mét trong ba
tiéu chuan.

- Pbi voi cac tiéu chuan
FIPS PUB 140-2/ FIPS
PUB 140-3;

Yéu cau tdi thiéu mec 3
(level 3)

2.1.7. Yéu cau veé dich vu cap dau th&i gian

Dich vu cAp dau thoi gian phai dap (rng cac tiéu chuan sau:

11
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Internet X.509 Public
REC 3161 K_ey Infrastructure -
Time-Stamp  Protocol
(TSP) Ap dung bb tiéu chuén:
RFC 3161,
Giao thue ESSCertIDv2 Update for
C RFC 5816 RFC 5816.
cap dau thoi RFC 3161
gian Hoac
Electronic  Signatures | Tiéu chuan ETSI EN 319
422 phién ban V1.1.1.
ETSI EN 319 and Irllfrastructu.res phi
422 (ESI);  Time-stamping
protocol and time-stamp
token profiles
Yéu cau Electronic  Signatures
chinh  séach and Infrastructures
cho to Chl:{PC ETSI EN 319 (ESI);. PO|IC¥ and o
cung cap 421 Security Requirements | Phién ban V1.2.1
dich vu dich for Trust Service
vu cép dau Providers issuing Time-
thoi gian Stamps

2.2. Yéu cau vé van hanh va kiém soét

T chire cung cAp dich vu cAp diu thdi gian phai trién khai cac bién phap bao dam
kiém soat va quy trinh van hanh cung c4p dich vu tuan tha tiéu chuan ETSI EN 319

421-1.

3. QUY BINH VE QUAN LY

3.1. Dich vu cép dau thoi gian thudc pham vi diéu chinh tai muc 1.1 phai tuan tha cac
quy dinh k¥ thuat trong quy chuan ky thuat nay:;

3.2. Phuwong thiee chirng nhan sy phu hep thwc hién phwong thirc 6 (danh gia hé
théng quan 1y) theo quy dinh tai Théng tw 28/2012/TT-BKHCN va Théng tw quy dinh
hoat dong kiém toan ky thuat dbi véi dich vu tin cay;

3.3. Phuong tién, thiét bj do: tuan thd cac quy dinh hién hanh cta phap luat vé do

lwong.

12
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4. TRACH NHIEM CUA TO CHUC, CA NHAN

T& chtre cung cép dich vu cip d4u thoi gian phai thwe hién kiém toan ky thuat theo
quy dinh tai Muc 3.2 ctia Quy chudn kj thuat nay va chju sw kiém tra clia cac co quan
quan ly nha nwéc theo cac quy dinh hién hanh.

5. TO CHUC THUC HIEN
5.1. Uy ban Tiéu chuan Do lwdng Chat lweng Quéc gia, Trung tdm Chirng thuc dién
t& Quéc gia tb chirc trién khai hwéng dan va quan ly theo quy dinh ctia Quy chuén ky
thuat nay.
Can c vao quy dinh quan ly, Uy ban Tiéu chuan Do lwéng Chét lwong Quéc gia,
Trung tdam Chirng thwc dién t& Quéc gia co6 trach nhiém dé xuét, kién nghi Bd Khoa
hoc va Coéng nghé stra déi, bd sung ndi dung Quy chuan ky thuat nay.
5.2. Trong trwéng hop cac quy dinh phap luat, van ban quy pham phép luat vién dan
tai Quy chuan ky thuat nay co stra ddi, bé sung hodc duwoc thay thé thi thwe hién theo
quy dinh tai van ban mai.
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