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o QUY CHUAN KY THUAT QUOC GIA )
VE YEU CAU BOI VOI DICH VY CHUNG THYC THONG DIEP DU’ LIEU

NATIONAL TECHNICAL REGULATION ON REQUIREMENTS FOR ELECTRONIC
REGISTERED DELIVERY SERVICES

1. QUY DPINH CHUNG

1.1. Pham vi diéu chinh

Quy chuén nay quy dinh cac yéu cau dbi véi dich vu chirng thuc thong diép dir liéu,
bao gom yéu cau ky thuat vé chir ky so, chirng thw chir ky s6, yéu cau vé van hanh
va kiém soat dbi vai té chirc cung cap dich vu chirng thue thong diép di liéu.

1.2. Péi twong ap dung

Quy chuan nay dwoc ap dung cho céac td chirc, ca nhan co lién quan dén cung cap
dich vu chirng thyc thdng diép dir liéu tai Viét Nam.

1.3. Tai liéu vién dan
TCVN xxx:2025 - Céng nghé théng tin — Dich vu tin cay — Yéu cau chung déi véi T
chirc cung cép dich vu tin cay;

ETSI EN 319 401: "Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers"

ETSI EN 319 102-1: " Electronic Signatures and Infrastructures (ESI); Procedures
for Creation and Validation of AJES Digital Signatures; Part 1. Creation and
Validation"

ISO 29115: "Information technology -- Security techniques -- Entity authentication
assurance framework"

NIST SP 800-63B: "Digital lIdentity Guidelines Authentication and Lifecycle
Management"

ETSI EN 319 521: "Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Electronic Registered Delivery Service Providers"

ETSI EN 319 532-3: "Electronic Signatures and Infrastructures (ESI); Registered
Electronic Mail (REM) Services; Part 3: Formats"

IETF RFC 2045: "Multipurpose Internet Mail Extensions (MIME) Part One: Format
of Internet Message Bodies"

IETF RFC 5322: "Internet Message Format"

ETSI EN 319 531: “Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Registered Electronic Mail Service Providers”
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ETSI TS 119 511: “Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for trust service providers providing long-term preservation of
digital signatures or general data using digital signature techniques”

ISO/IEC 15408 (parts 1 to 3): "Information technology -- Security techniques --
Evaluation criteria for IT security”

ISO/IEC 19790: "Information technology -- Security techniques -- Security
requirements for cryptographic modules”

FIPS PUB 140-2: "Security Requirements for Cryptographic Modules"

ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework
for standardization of signatures; Definitions and abbreviations"

ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI); Cryptographic
Suites”

ETSI TS 119 122-3: "Electronic Signatures and Infrastructures (ESI); CAdES digital
signatures; Part 3: Incorporation of Evidence Record Syntax (ERS) mechanisms in
CAdES"

ETSI EN 319 162-1: "Electronic Signatures and Infrastructures (ESI); Associated
Signature Containers (ASIC); Part 1: Building blocks and ASiC Baseline containers"

ETSI EN 319 411-1: "Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for Trust Service Providers issuing certificates; Part 1: General
requirements”

ETSITS 119 512: "Electronic Signatures and Infrastructures (ESI); Protocols for trust
service providers providing long-term data preservation services"

ISO/IEC 21320-1 (2015): "Information technology -- Document Container File -- Part
1: Core”

ISO 14641-1:2018: "Electronic archiving -- Part 1: Specifications concerning the
design and the operation of an information system for electronic information
preservation”

ISO 14721:2012: "Space data and information transfer systems -- Open archival
information system (OAIS) -- Reference model"”

ISO 16363:2011: "Space data and information transfer systems -- Audit and
certification of trustworthy digital repositories”

IETF RFC 3161: "Internet X.509 Public Key Infrastructure Time-Stamp Protocol
(TSP)

IETF RFC 3986: "Uniform Resource ldentifier (URI): Generic Syntax"
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IETF RFC 4998: "Evidence Record Syntax (ERS)"

IETF RFC 5280 (2008): Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile"

IETF RFC 5816 (2010): "ESSCertIDv2 Update for RFC 3161"

IETF RFC 6283 (2011): "Extensible Markup Language Evidence Record Syntax
(XMLERS)"

IETF RFC 6960 (2013): "Online Certificate Status Protocol - OCSP"

1.4. Giai thich ttw ngip
1.5. Chip viét tat

Té chire cung cép dich vu chirng

CA Certification Authority thwe chir ky sb cong cong

RA Registration Authority T6 chire dang ky

TSP Trust Service Provider T& chirc cung cép dich vu tin cay
CP Certificate Policy Chinh sach chirng thw

CPS Certification Practice Statement Quy ché chirng thuwe

PKI Public Key Infrastructure Ha tang khéa cong khai

Th-,( . > ~ h)\ ’ h-;{
HSM Hardware Security Module , et b!‘ba’o r’nat’p ar’1 Cl:mg (thiet
bi lu va x& ly khéa bi mat)

CRL Certificate Revocation List Danh sach chirng thw bj thu hoi

OCSP Online Certificate Status Protocol GI&,]O thire kiem Atra trang  thai
chirng thw trye tuyén

LDAP  Lightweight Directory Access Protocol Giao thirc truy cap thw muc nhe
Cép do ddm bao danh gia (trong

EAL Evaluation Assurance Level danh gia an toan théng tin ISO/IEC
15408)

International Organization for T8 chire tidu chudn hoéa qudc t& /
ISO/IEC Standardization / International - 9

Electrotechnical Commission Uy ban ky thuat dien quoc te

European Telecommunications Vién Tiéu chuan Vién théng Chau
Standards Institute Au

Tai liéu tiéu chuan ky thuat do IETF
ban hanh

ETSI

RFC Request for Comments

IETF Internet Engineering Task Force Nhém cong tac ky thuat Internet
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Federal Information Processing Bo tiéu chuan x ly théng tin lién
FIPS .
Standards bang Hoa Ky
SHA Secure Hash Algorithm Thuat toan bam an toan
RSA Rivest-Shamir-Adleman Thuat toan mat ma khoa céng khai
e . : . Thuat toan chir ky sb dwa tré
ECDSA Elliptic Curve Digital Signature Algorithm L‘]a oan ¢ LP y S0 dira tren
dwdng cong elliptic
. B6 tiéu chudn mat ma khoa céng
PKCS Public-Key Crypt hy Standard ' ' 2
HPICTREY LIYpLograpny Standarts — hai (do RSA Labs phat trién)
X.509 ITU-T Recommendation X.509 Khung chuan cho ching thu o

DN Distinguished Name

utcC

Coordinated Universal Time

trong hé théng PKI

Tén phan biét (trong dinh danh
X.509)

Gio Phéi hop Quéc té

2. QUY DINH KY THUAT

2.1. Yéu cau ky thuat
2.1.1. Yéu chu déi véi ki thuat mat ma va chiv ky sé

S dung cac ky thuat mat ma theo quy dinh tai bang 1:

Bang 1 - Yéu cau vé ky thuat mat ma

Loai Tiéu chuan tham chiéu o
Yéu c3 — — < Quy dinh ap dung
eu cau Ky hiéu Tén tiéu chuan
PKCS #1 RSA Cryptography - Ap dung mét trong hai tiéu
(RFC 3447) Standard chuan.
- Dbi voi tiéu chuan RSA:
P Public Key + Téi thiéu phién ban 2.1;
atma 3 \

ol Cryptography forthe | 4 4ing luoc dd RSAES-
pnhi dol Financial Services 2 ~ . .
x(PNa VA _ . OAEP dé m& hoa va

gva ANS| X9 62 Industry: The Elliptic .
hir kv sb 02- .. RSASSA-PSS dé ky.
c y 2005 Curve Digital R
Signature Algorithm + D06 dai khoda toi thieu la 2048
(ECDSA) bit
- Pbi voi tiéu chudn ECDSA:
do dai khoa tbi thiéu la 256 bit
Coéng nghé théng tin -
Mat ma | TCVN Ky thuat mat ma - Ap dung mét trong hai tiéu
déi xirng | 7816:2007 thuat toan ma dv liéu | chuin
AES
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Advanced Encryption

Hash and Extendable-
Output Functions

SHA-512/256,

SHAKE256

FIPS PUB 197 | o o
FIPS PUB Secure Hash Ap dung mot trong cac ham
180-4 Standard bam sau:
SHA-256,
SHA-384,
Ham bam SHA-3 Standard: SHA-512,
FIPS PUB 202 | Permutation-Based SHA-512/224,

SHA3-224, SHA3-256, SHA3-
384, SHA3-512, SHAKE128,

2.1.2. Yéu cau déi véi théng tin, div liéu

Dinh dang théng tin, di liéu dap rng cac quy dinh tai bang 2

Bang 2 - Yéu cau vé théng tin dir liéu

Tiéu chuan tham chiéu

théng tin ca nhan

Syntax Standard

Loai Quy dinh ap
Yéu cau Ky hiéu Tén tiéu chuan dung

Dinh dang chin
th.u’ chd’ Ey sb vg Internet  X.509 Public Key

. N Infrastructure  Certificate and
dar’1h sach thu~ ho,l RFC 5280 Certificate Revocation List (CRL)
chirng thw chi¥ ky Profile
sb
Cu phap théng | PKCS #7 Cryptographic Message Syntax | pis pao 4 &
diép mat ma (RFC 2630) | Standard '
Cu phap thong tin | PKCS #8 Private-Key Information Syntax | o s s 4 5
khoéa riéng (RFC 5208) | Standard '
Cu phap yéu cau | PKCS#10 | Certification Request Syntax Phign ban 1.7
ching thye (RFC 2986) | Standard '
Giao dién giao , , Phién ban
tiep v&i cac thé | PKCS #11 ;gﬁé(;?éaphlc token interface 220
mat ma
Cu phap trao doi PKCS #12 Personal Information Exchange Phién ban 1.0

2.1.3. Yéu cau déi véi chieng thw chiv ky s6

Chirng thu chi¥ ky s6 dap (rng cac quy dinh tai bang 3
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Bang 3 - Yéu cau déi véi chirng thw chiv ky sé

Tiéu chuan tham chiéu

Loai Quy dinh
Yéu cau Ky hiéu Tén tiéu chuan ap dung
Internet X.509 Public Key
Chinh sach chuing Infrastructure -  Certificate
thw chir ky sb RFC 3647 Policy and Certification
Practices Framework
) Lightweight Directory Access
Lwgc d6 Giao thice Protocol (LDAP) Schema
truy nhap thuw muc RFC 4523 Definitions for X.509
Certificates
Lightweight Directory Access
RFC 4510 Protocol (LDAP): Technical
Specification Road Map
Lightweight Directory Access
RFC 4511 Protocol (LDAP): The Protocol |
. . R Ap dung bd
tcr;]'ao thirc truy nhap Lightweight Directory Access | bdn tiéu
L muc RFC 4512 | Protocol (LDAP): Directory | chun
Information Models
Lightweight Directory Access
Protocol (LDAP):
RFC 4513 Authentication Methods and
Security Mechanisms
Giao thirc truyén, Ap dung moét
nhan ching thw ch Internet X.509 Public Key | hoac ca hai
ky s0 va danh sach | RFC 2585 Infrastructure - Operational | giao  thwc
ching thw chi ky so Protocols: FTP and HTTP FTP va
bi thu hoi HTTP
Giao thc cho kiém X.509 Internet Public Key
tra trang thai Chl'yng Infrastructure Online
thw chi ky sb truc RFC 6960 Certificate Status Protocol -
tuyén OCSP

2.1.4. Yéu cau doéi v&i HSM va thiét bi mat ma, lwu khoéa

Thiét bi HSM va thiét bi mat ma, lwu khda phai dap (ng cac quy dinh tai Bang 4:

Bang 4 - Yéu cau déi véi thiét bi HSM va thé mat ma

Loai

Tiéu chuan tham chiéu

Yéu cau

Ky hiéu

Tén tiéu chuan

Quy dinh ap dung
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FIPS PUB Security Requirements for | - Ap dung mét trong ba
140-2 Cryptographic Modules tiéu chuan.

: : - Pbi voi tiéu chuan
) . FIPS PUB Security Requwements for FIPS PUB 140-2 va
Thiet bi | 140-3 Cryptographic Modules EIPS PUB 140-3: Y&u

';.SMltthi?t cau téi thiéu moc 3
i mat ma, . .
lwu khoa Protection Profiles for Tsp | (level 3)
EN 419 221- | Cryptographic modules - - Péi voi tieu chudn EN
5:2018 Part 5: Cryptographic 419 221-5:2018: Yéu
Module for Trust Services cau téi thiéu EAL murc

4 (level 4)

2.2. Yéu cau doéi véi dich vu chirng thwe théng diép div liéu
2.2.1. Yéu cau ki thuat déi véi dich vu chirng thwe théng diép dir liéu

Dich vu g, nhan théng diép dir liéu bao ddm phai dap rng cac yéu cau quy dinh tai
bang 5

Bang 5 - Yéu cau déi vé&i dich vu gtvi, nhan théng diép div liéu bao dam

Loai Tiéu chuan tham chieu Quy dinh ap

Yéu cau dung

Ky hiéu Tén tiéu chuan

ETSI EN | Electronic  Signatures  and | Phién  ban
319 522: | Infrastructures (ESI); Electronic | V1.2.1

Part 1 Registered Delivery Services;
Part 1: Framework and
Architecture

ETSI EN | Electronic Signatures  and | Phién  ban
319 522: | Infrastructures (ESI); Electronic | V1.2.1
Part 2 Registered Delivery Services;
Part 2: Semantic contents

Dich vu gt¥i, nhan | ETSI EN | Electronic  Signatures  and | Phién  ban
théng diép da lieu | 319 522: | Infrastructures (ESI); Electronic | V1.2.1

bao dam Part 3 Registered Delivery Services;
Part 3: Formats

ETSI EN | Electronic Signatures and | Phién ban
319 522: | Infrastructures (ESI); Electronic | V1.2.1
Part 4-1 Registered Delivery Services;
Part 4: Bindings; Sub-part 1:
Message delivery bindings

ETSI EN | Electronic  Signatures  and | Phién ban
319 522: | Infrastructures (ESI); Electronic | V1.1.1

Part 4-2 Registered Delivery Services;
Part 4: Bindings; Sub-part 2:
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Evidence and identification
bindings
ETSI EN | Electronic  Signatures  and | Phién  ban
319 532: | Infrastructures (ESI); Registered | V1.1.1
Part 1 Electronic Mail (REM) Services;
Part  1: Framework  and
Architecture
ETSI EN | Electronic  Signatures  and | Phién ban
319 532: | Infrastructures (ESI); Registered | V1.1.1
Dich vu gtvi, nhan | Part 2 Electronic Mail (REM) Services;
théng diép di¥ liéu Part 2: Semantic contents
bao dam cho thw
dién t&r ETSI EN | Electronic  Signatures  and | Phién ban V
319 532: | Infrastructures (ESI); Registered | 1.3.1
Part 3 Electronic Mail (REM) Services;
Part 3: Formats
ETSI EN | Electronic  Signatures and | Phién ban V
319 532: | Infrastructures (ESI); Registered | 1.3.1
Part 4 Electronic Mail (REM) Services;
Part 4: Interoperability Profiles

Viéc Ky sb trén théng diép di liéu dé lwu trir dai han phai dap (ng cac yéu cau quy

dinh tai bang 6

Bang 6 - Yéu cau vé ky sé trén thong diép div liéu dé lwu triv dai han

Tiéu chuan tham chiéu

Loai Quy dinh ap
Yéu cau Ky hiéu Tén tiéu chun dung
Electronic  Signatures and
Giao thire dich Wi | - 15 119 | INfrastructures (ESI); Protocols | phign  ban
tin cay bao quan for trust service providers |\ 1.1
NGNS 512 - L
d liéu dai han providing long-term data
preservation services
Electronic Signatures and Ao duna c3
Infrastructures  (ESI); Data bg tidu cﬁuén'
ETSITS 101 | Preservation Systems Security; '
Bao mat hé théng 533-1 Part 1: _Requwements for | ETSI TS hl_gl
bdo quan di liéu Implementation and 5:}3-1 phién
i Management ban V1.3.1;
. RFC 4998 va
REC 4998 Data . !Dreservatlon Systems REC 6283
Security;

11
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RFC 6283

for
and

Part 1. Requirements
Implementation
Management

Chinh sach vé
chi¥ ky sO va chir
ky dién t&

ETSITS 119
172: Part 1

Electronic Signatures and
Infrastructures (ESI); Signature
Policies; Part 1: Building blocks
and table of contents for human
readable signature policy
documents

Phién
V111

ETSITS 119
172: Part 2

Electronic Signatures and

Infrastructures (ESI);

Signature Policies; Part 2: XML
format for signature policies

Phién
V111

ETSITS 119
172: Part 3

Electronic  Signatures and
Infrastructures (ESI); Signature
Policies; Part 3: ASN.1 format for
signature policies

Phién
V111

ETSITS 119
172: Part4

Electronic  Signatures and
Infrastructures (ESI); Signature
Policies; Part 4: Signature
applicability rules (validation
policy) for European qualified
electronic signatures/seals using
trusted lists

Phién
V111

Tao va >'<éc thuc
chir ky sO AdES

ETSI EN
319 102-1

and
(ESI);

Electronic Signatures
Infrastructures
Procedures for Creation and
Validation of AdES Digital
Signatures; Part 1: Creation and
Validation

Phién
V1i4.1

ETSITS 119
102-2

Electronic Signatures and
Infrastructures (ESI); Procedures
for Creation and Validation of
AdES Digital Signatures; Part 2:
Signature Validation Report

Phién
V1i4.1

Chr ky sbé cho
CMS

ETSIEN 319
122-1

Electronic Signatures and
Infrastructures  (ESI); CAdES
digital signatures; Part 1: Building
blocks and CAdES baseline
signatures

Phién
V13.1

ETSIEN 319
122-2

Electronic Signatures and
Infrastructures  (ESI); CAdES
digital  signatures; Part 2:

Extended CAdES signatures

Phién
V11.1
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ETSITS 119
122-3

Electronic Signatures and
Infrastructures  (ESI); CAdES
digital  signatures; Part 3:
Incorporation of Evidence Record
Syntax (ERS) mechanisms in

CAdES

Phién ban

V111

Chir ky sbé cho
PDF

ETSI EN
319 142-1

Electronic  Signatures  and

Infrastructures (ESI);
PAJES digital signatures;

Part 1. Building blocks and
PAdES baseline signatures

ETSI EN
319 142-2

Electronic  Signatures  and
Infrastructures (ESI); PAdES
digital signatures; Part 2:
Additional PAdES signatures

profiles

ISO 32000-
1:2008

Document management -
Portable document format - Part
1: PDF 1.7

ISO 14533-
3:2017

Processes, data elements and
documents in commerce,
industry and administration —
Long-term signature formats —
Part 3: Long-term signature
profiles for PDF Advanced
Electronic Signatures (PAdES)

ISO 32000-
2:2020

Document management -
Portable document format — Part
2: PDF 2.0

Ap dung moét
trong hai bo
tiéu chuan:
ETSI EN 319
142-1

ETSI EN 319
142-2

Hoac

ISO
3:2017

ISO
1:2008

ISO 32000-
2:2020

14533-

32000-

Chir ky sbé cho
XML

ETSI EN
319 132-1

Electronic Signatures and
Infrastructures (ESI); XAdES
digital signatures; Part 1:
Building blocks and XAdES

baseline signatures

Phién ban

V121

ETSI EN
319 132-2

Electronic  Signatures  and
Infrastructures (ESI); XAdES
digital signatures; Part 2:

Extended XAdES signatures

Phién ban

V111

2.2.2. Yéu cau déi vé&i quy trinh kiém soat va van hanh

2.2.2.1. T4 chirc cung cap dich vu givi, nhan thong diép di liéu bao dam phai trién khai
cac bién phap bao dam quy trinh kiém soat va van hanh cung cap dich vu dap tng
cac quy dinh cua tiéu chuan ETSI EN 319 521.
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2.2.2.2. T6 chtrc cung cap dich vu g, nhan thw dién t& phai trién khai cac bién phap
bao dam quy trinh kiém soat va van hanh cung cap dich vu dap tng cac quy dinh cua
tiéu chuan ETSI EN 319 531.

2.2.2.3. T6 chirc cung cap dich vu lwu trlr va xac nhan tinh toan ven ctia thong diép
dir liéu phai trién khai cac bién phap bao dam quy trinh kiém soat va van hanh cung
cap dich vu dap rng cac quy dinh cuta tiéu chuan ETSI TS 119 511.
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3. QUY PINH VE QUAN LY

3.1. Dich vu chirng thwc thong diép di liéu thudc pham vi diéu chinh tai muc 1.1 phai
tuan tha cac quy dinh trong quy chudn ky thuat nay;

3.2. Phuwong thirc chirng nhan sy phu hop thwc hién phwong thiec 6 (danh gia hé
théng quan ly) theo quy dinh tai Thong tw 28/2012/TT-BKHCN va Théng tw quy dinh
hoat ddng kiém toan ky thuat déi véi dich vu tin cay;
3.3. Phuong tién, thiét bi do: tuan tha cac quy dinh hién hanh cla phap luat vé do
lwdng.

4. TRACH NHIEM CUA TO CHUC, CA NHAN
Té chire cung cép dich vu chivng thwe thong diép dir liéu phai thwe hién kiém toan ky
thuat theo quy dinh tai Muc 3.2 ctia Quy chudn ky thuat nay va chiu s kiém tra cla
cac co quan quan ly nha nwéc theo cac quy dinh hién hanh.

5. TO CHUC THWC HIEN

5.1. Uy ban Tiéu chuan Do lwdng Chat lwgng Quéc gia, Trung tdm Chirng thwe dién
tlr Quéc gia t6 chirc trién khai hwéng dan va quan ly theo quy dinh ctia Quy chuén ky
thuat nay.
Can c vao quy dinh quan ly, Uy ban Tiéu chuin Do lwdng Chét lwong Quéc gia,
Trung tdm Chirng thwc dién t& Québc gia cé trach nhiém dé xuét, kién nghi B6 Khoa
hoc va Cdng nghé stra ddi, bd sung ndi dung Quy chuén ky thuat nay.
5.2. Trong trwéng hop cac quy dinh phap luat, van ban quy pham phéap luat vién dan
tai Quy chuan k¥ thuat nay co stra dbi, bd sung hodc dwoc thay thé thi thuc hién theo
quy dinh tai van ban mai.
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