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KET LUAN KIEM TRA

V@ viéc kiém tra viéc chdp hanh phép luit vé an toan théng tin mang, bao
vé€ bi mat théng tin c4 nhan cia Ngan hang Thuong mai
Co phian Pong Nam A

Thuc hién Quyét dinh kiém tra sb 827/Qb-TTra ngay 07/6/2023 cua
Chanh Thanh tra B Thong tin va Truyén thong vé viéc kiém tra viéc chap hanh
phap luat vé an toan _thong tin mang, bao vé bi mat théng tin c& nhan ctia Ngan
hang Thuong mai C6 phan Pong Nam A.

Xét bao cao két qua kiém tra viéc chap hanh phap luat vé viéc kiém tra
viéc chap hanh phéap luat vé an toan thong tin mang, bao vé bi mat thdng tin ca
nhan ciia Ngan hang Thuong mai C6 phan Pong Nam A ngay 05/9/2023 cua
Trudng doan kiém tra, Chanh Thanh tra Bo Thong tin va Truyén thong két luan
nhu sau:

1. Khai quat chung

Ngéan hang Thuong mai C6 phan Pong Nam A (sau day viét tat 1a: Ngan
hang SeABank) dugc cap Gidy chung nhan dang ky doanh nghiép Cong ty co
phan mé s6 doanh nghi¢p: 0200253985, dang ky lan dau ngay 14/01/2005, dang
ky thay doi lan thir 36 ngay 22/02/2023.

Dia chi try s¢ chinh ctia SeAbank: s6 198 Tran Quang Khai, Phuong Ly
Théi T6, Quan Hoan Kiém, TP Ha Noi.

Nguoi dai dién theo phap luat: 6ng Lé Vin Tan.

2. Két qua kiém tra, xac minh

2.1. Viéc chip hanh quy dinh vé dam béo an toan théng tin mang:

a) Viéc xdc dinh cdp d¢ an toan thong tin ciia hé thong thong tin:

- Két qua kiém tra cho thay Ngén hang SeABank hién c¢6 05 hé thong
thong tin cung cap dich vu truc tuyén phuc vu khach hang ca nhan va doanh

nghiép. Cac hé théng thong tin nay do cac don vi tryc thuoc Ngan hang SeABank
quan ly, van hanh, khai thac.

- Ngan hang SeABank da thuc hién phé duyét hd so cép do cho 05 hé
thng thong tin: 02 hé théng dé Xuat cap do 2, 03 hé thong dé xuat cap do 3 ngay
16/5/2023 theo quy dinh (Chi tiét tai Phy luc 1. Danh sdch 05 hé thong thong tin

dd phdn loai cap d¢ hé thong thong tin).

b) Viéc ddanh gid va quén Iy riii ro an toan hé théng théng tin:



Pé danh gia, quan 1y rai ro an toan hé thong thong tin, hang nam Ngan
hang SeABank thué cidc doanh nghi€p chuyén nganh an toan thong tin thuc hién
danh gid vé an toan thong tin cho céc hé thong thong tin cia Ngan hang SeABank.
Noi dung danh gia bao gom: Péanh gia tuan tha Swift; Dich vu danh gia cp chimg
chi ISO 27001:2005; Dich vu danh gia cip chimg chi PCIDSS nam 2023; Thué
dich vu déanh gia, kiém thir cac ung dung, dich vu quan trong cung Cﬁ,.p ra Internet
tai Ngan hang SeABank (Chi tiét tai Phu luc s6 2: Tong hop déanh gid va qudn Iy
riii ro an toan hé thong thong tin).

¢) Viéc to chire trién khai cdc bign phdp bio vé HTTT:

- SeABank dé ban hanh, ap dung quy dinh vé bao dam ATTT mang trong
thiét ké, xay dung, quan 1y, van hanh, st dung, nang cap, huy bé HTTT (Chi tiet
tai Phu luc so 3: Danh sach cac quy trinh dam bao ATTT).

- Ap dung bién phap quan ly, k§ thuat theo tiéu chuan quy chuin ky thuat
ATTT mang dé phong, chong nguy co, khic phuc sy ¢ ATTT mang, gom: Ban
hanh tiéu chuan cau hinh cho hé théng may chu; xay dung Trung tdm Biéu hanh
an ninh mang (Security Operations Center - SOC); dam bdo 1ap trinh an toan; dam
bao an toan thong tin voi cac giao dich online; ph01 hop v6i Trung tam SOC, cac
don vi trng ctru su co trong nganh ngan hang, cac nen tang g clru sy cb ATTT
khéc phuc céc sy cd phat sinh (Chi tiét tai Phu luc s6 4: CAc bién phdp quan 1y,
ky thudat theo tiéu chuan quy chudn ky thudt ATTT mang dé phong, chong nguy
co, khdc phuc sw c6 ATTT mang)

d) Vigc to chirc tuyén truyén, ning cao nhgn thirc vé ATTT mang:
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i Pong thoi, Ngan hang SeABank phéi hop véi Tap doan Cong nghiép -
Vién thong Quén doi dién tdp ATTT dinh ky hang nam.

d) Bi¢n phdp phong ngira, phat hi¢n, ngan chn va xir ly phan mém djc
hai theo Quy trinh qudn Iy diém yéu va moi de doa ATTT:

- Ngan hang SeABank da xay dyng cac phuong an: (1) Kich ban tmg pho
su ¢6 mi doc; (2) Kich ban tmg pho sy ¢o tan cong tir chdi dich vy; (3) Kich ban
tmg pho sy ¢b tin cong xam nhép. Dinh ky thuc hién tim kiém chu dong, phat
hién cc nguy co mat ATTT (threat hunting) c6 thé - xay ra voi cac may tinh quan
trj vién CNTT thudc Khéi Cong nghé Ngan hang sb.

- Ngan hang SeABank xu 1y theo yéu cau Ngan hang Nha nudc; xu ly theo
cac canh bao tudn cua Trung tdm giam sat an toan khong gian mang quoc gia.

- Trién khai hé thong loc phan mém doc hai trong qua trinh gui, nhan, luu
trir thong tin trén hé thong trén cac thanh phan: (1) Antivirus qua luéng mail (Iron
port); (2) Antivirus qua ludng web (Skyhigh Webproxy); (3) Anti botnet trén
firewall bién (checkpoint); (4) Antivirus trén may tram, may chu (Trellix Enpoint
Security); (5) Endpoint detection and response (Viettel EDR); (6) Céng tac ra quét
mi doc dinh ky trong hé thdng (Viettel Threat Hunting).

e) Ung citu sw co ATTT mang: Trong thoi ky klem tra, Ngan hang
SeABank phat hién 06 su cd an toan thong tin mang. 06 su co nay da dugc xac
dinh van dé cua su co nguyen nhén va da khac phuc su ¢6 (Chi tiét tai Phu luc s6
5: Thong ké 06 sir ¢6 vé an toan théng tin).

g) Viéc bo tri kinh phi chi cho dam bio ATTT mgng: trong thoi ky kiém
tra, Ngan hang SeABank dé b6 tri 13.907.424.000 cho cong tac giam sat ATTT
mang; 2.576.560.000 cho cong tac kiém tra, danh gia ATTT (chi tiét tai Phu luc
50 6. Kinh phi chi cho dam bao ATTT mang).

h) Viéc thuwe hién ché dp bdo cdo theo quy dinh:

Ngéan hang SeABank khong thuc nhom dbi tuong bao cao Bo Thong tin
va Truyén thong dinh ky v€ an toan thong tin; chua c6 yéu cau bao cao dot xuat
vé an toan thong tin doi vai Ngan hang SeABank.

2.2. Bao vé bi mat théng tin ca nhan:

2.2.1. Viéc thwc hién quy dinh ciia phdp ludt vé thu thap, swr dung, bdao
ddam an toan thong tin c& nhan (sau day viet tat la: TTCN):

a) Viéc thu thap TTCN:

- Theo bao cao cia Ngan hang SeABank, Ngan hang SeABank khéng ban
hanh quy trinh thu thép, stt dung TTCN cua khach hang.

‘ - Thong tin Ngan hang SeABank thu thap TTCN cuta nguoi st dung, bao
gom:

+ TTCN khi mo tai khoan bao gdm: Ho tén, s6 dién thoai, dia chi thuong
tra, dia chi nha riéng, Email, so tai khoan, ngay thang nam sinh, gidi tinh, tinh



trang hon nhan, sd chimg minh nhan dan/cin cudc cong dan/hd chiéu, ngay cip
ching minh nhan dan/can cudc cong dan, anh chyup mat trude, mat sau chirng
minh nhan dan/can cude cong dan, anh chyup chan dung, thu nhap, théng tin nghé
nghi¢p (nhém nganh, vi tri cong tac), thu nhap, thong tin ngudi dai dién hop phép
(néu co); dit liéu dém budc chan trong Google Fit ciia khach hang.

+ Thong tin phat sinh trong qua trinh st dung dich vu gdm: chit ky cia
khach hang, s6 du tai khoan, thong tin lién quan dén giao dich tién gui ctia khach
hang, s6 thé ngan hang (the tin dung, the ghi ng, thé tra trudc), thong tin lién quan
dén giao dich nop tién, rat tién, chuyen tién, nhan tién cua khach hang, chung tur
giao dich, thoi diém giao dich, s6 luong giao dich, gia tri giao dich, s6 du giao
dich, thong tin tai san dam bao cua khach hang (s6 luong tai san dam bao, ma tai
san bao dam, loai tai san dam bdo, gia tri tham dinh cua tai san dam bao, ngay
hi¢u lyc cua tai sdn dam bao, dia chi cua tai san dam béo, chu tai san, tinh trang
thé chép cua tai san, pham vi bao dam cua tai san.

+ Pé dam bao viéc cung cp, str dung dich vu ctia nguoi dung, Ngan hang
SeABank di ban hanh “Diéu khodn théa thudn vé dang ky va sir dung dich vu
ngdn hang hang ngay cho Khdach hang cda nhdan” va cong khai cho khach hang
website sir dung tén mién seabank.com.vn va cong khai trong qua trinh dang ky
mé tai khoan. Ngoai “Diéu khodn théa thudn vé ding ky va sir dung dich vu ngén
hang hang ngay cho Khach hang ca nhan”, Ngan hang SeABank khong c6 ban
thong bao nao khac vé viéc thu thap, st dung TTCN trong qua trinh cung cap dich
vu cho nguoi dung.

+ Két qua kiém tra, xdc minh “Diéu khodn théa thudn vé ding ky va su

dung dich vy ngan hang hang ngay cho Khach hang ca nhdn” cho thdy, trong

“Diéu khodan thoa thudn vé dang ky va sir dung dich vu ngdn hang hang ngay cho

Khdch hang cd nhdn” khdng néu rd thong tin vé pham vi, muc dich cua viéc thu

thap va sit dung TTCN ctia khach hang, thong tin vé thoi gian luu trit TTCN cua
khach hang.

Nhuw vay, Ngan hang SeABank da tzen hanh thu thdp TTCN nguoi dung
khi chwea c6 sw dong ¥ cia chii thé TTCN vé pham vi, muc dich cia viéc thu thap
va sur dung thong tin do. Tuy nhién, theo quy dinh tai Piéu 10 Ludt Phong chong
rua tién, SeABank co nghia vu phai thu thdp cac thong tin nguoi dung néu trén.

(Chi tiét tai: Phu luc s6 7. Danh quh cac c‘g’(m vi thu thap TTCN ngu’d’i Y3
dung thuoc Ngan hang SeABank. Phu luc so 8: Piéu khodn thoa thudn ve dang ky
va st dung dich vu ngdn hang hang ngay cho Khdch hang cd nhan).

b) Viéc luu gitr, st dung TTCN:

- TTCN sau khi thu thap duoc luu giir tai cac may chu cuan Ngan hang
SeABank.

- TTCN thu thap dugc str dung nhu sau: (1) Phuc vu hoat dong sir dung
dich vu ctia khach hang (tra ctru thong tin tai khoan, qua trinh giao dich, su dung
dich vu), (2) Cung cép theo yéu cau cta khach hang, (3) Theo yéu cau ctia cac co



quan nha nudc, (4) Phuc vu quan trj, kinh doanh cua Ngan hang SeABank (nhu:
cac bao cao dinh ky vé doanh s6 ban san pham cac bao cao phén tich vé hanh vi
khach hang; thong tin vé tép khach hang tlem ning), (5) Két ndi voi Cong ty
NAPAS dé cung cap dich vu chuyén tién, rat tién qua thé ATM, thé tin dung.

¢) Viéc bao dam an toan TTCN: Ngan hang SeABank d ban hanh Quyét
dinh 1395/2018/QD-HDPQT ngay 15/12/2018 vé dam bao an toan thong tin khach
hang; theo quy dinh, cac don vi, ca nhan tai SeABank dugc cung cap thong tin
khach hang trong cac truong hop sau: (1) Theo yéu cau ctia co quan nha nudc, 2)
Theo yéu cau cau td chirc khac, ca nhan theo quy dinh cua phap luét, Nghi quyet
ctia Quéc hoi, (3) Cung cip thong tin khach hang cho chinh khach hang hoic to
chtic, ca nhan duoc khach hang oy quyén dam bao phu hop voi thoa thuan giita
SeABank va khach hang, (4) Cung cép thong tin cho cac don vi, ca nhan trong
SeABank dé phu vu hoat dong noi bd caa Ngan hang SeABank, (5) Cac truong
hop khac sau khi c6 chap thuan bang vin ban ciia khach hang hodc cac hinh thic
khac theo thoa thuan cua khach hang, (6) Cac truong hop khéc theo quy dinh cua
phép luat.

_ 2.2.2. Viéc xdy dung va cong bé cong khai bign phdp xir 1y, bio vé TTCN
cua to chiwrc, ca nhdan minh khi xur ly TTCN:

- Trong qua trinh cung cap dich vy, thong tin ngudi ding duoc phan tich,
xtr Iy nham phuc vu bao céo, danh gia trong ndi bo cua Ngan hang SeABank.

- Muc dich khai thac thong tin khach hang: bao cao quan tri ngan hang,
bao cao phuc vu chim séc khach hang, bao céo phan tich ban hang (11 san pham:
(1) mé tai khoan; (2) Ebank (ngan hang dién ttr) (3) San pham tin dung (tin chap
va thé chap) (4) San pham thé (thé tin dung (thé tiéu trudc, tra sau), thé ghi no noi
dia, thé ghi ng qudc té) (5) Lién két dau tu; (6) Quy; (7) Bao hiém; (8) Tiét kiém.

- Két qua kiém tra Quy dinh s6 1395/2018/QD-HDPQT vé giit bi mat va
cung cap thong tin khach hang; Quy trinh sé 7559/2019/QT-TGP vé cung cap
thong tin khach hang tai Ngan hang SeABank; Quy dinh s6 2884/2022/QD-TGD
vé mo tai khoan tai Ngan hang SeABank va Diéu khoan thoa thuan vé diang ky va
str dung dich vu ngan hang hang ngay cho Khach hang c4 nhan cho thiy Ngan
hang SeABank khong cong bd cong khai bién phap xir 1y, bao vé TTCN cua to
chirc, ca nhan minh khi xtr Iy TTCN theo quy dinh.

(Chi tiét tai Phy luc sé 9. Viéc xit Iy, phan tich TTCN).

2.2.3. Viéc cung cdp, chia sé TTCN ma Ngin hang SeABank di thu
thdp, tiép cdn, kiém sodt cho bén thir ba:

a) Theo bao cao ciia Ngén hang SeABank, thong tin khach hang dugc chia
s¢ vo1 Ngan hang Nha nudc Viét Nam, Trung tam thong tin tin dung (CIC) thudce
Ngan hang Nha nude Viét Nam; cac co quan phap luat khi c6 yéu cau, Két ndi
cac vi thanh toan (chi tiét tai Phu luc so 10. Chi tiét TTCN dwoc chia sé).

~b) Ké:n qua kiém tra, xac minh cho thdy Ngan hang SeABank di ban hanh
Quyét dinh s6 1395/2018/Qb-HDQT ngay 15/12/2018 ban hanh Quy dinh giir bi



mat va cung cép thong tin khach hang tai Ngan hang SeABank, c6 hi¢u lyc tu
ngay 15/12/2018. Theo quy dinh tai Piéu 10 Quy dinh cac truong hop cung cép
thong tin khach hang gdém: (1) Theo yéu ciu cua co quan nha nudc; (2) Theo yeu
cdu cla to chtre, ca nhan theo quy dinh cua B luét, Luét, Nghi quyet ctia Qudc
héi: (3) Cung cip thong tin khach hang cho chinh khach hang hodc t chirc, ca
nhan dugc khach hang ty quyén dam bao phu hop véi thoa thuin gitra Ngan hang
SeABank va khach hang; (4) Cung cp théng tin cho don vi, ca nhan trong
SeABank dé phuc vu hoat dong ndi bo ciia Ngan hang SeABank; (5) Cac trudng
hop khac sau khi c6 chap thuan bang vian ban cua khach hang hoic cac hinh thirc
khac theo thda thuan véi khach hang; (6) Cac truong hop khac theo quy dinh cia
phap luat.

c) Két qua kiém tra “Piéu khodn théa thudn vé ding ky va sir dung dich
vu ngdn hang hang ngay cho Khach hang ca nhdn” ma Ngan hang SeABank
thong bao cho khach hang khi mé tai khoan nhu sau:

- Piém i khoan 1 Piéu 7 quy dinh Ngan hang SeABank c6 quyén: “Puoc
quyén chii dong quyét dinh cung cdp cho bén thir ba la Ngan hang Dai Iy hodc
Cong ty con, cdng ty lién két ciia SeABank hodic to chire c6 ky két cdc hop dong,
lién két véi SeABank nham phuc vu cho viéc trién khai ban, cung cdp cdc san
pham, dich vu ciia SeABank cdc théng tin vé Khdch hang, Tai khodn va cdc théng
tin, ching tir lién quan dén giao dich ciia Khdich hang nham phuc vu hoat déng
cung cap san pham, dich vu ciia SeABank cho Khdch hang va/hodc phuc vu nhu
cau khac theo chinh sach cua SeABank tung thoi ky.”.

- Piém j khoan 1 Piéu 7 quy dinh Ngan hang SeABank co quyen “Co
quyén sir dung cdc théng tin vé KH va cdc khodn tin dung cua KH, bao gom cd
cdc thong tin tir cac van ban, tai lieu do KH cung cdp, cdc hop dong, van ban ky
két gitta NH va KH dé cung cdp cho cdc co quan ¢6 tham quyén yéu cau cung cdp
thong tin theo quy dinh cua phdp lugt.”

- Piém k khoan 1 Piéu 7 quy dinh Ngan hang SeABank c6 quyén: “Cung
cdp cho cdc bén cé tham quyén thong tin vé dich vu TK giao dich phuc vu cho
viée tra sodt, khiéu nai cdc giao dich TK theo quy dinh cia phdp ludt.”.

- Piém h khoan 2 Piéu 7 quy dinh Ngan hang SeABank c6 trach nhiém:

“NH ¢ nghia vu bao mat thong tin cua KH va cac bén lién quan; chi dwoc cung

cdp cdc théng tin ciia KH cho bén thir ba khi duoc KH dong ¥ hodc theo yéu cau
ciia co' quan cé tham quyén.”

d) Két qua kiém tra cho thay, thong tin khach hang duoc chia sé gitta cac
nhom trong ndi bd Ngan hang SeABank gom: Khdi van hanh, Khéi xir Iy no, Khoi
quan tri riii ro, Khoi khach hang doanh nghiép/khach hang doanh nghiép 16n, Khéi
Phép ché va Tuan thi, Khdi khach hang ca nhan. Thong tin nguoi dung chia se
giita cac Khoi trong n6i bo Ngan hang SeABank gom: 1) Thong tin phap ly cua
khach hang (ID, Sé tai khoan, Ho tén, S6 glay to tuy than, ngay cép, noi cap, chir
ky ... thong tin nguoi dai dién hop phap (néu c6); (2) Thong tin vé thanh vién gia
dinh; (3) Théng tin sir dung san pham dich vu tai khoan (tai khoan thanh toan,



SMS, SeANet, thé ...); (4) Thong tin st dung san phém tin dung (du no vay, thong
tin vé cac bao lanh, L/C phat hanh ...): (5) Thong tin tién guri, giao dich ctia khach
hang; (6) Sao ké tin dung (S6 hop dong, Ma san pham, Campaign, Addition Code,
Addition Value, M3 chi nhanh, M4 khach hang, Tén khach hang, Loai tién, Ngay
giai ngan, Ngay dao han, Ky han, Lii suit, Goc vay, Goc con lai); (7) Sao ké tai
khoan thanh toan: Phat sinh ng, co, s du TKTT; (8) Doanh sb giai ngan: (ID
khach hang, t€n khach hang, sO tlen giai ngan, ngay giai ngan, ngay dao han, lai
suat, don vi quan 1y); (9) Doanh sO chuyen tién quéc té (Loai giao dich, Ma giao
dich, Ngay giao dich, Loai tién, Sb tién quy VND, T6 chic chuyén tién, M3 chi
nhanh, Ma khach hang); (10) Thong tin tai san bao dam; (11) Thong tin han mirc
tin dung, cac khoan vay, thé, thau chi. . . trong h¢ théng Ngan hang SeABank; (12)
Thong tin khach hang co ban phyc vu kiém tra tim kiém tai san dam bao, khoan
cap tin dung. (13) Sé tién khach hang bi phong toa.

Nhu vdy, Ngan hang SedBank da cung cdp cho nguoi ding thdng tin vé
viéc cung cap chia sé TTCN cho bén thu ba theo quy dinh.

2.2.4. Viéc thuwe hién yéu cdu cung cip TTCN ciia chii thé TTCN ma
Ngan hang SeABank da thu thdp, luu trii:

a) Két qua kiém tra, xac minh cho thidy Ngan hang SeABank di ban hanh
Quyét dinh s6 1395/2018/QB-HPQT ngay 15/12/2018 ban hanh Quy dinh giit bi
mat va cung cdp thong tin khach hang tai Ngan hang SeABank, c6 hiéu luc tir
ngay 15/12/2018. Theo quy dinh tai Piéu 10 Quy dinh khach hang duoc yéu cau
cung cap thong cta minh hoic to chuc, ci nhan dugc khach hang oy quyén dam
bao phu hop véi thdéa thudn gitra SeABank va khach hang.

b) Két qua kiém tra “Diéu khodn théa thudn vé dang ky va sir dung dich
vu ngdn hang hang ngay cho Khach hang cd nhdn” ma Ngan hang SeABank
thong bao cho khach hang khi m¢ tai khoan nhu sau:

Diém a khoan 3 Piéu 2 quy dinh khach hang c6 quyén: “KH dwoc yéu cau
NH cung cdp cdc théng tin vé nhitng giao dich thanh todn va sé duw trén tai khodn
cua minh. Viéc truy cdp tai khoan thong qua hé thong mang théng tin dwoc thuc
hién theo tirng san pham cu thé cia NH.”

w c) Két qua truy xut dit liéu cho thay, tor ngay 01/5/2022 dén thoi diém
kiém tra, Ngan hang SeABank da thyc hién 910 luot cung cap thong tin theo yéu
cau cua khach hang.

2.2.5. Viéc thwe hién yéu cau cdp nhdt, siva déi, hiiy bé théng tin ciia
chui thé TTCN doi voi cdac thong tin ma Ngdn hang da thu thdp, luu trir:

a) Theo bao cao ciia Ngan hang SeABank, TTCN ctia khach hang khong
dugc SeABank huy bo ké ca truong hop khach hang cé yéu cau huy bé thong tin
cua minh. Cac TTCN ma SeABank thu thap khi nguo1 dung mo tai khoan, thong
tin thu thap trong qua trinh sir dung dich vu dugc Ngén hang SeABank luu trit
vinh vién. Viéc khong huly bd TTCN cuia khach hang thuc hién theo quy dinh tai



Thong tw s6 43/2011/TT-NHNN ngay 20/12/2011 ctia Thong doc Ngan hang Nha
nudce Viét Nam quy dinh thoi han bdo quan ho so, tai liéu trong nganh Ngan hang.

b) Két qua viéc :[hu:c hién guyén yéu cau cung cép, cap nhat, stra doi, huy
bo thong tin cua chu thé TTCN doi véi cac TTCN ma SeABank da thu thap, luu
trur:

Yéu cau S6 lwong yéu S6 lwong dap | SO lwong tir choi
ciu rng
Cung cip TTCN 910 910 0
Cap nhat TTCN 105.563 105.563 0
Sira d6i TTCN 105.563 105.563 0
Huy bé TTCN Khong hiy bo|Khéng hiy bo |Khéng hiy bo
TTCN TTCN TTCN

c¢) Két qua kiém tra, xdc minh cho thay, Thong tu s6 43/2011/TT-
NHNN ngay 20/12/2011 da duoc thay thé bang Thong tu s6 22/2021/TT-NHNN
ngay 29/12/2021 quy dinh thoi han bao quan ho so, tai liéu hinh thanh trong hoat
dong cua Ngan hang Nha nude Viét Nam. Diéu 2 Thong tu s6 22/2021/TT-NHNN
quy dinh “Théng tw nay dwoc dp dung doi véi cac don vi va can bj, cong chire,
vién chirc thuéc Ngan hang Nha nudc Viét Nam (sau ddy goi tdt la Ngdn hang
Nha nueée); cdc té chive, ¢d nhan thiee hién cac nhiém vu lién quan dén lieu triv ho
so, tai liéu ciia Ngdn hang Nha nwde”. Thong tu s6 22/2021/TT-NHNN khéng
diéu chinh vé thoi gian luu trit TTCN cua nguoi st dung dich vu tai cdc ngan hang
thuong mai.

Nhur vdy, Ngan hang SeABank chira dam bao kha nang cho ngueoi ding co
thé thyc hién ddy @i quyén yéu cau té chire, cd nhan xi Iy TTCN /iy bo TTCN
ciia minh ma SeABank da thu thdp, luu trit hodc ngirng cung cap TTCN ciia minh
cho bén thir ba. Tuy nhién, trong thoi ky kiém tra khéng cé khdich hang nao cia
Ngan hang SedBank yéu cau hiiy bé TTCN.

2.2.6. Viéc thyc hié¢n yéu cau ngirng cung cdp TTCN cho bén thir ba
cua chii thé TTCN doi voi cdc thong tin ma Ngdn hang da thu thdp, lwu trir:

Két qua kiém tra, x4c minh cho thay, trong thoi gian tir ngay 01/5/2022
den ngay 15/6/2023, Ngan hang SeABank khong nhan dugc yéu cau ngung cung
cap TTCN cho bén tht ba cta chu thé TTCN.

2.2.7. Viéc ap dung bién phdp quan ly, ky thudt phu hop dé bio vé TTCN
do minh thu thip, xw ly, lwu trit; tudn thu cdc tiéu chudn, quy chudn ky thudt
vé bio dim ATTT mang:

Ngan hang SeABank da ap dung bién phap qudn 1y, ky thuat dé bao vé
TTCN do minh thu thap, xu ly, luu trit, cu thé:

- X4y dung hé théng thong tin co6 ma tran phan quyén.
- Khuyén cdo khach hang vé viée cap nhat, str dung mat khau tai khoan.

- Lép camera & cac dia diém c6 thu thap TTCN, cac diém giao dich.


https://thuvienphapluat.vn/van-ban/tien-te-ngan-hang/thong-tu-43-2011-tt-nhnn-thoi-han-bao-quan-ho-so-tai-lieu-luu-tru-133236.aspx
https://thuvienphapluat.vn/van-ban/tien-te-ngan-hang/thong-tu-43-2011-tt-nhnn-thoi-han-bao-quan-ho-so-tai-lieu-luu-tru-133236.aspx
https://thuvienphapluat.vn/van-ban/tien-te-ngan-hang/thong-tu-43-2011-tt-nhnn-thoi-han-bao-quan-ho-so-tai-lieu-luu-tru-133236.aspx

- Ban hanh quy dinh va 4p dung gan thong tin (watermark) vé nguoi tai
thong tin trén cac van ban.

~ - Ban hanh cdc quy dinh vé quan 1y TTCN khéach hang (Chi tiét tqi Phy
luc so 12. Cac quy dinh vé quan Iy TTCN khdch hang).

- Ap dung tiéu chuan vé Trung tdm Dit liéu cia NTT Communications va
DAS/UK véi ISO/IEC 27001:2013.

3. Két luan
3.1. Nhirng két qua dat dwoc:
, - Lép ho so dé XL}ét cép dd, thuc hién tham dinh, phé duyét ho so dé xuat

cap do doi vadi cac hé thong thong tin cia Ngan hang SeABank dang quy dinh.

- Trién khai thyuc hién danh gia va quan ly rui ro an toan h¢ thong thong
tin; giam sat, kiém tra cong tac bao v¢ hé thong thong tin.

- Trién khai cac bién phép phong ngua, phat hién, ngan chan va xu Iy phan
mém doc hai theo Quy trinh quan 1y diém yéu va mbi de doa an toan thong tin.

- Trién khai va ap dung bién phap khic phuc, ngin chin su c¢d an toan
thong tin mang.

- Dé xay dung, ban hanh cac quy trinh thu thap, quan Iy, xirly TTCN trong
noi bd nham dam bao an toan TTCN.

- St dung TTCN da thu thap theo quy dinh.

- Ap dung bién phap phu hop dé bao vé TTCN; thong bao cho chu thé
TTCN d6 trong truong hop chua thyc hién duge yéu cau do yéu t6 k¥ thuat hodc
yéu t6 khac.

- Ap dung bién phap quan 1y, ky thuat phu hop dé bao v¢ TTCN do minh
thu thap, luu trir; tuan thi cac tiéu chuan, quy chuan k¥ thuat vé bao dam an toan
thong tin mang.

3.2. Ton tai:

- Thong tin chua d?ly du ph’am vi, muc dich cua vi¢c thu thap va st dung
TTCN cua khach hang trudce khi tién hanh thu thap TTCN.

- Cong bd chua day du, cong khai bién phap xir 1y, bao vé TTCN cua to
churc, ca nhan minh khi xtr ly TTCN.

- Chua dam bao kha ning cho ngudi ding co thé thuc hién day du quyén
yéu cau to chire, ca nhan xtr Iy TTCN hiy bé TTCN ctia minh ma Ngan hang
SeABank d3 thu thap, luu trit hodc ngimg cung cap TTCN ctia minh cho bén thir
ba theo quy dinh.

4. Cac bién phap xir 1y theo thAm quyén da ap dung (néu c6): Khdng.
5. Kién nghi cac bién phap xir ly
Yéu cau Ngan hang SeABank:
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- Thong tin dﬁy du pham vi, muc dich cua viéc thu thap va sir dung TTCN
cta khach hang trudce khi tién hanh thu thap TTCN.

- Cong bd day du, cong khai bién phap xur 1y, bao vé TTCN cua to chuc,
ca nhan minh khi xtr Iy TTCN.

- De nghi Ngan hang Nha nu6e Viét Nam huong dan vé viéc huy bo TTCN
theo yéu cau cta chu thé thong tin va thuc hién day du quyén yéu cau to chuc, ca
nhan xtr Iy TTCN huy bo TTCN ctia minh ma Ngan hang SeABank da thu thap,
luu trit theo huéng dan.

- Bao cao Thanh tra B6 Thong tin va Truyén thong két qua thuc hién két
luan kiém tra trudc ngay 30/9/2023.

Trén day 1a két luan kiém tra viéc chap hanh phap luat vé an toan thong
tin mang, bao v¢ bi mat thong tin ca nhan cua Ngéan hang SeABank, Thanh tra B
Thong tin va Truyen thong yéu cau Ngan hang SeABank nghiém tac thyc hién./. 7/

Noi nhin: CHANH THANH TRA
- B truong (dé blc);

- Thtt truéng Pham Pirc Long (dé b/c);

- Thtr truéng Nguyén Huy Diing (dé b/c);
- Cuc An toan thong tin (dé p/h);

- Ngan hang SeABank (dé th/h);

- Luu: TTra, Ho so TTra, NTD (10).
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Phu luc 1

Danh sich 05 hé thong thong tin da phan loai cip do hé thong thong tin

A - Pon vi Pon vi Cép
TT| L one | MOTAHETHONG | chuyéntrach | van | do
ve ATTT hanh | HTTT
H¢ thong cac phan
mém viét dudi dang CA
1| API API, phuc vu céc d()g
muc dich chuyén biét ‘
khac nhau.
E-BANKING | 16 thong e-bank .
(mobile + web) cho Cap
2| KHCN khach hang ca nhan d6 3
NEXTGEN ctia SEABANK Pr]ong :An Prlong '
Hé thong website cia toan t hong | Vén A
3 WEBSITE SEABANK: tin hanh hé¢ | Cap
SEABANK ' &QLRRCN | thong do 2
seabank.com.vn
Hé thong ebank danh J
SeANet 3.0 - j . N Cap
4 KHDN cho khach .rlang d6 3
doanh nghiép
H¢ thong luu trir va ’
5 Hoa don di¢n | cung cap thong tin Cap
to hoa don dién tir e- do 2

Invoice
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Phu luc 2

Tong hop danh gia va quan 1y rii ro an toan hé thong thong tin

STT | Noi dung kiém tra, Doanh nghiép thuc hién
danh gia ATTT
1 | Panh gia tuan thtt | Pon vi thuwe hién: Cong ty cd phan dich vu cong
Swift nghé Tin hoc HPT.
Pham vi: Hop d6ng hang ndm danh gia theo tiéu
chuan CSP cua SWIFT
2 | Dichvudanh gia | Pon vi thuc hién: Cong ty TUV Rheinland
cap ching chi ISO | Vietnam
27001:2005 Pham vi: Thyc hién danh gia cap ching chi dap
g tiéu chuan 1SO27001:2013/2022 (Hop dong 3
nam: Nam dau danh gia cip chung chi, nim 2 va 3
tai danh gia duy tri)
3 | Dich vu danh gia | Pon vi thue hién: Cong ty TNHH hé thong thong
cap chung chi tin FIS
PCIDSS nam 2023 | Pham vi: Thyc hién danh gia hang nam cép ching
chi dap mg tiéu chuan PCIDSS
4 | Thu€ dich vu danh | Pon vi thuc hién: Cong ty TNHH hé théng thong

gia, kiém thtr cac
ung dung, dich vu
quan trong cung
cap ra Internet tai
SeABank

tin FIS ,
Pham Vi Thuc hién danh gia theo ké hoach 6
thang/lan (chi tiét theo Phu luc 05)
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Phu luc 56 3
Danh sach cac quy trinh diam bao ATTT

- Quy dinh vé an toan théng tin s6 5675/2021/QD-TGP ngay 23/4/2021;
ndi dung quy dinh vé viéc quan 1y, sit dung, khai thac HTTT do SeABank quan
Iy va van hanh. Quy dinh da phan cép vai tro, trach nhiém dam bao an toan bao
mat HTTT cho cac ddi twong lién quan dén hoat dong cia SeABank. Trong do
Khdi Cong ngh¢ Ngan hang s6 chiu trach nhiém vé xdy dung, van hanh, xur ly,
chu tri cac hé théng, giai phap, hoat dong, chinh sach trong cong tac dam bao an
toan bao mat HTTT trén toan hé théng SeABank (chi tiét tai Pi¢u 7 Quy dinh s6
5675/2021/Qb-TGD).

- Quy trinh xtr 1y suw ¢d ATTT s 1/IT-ANTT-QTO04 ngay 04/5/2022: quy
dinh trach nhiém cta cac don vi lién quan thudc SeABank gém: B6 phan An ninh
thong tin va Quan 1y rui ro cong ngh¢, BO phan van hanh cong nghé; cac nhom
nghiép vu lién quan cua Tap doan Cong nghiép - Vién thong Quan doi (ddi tac
dam bdo an toan thong tin cia SeABank).

- Quy trinh Dién tip an toan thong tin sb 2/IT-ANTT-QTO1 ngay
04/5/2022: quy dinh trach nhiém cua cac don vi lién quan thuéc SeABank gom:
Bd phan An ninh thong tin va Quan 1y rui ro cong nghé, Bd phan van hanh cong
nghé; cac nhoém nghiép vu lién quan ctia Tap doan Cong nghiép - Vién thong Quan
doi (d6i tic dam bao an toan thong tin ciia SeABank).

- Quy trinh giam sat ATTT lién tuc va phat hién mbi de doa ATTT sb 3/IT-
ANTT-QTO05 ngay 05/5/2022: quy dinh trach nhi€ém cua cac don vi lién quan
thudc SeABank gom: BO phan An ninh thong tin va Quén 1y rui ro céng nghé,
Céc phong ban co lién quan; cac nhom nghiép vu lién quan cua Tap doan Cong
nghiép - Vién thong Quan d6i (ddi tac dam bao an toan thong tin ciia SeABank).

- Quy trinh quan 1y sy ¢b sé QT- QLCL-04 ngay 06/6/2020 quy dinh trach
nhiém cua Khéi Cong nghé Ngan hang s trong viéc quan 1y su ¢b trong toan bo
hé thdng cong nghé thong tin, dich vu cong nghé thong tin tai SeABank.

- Quy trinh 4/IT-ANTT-QTO02 ngay 05/5/2022: quy dinh trach nhiém cua
cac don vi lién quan thuoc SeABank gém: Ban 1anh dao Ngan hang, B6 phan An
ninh thong tin va Quén 1y rui ro cong nghé, Bo phan van hanh cong ngh¢; Nhom
nhéan su SOC ctia Tap doan Cong nghiép - Vién thong Quan doi (déi tac dam bao
an toan thong tin cia SeABank).

- Quy trinh quan 1y thong tin tinh bao cic mdi de doa ATTT & cha dong
sin tim cac mdi de doa ATTT s6 5/IT-ANTT-QT03 ngay 05/5/2022 quy dinh
trach nhiém cta cac don vi lién quan thudc SeABank, gom: B phan An ninh
thong tin va Quan 1y rui ro cong ngh¢, B6 phan van hanh cong ngh¢; cac nhom
nghiép vu lién quan cua Tap doan Cong nghiép — Vién thong Quan doi (d6i tac
dam bdo an toan thong tin cia SeABank).
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Phu luc 0 4

Cac bién phap quan ly, ky | thuat theo tiéu chuan, quy chuan ky thuat ATTT
mang dé phong, chong nguy co, khic phuc su ¢c6 ATTT mang

Bién phdp | Bién phap quan Bién phap k¥ thuat
ly
Phong chéng | - Ban hanh tiéu |~ Ap dung cac tham sO cdu hinh, diéu kién tiéu
nguy co su ¢b| chuin chu chuan dé trién khai h¢ thong may chu: cap
ATTT m aﬁ g hinh cho hé nhat ban va, cap nhat antivirus, bat firewall...
' théng mé}'l - Van hanh SOC theo cac quy trinh dugc ban
chu hanh:

_ Xay dung 0 QL}Y trinh gidm sat ANTT lién tuc va

trung fém moi de doa an ninh ,

SOC o Quy trinh xr Iy su c6

- bam bao lap
trinh an toan
-Pam bao an
toan théng tin
vOl cac giao
dich online

o Quy trinh quan 1y thong tin tinh béo
cac mbi de doa ANTT va chi dong san
tim cac mdi de doa

o Quy trinh quan 1y diém yéu va mdi de
doa

o Quy trinh dién tap ATTT

- Trién khai va dua vao sir dung hé thong Scan
code - rd quét phat hién cac 16 hong ctia ma
ngudn trong qua trinh lap trinh va Scan app —
r0 quét phat hién 16 hong trén ting Gmg dung
web, de dam bao san pham an toan trudc khi
cung cap cho ngudi dung.

- Bam bao cac bién phap ATTT mang voi cac
giao dich truc tuyén: trién khai cung cép giai
phap xac thyc manh (dung token OTP, xac
thuc trén 2 kénh), lién tuc nang cap hé théng
Al dé nhan dién mo tai khoan mao danh

- Trién khai cac dy an an ninh thong tin nhu:
trién khai dich vu Pentest cac hé théng CNTT
duoc két ndi qua internet nham ra quét, kiém
thir va xAm nhap, phat hién diém yéu, 16 hong
mo1 hodc dang tdn tai co thé bi lgi dung dé tn
cong tir bén ngoai, va dua ra cach khic phuc,
gitp cho cac dich vu cong khai trén Internet
cua Ngin hang an toan hon.

Khéc phuc su
co ATTT
mang

- Quy trinh xur
ly su co
ATTT

- Phéi hop chit ch& voi trung tam SOC, cac don
vi ing cuu su cO trong nganh cling nhu nén
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tang ung ctru su cd ATTT khic phuc céc su
cd phat sinh.

- Duy tri b4do cao dinh ky theo quy dinh cua
phap luat

- Kiém tra, giam sat viéc tuan thu quy dinh va danh gia hiéu qua cua céac
bién phap quan ly va k¥ thuat duoc ap dung, cho thay:

+ Ngan hang SeABank da xay dung bo quy trinh van hanh trung tam Gng
ctru sy ¢ thong tin mang va ky hop dong vai Viettel vé viée xay dung va van
hanh Trung tdm Ung ctru sy c¢6 thong tin mang (SOC).

+ Trung tam Ung ciru sy cd thong tin mang SOC hoat dong 24/7: dam bao
kha ning phat hién su ¢d bao mat thong qua giam sat va phan tich lién tuc hoat
dong dir liéu. SOC hd tro ra soat va phan tmg véi cac mdi nguy hai tiém an 27/4.

+ Bén canh viéc lién tuc ra quét, gidm sat h¢ thong cua Ngan hang SeABank
24/7, d6i tac Viettel phdi hop thuc hién Gmg ctru su ¢d tai chd khi c6 yéu cau.
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Phu luc 56 5

Thong ké 06 su ¢6 vé an toan thong tin

STT

Thoi gian xay
ra sy ¢o (Tir gior
ngay den gio

Van dé cia su co

Keét qua xir ly sw co

ngay)

1 | 24/10/2022 Co s& dir liéu cua | - Chi cho phép cac IP Viét
15:02 - [ trang web | Nam truy cap téi trang
25/10/2022 acc.seabank.com.v | acc.seabank.com.vn
10:02 n bi ghi dit liéu la | - Enable waf dé chin cac

do scan hanh vi scan t6i trang
acc.seabank.com.vn

2 | 20/2/2023 14:25 | May tinh cua user | - Clean ma doc khoi may tinh
- 20/2/2023 | son.dt6 bi nhiém | cua son.dt6
16:00 ma doc.

3 |30/12/2022 Khach hang nhan | - Takedown trang web gia
09:30 — | duge tin nhin Lra | mao https://ww.seabmk.com
03/01/2023 ddo dan du ding
09:35 nhap vao trang web

gia mao
https://ww.seabmk.
com

4 |16/01/2023 Khach hang nhan | - Takedown trang web gia
19:01 - | duoc tin nhén lira | mao https://ww.seabuk.com
02/03/2023 ddo dan du ding
02:17 nhap vao trang web

gia mao
https://ww.seabuk.
com

5 |24/03/2023 Khéch hang nhén | - Takedown trang web gia
15:32 — | dwoc tin nhin Lra | mao https://seabank.com.vn-
06/04/2023 4:22 | dao dan du diang | sh.xyz va https://seabank.vn-

nhdp vao trang web

gia mao
https://seabank.co
m.vn-sh.xyz va

https://seabank.vn-
kps.xyz

kps.xyz



https://ww.seabmk.com/
https://ww.seabmk.com/
https://ww.seabmk.com/
https://ww.seabuk.com/
https://ww.seabuk.com/
https://ww.seabuk.com/
https://seabank.com.vn-sh.xyz/
https://seabank.com.vn-sh.xyz/
https://seabank.vn-kps.xyz/
https://seabank.vn-kps.xyz/
https://seabank.com.vn-sh.xyz/
https://seabank.com.vn-sh.xyz/
https://seabank.vn-kps.xyz/
https://seabank.vn-kps.xyz/
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Phu luc 56 6
Kinh phi chi cho ddm bao ATTT mang
STT Noi dung Chi phi Ghi chu
I Giam sat ATTT mang 13,907,424,000 -

Van hanh Trung tdm Ung 5,275,000,000

ctru sy ¢b thong tin mang

SOC

Giai phap chéng that thoat | 3,432,424,000

dir liéu DLP — Giai doan 1

BO sung tinh ning cho hé 350,000,000

théng CyberLotus CA

FIM cho PCI DSS va mé 1,200,000,000

rong cho cac vung

Mua b sung license SIEM | 2,400,000,000

EPS

Mua b sung license cho 1,250,000,000

Pam

Il | Kiém tra, danh gia ATTT | 2,576,560,000 -

Panh gia tuan thu Swift 300,000,000 | Don vi thuc hién.
Cong ty CP Dich vu
cong ngh¢ Tin hoc
HPT.

Pham vi: Hop dong
hang ndm danh gia
theo tiéu chuan CSP
cua SWIFT

Dich vu danh gia cap ching 75,000,000 | Don vi thuc hién:

chi ISO 27001:2005 Ccongty TUV
Rheinland Vietnam
Pham vi: Thuc hién
danh gia cip chtng chi
dap mg tiéu chuan
1SO27001:2013/2022
(Hop dong 3 nam:
Nam dau danh gia cap
chung chi, nam 2 va 3
tai danh gia duy tri)

Dich vu danh gia cap ching 801,560,000 | Don vi thuc hién:

chi PCIDSS nam 2023 Cong ty TNHH hé
théng thong tin FPT

Pham vi: Thuc hién ,
danh gid hang nam cap
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STT Noi dung Chi phi Ghi chu
chung chi dap ung tiéu
chuan PCIDSS

Thué dich vu danh gia, kiém | 1,400,000,000 | Pon vi thiec hién:

thur cac ung dung, dich vu Cong ty TNHH hé

quan trong cung cip ra thong thong tin FPT

Internet tai SeABank Pham vi: Thuc hién
danh gia theo ké hoach
6 thang/lan (chi tiét
theo Phu luc 05)

Dién tap wng ciru sw cd
ATTT

Dién tap theo ké hoach cua
SOC

Dién tap chung theo ké
hoach cua Co quan diéu phoi
quéc gia

Khong mat chi phi

IV | Pao tao, tip huin ATTT
Dao tao nhan thuc ATTT Ngan hang tu thuc hién
cho nhan vién méi (online) - nén khong phat sinh
SeAWelcome chi phi
bao tao cac khoa ATTT: Ngéan hang tu thuc hién
- Lap trinh an toan nén khong phat sinh
- Phong chdng rii ro, gia chi phi
mao khi stir dung POS...

V | Truyén théng ning cao

nhén thirc

Ban tin truyén thong An toan
thong tin dinh ky (tham khao
Phu luc 0 — Ban tin truyén
thong)

Ngan hang tu thuc hién
nén khéng phét sinh
chi phi
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Phu luc 56 7
Danh sach cac don vi thu thap TTCN nguwoi stit dung thugec SeABank
STT | Téndon | TTCN thu thap cong khai véi KH TTCN phét sinh trong qua | Thoi
vi thu trinh str dung dich vu cia | gian st
thap KH dung
(trong | TTCN thu Phuwong Muc TTCN Muc dich s cbng
va ngoai thap thikc, hinh dich sit | thu thap dung khai
Ngan thire thu dung voi KH
hang) thap
1 | Céac Ho va tén, | KH dién | Luu trit | Thong tin | Phuc vu cc bao | Khdng
phong | S6 GTTT, | thdng tin theo | thdng tin | vé hanh vi | cdo doanh sé ban | cong
giao Ngay cap/ | cac biéu mau | ding ky | st dung | dinh ky cta phan | khai
dich, chi |Noi  cép | ding ky su | cua san pham | khtc khéch hang
nhanhva | GTTT, Dia | dung san | khach cua khach | ca nhan;
cac Khéi | chi hién tai, | phdm/  dich | hang hang (giao | Phuc vu phan
nghiép | Thong tin | vu ctia ngan | theo quy | dich  tai [ tich hanh i
vu (Chi | nguoi  dai | hang (tai quiy | dinh; khoan, khach hang;
tiét theo | dién  hop | hoic online | St dung | giao dich | Phuc vu cac ddi
phy luc | phap (néu | trén dir  liéu | trén soat vai doi tac;
02) c0) SeAMobile/S | cho cac | Ebank, Diéu phdi thong
eANet muc dich | giao dich | tin khach hang
bdo céo, | thé, v.v) | vé& cic bo phan
phén tich khac (DVKD,
247) & thuc

hién cham soc,
ban hang
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Phu luc 56 8

Pi¢u khoin théa thuin vé ding ky va sir dung dich vu ngin hang hang ngay
cho Khéch hang cé nhan.
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Phu luc s6 9
Viéc xir ly, phan tich TTCN

STT | Tén don Cac TTCN Bién phap xtr | Thong tin | DPon vi st
viphan | duoc phan tich, ly lakétqua | dung két
tich, xur ly xu ly cua qua qua phan

TTCN trinh phéan | tich, xr Iy
(bao gdbm tich, xtr Iy | TTCN (bao
dbi tac gdm ddi tac
cua Ngan cua Ngan
hang hang Dong
Dong Nam A)
Nam A)

1 | Khéi Tén, tudi, gidi|Str dung cac|Cac béo | Khdi
Khach tinh, email, sb|phuong phap |cdo dinh | KHCN; Céc
hang  ca | dién thoai; | théng ké, tong | ky ~ vé& | khdi  khac
nhan thong tin vé cac hop, phan tich, | doanh sb trong nodi bd

san pham khach | truy xuat dit|ban san | Ngan hang
hang c4 nhan sir | lifu tr cac | pham; néu cé yéu
dung tai | phan mém | C&c  béo | cau can
SeABank  (tai | Excel, cao phan | cung cap dir
khoan, thé, tién | SeAReport,  |tich  vé | liéu;

guri, tin dung, | T24,... hanh i

EBank,...); khach

thong tin  vé hang;

hanh vi giao Thong tin

dich, hanh vi st vé  tép

dung cac san khach

pham/dich vy hang tiém

cia khéach hang nang

ca

nhan

SeABank

tai
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Phu luc s6 10
Chi tiet TTCN dwogrc chia sé

STT| Ténto TTCN chia sé Chia | Nhin
chire/ ca s¢ |TTCN
nhan co TTCN
chia sé

TTCN

1 Ngéan Thong tin dinh danh va thong tin giao dich X X
hang Nha | cua Khach hang nhu: ho va tén, , ngay,

nude thang, nam sinh, quoc tich,noi cu tru, so,

(SBV) | ngay cép, noi cap chimg minh nhan dan
hoac thé can cudc cong dan hoac ho chiéu
cua khach hang hoac cua nguoi dai dién
doanh nghiép; tén tai khoan, sO hiéu tai
khoan, s6 du tai khoan, thong tin lién quan
den giao dich ndp tién, rat tién, chuyén
tién, nhan tién cta khach hang c4 nhan. ..
Cdc théng tin nay cung cdp theo ting yéu
cau nham phuc vu cac hoat dong bao cao,
cdc yéu cau thanh tra, kiém tra...

2 Trung tdm | Thong tin dinh danh va thong tin giao dich X X

thong tin | cia Khach hang nhu: ho va tén, ngay,
tin  dung | thang, ndm sinh, quoc tich,noi cu tru, so,
(CIC) ngdy cap, noi cip chimg minh nhan dan
thudc hoac thé can cudc cong dan hoac ho chiéu
Ngan cua khach hang hoac cua nguoi dai dién
hang Nha | doanh nghiép; tén tai khoan, s6 hiéu tai
nuéc Viét | khoan, so du tai khoan
Nam Cac thong tin nay cung cdp theo tirng yéu
cau nham phuc vu tra civu, kiém tra thong
tin khach hang
3 Cac  co | Thong tin dinh danh va thong tin giao dich X X
quan phap | cia Khach hang nhu: ho va tén, ngay,
luat khi c6 | thang, nam sinh, quoc tich, noi cu tra, so,
yéu cau ngay cap, noi cip chimg minh nhan dan

hoac thé can cudc cong dan hoac ho chiéu
cua khach hang hoac cua nguoi dai dién
doanh nghiép; tén tai khoan, sd hiéu tai
khoan, s0 du tai khoan, thong tin lién quan
den giao dich ndp tién, rat tién, chuyén
tién, nhan tién ctia khach hang ca nhan. ..

Cdc théng tin nday cung cdp nham phuc vu
cdc yéu cdu vé thué, cdc hoat dong diéu
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tra, truy nd toi pham, cong tac xét xur cua
Toa an, thi hanh an...

Két ndi
cac Vi
thanh toan

Ho va tén

S6 dién thoai

S gidy to tiy than

S6 tai khoan/S6 thé

Cdc thong tin tié'p nhan dé thue hién hach
todn vao hé thong theo sé tai khodn/ sé thé
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Phu luc s6 11

Cic quy dinh vé quan Iy TTCN khach hang

Quy dinh vé giir bi mat va

Quy dinh phan loai thong tin

1395/2018/Qb- | cung cap thong tin Khach ; . S A
HDQT hang tai NH TMCP Déng | <rach hang va cic cap phé
Nam A duyét cung cap thong tin KH
_ | Quy trinh cung cap théng | Quy dinh vai trd trach nhiém
,71,%53/2019/(?1_ tin Khach hang tai Ngan ’ Ve:i cac budc thuc hién cung
hang TMCP Bong Nam A | cip thong tin KH
Quy trinh nghi¢p vu tai Quy dinh vai tro trach nhiém
22555/2022/QT- | khoan thanh toan khéch va cac budc thuc hién’céc
TGD hang ca nhan tai quay nghiép vu lién quan dén tai
DVKH khoan KH tai quay
Quy trinh m¢ st dung Tai
khoan thanh toan danh Quy dinh vai tro trach nhiém
4T%9§’ 2023/QT- | ho khach hang canhan | va céc budc thuc hién mo tai
theo phuong thirc dién tir | khoan online cho KH
va dich vu eBank
Quy dinh m¢& sur dung tai
khoan thanh toan danh : X Xy ake
4595/2023/QD- | cho khach hang canhan | QUY dinh vé diéu kién, doi
. aen .. | tuong dugc mé TK KH theo
TGD theo phuong thirc dién tir huone thite onlin
va dich vu Ebank dinh | PMUONE HUC OnUNe
kém tai SeABank
Ban hanh Quy dinh nhén Quy dinh vai tro trach nhiém
4495/2020/QD- | biét xéc minh thong tin | b0 ,pht‘;n V?{ﬁ?cfﬁ?mg ,
TGD khach hang c4 nhan doc ¢ xac e kKhach hang ca

1ap trén kénh Online

nhan doc 1ap trén kénh
Online
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