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QUYET PINH

Ban hanh Danh muc yéu ciu bio ddm an toan thdng tin
cho tram goc 5G (5G gNodeB)

BO TRUONG BQ THONG TIN VA TRUYEN THONG

Can cur Ludt An toan thong tin mang ngay 19 thang 11 ndm 2015,

Céin cit Ludt Vién théng ngay 23 thdng 11 ndm 2009;

Cén cit Nghi dinh s6 17/2017/NP-CP ngc‘z}z 17 thdang 02 ndm 2017 cua
Chinh phu quy dinh chite ndng, nhiém vu, quyén han va co cau t6 chic cia
B¢ Thong tin va Truyén thong,

Theo dé nghi ciia Cuc trucng Cuc An toan thong tin.

QUYET PINH:

Piéu 1. Ban hanh ké’m theo Quyét dinh nay Danh muc yéu cdu bao dam an
toan théng tin cho tram goc 5G gNodeB.

f)iéu 2. B6 Théng tin va Truyén théng re‘} so4t, stra ddi, bd sung Danh muc
yéu (féU bao dam an toan thdng tin cho tram goc 5G gNodeB quy dinh tai Diéu 1
Quyét dinh nay pht hop véi tinh hinh phat trién cong nghé va chinh sach quan ly
cua Nha nude.

Diéu 3. Cuc An toan théng tin chu tri, phdi hop véi céc co quan, don vi
lién quan bu‘é‘ng dan, kiém tra, danh gia viéc ap dung cdc yéu cau theo Danh
muyc yéu cau bao dam an toan thong tin cho tram gdéc 5G gNodeB quy dinh tai
biéu 1 Quyét dinh nay.

Diéu 4. Quyét dinh nay c6 hiéu luc thi hanh ké tir ngay ky.

Piéu 5. Chanh Vin phong, Cuyc truéng Cyc An toan théng tin, Thi truéng
cac don vi thugc B9, cge t chire, ca nhén ¢4 lién quan chiu trach nhiém thi hanh
Quyét dinh nay./.

Noi nhin: KT. BO TRUONG
THU TRUONG

- Nhu Piéu 5;

- Bo truong (dé bie);

- Cac Thir truong;

- Céng Théng tin dién tir ctia BJ;
- Luu: VT, CATTT.
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DANH MUC YEU CAU BAO PAM AN TOAN THONG TIN

CHO TRAM GOC 5G (5G gNodeB)
(Kém theo Quyét dinh s6 ABYOD-BTTTT ngdy& thang §  ném 2020 ciia Bo
truéng Bé Théng tin va Truyén thong)

STT

Tén yéu cau

Quy dinh ap dung

Yéu cau vé bao vé bi mat
ndi dung cta dir liéu nguoi
dung va dir liéu bao hiéu.

Chép thuén nguyén ven yéu cdu tai muc
5.3.2, Phu luc D tai liéu 3GPP TS 33.501
v16.3.0 3rd Generation Partnership
Project; Technical Specification Group
Services and System Aspects; Security
architecture and procedures 5G
system (Release 16)

for

Y¢€u cau vé bao vé tinh toan
ven cua dit liéu ngudi dung
va dir liéu bao hiéu.

Chap thuan nguyén ven yéu cu tai muc
5.3.3, Phu luc D tai liéu 3GPP TS 33.501
v16.3.0 3rd Generation Partnership
Project; Technical Specification Group
Services and System Aspects; Security
architecture and procedures 5G
system (Release 16)

for

Yéu cau vé thi€t 1dp va cau
hinh.

Chép thuin nguyén ven yéu ciu tai muc
5.3.4 tai licu 3GPP TS 33.501 v16.3.0
3rd Generation Partnership Project;
Technical Specification Group Services
and System Aspects;
architecture and procedures
system (Release 16)

Security
for 5G

Yéu cdu v& quan ly théng
tin khoa trén gNB.

Chép thuan nguyén ven yéu ciu tai muc
5.3.5 tai liéu 3GPP TS 33.501 v16.3.0
3rd Generation Partnership Project;
Technical Specification Group Services
and System Aspects; Security
architecture and procedures for 5G
system (Release 16)

Yéu ciu vé& quan ly dir lidu
nguoi diung trén gNB.

Chép thuén nguyén ven yéu ciu tai muc
5.3.6 tai liéu 3GPP TS 33.501 v16.3.0
3rd Generation Partnership Project;
Technical Specification Group Services
and System

Aspects; Security
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5G

architecture and procedures for

system (Release 16)

Yéu cau vé quéan ly dir lidu
diéu khién trén gNB.

Chrflp thuén nguyén ven yéu ciu tai muc
5.3.7 tai lieu 3GPP TS 33.501 v16.3.0
3rd Generation Partnership Project;
Technical Specification Group Services
and System Aspects; Security
architecture and procedures for 5G
system (Release 16)

Yéu cau doi véi ving méi
truong an toan trén gNB.

Chép thuin nguyén ven yéu ciu tal muc
5.3.8 tai ligu 3GPP TS 33.501 v16.3.0
3rd Generation Partnership Project;
Technical Specification Group Services
and System Aspects; Security
architecture and procedures for 5G
system (Release 16)

Yéu céu doi voi cac giao
dién F1 clia gNB.

Chap thuan nguyén ven yéu cau tai muc
5.3.9 tai liéu 3GPP TS 33.501 v16.3.0
3rd Generation Partnership Project;
Technical Specification Group Services
and System Aspects; Security
architecture and procedures for 5G
system (Release 16)

Yéu céu dbi voi céc giao
dién E1 ctia gNB.

Chép thudn nguyén ven yéu ciu tai muc
5.3.10 tai liéu 3GPP TS 33.501 v16.3.0
3rd Generation Partnership Project;
Technical Specification Group Services
and System
architecture and procedures
system (Release 16)

Aspects; Security

for 5G

10

Yéu céu phong chéng ctra
hau (backdoor).

gNB chi duge cé cac giao dién, cac tai
khoan c6 quyén truy cép, co quyén céu
hinh va céc chic nang gii dit liéu ra
ngoai ding nhu dugc cong b.

11

Yéu cadu dam bao an toan
cho viéc néng cap, thay the
phan mém.

a) C6 co ché xac thuc ngudn gbe, tinh
toan ven cua cac ban clp nhét trude khi
thuc hién cdp nhat trén thiét bi bang
phuong thire st dung chir ky sé (code
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signing) bang chimng thu sb duge cap
chinh thttc cho nha phat trién tir t& chic
chtmg thue chit ky s6 duoc tin tudng.

b) C6 co ché xéc thuc, phén quyén tai
khoan thyc hién qué trinh cdp nhat, bao
dam chi nhiing tai khoan c6 tham quyén
ma1 dugce thuc hién.

¢) C6 co ché dé han ché débi tac, nha cung
cap thiét bi hd tro k¥ thuat tir xa trong
viéc stta 16i, ning clp, thay thé phén
mém, thay d6i cAu hinh thiét bi ma khéng
c6 phuong 4n gidm sat, dam bao an toan
thong tin.
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Phu luc

Danh muc cac thuit ngit viét tit
(Kem theo Quyét dinh s6T6YOD-BTTTT ngay16 thang 9 ndm 2020 cia BS
trucng Bo Thong tin va Truyén théng)

STT | Tirviét tit | Thuét ngir tiéng Anh Thuit ngir tiéng Viét

1 gNB 5G gNodeB Tram gbc 5G

2 |El El Giao dién El két nbéi CU-UP

voi CU-CP

3 |F1 F1 Giao dién két néi CU va DU

4 CP Control Plane Mit phing diéu khién

5 CU Centralized Unit Khéi xir Iy tap trung

6 |DU Distributed Unit Khdi xir Iy phén tan

7 UP User Plane Mién dit liéu nguoi dung

|
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