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QUYET DINH
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i troeong mang trong hoat dong cua cac co quan nha nudéc
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UY BAN NHAN DAN TINH BEN TRE

Can cir Ludt T6 chire Ho1 dong nhan dan va Uy ban nhén dan ngay 26
thang 11 nam 2003,

Can ctr Luat ban hanh vin ban quy pham phap luat cia Ho1 dong nhan
dan va Uy ban nhan dan ngay 03 thang 12 nim 2004,

Can ctr Luat Cong nghé thong tin ngay 29 thang 6 nam 2006,

Can cir Nghi dinh s6 64/2007/ND-CP ngay 10 thang 4 nam 2007 cua
Chinh phu quy dinh vé tmg dung cong nghé thong tin trong hoat dong cua co
quan nha nuoc;

Cin ctr Thong tr s6 23/2011/TT-BTTTT ngay 11 thang 8 nam 2011 cua
B6 Thong tin va Truyén thong Quy dinh vé viée quan ly, van hanh, su dung va
bao dam an toan thong tin trén Mang truyén s6 liéu chuyén dung cua cac co
guan Dang, Nha nude;

Xét dé nghi cua Giam ddc S& Thong tin va Truyén thong tai Toy trinh 6
S40/TTr-STTTT ngay 30 thang 7 nam 2013,

QUYET DINH:

Diéu 1. Ban hanh kem theo Quyét dinh nay Quy ché dam bao an toan, an
ninh thong tin trén md1 truong mang trong hoat dong cua cac co quan nha nuoc
trén dha ban tinh Bén Tre.

Diéu 2. Cac o6ng (ba): Chanh Van phong Uy ban nhin dén tinh, Giam

doc So Thong tin va Truyén thong, Thu truong cac so, ban, nganh tinh, Chu



tich Uy ban nhan dan cac huyén, thanh phd, Chu tich Uy ban nhan dan cac xa.

phuong, thi tran chiu trach nhiém thi hanh Quyét dinh nay

Quyét dinh nay ¢6 hiéu lue sau 10 ngay ké tir ngay ky./.

BAN NHAN DAN
Y TICH

Noi nhin:
B6 Thong tin va Truyén thdng;
- Website Chinh phu; »
- Cuc kiém tra van ban - BTP (dé kiém tra),
- TT.TU, TT HDND (inh (thay bao céo),
- Doan dai biéu Quéc hioi tinh;
- Cha uch. cac PCT UBND tinh;
- So Tu phap (tu kiém tra); x_
- Cac so, ban nganh tinh (dé thuc hién), e .
UEND cic buyén, thanh phé (dé thuc hign): Vo Thanh Hao
- Bao Béng Khon (dé dang tin),
- Dai PT va TH tinh (dé dua tin),
- Chanh, PCVPNC Nguy2n Van Diing (dé biét);
- Website tinh;
- Trung tdm Cdng bao tinh (2b);
- Phong Tiép dan (dé niém vyét);
- Phong NC- VHXH, TH,
Luu: VT

(g
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QUY CHE
Vé viéc dam bao an toan, an ninh thong tin trén méi truong mang trong
hoat dong cua cac co quan nha nuwdéc tren dia ban tinh Bén Tre
(Ban hanh kem theo ( Quyét dinh s6 22 /2013/0P-UBND ngay OSthdang &
nam 2013 cua U v ban nhan dan tinh Bén T re)

Chuong 1
QUY DINH CHUNG
Piéu 1. Pham vi diéu chinh
Quy ché nay quy dinh cac néi dung dam bao an toan, an ninh thong tin
trén mo1 truong mang trong hoat dong cua cac co quan nha nuoc trén dia ban
tinh Bén Tre, bao gom: cong tac xay dung cac quy dinh quan 1y dam bao an

toan, an minh thong tin; viéc ap dung cac bién phap quan ly ky thuat. quan ly
vin hanh dam bao an toan, an ninh thong tin do1 voi hé thong thong tin,

bién 2. Poi twong ap dung
1. Quy cheé nay dwoc ap dung doi véi cac co quan nha nude trén dia ban
tinh Bén Tre, bao gom: cac so, ban, nganh thudc Uy ban nhan dan tinh; Uy ban
nhan dan cac huvén, thanh pho. Uy ban nhan dan cac xa, phuong, thi tran (sau
day gor tat la co quan, don v1).
2. Can bo, cong chue, vien chue dang lam vi€e trong cac ¢o quan, don vi

néu tat I\hoan | diéu nay va nhirng ca nhan, t6 chirc ¢6 lién quan ap dung quy
ché nay trong viéc van hanh, khai thac hé thong thong tin tai cac co quan, don

V1.

biéu 3. Muc dich dam bao an toan, an ninh thong tin

1. Giam thiéu cac nguy co gdy su ¢6 mat an toan théng tin va dam bao an
ninh thong tin trong qua trinh tac nghi€p cua can bo, cong chuc.

2. Cong tac dam bao an toan, an ninh thong tin, bao mat trén mao1 truong
mang la nhiém wvu trong tdm dé dam bao thanh cong trong viéc ung dung cong
nghé thong tin trong hoat dong cua cac co quan nha nude

Diéu 4. Giai thich tir ngir



| An toan thong tin sd: 1a thuat ngir dung dé chi viée bao vé thdéng tin s6
va cac hé thong thong tin chong lai cac nguy co tu nhién, cac hanh dong truy
cap, st dung, phat tan, pha hoai, sira ddi va pha huy bat hop phap nham bao
dam cho cac hé thong thdng tin thuc hign dung chae nang, phuc vu dung déi
tuong. mot cach san sang, chinh xac va tin ¢dy. No1 dung cua an toan thong tin
bao gdm bdo vé an toan mang va ha tang thong tin, an toan may tinh, dir lidu va
rng dung cong ngh¢ thong tin.

- Hé thong thong tin: la mot tép hop va két hop cac phan ctng, phan
mém, cac hé thong mang truyén thong duoc xay dung va sir dung dé thu thap,
tao, tai tao, phan phm va chia se cac dir liéu, thong tin, tr1 thirc nham phuc vu
cho cac muc tiéu cua to chirc.

3. An toan, an ninh thong tin: la dam bao thong tin duoc bao mat, san
sang va toan ven.

4. Tinh tin cay: 1a dam bao thong tin chi ¢6 thé duoc truy cap boi nhin g
nguot duge cap quyén truy cap.

5. Tinh toan ven: la bao vé tinh chinh xac, tinh day du cua théng tin va
cac phuong phap xu ly thong tin.

6. Tinh san sang: la dam bao nhirng nguoi duge cap quyén co thé truy
cap thong tin va céc tar héu c¢o hén quan ngay khi ¢6 nhu cau.

7. Log File: La mot tap tin duoc tao ra bo1 mot mdy chu web hoac may
chu proxy co chira tat ca thong tin vé cac hoat dong trén may chu do.

8 Firewall: 1a rao chan (phan cimg, phan mém) duoc 1ap ra nham kiém
soat nguoi dung mang Internet truy nhap vao cac thong tin khong mong mudn
va nguol dung tir bén ngoai truy nhép trai phép thong tin trong mang no1 bo.

9. Mol truomg mang bao gom: mang nodi bo (LAN); mang dién rong cua
Uy ban nhin dén tinh, cia nganh (WAN); mang truyén so hiéu chuyén dung cua
cac co quan Dang, Nha nuwdc; mang riéng ao (VPN), mang Intranet; mang
Internet.

10. TCVN 7562 2005: Tiéu chuin Viét Nam vé ma thuc hanh quan ly
an toan thong tin.

11. TCVN ISO/IEC 27001: 2009: Tiéu chuan Viét Nam vé quan ly an
toan thong tin so.

Chuong 11
QUY DPINH DAM BAO AN TOAN, AN NINH THONG TIN

Piéu 5. Piéu kién dam bao thwe hién nhiém vu an toan, an ninh
thong tin



I Cac co quan, don vi phai pho bién nhirng kién thire co ban vé an toan,
an ninh thong tin ¢cho c¢an bd, cong chue, vién chire trude khi tham gia su dung
hé thong thong tin.

2. Cac co quan, don vi b tri can bo lam cong tac chuyén trach vé cOng
nghé thong tin phai ¢6 chuyén nganh phu hop va duoc dao tao, boi duomg
chuyén mon doi véi linh vire an toan, an minh thong tin,

3 Xac dinh va wu tién phan bo kinh phi can thiét cho cac hoat déng lién
quan dén viéc bao vé hé thong théng tin, thong qua viéc dau tu cac thiét bi
twong lwra, cac chuong trinh chéng thu rac, virus may tinh trén hé thong may
chu, may tram va cac cong tac khac lién quan dén viéc bao dam an toan, an

ninh théng tin.

4. Can bo tham gia doan kiém tra cong tac dam bao an toan. an ninh
thong tin phai duogc trang br day du nhing kien thie va duoc tap huan hang
nam ve cong tac dam bao an toan, an ninh thong tin.

5. Céc co quan, don vi phai xdy dung. ban hanh quy ché ndi bo vé dam
bao an toan, an ninh thong tin; phai can cir cac nd1 dung cua tiéu chuan TCVN
7562:2005 va TCVN ISO/IEC 27001:2009. Quy ché nay quy dinh 1o cac van
dé sau:

a) Muc tiéu, pham vi va do1 trong ap dung.

b) Quv dinh cu thé quyén va trach nhiém cua timg doi twong: lanh dao
don v1, 1anh dao cap phong, can bo chuyén trach vé cong nghé thong tin va
nguot su dung.

¢) Quy dinh vé cép phat, thu hoi, cap nhat va quan ly cac tai khoan truy
cdp vao hé thong thong tin phai dam bao chat ché, dung quy dinh.

d) Quy dinh vé an toan, an ninh thong tin trén moi truong mang trong noi
bo.

d) Co ché sao luu dir liéu; co ché thong tin, bao cao va phdi hop khac
phuc su ¢o.

e) Theo doi, kiém tra, thong ké, tong hop, bao cao theo dinh ky va dét
xuat.

h) T6 chire thue hién.

Diéu 6. Trang thiét bi va ha tang cong nghé thong tin

1. Phong may chu

Phong may chu cua cac co quan phai doc 1ap, bd phan chuyén trach hay
¢an bd chuyén trach cong nghé thong tin truc tiép quan ly, cac can bo khong
lién quan khong dugc vao phong may chu. Phong may chu phair dam bao kho,
thoang, nguon dién cung cap dam bao tinh 6n dinh cao. Phong may chu phar
duoc trang b1 may lanh va van hanh hén tuc. Tuy theo di¢u kién cua tung co

5



quan ma bo tri phong may chu riéng hodc ¢o thé ghep chung v bo phan khac -
nhung van dam bao may chu hoat dong 6n dinh va van hanh Lén tuc

2. May chu

Cau hinh may chu phéi du manh dé dap mg cong viéc. May dm cua cac
co quan chi dung dé trién khai phan mém hé thong cai dat phan mém dung
chung, cic co s& dir liéu can thlet va cac phan mém chong VITUS, Nngoai ra
khong duoc cai thém bat ctr phan mém khéc.

3 Thiét bi chong sét, phong chay, chita chay

Cac co quan phai lap dat thiét bi chdng sét, trang bi thiét bi phong chay,
chira chay dé bao vé cac hé thong cong nghé thong tin.

4. Thiét bi chuyén mach

Thiét bi chuyén mach mang tin hoc cua cac co quan phai dam bao kha
nang cung cap cac chire nang quan tr nham tang cuong do an toan va bao mat
cho hé thong mang nhu, cung cap kha nang tu ch01 cac ket n01 khong mong
muon hav trai phép vao hé thong va khong ché so luong két ndi vao hé thong
mang nd1 bo thong qua thiét bi chuye én mach. Phai ¢ it nhat 01 thiét bj chuyén
mach ho tro dinh tuyén IP cho moi mang ndi bo, hé tro chie nang diéu khién
truy cdp, chire nang xdc thue thict bi, xéc thue nguot s dung va chire nang bao
mat quan tr1 mang.

5. Tuong hra (Firewall)

Cac co quan phai xay dung twong lua dam bao cac yeu ciu gom kha
nang xtr Iy duoc sé luong két ndi dong thoi cao va chiu duoc thong lwong cao,
ho tro cac cong nghé mang riéng ao thong dung va ¢o phan cing md hoa tich
hop d¢ tang kha nang ma hoa dir lidu, cung cap day du cac co ché bao mat co
ban, quan ly luong dur liéu ra, vao va co kha nang bao v¢ h¢ thong true cac
loai tan cong tir chdi dich vu.

Diéu 7. Quy dinh vé quan tri phin mém

Trong qua trinh dau tu, thiét ké, xay dung, nang cip cac phan mém hé
thong, céc phan mém ung dung dung chung trong cac co quan nha nudce phai
dap rng véu cau quan tri, van hanh dam bao an toan, an ninh thong tin,

I. Quan ly tai nguyén: can bd quan tri mang c6 trach nhiém kiém tra,
giam sat chire nang chia sé thong tin; to chirc cap phat tai nguyén trén may chu
theo danh muc thu muc cho timg phong/ ban; khuyén cao nguoi dung can nhac
viéc chia se tar nguyén cuc bd trén may dang sw dung, tuyét d61 khong duoc
chia sé toan bd 0 cing. Khi thuc hién chia sé tai nguyén trén may chu hoac trén
may cuc b phai str dung mat khau dé bao vé thong tin.

2. Quan ly dang nhap hé théng cac hé thong thong tin can gioi han s6
lan dang nhap vao hé thong. Hé thong tu dong khoa tai khoan hoac ¢6 1ap tai
khoan khi lién tuc dang nhap sai vuot quéa so lan quy dinh. T6 chic theo ddi,
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giam sat tat ca cac phuong tién dang nhap tir xa; yéu cau nguoi str dung dat mat
khau véi do an toan cao, giam sat, nhic nho, khuyén cao nén thay doi mat khau

thuong xuveén.

3. Quan ly tai khoan: Cac tai khoan va dinh danh nguon dung trong cac
h¢ thongj thong tin, bao gom tao moi, kich hoat, swa doi va loai bo cac tai
khoan, dong thoi to chire kiém tra cac tai khoan cta hé thong thong tin it nhat 6
thang/lan thong qua cac cong cu cua hé thong Huy tai khoan, quyén truy cap
hé thong doi vai can bo, cong chire d chuyén cong tac hodc thoi viéc.

4 Quan ly nhat ky (log file). Hé thong thong tin phai ghi nhan cac su
kién nhu: qua trinh dang nhap vao hé thong, cac thao tac cau hinh hé 1hong,
Thuong xuyén kiém tra, sao hru cac log file theo timg thang dé lwu vét theo
do1, xac dinh nhirng s kién da xay ra cua h¢ thong va han ché viéc tran log file
gay anh uong dén hoat dong cua hé thong

5. Phong chong ma doc, virus: Trén cac may chu, cac thiét bi di dong
trong mang va hé thdng thong tin phai cai dat phan mém chong virus, thu rac
phu hop dé phat hién, loai trir ma doc, virus va cai dat cac phan mém nay trén

may tram.

6. Quan ly cai dat: can bo, cong chirc, vien chuc khéng duoc tw v car dat
thém chuong trinh khac trén may tinh ca nhan nham tranh su 1y lan cua virus,
gay xung dot phan mém.

Diéu 8. Bio vé bi mit nha nwéc trong hoat dong irng dung cong nghé
thong tin

1. Quy dinh vé soan thao, in an, phat hanh va sao chup tai liéu mat

a) Khong duwoc sir dung may tinh nbi mang internet dé soan thao van ban,
chuyén giao, Iwru trir thong tin ¢6 no1 dung thude bi mat nha nude, cung cap tin,
ta1 liéu va dua thong tin bi mat nha nude trén cong/trang thong tin dién tir.

b) Khong duoc in, sao chup tai liéu bi mat nha nude trén cac thiét bi két
nd1 mang internet.

2. Khi sua chita, khic phuc cac su ¢o cua may tinh ding soan thao van
ban mat, cac co quan phai bao cao cho co quan co tham quyén. Khong duoc
cho phép cac cong ty tu nhan hoac nguoi khong ¢o trach nhiém truc tiép sua
chira, xir ly, khac phuc su ¢o.

3. Trude khi thanh ly cac may tinh trong cac co quan nha nudce, can bd
chuyén trach cong nghé thong tin phai dung cac bién phap ky thuat xo6a bo vinh
vien dir iéu trong 0 cung may tinh.

Piéu 9. Quan Iy, vin hanh hé thong thong tin caa don vi

1. He thé»ng thong tin cua cac co quan, don vi phai ¢o co ché sao luu dir

liéu & mac hé thong, dir liéu cua cac ung dung, dir liéu cia nguin s dung; co
ché sao luu dir liéu phai duoc thuc hién thuong xuyén; thiét bi luu tri dir liéu
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dugc sao luu phar dam bao yéu cau k¥ thuat; dir héu duoc sao lvu phai dam -
bao tinh san sang va toan ven dap ung yéu cau phuc hoi dir Iiéu cho hé théng
thong tin hoat dong binh thuong khi ¢6 su ¢6 xay ra.

2 Hé thong thong tin cua cac co quan, don vi phai duoc trién khai co ché

bao mat, an toan thong tin bang cac thiét bi phan cirng va phan mém phu hop
vo1 quy mo cua don vi.

3. Hé thong thong tin cua don vi phai dwoc trién khai chire nang giam sat
truy cap tu ngoai vao hé thong, tir hé thong guri ra bén ngoai, “ght Ta1 nhét ky
(log file) ra, vao hé thong dé phuc vu cOng tac khac phuc su cd, diéu tra, phan
tich va lam rd cac nguy co gay ra mat an toan, an ninh thong tin; chir¢ ning
khéng cho nguoi dung truy cip mdt sé website khong phu hop voi quy dinh
hién hanh.

4. Hé thong mang khong day (wireless) cua cic co quan, don vi phai
duoc thiét 1ap khoa khi truy cédp.

5. Mang riéng ao (VPN) cua cc co quan, don vi ket noi dé truy cap vao
hé thong thong tin phai duoe bao mat; quan Iy va kiém soat chat ché cac két
no1; huy bo két no1 khi khong con sir dung.

6. Tat ca cac tai khoan truy cap vao he théng may chu, thiét bi mang,
may tinh, cac ung dung phai duoc thiét 1ap mat khau; mat khau phai duoc dat o
mirc bao mat cao (s6 huong ky tur va no1 dung cua mat khau); mat khau phai
thuong xuyén thay ddi véi tan suat phu hop; danh sach tar khoan phai duoc
quan ly, kiém tra va cép nhat kip thoi; quyeén truy cdp cua tai khoan phai duoc
thiet lap phu hop cho tirng do1 tuong.

Piéu 10. Can bo chuyén trach vé cong nghé thong tin cua don vi

1. Puoc dam bao diéu kién vé dao tao, bdi dudng, hoc tap, nghién ciru,
tiép thu kién thirc, k¥ thudt va cong nghé mé1 doi voi linh vuc an toan, an ninh
thong tin.

2. Quan 1y chat ché viée di chuyén cac trang thiét bi cong nghé thong tin
lru trit cac thong tin thude danh muc bi mat nha nuoc.

3. Thuc hién cép phat, thu héi, cap nhat va quan ly tt ca cac tai khoan
truy cap vao hé thong thong tin cua don vi; hudng dan ngudit su dung thay doi
mat khau ngay sau khi dang nhap lan dau tién; bao vé thong tin cua tai khoan
theo quy dinh.

4. Trién khai ap dung cac giai phap tong thé dam bao an toan, an ninh

théng tin trong toan hé thong; trién khai cac giai phap k¥ thuat phong chéng
virus, ma doc hai, thu rac cho hé thong va may tinh ca nhén; kiém soat va co

giai phap k¥ thuat chdng truy cép trai phép vao hé thong thong tin.

5. Thuong xuyén cap nhat cac ban va 161 d61 voi hé thong, cap nhat cac
phién ban m ddi véi chuong trinh chong virus.



6. Thuong xuyén sao hru du liéu theo quy dinh; kiém tra dir liéu sao heu
phai dam bao tinh san sang, tin cdy va toan ven.

7. Thuong xuyén thuc hién phén tich, danh gia va bao cao cac rui ro va
nguy co gy mat an toan, an ninh thong tin doi vén hé thong thong tin cua don
vi; nguvén nhin gdy ra cac rui ro va nguy co gay mat an toan, an ninh thong tin
bao gom: hién twong tu nhién (nhiét do, khong khi, mua bao, set), truy cap trai
phép, virus, ¢ y lam thay doi thong sb cau hinh hé thong va pha hay di Liéu.
Dong thot tham muu va xdy dung phuong an han ché, khic phuc cac rui ro va
nguy co co thé xay ra.

Piéu 11. Giai quyét va khic phuc su 0 an toan, an ninh thong tin

1. Do1 voi nguot sir dung

a) Thong tin, bao cao kip thoi cho can bo chuyén trach vé cdng nghé
thong tin cua co quan, don vi khi phat hién cac su ¢o gay mat an toan. an ninh
théng tin trong qua trinh tham gia vao hé thng thong tin cua don vi.

b) Phdi hop tich cuc trong sudt qua trinh giai quyét va khic phuc sir ¢6.

2. Pdi vai can bo chuyén trach vé cong nghé thong tin

a) Xur lv khan cap: Khi phat hién hé thong bi tan cong, th6ng qua cac dau
hi¢u nhur luong tin (tratfic) tang lén bit ngd, ndi dung bi thay doi, hé théng hoat
dong cham bat thuong can thwe hién cac bude co ban sau:

Bude 1: Ngat két ndi may chu ra khoi mang;

~ Budce 20 Sao cheép nhit ky (log file) va toan bo dir iéu cua he thong ra
thiét b1 luwu trur;

Bude 3: Khoi phuc lai hé thong bang cach chuyén dir lidu sao lwu mai
nhat dé hé thong hoat dong tr¢ la1 binh thuong.

Lap bién ban ghi nhan su ¢6 gay ra mat an toan, an ninh thong tin dbi vai
hé thong thong tin cua co quan, don vi; dong thot thu thap cac ching cu, dau

vét va nguyén nhan gy ra su c¢d (néu ¢0); dong thoi bao cao su co va két qua
khac phuc su ¢6 cho Thu truéng co quan, don vi.

b) Trong truong hop sw ¢ xay ra ngoai kha nang giai quyét cua co quan,
don vi phai bao cao khan cap bang dién thoai, giri thu dién tir cho S¢ Thong tin
va Truyén thong dé duoc ho tro, huong dan va phdi hop khac phuc su ¢o; dong
thot tham muu van ban bao cao su ¢6 gui S6 Thong tin va Truyén thong, Cong
an tinh va cac don vi ¢o lién quan.

3. S¢ Théng tin va Truyén thong

a) Quyét dinh toan dién ve mat ky thuat ddi véi cac co quan, don vi trong
qua trinh khac phuc su ¢o v€ an toan, an ninh thong tin.



b) Chi dao cac don v1 truc thudc nhanh chong ho tro, phoi hop va hudng -
dan cac co quan, don vi khac phuc su c¢o mat an toan, an ninh thong tin.

¢) Yéu cau ngung hoat dong mot phan hoac toan bo cac hé thong thong
tin cua cac co quan, don vi nham phuc vu cong téac khic phuc su ¢ vé an toan,
an ninh thong tin.

d) Ph01 hop voi Cong an tinh trong diéu tra lam ro cac nguyén nhan gay
ra su ¢ mat an toan, an ninh thong tin.

d) Trong truong hop su ¢ xay ra co pham vi rong, anh huong va lién
quan dén nhiéu nganh, nhiéu linh vue phai thong bao khan cap va xin y kién
chi dao cua Uy ban nhan dan tinh, Bo Thong tin va Truyén thong.

Chuong 111
TRACH NHIEM PAM BAO AN TOAN, AN NINH THONG TIN

Diéu 12. Trach nhiém cua cac co quan, don vi

1. Thu trudng cac co quan, don vi chiu trach nhiém truée Uy ban nhan
dan tinh trong cong tac dam bao an toan, an ninh thong tin do1 vo1 toan bd hé
thong thong tin cua don vi minh.

2. Thuc hién va chi dao can bd, cong chirc thude tham quyén quan ly
thuc hién nghiém tac Quy dinh nay.

3 Tao diéu kién thuin loi cho can bo chuyén trach vé cdng nghé thong
tin duoc dao tao, boi dudng chuyén mén trong linh vie an toan, an ninh thong
tin.

4. Quan tam dau tu cac thiét bi phan cing. phan mém lién quan dén cong
tac dam bao an toan, an ninh thong tin.

5. Khi ¢6 su ¢6 hodc nguy co mat an toan, an ninh thong tin phai chi dao
khac phut sir ¢6 kip thot va han ché thqp nhat mae thiét hai ¢6 thé xay ra, wu

tién str dung lue heong k¥ thudt tai chd cua don vi minh, ddng thoi 1ap bién ban
va bao c4o bang van ban cho co quan ¢o lién quan.

6. Tao diéu kién thuan loi cho cac co quan chue nédng trong cong tac dicu
tra, lam 15 nguyén nhan gy ra su cd; luc lwong k¥ thudt tham gia khic phuc su
¢d thuc hién dung theo huong dan chuyén mon cua SO0 Thong tin va Truyén

thong.

Piéu 13. Trach nhiém cia S¢ Thong tin va Truyén thong

1. Chiu trach nhiém toan dign trudc Uy ban nhan dan tinh vé cong tac
dam bao an toan, an ninh thong tin trong hoat dong ung cdng nghé thong tin
cua cac co quan nha nude trén pham vi toan tinh.

2. Thuc hién cong tac tham muru Uy ban nhan dan tinh ban hanh:
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a) Van ban chi dao, ké hoach, dé an nham dam bao an toan, an ninh
thong tin,

b) Xay dung tiéu chuan danh gia mirc d6 an toan, an ninh thdng tin di
van hé thong thong tin cua cac don vi.

¢) Thanh lap Doan kiém tra hén nganh vé dam bao an toan, an ninh
thong tin trong hoat dong img dung cdng nghe thong tin trong cac ¢ quan nha
nuoc.

3. Hang nam t6 chirc dao tao chuyén sdu vé an toan, an ninh thong tin
cho luc lvong dam bao an toan, an ninh thong tin cua cac co quan, don vi.

4. Thue hién nhiém vu canh bao vé nguy co hodc sur ¢d mat an toan, an
ninh théng tin.

5. Té chue Hoi nghi, Hoi thao chuyén dé vé an toan, an ninh théng tin.

6. Phoi hop véi Trung tam Ung ciu khan cap may tinh Viét Nam
(VNCERT) va cac don vi ¢o lién quan trong thuc hién nhiém vu dam bao an
toan, an ninh thong tin.

7. Pho1 hop vo1 Cong an tinh va cac co quan, don vi ¢o lien quan td chure
doan kiém tra vé an toan, an ninh thong tin dé kip thot phat hién, xu 1y cac
hanh vi1 vi pham theo tham quyén quy dinh.

8. Chu dong huong dan cac co quan, don vi xay dung quy ché n61 bo, hd
tror k¥ thuat, ndr dung, thot gian bao cao cong tac dam bao an toan, an ninh
thong tin.

9. Tong hop bao céo va thong bao vé tinh hinh an toan, an ninh thong tin
theo dinh kv cho B6 Thong tin va Truyén théng, Uy ban nhan dan tinh va cac
co quan, don vi ¢6 lién quan.

Piéu 14. Trach nhiém cua Céng an tinh

1. Chu tri, phot hgp vor So Thong tin va Truyén thong va cac co quan,
don v1 ¢ lién quan xay dung ké hoach va chiu trach nhiém quan ly, kiém soat.
phong ngira, dau tranh, ngan chan cac loai to61 pham lo1 dung hé thong thong tin
giy phuong hai dén an toan, an ninh thong tin trong co quan nha nudce.

2. Phéi hop véi cac co quan chie nang trong trao d61, kiém tra, dam bao
an toan, an ninh théng tin.

3. Tang cuong cong tac phong ngira, phat hién va tuyén truyén, phd bién
phap ludt vé xur 1y to1 pham trong viéc dam bao an toan, an ninh thong tin.

4. Diéu tra va xu ly cac truong hop vi pham phap ludt vé linh vire an
toan, an ninh thong tin theo tham quyén.

5. Thue hién nhiém vu bao vé an toan cac cong trinh quan trong vé an
ninh qudc gia trén linh vuc cong nghé thdng tin.
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Diéu 15. Trach nhiém cua can bg, cong chire, vién chire tai cac co
quan, don vi

1. Trach nhiém cua can bo chuyén trdach cong nghé thong tin

a) Chiu trach nhiém trién khai cac bién phap quan ly van hanh, quan ly
ky thuat va tham muu xay dung cac quy dinh vé dam bao an toan. an ninh
thong tin cho toan bd hé thong thong tin cua don vi minh ding theo nodi dung
Quy dinh nay.

b) Chu déng phdi hop voi ca nhan, don vi ¢ lién quan trong viée kiém
tra, phat hién va khac phuc su ¢6 vé an toan, an ninh thong tin.

¢) Tuan thu theo su hudng dan ky thuat cua S¢ Thong tin va Truyén
théng trong qua trinh khic phuc su ¢ vé an toan, an ninh thong tin.

2. Trach nhiém cua can bo, cong chire, vién chirc tham gia sw dung va
khai thac hé thong thong tin

a) Nghiém tuc thue hién cac ndi quy, quy ché, quy trinh ndi bo vé dam
bao an toan, an ninh thong tin cua don vi ciing nhu cac quy dinh khac cua phap
luat vé nd1 dung nay.

b) Khi phat hién nguy co hoac su ¢ mat an toan, an ninh thong tin phai
bao cao kip thoi cho can bo chuyén trach cong nghé thong tin cua don vi minh
de kip thoi ngan chan va xu ly.
¢) Nang cao v thuc canh giac va trach nhiém vé an toan, an ninh théng
tin. ol

A Chwong 1V
KIEM TRA CONG TAC DAM BAO AN TOAN, AN NINH THONG TIN

Piéu 16. Kiém tra dinh ky va dt xuat

1 Doan kiém tra xay dung ké hoach va thuc hién kiém tra dinh ky hang
nam vé cong tac dam bao an toan, an ninh thdng tin trong hoat dong img dung
c6ng nghé thong tin cua cac co quan nha nudc.

2. Doan kiém tra phdi hop vé1 S¢ Thong tin va Truven thong, Cong an
tinh va cac dom vi ¢6 lién quan tién hanh kiém tra dot xuat cac co quan, don vi

¢6 dau hidu vi pham an toan, an ninh thong tin.
Diéu 17. Trach nhiém va phéi hgp trong cong tic kiém tra

1. Doan kiém tra ¢6 trach nhiém thong bao thoi gian, dia diém, noi dung
va thanh phan cho don vi duoc kiém tra biét trude it nhat 05 ngay dé chuan bi.

2. Don vi duoc kiém tra:

a) Chuan bi noi dung bao cao theo yéu cau cua Doan kiém tra.



b) Co dai dién lanh dao va can bo chuyén trach cong nghé thong tin cua
don vi dé cung lam viéc vé1 Doan kiém tra.

¢) Tao thuan lgi cho cong tac kiém tra.

Chwong V
TO CHUC THUC HIEN

Di¢u 18. T6 chire thue hién

I. S¢ Thong tin va Truyén thong chu tri, phoi hop voi cac co quan, don
vi ¢O l1én quan trién khai thuc hién tot nd1 dung Quy ché nay.

2. Cac co quan, don vi chu dong xay dung, ban hanh quy ché noi bo vé
dam bao an toan, an ninh thong tin phu hop vor Quy ché nay. Dinh ky hang
nam bao cao tong hop tinh hinh dam bao an toan, an ninh thong tin tai don vi
minh g1 So Thong tin va Truyén thong trwdc ngay 15 thang 10 dc tong hop,
bao cao Uy ban nhan dan tinh.

3. Thu truong cac co quan, don vi to chire trién khai thuc hién nghiém
tuc qu ché nay. Trong qua trinh thue hién, néu c¢6 khé khan, vudng mic, phat
sinh can swa doi, bd sung, dé nghi cac co quan, don vi kip thot bao cao v¢ So

'hong tin va Truyén thong dé tong hop trinh Uy ban nhéan dan tinh xem xét,
quyét dinh./

Vo Thanh Hao



