CAC CONG NGHE TRONG LINH VUC AN TOAN THONG TIN

Cong nghé Biéu twong Théng tin

SWG la cic hé thdng an toan thong tin mang gitip kiém soat va bao vé
truy cdp vao cac trang web va ing dung tr mang ndi bd cia to chuec,

Secure Web nham ngin chin mbi de doa va phong ngira tin cong truc tuyén.
Gateways (SWG) ) o
»» W Thoi gian: 2 nam m Muc d¢ anh huong: Trung binh
m Do truong thanh: 2 m Sy ky vong: Binh minh cong ngh¢

Endpoint Protection Platforms la mét tap hop cic cong cu bao mat
duoc trién khai tai cac thiét bi dau cudi nhu may tinh ca nhan va thict bi
) ) di dong. Nhiém vu cta chiung la ngan chan, phat hién va xu ly cac moi
Endpoint Protection de doa doi vdi cac thiét bi nay.
Platforms .
m Thoi gian: 2 nam m Mtrc d¢ anh hudng: Trung binh

m D0 truong thanh: 3 m Su ky vong: Dinh diém cua sy thoi phong ky
vong

Cloud Access Security Brokers (CASBs) 1a cic nén tang bao mat
duoc trién khai gitra nguoi dung va cac dich vu ddm may d¢ kiém soat
va bao vé dit liéu khi dugc chia sé va truy cap tir cac ung dung dam
may.

Cloud Access
Security  Brokers
(CASBs):

m Thoi gian: 2 ndim m Muc d6 anh huong: Cao

m D0 truong thanh: 3 m Su ky vong: Pay cua su vo mong

UEM la mot hé théng quan ly da nhiém duoc sir dung dé quan ly cac
thiet bi dau cuoi, bao gom ca may tinh ca nhan, dién thoai di dong va
thiet bi [oT, thong qua mét giao dién duy nhat.

‘4| | @‘ m Thoi gian: 2 ndm m Muc d6 anh hudng: Trung binh

UEM (Unified
Endpoint

Management * R 5
m D¢ trudng thanh: 2 m Su ky vong: Dinh diém cua sy thoi phong ky
vong

Endpoint Detection and Response (EDR) la mt cong nghé an toan
thong tin dugc sir dung d€ phat hién, phan Gng va phan tich cac moi de

Endpoint Detection doa trén cac thiét bi diu cudi. N6 gitp td chitc xac dinh cac hoat dong

and Response dang ngd va ngin chin cac cudc tin cong trén cac thiét bi nay.
(EDR) .
m Thoi gian: 2 nam m Muc d¢ anh hudéng: Cao
m D¢ truong thanh: 3 m Su ky vong: Day cua sy vo mong

Firewalls 1a cac thiét bi hodc phdn mém dugc trién khai dé kiém soat
va giam sat luong thong tin vao va ra khéi mang. Chung gitip ngan chin

Network Firewalls mmmsa cac moi de doa tir bén ngoai va duy tri an toan cho mang ngi bg.
(=0 oEE e . - - A 2 ,
--‘ m Thoi gian: 2 nam m Mtc d6 anh huong: cao

FIREWALL m D trudng thanh: 4 m Su ky vong: Cong nghé dan dugc chap nhan

Hardware-Based Security 1a cac bién phap bao mat dugc tich hop truc
tiép vao phan cling ctia cac thiét bi. Chiing giup bao vé thong tin quan

B trong va ngan chdn cac tan cong lién quan deén phan clirng.

Security m Thoi gian: 2 nam m Mtc d6 anh huong: Trung binh
m D) trudng thanh: 2 m Su ky vong: Dinh diém ciia su thoi phong
ky vong .




Cloud Workload

Cloud Workload Protection Platforms la cac giai phap bao mat danh
riéng cho viéc bao vé cac khoi cong viée (workload) dang chay trén
mdi trudng ddm may. Chiing cung cip cac bién phap bao mat nhu phat
hién xam nhap, quan 1y danh tinh va kiém soét truy cap dé dam bao

Protection tinh bao mat cho cac tng dung va dich vu dang hoat dong trén nén dam
Platforms may.
m Thoi gian: 2 nam m Muc d¢ anh hudng: Trung binh
m Do truong thanh: 4 m Su ky vong: Cong ngh¢ duoc st dung rong
rai, 6n dinh
Cloud Application Discovery la mdt cong nghé cho phép t6 chirc xac
dinh va theo ddi cac irng dung dang hoat dong trén moi truong dam
Cloud may. Ching gitp t6 chirc c6 cai nhin chi tiét vé vigc sir dung cac ting
Application dung dam may va dam bao tinh bao mat cho cac hoat dong nay..
Discovery m Thoi gian: 2 nam m Muc d6 anh huong: Trung binh
m D¢ truong thanh: 3 m Su ky vong: Binh diém cua sy thoi phong
ky vong
EDRM la mdt cong nghé cho phép t6 chire kiém soat va quan Iy quyén
truy cap va st dung cac tai liu va thong tin trong moi truong k¥ thuat
EDRM ) s6. EDRM dam bao rﬁng dir liéu quan trong dugc bao vé€, khong bi ro
(E_nf[erprl_se ri hodc truy cap trai phép.
Digital Rights
Manag ement) m Thoi gian: 2 nam m Muc d6 anh hu’é’ng: Cao . .
@O/EW\& m D truong thanh: 4 m Su ky vong: Cong nghé dan dugc chap
nhan

DevSecOps
(Development,
Security,
Operations)

-

Sec
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o

DevSecOps 1a mot phuong phap tiép can tich hop an toan thong tin
vao quy trinh phat trién va van hanh tng dung. Cong nghé nay tap
trung vao viéc dam béo tich hop bao mat tir giai doan phat trién dén
trién khai va van hanh.

m Thoi gian: 2 ndm m Muc d6 anh hudéng: Cao

m DO truong thanh: 4 m Su ky vong: Cong nghé¢ duogc sur dung rong
rai, 6n dinh

Web Application
Firewall
Appliance

Web Application Firewall (WAF) Appliance 12 mot thiét bi bao mat
danh riéng cho viéc bao vé cac ung dung web khoi cac cudc tdn cong
va 16 hong bao mat. Thiét bi nay hoat dong nhur mét birc tudng bao vé
giita ing dung va internet, kiém soat va giam sat luu luong truy cap.

m Thoi gian: 2 nam m Mtrc d6 anh huong: Cao

m D¢ truong thanh: 4 m Su ky vong: Cong nghé dan dugc chap
nhan

Sofware
Composition
Analysis (SCA)

Sofware Composition Analysis (SCA) 1a mot phuong phap kiém tra
va phan tich cdc thanh phan phan mém va thu vién bén ngoai duoc str
dung trong g dung. Muc tiéu ciia SCA 14 x4c dinh va giam thiéu rii
ro bao mat do viéc sur dung céc thanh ph?m c6 16 héng bao mat.

m Thoi gian: 2 nAm m Muc d6 anh huong: Cao )
m DJ truong thanh: 4 m Su ky vong: Cong ngh¢ dan dugc chap
nhan




Full Life Cycle
API
Management
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Full Life Cycle APl Management la mét phuong phap quan 1y toan
bd chu ky cudc sdng cua cac giao dién 1ap trinh tmg dung (API), bao
g6m thiét k&, trién khai, van hanh, va theo dai. Cong nghé nay giup to
chirc quan 1y va kiém soat viéc sir dung cac API trong méi trudng phat
trién va van hanh.

m Thoi gian: 2 nam m Muc d6 anh huong: Cao )
m Do truong thanh: 4 m Su ky vong: Cong nghé¢ dan dugc chap
nhan

Enterprise  Key

Enterprise Key Management (EKM) la mét phuong phap quan ly
va bao vé cac khoa ma hoa trong mét to chirc. EKM giup t6 chuc quan
1y viéc tao, luu trir, quan Iy va hity cac khdéa ma hoa mét cach an toan

Management AR
(EKM) va hi¢u qua.
m Thoi gian: 2 nam m Muc d¢ anh hudng: Cao
m D0 truong thanh: 4 m Su ky vong: Cong nghé dan dugc chip
nhan
Cloud Data Protection Gateways (CDPG) la cac thiét bi hodc dich
vu trung gian dugc trién khai trong méi truong dam may dé bao vé
dit liéu trong qua trinh truyén tai va luu trit. CDPG cung cap cac
Cloud [_)ata chirc nang bao mat nhu ma hoa, kiém soat truy cap va theo doi dir
Protection li€u trong moi truong dam may.
Gateways
m Thoi gian: 2 nam m Muc d¢ anh hudng: Cao
m D0 truong thanh: 4 m Su ky vong: Cong nghé dan dugc chip
nhan
Vulnerability Assessment 1a qué trinh xac dinh va danh gia cac 16
héng bao mat trong hé thdng, ing dung hoic mang. Qué trinh nay
Vulnerability nham muyc dich phat hién cac diém yéu trong hé thdng dé tir do trién
Assessment khai cac bién phap bao mat hop ly.

VULNERABILITY

m Thoi gian: 2 ndm m Mure d6 anh huong: Cao ’
m DO truong thanh: 4 m Su ky vong: Cong nghé dan dugc chap
nhan

Data Sanitization

DATA SANITIZATION

Data Sanitization la qua trinh loai bo hodc x6a cac dir liéu nhay cam
hodc thong tin c4 nhan tir thiét bi luu trit ma khong gy ton hai dén
tinh toan ven cua thiét bi. Qua trinh nay dam bao rang dit liéu khong
thé khoi phuyc lai sau khi da duogc xoa.

m Thoi gian: 3-5 nam m Mtrc d6 anh huong: Trung binh
m D0 truong thanh: 2 m Su ky vong: doan Binh minh cong ngh¢

ZTNA (Zero
Trust Network
Access)

Network Access IERYSV3o1

ZTNA 1a mét phuong phép an toan théng tin mang dwa trén triét 1y
"Zero Trust", trong d6 moi két ndi mang dugc xem xét mot cach can
trong, ngay ca tlr bén trong mang ndi bo. ZTNA thuc hién viéc cip
quyén truy cdp dua trén danh tinh, trang thai thiét bi, vi tri va ngit
canh.

m Thoi gian: 3-5 nam m Muc d6 anh huong: Cao )

m D¢ truong thanh: 3 m Su ky vong: Cong ngh¢ dan dugc chap




Secure Service
Edge (SASE)

Secure Service Edge (SASE) la mot khai niém an toan thong tin
mang két hop vai viée cung cip dich vu mang qua mé hinh dam may.
SASE két hop tinh bao mat va dich vu mang, cho phép té chirc cung
cAp truy cap an toan va hiéu qua tir bat ky dau.

m Thoi gian: 3- 5 ndm m Muc d6 anh hudng: Cao o
m D0 truong thanh: 2 m Su ky vong: Pinh diém cua su thoi phong
ky vong

BYOPC Security

BYOPC Security 1a viéc dam bao tinh bao mat cho cac thiét bi may
tinh c4 nhan ma nhan vién mang dén lam vi¢c trong moi truong cong
vi€c. Diéu nay doi hoi cac bié€n phap bao mat nhu ma hoa di liu, cai

(CI)SVU: % gou ' dit phdn mém bao mat va kiém soat truy cap.
Security) m Thoi gian: 3-5 nam m Mtc do anh hudng: Trung binh
m Do truong thanh: 3 m Su ky vong: Day cua sy vo mong
DDoS Mltlgatlon 1a viéc trién khai cac bién phap va giai phap dé
DD_OS _ ngin chin tan cong tir chdi dich vu (DDoS). DDoS la loai tan cong
Ml_tlga_ltlon ; mang nhim 1am cho mdt dich vu mang tré nén khong hoat dong bang
E)Deli;[glb(;]fted LY \\\ ; cach lam cho may chu qua tai.
Service \\ Nac ! m Thoi gian: 3- 5 nam m Mure d6 anh hudng: Cao )
Mitigation) ) et m Do truong thanh: 4 m Su ky vong: Cong nghé¢ dan dugc chap
A o nhan
CSPM la viéc quan Iy va dam bao tinh bio mat cho céu hinh cta cac
tai nguyén dam may. Piéu nay bao gdm viéc kiém tra va cai thién
CSPM (Cloud c4u hinh cia cac tai nguyén dam may dé dam bao tudn thi cac tiéu
Security (- - chuin bao mat.
Posture
Management) m Thoi gian: 3- 5 ndm m Mure d6 anh huong: Cao ’
m DO truong thanh: 4 m Su ky vong: Cong nghé¢ dan dugc chap
~ 2 nhan
Security SerV|ce Edge (SSE) la mot klen tric an toan thong tin
mang tién t1en tap trung Vao viéc cung cap cac dich vu an toan thong
Security tin tryc tiép tai diém két ndi ciia ngudi ding voi tng dung va dich

Service Edge

(SSE) E

vu trén mang.

m Thoi gian: 3- 5 nam m Muc d6 anh huong: Cao )
m D¢ truong thanh: 3 m Su ky vong: Cong ngh¢ dan dugc chap
nhan

Firewall as a

Service
(FWaaS) [T T}
T T/
[T ]
[T\

(1T

Firewall as a Service (FWaaS) 1a mot mo hinh cung cip dich vu
tuong ltra qua mang, cho phép nguoi dung thué va quan ly tuong lira
thong qua moi truong ddm may hoac dich vu.

m Thoi gian: 3- 5 nam m Mirc do anh hudng: Trung binh
m D§ trudng thanh: 3 m Sy ky vong: Dinh diém cua su thoi
phong ky vong




Hardware-Based Security 1a mét phuong phap an toan thong tin va
dir li€u bang cach st dung phan cing thay vi phan mém. Picu nay
c6 theé bao gom viéc sir dung chip bao mat, mo-dun bao mat phan

Hardware- cting, hodc cac giai phap khac tich hop truc tiép vao phan cing cia
Bt hé thén
. C g
Security
m Thoi gian: 3-5 nam m Muc dg anh hudng: Cao
m D0 truong thanh: 3 m Su ky vong: Dinh diém cua su thoi
phdng ky vong
Cloud Workload Protection Platforms (CWPP) la cac giai phap
an toan thong tin dugc thiét ké dac biét dé bao vé cac ung dung va
Cloud dich vu dang chay trén méi trudng dam may, bao gdm viéc kiém soat
Workload 7 quyén truy cp, phat hién va ngan chin cac mbi de doa, va bao vé
Protection A tinh toan ven cua dir liéu.
Platforms
(CWPP) m Thoi gian: 3-5ndm  m Mirc do anh huéng: Cao ,
m Do truong thanh: 3 m Su ky vong: Cong nghé dan duogc chap
\ } nhan
Mobile Application Security Testing 1a qu trinh kiém tra va danh
Mobile gia tinh bao mat cua ng dung di dong, nham xac dinh va khic phuc
Application cac 16 hong bao mat c6 thé bi khai thac.
Security m Thoi gian: 3- 5 ndm m Mirc d anh huong: Cao
Testing m Do trudng thanh: 3 m Su ky vong: Dinh diém cua su thdi

phdng ky vong

Container and

Container and Kubernetes Security la viéc bao vé tinh bao mat
cho cac moi truong chira (container) va quan ly (Kubernetes) d¢ dam
bao rang cac tng dung chay trong cac moéi truong nay dugce bao vé

Kubernetes khoi cac moi de doa
Security m Thoi gian: 3-5 nim m Mtrc d6 anh huong: Cao 7
m DO trudng thanh: 2 m Sy ky vong: Dinh diém cua sy thoi
phong ky vong
API Security Testing 1a qua trinh kiém tra va danh gia tinh bao
mat cia cac giao dién lap trinh rng dung (API) dé dam bao rang
APl  Security cac API nay khong co6 10 hong bao mat cé the bi khai thac.
Testing m Thoi gian: trén 2- 5 nam m Muc d6 anh huong: Cao

m D0 trudng thanh: 2 m Su ky vong: Dinh diém cia su thoi

phong ky vong

Data Access
Governmance

Gremanoe

Data Access Governance 1a viéc quan 1y va kiém soat quyén truy
cap ddi voi dit liéu nham dam bao rang chi nhitng nguoi co quyén
truy cap thich hop méi c6 thé truy cap vao dit liéu do.

m Thoi gian: 3-5 nam
m D¢ truong thanh: 3
nhan

m Mirc d6 anh huéng: Cao )
m Su ky vong: Cong nghé dan duoc chap




Secure Instant
Communicatio
ns

Secure Instant Communications 1a viéc cung cip cac phuong tién
truyén thong tirc thi an toan nhu tin nhan va cudc goi, ddm bao tinh
bao mat va ma hoa trong qua trinh truyén tai.

m Thoi gian: 3 -5 nam m Mtrc d6 anh huong: Trung binh

m Do truong thanh: 2 m Su ky vong: Day cua Sy vo mong

Privacy Management Tools 1a cic cong cu hd trg quan 1y va thuc
hién cac chinh sach vé quyén ri€ng tu va bao vé dir liéu ca nhan, dam
bao rang cac hoat dong x1r ly dir li€u tuan thu cac quy dinh vé quyén

Privacy a
Management rieng tu.
Tools m Thoi gian: 3-5 ndim m Mtc do anh huéng: Trung binh
m D0 trudng thanh: 2 m Su ky vong: Cong nghé dan duoc chap
nhan
Data Classification la qua trinh phén loai dir liéu theo mirc d6 bao
mat va quyen riéng tu. Viéc phan loai dir liéu gitp to chirc xac dinh
. va xur ly dir li€u theo cac chinh sach bao mat va quyén ri€ng tu twong
ata

Classification.

ung.

m Thoi gian: 5 nam m Mure d anh huong: Cao q
m D) truong thanh: 3 m Su ky vong: Dinh diém cua su thoi
phong ky vong

SIEM 1a mot hé thong ty dong tap hop va phan tich dir liéu tir nhiéu
nguon dé giam sat va phat hién cac su kién bat thuong va xam nhép
trong moi trudng an toan thong tin.

SIEM
m Thoi gian: 5 nam m Mtc d6 anh huong: Cao
m DO truong thanh: 4 m Su ky vong: Cong nghé dan dugc chip
nhan
Digital Risk Protection Services 1a cac dich vu gitip t6 chirc theo
ddi va bao vé khoi cac rui ro lién quan dén an toan thong tin thong
Digital Risk tin trén moi truong ky thuat ‘sé, bao gbém viéc gié’m sat trén internet
Protection sau, mang xa hdi va cac nguon thong tin truc tuyen khac.
Services m Thoi gian: 3-5 nam m Muc d¢ anh hudng: Cao
m D¢ truong thanh: 3 m Su ky vong: Cong nghé dan duoc chap
nhan
Breach and Attack Simulation 1a qua trinh mo phong cac cudc tin
cong va viée xam nhap vao hé thong dé kiém tra kha nang phat hién
Breach and va ting pho ciia hé thong bao mét.
Attack
Simulation m Thoi gian: 3-5 nam m Muc d6 anh huong: Trung binh
T— m D0 truong thanh: 2 m Su ky vong: : Dinh diém cua sy thoi
\ i phong ky vong

N




Digital

forensics And

Incident
Response

Digital Forensics and Incident Response la qua trinh thu théap,
phan tich va giai quyét cac su cb biao mat va tin cong mang trong
mdi truong sé héa. Qué trinh ndy bao gdm khéo sat, phan tich bang
chirng s6 hoa va thyc hién cac bién phap g pho.

m Thoi gian: 3-5 ndm
m D0 truong thanh: 4
nhan

m Mirc d6 anh huong: Cao )
m Su ky vong: : Cong nghé dan duoc chap

XDR

XDR (Extended Detection and Response) la mét khai niém mdi
trong linh vuc an toan thong tin, tap hop cac cong nghé phat hién va
phan {rng m& rong dé gidm sat va img pho vdi cac cude tan cong
mang, bao gom ca su ¢d trén cac thiét b mang, may tinh va thiét bi
di dong.

m Thoi gian: 5-10 nam = Muc d anh hudng: Cao

m Do truong thanh: 2 m Su ky vong: : Cong nghé dan duoc chip
nhan

Business
Email
Compromise
Protection

Business Email Compromise (BEC) Protection 1a cac cong nghé
va bién phap duoc trién khai dé phat hién va ngin chin cac cudc tin
cong thong qua viéc xam nhap vao hom thu dién tir cua td chirc va
lira dao nhan vién dé thuc hién cac giao dich bat hop phap.

m Thoi gian: 5 -10 nam
m Do truong thanh: 3
phdng ky vong

m Muc d6 anh huong: Cao i
m Su ky vong: : Binh diém cua su thoi

Cloud-Native
Application
Protection
Platforms

Cloud-Native Application Protection Platforms la cac giai phap
bao mat dugc thiét ké dic biét dé bao vé ung dung dugc trién khai
trén moi truong dién toan ddm miy. Chung cung cip céac tinh ning
bao méat nhu phat hi€n xadm nhép, bao v¢ dir liéu, quan ly danh tinh
va kiém tra an toan cho cac ung dung cloud-native..

m Thoi gian: 5-10 nam
m D9 trudng thanh: 2
phong ky vong

m Mtrc do anh huong: Trung binh
m Su ky vong: : Pinh diém cua su thoi

CIEM

CIEM (Cloud Infrastructure Entitlement Management) la mét
loai gidi phap quan ly va bao vé quyén truy cap vao cac tai nguyén
dién toan dam may. N6 giup t6 chic kiém soat va giam sat quyén
truy cap cua nguodi dung va ing dung vao céac tai nguyén trong moi
truong dam may.

m Thoi gian: 5-10 ndam = Muc do anh hudng: Cao

m D¢ truong thanh: 3 m Su ky vong: : Cong nghé dan duoc chip
nhan

CSP-Native
DLP

CSP-Native DLP la mét dang cua giai phap DLP duoc tich hop truc
tlep vao cac dich vu dam may nhu nén tang cung cap ctia Gartner va
nén tang dién toan ddm may. N6 gitip phat hién va ngan chén viéc ro
ri dit liéu trong céc tai khoan dam may bang cach theo ddi va kiém
soat quyén truy cap va hoat dong ciia ngudi dung.

m Thoi gian: 5 -10 nam
m DO truong thanh: 2
phong ky vong

m Mirc d6 anh huong: Cao i
m Su ky vong: : Dinh diém cua sy thoi




EAM

EAM la cac giai phap quan 1y tai san cudi diém, bao gom cac thiét
bi d4u cudi nhu may tinh, di¢én thoai di dong va may tinh bang. EAM
gitp t6 chirc theo ddi, quan 1y va bao mat cac thiét bi dau cubi trong
moi truong lam viéc..

m Thoi gian: 5 -10 nam = Mtric ¢ anh hudng: Cao

m Do truong thanh: 3 m Su ky vong: : Cong nghé dan duoc chap
nhan

Blockchain for
Data Security

Blockchain for Data Security 1a viéc st dung cong nghé blockchain
dé bao veé dir liéu bﬁng cach tao ra cac giao dich dir li€u c6 tinh bat
bién va xéac thuc. Cac giao dich nay duoc ghi vao chudi khdi va
khong thé thay d6i hodc x6a bo.

m Thoi gian: 5 -10 nam m Muc d¢ anh huong: Trung binh

m Do truong thanh: 2 m Su ky vong: : Dinh diém cua sy thoi
phdng ky vong

Zero-
Knowledge
Proofs

Zero Knowledge Proofs

Zero-Knowledge Proofs 1a mot phuong phap trong mat ma hoc cho
phép mot bén chirng minh ring ho ¢ thong tin dang ma khong can
tiét 16 thong tin nay cho bén thir ba. Diéu nay giup bao vé tinh riéng
tu trong cac giao dich va chirng minh.

m Thoi gian: 5-10 nam = Mutc d§ anh hudng: Cao

m Do truong thanh: 3 m Su ky vong: Cong nghé dan duogc chp
nhan

Threat
Intelligence
Products and
Services.

)

Threat Intelllgence Products and Services (TIPS) la cac g1a1 phap
va dich vu cung cap thong t1n chi tiét va phén tich vé cac mdi de doa
an ninh mang va tin cong tiém ning. Chung thu thap, xt Iy va phan
tich dit liéu tir cac ngudn khac nhau dé cung cip thong tin hitu ich
gitp cac té chirc dinh vi, phong ngira va tng pho vai cac mdi de doa
an ninh mang.

m Thoi gian: 5 -10 nam m Muc d6 anh hudng: Trung binh

m Do truong thanh: 1 m Su ky vong: : Dinh diém cua sy thoi
phong ky vong




