
BO THONG TIN VA TRUYEN THONG CQNG Hem XA HQI CHU NGHIA VIET NAM 
D(ic 14p - Tkr do - Hanh phtic 

S6: 	/2018/TT-BTTTT 
Ha NOi, ngay thong nom 2018 

THONG TU.  

Quy dinh ye to clam, hoot Ong ctia dcii ting cum skr co  
va cac chtic danh cong vigc ing cam su. co an town thong tin mang 

Can ca. Ludt An toan thong tin mang ngiry 19 tiding 11 nom 2015; 

Can cu Nghi dinh so 17/2017/ND-CP ngay 17 thong 02 nom 2017 czia 
Chinh phu quy dinh chicc ?Ong, nhiem vu, quyen hgn va co. cau to char cua BO 
Thong tin va Truyen thong; 

Can cti. Quyet dinh so 05/2017/QD-TTg ngay 16 tilting 3 nom 2017 cz:ia 
Thu twang Chinh phu quy dinh ve he thong phtrang an Ling cti-u khan cap boo 
dam an toan thong tin mang quac gia; 

Can ca. Quyet dinh so 1622/QD-77g ngay 25 thong 10 nom 2017 ciia ThU 
twang Chinh phi Phe duyet De an day manh hoot &Ong clia ',king he& Ling a:iv 
su co, tang cu.c}ng Wing luv cho cac can bO,, b0 phan chuyen trach  zing ciru su. 
co an toan thong tin mang tren toan queic den 2020, dinh huang den 2025; 

Theo de nghi cUa Gicim ddc Trung tam lYng ctru khan cap may tinh Viet Nam, 

BO tru.o.ng  BO Thong tin va Truyen thong ban hanh Thong to quy dinh to  
cha.c, van hanh cac doi Ling caw su co an toan thong tin mang: 

Chuang I 

NHVNG QUY DINH CHUNG 
Dieu 1. Pliant vi va doi tivyng ip dung 
Thong to nay quy dinh ve to chic va hog Ong cac doi Ling dru su d; an 

toan thong tin mang; nang luc va ky nang cac can bo chuyen trach Ling dru su 
co va trach nhiem cua cac to chirc, cá nhan di lien quan 	hoat diing irng dru 
su co an toan thong tin mang. 

Dieu 2. Giai thich thu4t ngir 
Trong van ban nay, cac thug nga duoi day dugc hieu nhu sau: 
1. Su co an toan thong tin mang la vies th8ng tin, he th6ng thong tin bi tan 

cong hoac gay nguy hai, anh hugng tai tinh nguyen yen, tinh boo mat hoac tinh 
kha dung (sau day goi tit là Su c6). 

2. Su kin boo mat là mot su kien co kha nang lien quan d6n an toan thong 
tin mang, nhung chua dugc xac dinh chinh xac la mot su c6 an toan thong tin 
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mang. 

3. Six conghiem trong la su co dap zing cac tieu chi quy dinh tai Dieu 9 
Quyet dinh so 05/2017/QD-TTg ngay 16/3/2017 ciia Thu tuang Chinh phi" quy 
dinh ye he thong phuang an zing ciru khan cap bao dam an toan thong tin mang 
quoc gia (sau day g9i tat la Quyet dinh s8 05/2017/QD-TTg). 

4. Ong cti-u six co an toan thong tin mang la boat &Ong nham xir ly, khac 
phuc su co gay mat an toan thong tin mang Om: theo doi, thu thap, phan tich, 
phat hien, canh bao, dieu tra, xac minh su co, ngan ch.an su co, khoi phuc cid lieu 
va khoi phuc hoat dOng binh thuang cua he th6ng thong tin. 

5. Ong aru khdn cap bao dam an toan thong tin mang quoc gia la hoat 
clOng zing ciru su co trong tinh hung xay ra su ca nghiem tr9ng, tinh,  hung 
tham h9a, hoac theo yeu cau 	quan nha ntrac c6 tham quyen nham bao 
dam an toan thong tin mang quoc gia. 

6. Dati moi zing am su co la bo phan hoac ca nhan dugc thanh vien mang 
hied cu de thay mat cho thanh vien mang lued lien lac va trao doi thong tin ved 
Co quan dieu phoi quocgia hoac cac thanh vien mang lued khac trong hoat dOng ,  
diet' phoi, zing ciru su co. 

7. ,D0i Ling caw six co bao mat may tinh la mot t chirc c6 ten ggi th6ng nhAt 
teen the gied la Computer Security Incident Response Team (hay con ggi tat la 
CSIRT), thuc hien viec phan tich va zing ciru doi ved cac su co an toan th8ng tin 
mang, tien hanh cac hoat dOng khac de ngan ngira su c6 va tang cuOng chat 
luting chat luting dam bao an toan thong tin mang (sau day g9i tat la DOi zing 
ciru su co hay DOi UCSC hay DOi). 

8. To chtiv chn Tian la to chirc quan ly tivc tiep Doi U'CSC. T6 chirc chu  
quan c6 the la cac BO holac car quan ngang BO, US,  ban nhan dan cap tinh hoac 
thanh ph6 ttArc thuOc trung trang, cac nha cung cap dich vu vier' thong, Internet, 
cac co quan, to chirc, doanh nghiep thuOc clang don vi c6 nghla vu phai tham gia 
manglu6i zing ciru su c6 qu6c gia, cac to chirc hoac cac doanh nghiep. 

9. Ddi nem phuc vu la cac 1)0 phan, ca nhan thuOc to chirc chu quan hoac 
ben to chirc ben ngoai, dugc DOi UtSC cung cap cac dich vu dam bao an toan 
thong tin va xir ly su co ciia 

10. Phtrang tien nhan tao (artifact) co the la cac tap tin hoac d6i tugng 
dugc tim thAy tren mot he th6ng c6 the lien quan den viec tham do hoac tan 
ding he th6ng va mang, Bang dugc sir dung de vugt qua cac bien phap bao mat. 
Cac phuong tien nhan tao do the la vi-rut may tinh, cac chuong trinh trojan, sau, 
cac kich ban va cac ding cu khai thac. 

Chuang H 
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TO CHUG, HOAT DQNG CAC DOI UNG CfrU gr CO AN TOAN 
THONG TIN MANG 

Dieu 3. Chtiv [Ong, nhiem vu cua Ded trng cum sir co  

D6i irng cau sit c6 an toan thong tin mang la mot to chirc khOng chi tin 
hanh viec phan tich va tin cfru dOi yen cac Sy co gang xay ra thuc te, ma con 
tien hanh cac hog dOng ngan ngira phat sinh hoc tai din sit co va cac hoat 
Ong tang cuang hoat dOng dam bao an toan thong tin mang nham ngan ngira, 
khac phuc Sy c8 hieu qua, giam thieu nhang rui ro ve tinh bao mg, tinh nguyen 
ven va tinh san sang do Sy co gay ra cho he thong thong tin. 

4.1 Chirc nang 

- T6 chirc cac hog dOng dam bao an toan thong tin, giam sat va canh bao 
kip thai cho cac he thong thong tin ctita to chirc chit quan; 

- Thuc hien cac hoat Ong ung ciru, xir 19 cac Sy ca mat an toan thong tin 
trong linh vuc, dia ban, pham vi quan 19, boat dOng cua to chtirc chit quan; 

- D'au rn6i tip nh4n, phoi hap, timg ciru, bao cao sit c6 an toan thOng tin 
cua to chtirc chit quan; 

- Tham gia hog Ong ung ciru kh'an cap bao dam an toan thong tin mang 
quoc gia khi co yeu cau tir Bo ThOng tin va Truyen thong hoc Ca quan dieu 
phoi quoc gia. 

4.2 Nhiem vu 

- Dam bao an toan va giam sat an toan cho ha tang dog nghe thong tin va 
truyen thong, he thOng ca sa du lieu quan trong, cac timg dung va dich vu ten 
nen tang ding nghe thong tin cila to chirc chit quan va cac dun vi truc thu6c; 

- K6t not vai cac to chtirc, cac nguan thong tin tir Intenet, cac d6i tac, cac 
nha cung cap san pham, giai phap va dich vu ve an toan thong tin de thu th4p 
thong tin 1,4 tinh hinh, cac sit kien, sit c6 an toan, cac phuang phap va ding cu 

cac nguy ca, cac canh bao soul de clap nhg va canh bao k'S",  thug trong 
pham vi cua to chtirc chit quan va ca quan dieu phoi quoc gia doi vai cac th6ng 
tin c6 kha rang gay mat an toan cho nhieu cc quan, to chtirc khac; 

- T6 chirc d6i ngu chuyen mon ky thug de cung ca) cac dich vu dam bao 
an toan thong tin, cac dich vu tang cuang chat lucmg hoat Ong dam bao an toan 
va cac dich vu tirng ciru xir 19 sit c6 truc tip hoc tir xa cho to chtirc chit quan; 

- La &Au m6i ctita to chtirc chit' quan d.6 tham gia vao mang luai tirng ctiru sr 
c8 an toan thong tin mang qu6c gia theo hinh thirc thanh vien c6 nghia vu duac 
quy dinh tai Quyk dinh 05/2017/QD-TTg hoc theo hinh thirc thanh vien to 
nguyen, thuc hien cac quy dinh ve t* nh4n, thong bao, bac) cao sr c6, va nh4n 
trien khai yeu cau diet' phoi cua ca quan dieu phoi quoc gia — Trung tam fing 
ciru Khan cap May tinhViet Nam; 
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- La ctdu m6i cua to chUrc chu quan ph6i hop vai cac ca quan chirc nang 
va/hoac cac don vi khac ben ngoai trong ding tac img ciru su co may tinh va an 
toan thong tin mang khi co yeu cau; 

- T6 chirc thuc hi8n cac hog d6ng din tap img cfru su c6 va phong ch6ng 
tan cong mang; cac hoat dOng nang cao nhan thirc an toan thong tin cho ngu6i 
dung va cong (long, cac tap huan, dao tao ve k-y Wang va kien thirc cho cac doi 
tuorng cong ngh8 thong tin, an toan thong tin trong pham vi dm co quan chU 
quan; 

- Thuc hi8n hoat d6ng danh gia, ki8m thu an toan cac he th6ng thong tin 
thuc ca quan chu quail theo dinh kS,  hoac theo cac you cau dOt xuat; 

- Hyp tac vai cac D6i liCSC khac de nang cao nang lye chuyen mon, ICY 
nang cho cac thanh vien trong cac hog d6ng dam bao an toan, xir ly su co lan 
nhau; 

- T6 chirc cac hog d6ng nghien ciru, phan tich cac nguy cor va cong ngh8 
trong linh vuc dam bao an toan thong tin; 

- Cung cap dich vu dam bao an toan thong tin, img cfru su c6 cho cac to  
chirc, doanh nghi'8p khac theo yeu cau phn hop vai cac quy dinh v8 phap lust. 

Dieu 4. MO hinh to chtic va cac vi tri chuyen filch cila DOI (mg cum sty 
A 

CO 

1. MO hinh to chirc 

TuS,  theo di8u kin thuc to ve lihh vuc hog &Ong, quy mo va pham vi hoat 
d6ng, y8u cau dam bao an toan, nhan luc chuyen mon ve an toan thong tin dm to 
chirc chn quan ma D6i img cfru su c6 co th"8 ap dung cac mo hinh to chdc khac 
nhau: 

1.1 D6i vai to chdc chu quan la cac B6, ca quan ngang BO, ca quan thuc 
Chinh phU, ca quan Trung uang: D6i IJCSC do dan vi chuyen trach v8 img 
su co an toan thong tin mang dm to chdc chu quan trinh thanh lap va chiu trach 
nhi8rh to chirc hog d6ng img ciru su co trong link vuc, pham vi minh quan 
Trong do: 

- D6i truong D6i IJCSC la lanh dao phu trach v'e ung cut' sir co cUa dan vi  
chuyen trach img dru su co dm B6, nganh; 

- Thanh vien g6m cac thanh vien chuyen trach theo quy dinh cua muc 2 
diet' nay va cac thanh vien kiem nhi8rn la cac can b6 ky thuat N8 an toan thong 
tin, Ung dru su co dm cac ca quan, don vi dang tham gia van hanh cac h8 th6ng 
thong tin quan trong cua to chirc chu quan; va ca nhan la cidu m6i img cau su co 
cua to chirc chu quan. 
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1.2 DOi veri to chirc chu quan la UY ban nhan dan cac tinh, thanh phO truc 
thuOc trung uang: don vi chuyen trach ve irng ciru su co an toan thong tin mang 
la Sec thong tin va truyen thOng cap tinh, thanh pho trinh chu tich uy ban nhan 
dan cap tinh, thanh phO thanh lap DOI UtSC va chiu trach nhiem to chirc hoat 
dOng fing ciru su co teen dia ban, pham vi cda tinh, thanh phO. Trong do: 

- DOi tnzong DOi LiCSC la lath dao phu trach ve img ciru su co dm Si 
thong tin va truyen thong cap tinh, thanh pho trix thuOc trung trcmg, 

- Thanh vien gOm cac thanh vien chuyen trach theo quy dinh cda muc 2 
dieu nay va cac thanh vien kiem nhiem gom cac can 1)0 ky thuat ve an toan 
thong tin, dng cdu sir co dm cac ca quan, clan vi dang tham gia van hanh cac he  
thOng thong tin quan tong cua tinh, thanh pH); va ca nhan la dau moi dng ciru 
su co cua to chirc chti quan. 

1.3 DOi v6i to chic chu quan la cac doanh nghiep cung cap dich vu ha tang 
vien thong, Internet; cac to chirc, doanh nghiep cung cap dich vu trung tam du 
lieu, cho thue khong gian luu trir thong tin so; don vi quan 1Y, van hanh ca so dir  
lieu quoc gia; don vi chuyen trach ve an toan thong tin, cong nghe thong tin cda 
cac to chirc ngan hang, tai chinh, kho bac, thue, hai quan; cac to chirc, doanh 
nghiep quan 1Y, van hanh cac he thong thong tin quan tong, cac he thong dieu 
khien cong nghiep (SCADA) thuOc cac tinh vkrc rang luting, cong nghiep, y te, 
tai nguyen va moi, truong, gido duc va dao.tao, dan 	va do thi: tuY theo quy 
mo, dia ban va diet' kien thkrc to ma do the thanh lap DOI UtSC rieng cua to 
chdc, hoat dOng nhu mot don vi holac 130 phan dOc lap trong to chdc. Trong do: 

- DOi truOng DOi UCSC la lanh dao phu trach ve an toan thong tin hoac 
dng ciru su co cila to chirc chu quan; 

- Thanh vien gOm cac thanh vien chuyen trach theo quy dinh cda muc 2 
diet' nay va cac thanh vien kiem nhiem gom cac can bO ky thuat ve an toan 
thong tin, dng cdu su co cda cac co quan, don vi dang tham gia van hanh cac he  
thOng thong tin quan tong dia. to chirc chd quan; va ca nhan la dau mOi dng ciru 
su co dm to chirc chd quan. 

1.4 DOi voi to chirc chu quan la cac to chdc, doanh nghiep khong thuOc 
danh sach cac dan vi co nghia vu phai tham gia mang 	img dru su co quoc 
gia: tuY theo dieu kien va kha nang awe to ma có the thanh lap DOi UtSC cda 
to chirc, doanh nghiep nhu la mOt bO phan hoac don vi dOc lap thuOc to chirc chu  
quan. Trong do: 

- DOi tnrong Doi UtSC la lath dao phu trach N/'' an toan thong tin ho4c 
img ciru su co cUa to chirc chu quan; 
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- Thanh vien gom cac thanh vien chuyen trach theo quy dinh cua muc 2. 
dieu nay va cac thank vien kiem nhiem gOm cac can be ky thuat ve an toan 
thong tin, Ung ciru su co dm cac co quan, don vi true thuec to chirc. 

2. Cac vi tri chuyen trach 

De dam bao hog deng img ciru su c8, ngan ngira va tang cuerng chat luting 
hog Ong dam bao an toan thong tin cua Doi UCSC co,hieu qua, cac thanh vien 
cua Doi do the la cac can be - chuyen vien 	thuat ve an toan lam viec trong 
cac be phan, don vi thuec to chirc chu quan lam viec theo mo hinh kiem nhiem, 
ban then gian. Tuy nhien, Doi U'CSC phai co cac vi tri chuyen trach - lam viec 
toan then gian cho Doi niur sau: 

2.1 Lanh dao dei Ung ciru su c8: trong tru&ng hop Doi trueong DOi U.CSC 
dugc chi dinh kiem nhiem, Doi UCSC phai c6 met Doi 016 hoac chic danh 
tuang &rung lam viec chuyen trach toan thoi gian, chiu trach nhiem . chirc, van 
hanh N/A duy tri hoat Ong cua Doi UCSC. 

2.2 Chuyen vien bao mat 

2.3 Chuyen vien xir ly Su co 

2.4 Chuyen vien phan tich Su c8 

2.5 Chuyen vien tiep nhan va quan 13% su kien, su c6 an toan thong tin 

Mo to cong viec va cac yeu cau ve ky nang cua cac vi tri tr8n dugc quy 
dinh trong cac muc 1 den 10 dieu 10 chuang III va Phu luc 02 dm thong to nay. 

Cac nhan su chuyen trach can phai dap img cac yeu au tai cac dial 4, 5, 6 
muc 1 - chirc danh an toan thong tin thong to 45/2017/TT-BTTTT ngay 
29/12/2018 quy dinh tieu chuan chirc danh nghe nghiep vien chirc chuyen nganh 
cong nghe thong tin. Ngoai ra, cac vi tri chuyen trach nay can phai dugc huan 
luyen cac ky nang k-y thuat thuec nhom cac ky nang xir ly su co dugc neu tai 
diet' 8 va phu luc 02 cila thong to nay. 

Di&I 5. Cfic boat dOng chinh cua DOi irng ciru sty cif) 

Cac hoat Ong cua Dei UCSC co the phan theo 3 nhom sau: 

1. Cac hog Ong phan izng su c8 

Cac hoat Ong nay phat sinh tuSi theo Su kien hoac yeu cau nhu bao cao bi 
xam nhap, lay nhiem ma dOc, 18 htmg cua irng clung, ho4c cac thong tin tir h" 
thong phat hien xam nhap ho4c nhat ky log dm he thong, ... Day la cac hog 
deng quan trong cila bat kS,  Doi UCSC nao. Tuy theo dieu kien va ngu8n nhan 
luc hien co ma Del UCSC phai dap irng met phan hoac tat ca cac cong viec ben 
duai, 

- Canh bac) Su co: phO bien thong tin mo to ve cac tan cong, 16 h8ng bao 
mat, canh bao xam nhap, ma dec, cac chieu tro lira dao va cac khuyen nghi giai 
quyet. Canh bao la phan img Oi vOi van de hien tai de thong bao cho Oi tuong 
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phuc vu thuec to chirc chu quan ho4c to chirc ben ngoai htrong dAn bao ve hoac 
khoi phuc he th8ng da bi anh huang. Thong tin nay c6 the do Wei UtSC tao ra 
hoac c6 the dtro.c phan ph& 10 tir cac nha cung cap, the Dei UCSC khac hoac tir 
cac chuyen gia bao mat, tir cac be phan khac. 

- Xi'r V/ Su c8 tai ch8 hoac 118 trg xir ly tir xa: thuc hien go. be  - ngan chan 
cac nguy co va tan ding vao he thong bi Sr co, khOi phuc he thong, danh gia cac 
tac Ong gay ra do su co, lap bao cao xir ly — khac phuc. Trtreng hop xa, Dei 
UtSC c6 the cir thanh vien den noi su c8 a xir V/ hoac h8 trg, huarng dan cho 
nai bi su co phuc h8i qua dien thoai, email hoac tai lieu huang dan de nhang 
nguai tai ch8 c6 the thuc hien viec phuc hoi Su co. 

- Phan tich Su c& la danh gia cac thong tin va bang chimg h8 troy c6 sAn 
hoac cac hien vat lien quan den su co, su kien. Muc dich cua phan tich la de xac 
dinh pham vi cita vu viec, mire dO thiet hai gay ra do sir so, tinh chat vu viec va 
cach giai quyet. Dei tiCSC c6 the dung ket qua phan tich 18 hong va cac cong 
cu sir dung de 'lieu va cung cap cac phan tich day du ve nhUng gi da xay ra teen 
met he th8ng cu the. Hai hoat deng sau c6 the thuc hien them nhu la met phan 
cua phan tich su co, tuS/ theo nhiem vu, muc tieu, va quy trinh cua Dei: 

+ Thu thap bAng chimg dieu tra s6: thu thap, bao quan, phan tich bang 
chirng tir he th8ng bi xam nhap de xac dinh cac thay d8i 

+ Theo dai hoac truy tim: truy tim ngu'en goc dm ke xam nhap hoac xac 
dinh cac he thong ma Ice xam nhap da truy cap. Viec nay ding c6 the lien quan 
den xac dinh danh tinh cua ke xam nhap, c6 the to thuc hien bai cac thanh vien 
D6i UtSC hoac hop tac vai co quan phap luat, nha cung cap dich vu Internet 
hoac cac to chirc c6 lien quan. 

- Dieu ph& phan img Su Del UtSC dieu ph& cac hanh Ong phan irng 
cac ben c6 lien quan den su co nhu nan nhan cua tan cong, cac dia diem khac c6 
lien quan den tan cong, va cac dia diem yeu cau,h8 trot phan tich tan cong. Dieu 
phoi cung c6 the lien quan den cac ben cung cap h8 tro cho nan nhan nhu cac 
nha cung cap dich vu Internet, cac dei Ut 	 quan SC khac; va cac quan tri mang, qua 
tri he thong dm diem bi su co. Dieu phoi cung co the lien quan den thong bao va 
hop tac voi co quan dieu phoi qu8c gia, cac co quan thuc thi phap luat. 

- Xir V/ cac to h8ng: theo d'Oi va cap nhat cac hong mai 	 e quan den h 
thOng thong tin dang van hanh, phan tich 18 hong, thir nghiem danh gia cac ban 
va loi 	khi cap nhat chinh thirc len he thong, sao ltru trtrac khi cap nhat, to 
chirc cap nhat cac ban va 18i dam bao an toan 

- Phan tich, xir V/ the pfracmg tien nhan tao: khac phuc su c8, ga be cac 
phuong tien nhan tao, phan tich de phat hien hanh vi va phtrcmg phap hoat Ong, 
lay nhigm. Cong viec nay c6 the thue met ben thir ba dec lap de thuc hien. 

2. Cac hoat Ong ngan ngtra sir co 
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Cac hog dOng nay cung cap cac 11"3 trg va thong tin giUp cho viec chuan bi; 
bao ve, va bao mat cac he titling ding nghe thong tin ch6ng lai cac tan cong, cac 
van de hoac cac 

can 
kien bao mat, giup giam cac Su c6 trong tucmg lai. Day IA 

cac hoat dOng can dugc thuc hien truerc cac hoat Ong khac phuc sit c6. D6i 
UtSC có th8 thuc hien mot phan hoac tat ca cac hog dOng dugc liet ke ben 
duai: 

- Cau hinh va duy tri cac cong cu, Ung dung va ha tang bao mat: cung cap 
cac huang clan ve cach thirc cau hinh an toan va duy tri cac cong cu, cac Ung 
dung va ha tang cong nghe thong tin. Ngoai ra, D6i UtSC co the thuc hien cau 
hinh cap nhat va duy tri cac cong cu va dich vu bao mat, cac he th6ng may chit, 
cac may tinh de ban hoac xach tay, cac thiet bi ca nhan, ... dam bao an toan 

- Giam sat a phat hien Su c6, sit kien bao mat: to chirc cac hog dOng theo 
dOi, giam sat tr8n he thong bao ve an toan hien ca, trang bi them cac cong cu  
nharn,phat hien km nhang nguy co xam nhap, tan cong mang. O nhfing not c6 
yeu cau dam bao he thong thong tin phai hog d'6ng lien tuc 24x7 can phai xem 
xet viec to chirc phtrung an giam sat tucmg ung, bao gom giam sat hog dOng va 
giam sat bao mat. 

- Trien khai cac bien phap, giai phap phat hien xam nhap: dua tren nhat ky  
cua cac thiet bi phat hien xam nhap IDS, thuc hien phan tich va canh bao vai cac 
sr kien cham den nguemg quy dinh, chuyen tiep canh bac) den ca nhan hoac to 
chirc co trach nhiem de có cac phan ung phu hop va kip th&i. O flitting nui co 
khoi Itrorng nhat IcS1 log lan, can phai co cac ding cu chuyen biet de tong hgp va 
bien dich cac thong tin. 

- Danh gia, kiem tra an toan cua he th6ng cong nghe thong tin theo dinh kS,  
hoac theo yeu eau: xem xet va phan tich tinh an toan ha tang cong nghe thong 
tin dua theo cac tieu chuan hoac cac dinh nghia an toan; xem xet viec thuc hien 
dam bao an toan cua to chirc. Cong viec nay co the to thuc hien hoac thue mot 
ben thin ba d6c lap thut hien. 

- Phat trien cac cong cu bao mat: thuc hien theo yeu cau cua d6i tugng 
phuc vu hoac to phat trien cua D6i UCSC, ca the la ban va tai bao mat cho cac 
phan mem dung rieng, cac cong cu hoac kich ban ,phat trien de ma r6ng chirc 
nang 	cac cong cu bao mat hien tai hoac coy che ngan ch'a'n khai tilde khi 16 
h6ng mai cong b6 chtra phat hanh ban val8i. 

3. Cac hog dOng tang cuang dam bao an toan 

Cac hoat dOng b6 sung nay d6c lap voi cac hoat Ong phan Ung vai Su c6 
va thuang dugc cac b6 phan Ichac nhu cong nghe thong tin, dam bao chat luting, 
dao tao thuc hien. Tuy nhien, neu D6i IfCSC thuc hien ho4c ho trg cac hoat 
d(ing nay se giup cai thien an toan chung cua to chirc chit quart va xac dinh dugc 
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cac rui ro, nguy ca, va cac diem yeu - cila he thOng. Cac hoat Ong nay (long gOp 
gian tiep vao viec giam so Wong sit co. 

- Phan tich, danh gia cac rui ro mat an toan thong tin cho cac he thong cong 
nghe thOng tin, cac quy trinh hog Ong hoac danh gia cac nguy ca trong pham 
vi cua to chirc chit quan hoac cua d6i tuong phuc vu de co cac bien phap va giai 
phap phit hop; 

- Xay dung va trien khai ke hoach duy tri hoat Ong lien tic va khoi phuc 
tham hoa lien quan den an toan thOng tin cila to chirc chit quan. TO chirc din tap 
ice hoach dinh kS/ hang nam de dam bao ke hoach thirc hien duqc trong trtremg 
hop Su co nghiem trong hoac tham hoa; 

- Huan luyen, dao tao, huang dAn ye dam bao an toan thong tin: to chuc cac 
khod huan luyen nang cao nhan thirc ve dam bao an toan thong tin cho toan the 
can 1* nhan vier' trong toan to chirc chit quan, huang clan thuc hien cac hoat 
Ong ve dam bao an toan cho nOi bo va cho cac ca nhan trong to cht:rc, huan 
luyen cho dOi ngu cong nghe thong tin,cila chirc chit quan cac nang ca ban 
ve dam bao an toan va khac phuc Su co don gian; 

- Trien khai ke hoach dao tao duy tri va/hoac nang cao ky nang chuyen 
mon cho cac thanh vien DOi UtSC; 

- TO chirc va/hoac tham gia cac din tap an toan thong tin: dinh kS,  to chirc 
cac dien tap dam bao an toan thong tin ve img pho k'S't thuat, chinh sach trong cac 
tinh hung gia lap bi tan cong mang, cfr thanh vien k5",  thuat — chinh sach ctia 
DOi tham gia cac din tap an toan th6ng tin dm quOc gia, khu vuc hoac do cac to 
chirc img ciru sit co to chirc; 

- Tu van ve an toan th8ng tin: cung cap leri khuyen va huang dan thgc hien 
tot nhat ve an toan cho nOi 130 va cho cac to chirc ben ngoai neu co yeu cau. Cac 
to van có the la cac yeu cau khi mua sam, cai dat hoac bao mat cac he thOng 

cac thiet bi mang, cac irng dung phan mem, hoac cac quy trinh hoat Ong 
dm to chirc, huang clan va hO to' xay dgng cac chinh sach bao mat cita to chirc. 

Dieu 6. Yeu eau trong viec to chirc hoat di:mg cua Doi irng cum siy of) 

6.1 INN U'CSC nen la mot to chirc d'Oc lap trong ca cau to chirc cua to chirc 
chit quan, có the sir dung mo hinh kiem nhiem nhung phai dam bao cac chirc 
nang, nhiem vu cua DOi phai duot thuc hien; 

6.2 Tuy theo dieu kien thuc t6' cua moi to chirc chit quan ma 1DO tri nhan sit 
cho phu hop, gOm cac vi tri lam viec toan tiled gian va cac nhan sit lam viec ban 
thai gian hoac theo vu viec. Tuy nhien, DOi UtSC phai dam bao CO nhan six 
chuyen trach lam viec toan tiled gian cho cac cong viec quan trong cua DOi gOm 
lanh dao Doi (co the la giam doc/dOi twang holac pho thuang live), chuyen vien 
lieu phoi sr co an toan thong tin, chuyen vier' phan frng sr co, chuyen vien bao 
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mat, phan tich su co, chuyen vien tiep nhan NIA quail Vr cac su kien, sir co. 

Doi vai cac to chirc chu quan la cac Bo, nganh,,cac ca quan chinh phii, co 
quan trung uang, uS,  ban nhan dan cac tinh, thanh phO thi dua bien the cac vi tri 
nay vao bien the cua darn vi chuyen trach irng ciru su co. 

6.3 De DOi UtSC hoat dOng hieu qua, can thuc hien: 

6.3.1 Dam bao 7 yeu to can thiet cho van hanh hoat dOng cua DOi gOm: 

+ ke hoach lam viec de dam bao duy tri lien tic hoat &Ong; 

+ trang thiet bi thong tin lien lac can thiet, uu tien viec trang bi he thOng 
hOp thu thoai de tiep nhan va chuyen tiep thong tin to dOng; 

+ he eking thu dien tix có the tich hop thong tin vao giai phap quan IS/ 
luong cong viec cua cac ca nhan va cua DOi va có the tkr &Ong hoat dOng thco 
cac kich ban rieng cua DOi; 

+ Ung,dvng quan luOng cong viec co kha nang tich hop thong tin nhan 
&roc tir he thong thu dien tir, trang web, he thong dien thoai; 

+ trang web thong tin rieng cua DOi vai yeu eau tang cublig mirc dO bao 
mat cao hcm de tranh bi xam hai; 

+ dai dia chi IP dOc 	va ten mien rieng hoc ten mien con thuOc cua  
ten mien chinh 	, chirc chu quan; 

+ bac, mat manh cho mang va thiet bi vai cac thiet bi ttrong lira loci kep 
có 2 be dinh tuyen dOc lap cho mang ben ngoai va ben trong, Wong lira bao ve 
cho vimg DMZ, may tinh rieng biet co cac ding viec not bO va cac tac vu khac 
nhu kiem tra, danh gia, phan tich, xir lY su co, 2 duang ket not Internet dOc lap 
tir 2 nha cung cap dich vu khac nhau; 

6.3.2 Xay dung va thkrc hien cac quy tic, chinh sach sau: 

+ bO quy tic img 

+ chinh sach phan loci thong tin, 

+ chinh sach tier 1(5 thong tin, 

+ chinh sach truyen thong, 

+ chinh sach bao mat, 

+ chinh sach d61 vai 18i do con ngtthi; 

6.3.3 Dam bao va duy tri hoat dOng lien tic cua DOi, xem xet cac nguy ca 
co the lam gian doan boat dOng cua DOi do thieu tiled gian, thieu nhan sir chinh, 
do chuyen giao ding viec, ha tang ky thuat khong du dap img hoc do thieu kinh 
phi. Duy tri lien tic hoat dOng cUa DOi can hru Y den: 

+ to chirc N/A van hanh hieu qua he th6ng quan ly lung cong viec cua 
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timg ca nhan, cua DOi; 

+ to chirc va quan li cong viec ngoai gib hanh chinh, 

+ trien khai cho cac cong viec ben ngoai MI s6( dm D6i; 

6.3.4 Trien khai va quan lt an toan de dam bao cac y'L to bao mat, sAn 
sang, toan ven,,  xac thuc, dOc quyen, rieng tu dm thong tin. Cac not dung can 
quan tam va trier' khai de dam bao an toan cho D6i Om: 

+ sir dung cac frng dung ma hod va chit 14 so trong do au tier' sir dung 
cac he th6ng PGP gang dugc cac DOi irng dru skr c6 teen toan the giai dp dung 
khi trao dOi va chia se thong tin; 

+ quan 15/ cac khoa va cac chimg chi; 

+ tuang lira va bao mat mang; 

+ mang rieng dung de kiem tra; 

+ cho phep truy cap tir ngoai try so.  vao he th6ng not b0; 

+ giai phap bao mat vat 15,  cho cac vao, ra tai cac khu vuc; 

+ bao mat truck — trong va sau khi xir lj,  su c6, tham hoa; 

+ bao mat cho viec xir 15/ su co bao mat not b0; 

6.3.5 Con ngtzari: bao g6m: 

+ to chirc va quan l)",  cac thanh vien chinh thirc, thanh vien cong tac cUa 
DOi img ciru co cac Ic5Tnang can thiet nhu da neu a dieu 7; 

+ tuyen dung nhan via mai cho D6i; 

+ cac thu tuc cho nhan vier' mai vao va cac nhan vien rai khoi D6i; 

+ huAn luyen nhan vien ve cac k5,  nang ca nhan, kS, nang mem, kS7 nang 
chuyen mon; 

+ gift ngtrai de duy tri cac thanh vien c6 kinh nghiem va su on dinh dm 
D6i; 

+ phat trier' va ma rOng nhan vien. 

6.4 Kinh phi la yeu to quan trong dam bao su duy tri hoat d6ng va lien tuc 
dm D6i UtSC. Ngan sach cung cap cho D6i hoat dOng g6m: 

- chi phi thanh lap va dAu tu trang thik bi ban du, 

- chi phi duy tri hoat dOng hoat d6ng va dao tao, cap nhat kien thirc — k"y 
rang dm cac thanh vien, 

- chi phi dap img cac thay d6i cong nghe. 

Viec cung cap ngan sach cho DOi UtSC se dua ten de an thanh lap ban 
dAu, phe duyet ngan sach hoat d6ng hang nam va ngan sach du phong dm to 
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chirc chtl quan cho cac thay dOi cong nghe. 

Do hoot d6ng irng ciru su c'6 phu thu6c nhieu vac, kin thirc, k57 nang, kinh 
nghiem cua cac chuyen gia ma thirc to hien nay dang rat thi8u, to chirc chu quan 
can phai sap xep ngu8n kinh phi du lan cho viec tuyen dung hoac thu hit cac 
chuyen gia gioi, dao tao thuang xuyen va lien tuc ky nang va kinh nghi8m cho 
cac nhan su hien c6, ap dung tru dai thu nhap theo co ch8 d4c thu thi diem cila 
Thu tuang da ban hanh cho Oi ngii an toan thong tin, kinh phi cho cac hoot 
Ong hop tac cua 136i va cac thanh vien cua D6i vai cac D6i liCSC khac co 
nhieu kinh nghiem va cac chuyen gia gioi, kinh phi cho hoat d'6ng tham gia vai  
cac nhom quoc to trong linh vuc irng dru su co. 

Dieu 7. Hun luyen, dao to, thira nh4n, sat hach va cap cluing chi ye 
cac 1(57 nang 1‘57" thu'at lien quan den hoat Ong 	cult sty co  

7.1 B6 Thong tin & Truyen thong th6ng nhat ban hanh cac not dung huan 
luyen dao tao co.  ban va chuyen sou &roc six dung trong hoat d6ng irng dru su c6 
trong phu luc cila thong to nay; 

7.2 Dua tren de cuorng,cac khoa dao tao — huan luyen da ban hanh 	B8', 
cac to chirc dao tao hoac to chirc co cht:rc nang s  dao tao trong ntrac hoac nuot 
ngoai co the to chirc cac khoa dao tao theo yeu cau cho cac dam vi, to chirc trong 
nuac hoac to chirc cac khoa hoc chieu sinh ding cong. Ket thtic cac kh6a dao 
tao, don vi to chi:rc khoa hoc c6 the cap chirng than da hoan thanh khoa dao tao, 
huan luyen theo quy dinh; 

7.3 De dam boo chat hrong cua cac 1(51 Wang chuyen mon ky thuat lien quan 
den hoot d6ng irng cuu su c6, B6 Thong tin va Truyen thong se to chirc ki8m tra 
sat hach tap trung va cap chung chi. Hinh thirc ,sat hach se theo,hinh thirc lam 
bai trkrc tuylen va c6 the Vet hop kiem tra mot so 1(5( nang thuc to tai cac,  phong 
thi nghiem dieu kin duot chi dinh. Giao cho VNCERT — co quan dieu phoi 
ve frng ciru su c6 chu tri, phi hop vai cac dam vi lien quan trong Bo de de xuat, 
xay dung va trien khai he th6ng kiem tra sat hach cap cac chimg chi ye irng dru 
su c6; 

7.4 D6i vai cac chi:mg chi qu6c to duot neu tai phu luc 02 NIA 03 cila thong 
to nay, B6 Thong tin va Truyen thong se xem xet va cong 1)6 thira nhan doi voi  
cac chirng chi qu6c t8 tuong ducmg; {than khao Igi thong to 44/2017/TT-BTTTT 
ngity 29/12/2017 quy dinh ye viec cong nhan chirng chi cong nghe thong tin clia 
to chic nu& ngoai sir dung 6' Viet Nam dap irng chu 	nang sir dung cong 
nghe thOng tin cue quy clinh cho phi" hop); 

7.5 Cac vi tri chuyen trach cua cac Oi irng chu su c6 cua cac b6, nganh, 
cac tinh/thanh pho tivc thu6c trung trang phai dam dao co cac chimg chi cluoc 
yeu cau khi tac nghiep trong cac boat d6ng ung cuu — xirlSr su c6 an toan thong 
tin mang; 
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Chtrcrng III 

CAC CHUC DANH CONG VIEC VE !TING CIAJ str CO AN TOAN 
THONG TIN MANG 

Dieu 8. Cac 1(57" nang can thiet cho thanh vien INN urng cuu str co 

MOt trong nh&ng nhiem vu chinh cua Doi img ciru sv co la xir 1)",  Sir co, vi 
vAy dOi can cac thanh vien có cac ky nang va kien thirc de phan trng sir co, thtrc 
hien cac nhi&n vu phan tich va truyen thong ca trong not 1)0 lin ben ngoai. 

Dva ten cac kinh nghi"&n xi ly sv co cua cac to chirc diL ph6i,va cac Doi  
UtSC tren the giai, kinh nghi&n thirc to Trung tam tin ciru Khan cap May 
tinh Vi& Nam (VNCERT) va cac kinh ngh*n khac tir cong dOng, cac thanh 
vien DOi UtSC can co hai nhom ky nang co ban ve cac ky nang ca, nhan va cac 
ky Wang ky thuAt. 

8.1 Cac ky nang ca nhan: phuc vu cho cac hog d(ing hang ngay cua cac 
thanh vien xir 11 sv a, gom: 

- ky nang giao ti6p: viet va not 

- ky nang trinh bay 

- ky Wang ngoai giao 

- ky Wang tuan thu cac chinh sach va cac guy trinh 

- ky Wang doi — nhom 

- ky rang giabi mat 

- bi& cac han che, gieri han cua minh 

- ky nang d6i pho yeti cang thing 

- ky nang giai guy& van de  

- ky nang guan ly tiled gian 

8.2 Cac ky nang ky thuAt: gOm 2 loai la ky nang nen tang ky thu4t va ky 
nang xu 1/ str co. 

- Cac ky 'fang nen tang ky thu4: gom  
+ Cac nguyen 1/ bao mat 
+ L6 h6ng/di6m ye'u bao mat 
+ Internet 
+ Cac rui ro 
+ Cac giao thirc ming 
+ Cac img dung va dich vu mpg 
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+ Cac van de bao mat mang 
+ Cac van de bao mat may chfi va he thong 
+ Ma dOc hai 
+ Cac k'5"/ nang lap trinh 

- Cac k'y nang xti. 1Y su c6: g'om 
+ Nam yang cac chinh sach va quy trinh nOi bo cua DOi UtSC 
+ Hieu Het va xac dinh &roc cac ky thuat xam nhap 
+ Phan tich su co 
+ Quan 1)",  cac hO so su co 

Tham khdo Phu luc 01 — Cac ky nang can thiet cho cac thanh vien DOi ixng  
ctru su 

Dieu 9. Danh sach cac auk danh ve ti.ng ciru su• co an wan thong tin 
mang 

- LAnh dao doi ung ciru su co 
- Chuyen vien bao mat 
- Chuyen vien xu ly Su co 
- Chuyen vien phan tich Su co 
- Chuyen vien tiep nhan va quan ly su kien, su co an toan thong tin 
- Chuyen vien diet' phoi Ung ciru Su co' 
- Chuyen vier' danh gia an toan 
- Chuyen vien to van bao mat 
- Chuyen vier' phap,  lY 
- Chuyen vien truyen thong 

Dieu 10. MO ti cong viec va cac yeu cau dOi vOi cac chat danh 	cull 
A 

SW co an Man thong tin mang 

1. Twang hoc phi thu6ng true DOi UCSC 

1.1 Muc dich cong viec: Quan 1y va dieu hanh viec to chirc, hoat ding DOi 
UCSC va duy tri cong viec dam bao bao mat thong tin trong toan b'O to chirc chu  
quan va/hoac cac doi tuong phuc vu. 

1.2 Nhiem vu 

- Xay dung dinh huang dai han cho doi va lap ke hoach thuc hien dinh 
huang hang nam; 

- Xay diyng chinh sach bao mat va chien lug bao ve thong tin cho to chirc 
chu quan va/hoAc cac dOi tuong phuc vu cua DOi; 

- Du bao cac mOi nguy anh huong den an toan thong tin va trien khai cac 
bien phap giam thieu cac nguy co do; 

- Giam sat viec Oat trien va dam bao tuan thu cac chinh sach, tieu chuAn 
va quy trinh bao mat dm D'Oi, cua to chirc chu quan, va/hoac cita cac dOi tuong 
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phuc vu; 

- Lam dAu m6i cho the cueic dieu tra ve bao mat CNTT va to chirc D6i trien 
khai thirc hien cu the; 

- Theo doi hog d6ng chuyen mon cila cac thanh vien D6i de co cac dieu 
chinh va b6 sung phi hop; 

- T6 chirc cac khod dao tao, tap huAn cho nhan vien; ciao tao nang cao nhan  
thirc cua ngu&i dung tuan thit an toan; 

- Hop tac vai cac to chirc lien quan ben ngoai de nang cao nang Luc hog 
Ong cila D6i; 

- Phi hgp voi cac quan 1)% cap cao cua to chirc chu quan, cua d6i tugng 
phuc vu de dam bao cac chinh sach, quy dinh bao mat CNTT gang dtrgc van 
hanh, xem xet, quy tri va quan ly c6 hieu qua. 

1.3 Yeu cAu 

- Ky Wang nen tang ky thuAt: cac nguyen ly bao mat, l'6 hling/cac diem yeu, 
Internet, cac rui ro, cac giao thirc, Ung dung va dich vu mpg, cac van de bao 
mat mpg/may chu va he thong mix co ban 

- Ky nang Ling dru su c6: nAm yang cac chinh sach va quy trinh n6i b6 cua  
D6i, hieu biet cac ky thuAt xam nhAp — tan dog 

nang ca nhan: cac ky rang noi, viet, trinh bay, ngoai giao, giai quyet 
van de, quan 1).T tiled gian, ky nang Oi — nhom, dam phan 

- Ky nang phu tra khac: quan ly va lanh dao, ngoAi ngir (tieng Anh) nghe - 
noi, xay dkmg rnoi quan he 

2. Chuyen vien dieu phO'i Ung cat su co 

2.1 Muc dich ding viec: 

2.2 Nhiem vu: 

- La dAu m6i hgp tac ve img ciru su c6 vai cac to chirc ben ngodi, tiep nhan 
thong tin lien quan den Su kien, Su co to ben ngoai 

- LAp, cap nhAt danh sach cac to chirc va ca nhan ben trong noi 130 va ben 
ngoai de ph6i hop trong trutmg hop có Sir c6; 

- Trien khai lenh dieu ph6i img cUu khAn cap cua quo'c gia hoc cap tren 
neu c6; 

- Ket noi cac ben lien quan trong cac Su c6 de ph6i hop xir nan nhan, b6 
phAn CNTT ht; tra nan nhan, cac b6 phAn c6 lien quan trong to chirc chil ,quan 
hoc doi twang phuc vu, cac nal c6 yeu cau 116 	phan tich ding mot Su co, cac 
nha cung cap dich vu Internet, cac D6i LiCSC khac, cac quan tri vien he 
thong/mpg, cac nha cung cap, 
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- Thong bac, cho cac nai c6 kha nang lien quan ho4c tim tang nguy co• 
wring tu; 

- Giri thOng bao, canh bao va cac 18 h6ng bao mat, cac nguy co 	trong 
n6i b6, cho to chirc chu quan, va/hoac doi Wong phuc vu; 

- Dieu ph6i xir ly to h6ng neu c6 lien quan den nhiau to chirc, don vi ben 
ngoai: lich Oat hanh cac tai lieu, cac ban va va cac giai pilaf) xir 1)",; 

- Dieu phi xir 1)% cac phuang tien nhan tao nhu ma d6c, cac b6 cong cu 
khai thac, cac kich ban thuc thi, bao gom: thong bao cho cac b4 phan lien quan, 
tong hop phan tich ky thuat ttr cac ngu6n, Itru tru cac mau, chitin luvc dng ph6. 

,- Hop tac vori chuyen vien phap 	vai b6 phan than su hoac b6 phan 
truyen thong, cac co quan thgc thi phap luat trong cac tnx6ng hop Su co c6 anh 
huang den an ninh trat to hoac lien quan den nhieu to chirc. 

2.3 Yeu caw  

- Ky nang nen tang Icy thuat: cac nguyen 1$7 bao mat, 16 h8ng/cac diem yau, 
Internet, cac rui ro, cac giao thuc, frng dung va dich vu mang, cac van de bao 
mat mang/may chu va he thong mirc co ban 

- Ky nang 1J'ng dru su c6: nam vitng cac chinh sach va quy trinh n6i bo ctla 
D6i, hieu biet cac ky thuat xam nhap — tan ding, quan 1/ cac ho so su co 

- Ky nang ca nhan: cac ky nang n6i, viat, trinh bay, ngoai giao, tuan thu cac 

	

chinh sach va cac quy trinh, giu bi mat, giai quyet van de, doi ph6 	cang 
thang, quan 1/ tiled gian, ky nang d6i — nh6m 

- Ky nang phu try khac: ngoai ngir (tiang Anh) nghe — noi — doc — viat 

3. Chuyen vien phan irng su c6 

3.1 Muc dich cong viec: Chuyen vien phan irng su co trach nhiem khac 
phuc su co va phong ngtra ski' co an town thong tin cho to chirc 

3.2 Nhiem vu: 

Truc tip tim hiau nguyen nhan cua su c6, khic phuc su co va phong ngira 
cosu  mat an toan thong tin cho to chirc chu quan, cho cac doi tuong phuc vu; 

- Chu dOng thuc hien giam sat cac he th6ng va giam sat cac xam nhap 
mang; 

- Xac dinh, nhan dien cac 18 h6ng va 18 h6ng bao mat; 

- Tham gia xay dung va van hanh quy trinh phan img su c6 ATTT; 

- Lien he voi cac to chirc khac va cac ben lien quan trong qua trinh xir 17 Su  
co; 

- Viet cac tai lieu va bao cao su c6, tai lieu ky thuat lien quan van de ATTT 
cho to chirc chti quan, doi tucmg phuc vu. 
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3.3 Yeti call 

- Ky nang nen tang ky thuat: cac nguyen 1y bao mat, 16 hiing/cac di6m y6u, 
Internet, cac rui ro, cac giao thirc, img dung va dich vu mang, cac van de bao 
mat mang/may chu va he thong mac ca ban, ma d6c hai mix ca ban, cac ky 
nang lap trinh co? ban 

- Ky nang I:fng ciru su c6: nam vang cac chinh sach va quy trinh not b6 cua 
D'6i, hieu biet cac ky thuat xam nhap — tan ding, phan tich su co  

- Ky nang ca nhan: cac ky nang noi, vier, trinh bay, tuan thu cac chinh sach 
va cac quy trinh, gia bi mat, giai quyet van de, doi 016 vai cang thong, quan ly  
th&i gian, ky nang d6i — nhom, bit cac han ch6 - giai han cua minh 

- KS,  rang phu trg khac: ngoai ngit (ti6ng Anh) nghe - not - doc - vi6t 

4. Chuyen vien phan tich bao mat 

4.1 Muc dich cong viec: Kham pha ra nhang di6m y6u cua ca so ha tang 
(phan mem, phan cirng va mang) va tim ra cach 6 bao ve no. 

4.2 Nhiem 

- Ki6m,tra tat ca thOng tin co san, bang chimg trq, phuang tin nhan tao 
lien quan den Su co hoac six kien de xac dinh pham vi, cac thiet hai, ban chat 
ciia Su c6 6 co chitin hroc Ung pho phi' hop; 

- Thuc hien di6u tra s6 (forensics) bao g6m thu thap, bao quan, tai lieu hod 
va phan tich bang chimg tir cac he th6ng bi xam hai 6 xac dinh cac thay d6i va 
116 try viec khoi phuc. 

- Khoi phuc va ki6m tra du lieu &roc luu tit lam bang chimg; 

- Truy tim ngu6n g6c cua cac Ice xam nhap hoac xac dinh cac he th6ng bi  
truy cap: each xam nhap, he th6ng va mpg bi anh huong, nai tan ding, cac he  
thong va mang &roc sir dung trong khi tan cong; 

- Xay dung cac 1(6 hoach 6 bao ve cac tap tin va he th6ng thong tin khoi bi  
truy cap trai phep, bi sira doi hoac bi hity hoai; 

- Giam sat truy cap; 

- Thuc hien ki6m tra 1(1 h6ng, phan tich rid ro va danh gia bao mat; 

- Ti6n hanh danh gia bao mat tir ben trong va tir ben ngoai; 

- Phan tich cac vi pham v6 an toan thong tin d6 xac dinh nguyen nhan; 

- Nghien ciru phan tich, khuy6n nghi ap dung the cong cu, ky thuat ch6ng 
tan cong mang; 

- Nghien ciru, phan tich phan mem d6c hai, ma d6c, cac ky thuat phat tan 
phan mem dOc hai, de c6 cac khuyen cao Ira bien phap giam thieu cho to chirc 
chu quart, d6i tug/1g phuc vu; 

17 



- Ph6i hop voi chuyen vien phap 15/ dm D6i a lam nhan chUng chuyerr 
mon trong cac thu tuc cua toa an khi c6 yeu cau hoac khi xac dinh danh tinh cua 
ke xam nhap. 

4.3 Yeu cau 

- K9/ nang nen tang k9 thuat: cac nguyen 15/ bao mot, 16 h6ng/cac diem yeu, 
Internet, cac rui ro, cac giao thirc, Ung dung va dich vu ming, cac van de bao 
mat mang/may chU va he thong milt ca ban va nang cao, ma d6c hai ca ban va 
nang cao, cac ky nang lap trinh co ban va nang cao 

- Ky nang Ong ciru su c6: nam yang cac chinh sach va quy trinh n6i b6 cua 
D6i, hieu biet cac 1c9/ thuat xam nhap — tan cong, phan tich su co 

- K9/ rang ca nhan: cac k9 nang noi, viet,s trinh bay, tuan 	cac chinh sach 
va cac quy trinh, gift bi mat, giai quyet van de, doi pho 	cang thong, guar' 15/ 
thai gian, ky nang d6i — nh6m, biet cac han the - 	han cua minh 

- Ky nang phu try khac: ngoai ngfr (tieng Anh) doc — viet 

5. Chuyen vien tiep nhan, quan 15/ six kien, su c6 an toan thong tin 

5.1 Muc dich cong viec: to chirc va tri6'n khai thuc hien viec truc tiep nhan 
thong tin su kien, su c6, cap nhat vao cac he th6ng quail 15/ dm DOi UtSC de 
phan b6 va co bien phap xir 15/ kip thoi 

5.2 Nhiem vu: 

- Tiep nhan thong tin cac su kien, su c6 bao mat tir to chirc chti quail hoac 
bon ngoai thong bao cho D6i trong gia lam viec va bien phap ghi nhan thong tin 
bao ngoai gia; 

- Cap nhat cac thong tin su kien, su co vao he thOng thong tin quail 1S,  cua 
D6i; 

- Cap nhat va duy tri danh sach cac thanh vien ttrcmg Ung vai cac trach 
nhiem cu the trong D6i de chuyen tiep tra lai thOng tin hoac xir 15/ trong cac 
twang hop khan cap, ngoai gia lam viec; 

- Theo d6i va kiem tra viec to chirc thuc hien tiep nhan thong tin ngoai gia  
lam viec, dam bao thong tin ducic ghi nhan day du va xir 15/ kip thai; 

- Tap hop, th6ng ke,va lap bao cao tInh hInh su co, xfr 15/ su c6 	D6i 
theo dinh k5/ hoac d6t xuat. 

5.3 Yeu cau 

- K9 nang nen tang ky thuat: cac nguyen 15/ bao mat, 16 h'Ong/cac diem yeu, 
Internet, cac rui ro, cac giao thirc, dng dung va dich vu mang, cac van de bao 
mat mang/may chu va he thOng mat ca ban 

- Ky nang ffng ciru su co: nam virng cac chinh sach va quy trinh n6i b6 cua  
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D6i, quan ly cac hO so sv co 

- Ky nang ca than: cac k'S% nang noi, viec, tuan thu cac chinh sach va cac 
quy trinh, gift bi mat, quan 1)",  thei gian, 1(57 nang d6i — nhom 

- Ky nang phu trq khac: ngoai ngu (ti6ng Anh) nghe - noi 

6. Chuyen vier' danh gia an toan thong tin 

6.1 Muc dich cong 	tim ki6m, phat hien, danh gia cac diem khong phu 
hop, cac diem yeu dm he thong bao mat, cua cac Cmg dung, cac 18 hong bao 
mat, thuc hien khai thac cac diem yeu hoac lo hOng bao mat va thuc hien cac 
bao cao danh gia bao mat. 

6.2 Nhiem vu: 

- Len k'e' hoach, thuc hien va danh gia bao mat cua toan to chirc; 

- Dinh gia hieu qua va su tuan thu cua cac quy trinh hoat d6ng theo chinh 
sach bao mat dm to chirc/cong ty va cac quy dinh quan 1/ khac c6 lien quan; 

- Danh gia 
de 

hoac phong van nhan vien 	to chirc 	quan, 	dOi 
tuong phuc vu de thiet lap quan ly cac rui ro bao mat; 

- Danh gia cac kk qua gay ra do thuc hien khong hieu qua hoac thiL kiem 
soat; 

- Phan tich, danh gia ma nguOn cua cac Cmg dung; 

- Xic dinh cac van de c6 the dart den truy cap trai phep hoac ro ri thong tin 
nhay cam; 

- Tien hanh danh gia. 18 hong bao mat cho he theing mang, cac Cmg dung va 
he di'eu hanh ma Ice tan cong c6 the khai thac; 

- Thvc hien ki'em thu xam nhap de xac dinh cac l8 hOng nguy co cao va 
thap, de kiern tra tren cac Ung dung dva ten web, mang va he thong may tinh; 

- Xac nhan lai bang tay cac that hien de giam thie'u sai sot; 

- Sr dung k'S'i thuat xa 116i de that hien cac l8 hOng, diem ye'u bao mat nhu 
thuc hien bao mat oh ngu6i dung yeu hoac chinh sach mat klaau; 

- Xem xet va xac dinh cac yeu cau cho cac giai phap dam bao an toan thong 
tin dia to chirc chu quan hoac cac doi tuong phuc vu; 

- Cai tin cac hoat d6ng bao mat, tang cuong lien tuc cac k''f thuat m6i va 
ca thik bi h8 to.; 

- Lap bao cao bang van ban .1/44 kk qua danh gia; 

- Phan hOi va xac thuc cac van de bao mat de chinh sCra. 

- Dua ra cac khuy'e'n nghi de cai thien bao mat tren tat ca cac linh vvc, kO ca 
cho b6 phan lap trinh de vik Cmg dung an toan va h8 try huL luyen cho cac b6 
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phan lien quan; 

- Lam viec voi cac cap quan ly ,de cac khuyen nghi bao mat phi hop v6i 
quy trinh 	to chirc 	quan, 	doi tucmg phuc vu; 

- Quan ly va duy tri co sa,dit lieu ve cac diem yeti, cac h6ng, cac diem 
khOng phii hop dm he thong de tra ciru, huan luyen va phuc vu cac hoat deng 
quan V7; 

- Kiem tra, danh gia ky thuat cho cac he th6ng CNTT va san phAm CNTT; 

- Kiem tra, kiem dinh cac giai phap, ding nghe bao dam an toan thong tin. 

6.3 Yeu eau 

- Ky rang nen tang ky thuat: cac nguyen 1)",  bao met, 16 hiing/cac diem yeu, 
Internet, cac rui ro, cac giao thirc, ung dung va dich vu mang, cac van de bao 
met mang/may chu va he thong mirc co ban va nang cao, ma d6c hai co ban, cac 
ky nang lap trinh co ban 

- Ky nang fing cuu su c6: n'Am \ding cac chinh sach va quy trinh noi b6,ctia 
D6i, bleu biet cac ky thuet xam nhap — tan cong, phan tich su co, quan 1j,  ho so 
cac su co 

- icy nang ca nhan: cac ky nang noi, vi6t,, trinh bay, tuan thu cac chinh sach 
va cac quy trinh, 	bi mat, giai ‘quyet van de, doi ph6 v6i cang thong, quail ly  
thoi gian, 	nang d6i — nhom, biet cac han che - gi6i han cua minh 

- Ky nang phu tro khac: ngoai ngir (tieng Anh) nghe — noi — doc — viet 

- Dap img cac y8u cAu cua chirc danh kiem dinh vien cong nghe thong tin 
tai muc 3, dieu 11, 12, 13 Thong to 45/2017/TT-BTTTT ngay 29/12/2017 quy 
dinh tieu chuAn chirc danh nghe nghiep vier' chirc chuyen nganh cong nghe 
thong tin; 

7. Chuyen vien bao met 

7.1 Muc dich cong viec: chiu trach nhiem cho viec thiet ke, kiem tra, 
trien khai va giam sat cac bien phap bao mat cho cac he th6ng cua to chirc. 

7.2 Nhi[01 vu: 

- Phan tich va thiet 1'0 cac yeu cAu ve bao met cho he thOng/mang; 

- Bao ve he th6ng CNTT ch6ng lai truy cep trai phep, hieu chinh hoc huy 
hoai; 

- CAu hinh va h6 tro cong cu bao mat nhu Wong lira, chtmg virus, he th6ng 
quan VT ban va 1 i, ...; 

- Xac dinh cac quyen truy cap, quy&I v66 cac cAu truc dieu khien va quyen 
vai tai nguyen; 

- Thuc hien kiem tra to h6ng, phan tich rui ro va danh gia bao met; 

20 



- Nhen clang cac bAt thuerng va bao cao vi phem; 

- PHI tri6n, cep nhet kha nang duy tri hoat d6ng/kinh doanh lien tuc va 
phuc 116i tham hoa; 

- Dao teo nang cao nhen thirc bao met ngued dung, chinh sach va qui trinh 
dam bao an toan thong tin; 

- Thie't 1(6 va thtrc hien kiem tra danh gia bac) mat de" dam bao hog d6ng 
nghi6p vu lien tuc; 

- frng dru kip thoi sit c6 bao met va cung cap bao cao phan tich sit c6; 

- Nghien cau va de xuat nang cap hog dOng bao met; 

- Cung cap cac twang dan ky thuet cho to chirc chit quan, d6i tugng phuc 

7.3 Yeu cAu 

- Ky nang nen tang ky thuet: cac nguyen 1)% bao met, 16 116ng/cac di6m y6u, 
Internet, cac rui ro, cac giao thirc, 1mg dung va dich vu meng, cac van de bao 
met mang/may chit va 116 thong mix co,  ban va nang cao, ma d6c hei co.  ban, cac 
ky nang rep trinh ca ban 

- Ky nang trrig dru sit c6: nam vcrng cac chinh sach va quy trinh not b6 cua 
D6i, hi6u bit cac ky thuet xam nhep — tan cong, phan tich sit c6, quan ly h6 so. 
cac sit c6 

- Ky nang ca nhan: cac ky nang noi, vi6t,trinh bay, tuan tha cac chinh sach 
va cac quy trinh, 	

, 
bi met, giai quyet van , doi pho v6i cang thong, quan 1)",  

thai gian, ky nang d6i — nh6m, bie't cac hen ch6 - gioi hen cua minh 

- Ky nang phu trq khac: ngoai ngu (ti6ng Anh) doc — vie't 

8. Chuyen vien tu van bao met 

8.1 Muc dich cong vi6c: thuc hi6n cac hog dOng v6 tu van va ho trq to 
chuc, trien khai va thuc hi6n cac cong vi6c cu the ve hog dOng bao met dm to 
chirc nhu xay dung chinh sach, trier' khai cac giai phap bao v6, giam sat va duy 
tri hog diing bao met, tu van bao met cho cac du an CNTT, 

8.2 Nhi6m vu: 

- Tu van xay dung, thie't k6 cac 116 th6ng CNTT c6 d6 an toan cao; 

- Tu van xay dung va tri6n khai cac giai phap ky thuet bao dam an toan cho 
cac 116 thong CNTT cua D6i, cua to chirc chit quan, va/hoac cua cac doi tuong 
phuc vu; 

- Thuc hi6n ki6m thin to h6ng/diem y6u, phan tich rui ro va danh gia bao 
met; 

- Nghien dru cac tieu chuAn bao met, 116 th6ng bao met va cac giao fink 
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xac thu.c; 

- Kiem tra cac giai pita') bao met bang viec sir dung cac tieu chi phan tich 
theo tieu chuan; 

Cung cap cac bao cao ky thuat va hugng clan cho DOi, to chirc chit' quan 
va doi tugng phuc vu; 

- Phan ung sam vai cac six c6 lien quan den bao mat va cung cap phan tich 
day du sau su kien. 

8.3 Yeu eau 

- Ky nang nen tang Icy thuat: cac nguyen ly bao met, to hiing/cac diem yeu, 
Internet, cac rui ro, cac giao thirc, irng dung va dich vu mang, cac van de bao 
met mang/may chu va N thong mirc nang cao, ma d'Oc hai mirc nang cao, cac ky 
nang lap trinh nang cao 

- Ky nang frng ciru su co: nam yang cac chinh sach va quy trinh nOi bO cua 
hieu biet cac k-y thu4t xam nhap — tan cong, phan tich sir co  
- K9 nang ca nhan: cac ky nang nOi, viet, trinh bay, ngoai giao, tuan thu cac 

chinh sach va cac quy trinh, gift bi mat, giai quyet van de, doi pho 	cang 
thang, quart V/ th6i gian, ky Wang dOi — nhom, Net cac han the - giai han cUa 
minh 

- K9 nang phu trg khac: ngoai ngir (tieng Anh) nghe - noi - doc - viet 

9. Chuyen vien phap ly  

, 9.1 Muc dich cong 	là dai din DOi IICSC cho cac hoat dOng lien quan 
den phap ly, phap luat, dao bao hoat tong cua Deli lien quan den thong tin, dar 
lieu nhay cam dung cac quy dinh phap luat trong nu& va qu6c to khi hop tac 
vai cac to chirc ntrerc ngoai 

9.2 Nhiem vu: 

- Cap nhet cac quy dinh luat phap de dieu chinh va ap dung ,trong cac hop 
&Ong, thoa thuan, giao dich 	DOi 	cac 	tac ben ngoai, nhat la viec cung 
cap thong tin lien quan den Six co 

- Nghien dru cac quy dinh luat phap lien quan cua cac nu& trong cac 
trugng hop hop tac quoc te, tham gia cac nhom lam viec quoc to hoac cung cap 
dich vu cho to chirc mac ngoai 

- Tu van cac van de phap 13% cho cac bO phan, ca nhan trong DOi 

- Ho trg Nen soan, chinh situ cac chinh sach, quy dinh, hop ct:ing ap dung 
tai DOi T5CSC phii hop vai luat phap 

- Tham gia thuong luting, gap g'a cac dOi tac ben ngoai trong cac cong viec 
hop tac xir ly Su.  cif) 
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Dai dien DOi tham gia v6i toa an, cor quan phap luat trong twang hop c6 
yeu cau hoac c6 phat sinh tier cac Su co 

9.3 Yeu eau 

- Icy nang nen tang k5"/ thuat: cac nguyen 1y bao mat, 16 h0ng/cac diem ye'u, 
Internet, de raj ro 

- Ky nang Lrng dru su co: nam vang cac chinh sach va quy trinh not 
D0i, hieu biet cac ky thuat xam nhap — tan ding 

- Ky rang ca nhan: cac ky nang noi, vi6t, trinh bay, ngoai giao, tuan 	cac 
chinh sach va cac quy trinh, gift bi mat, giai quyet van de, k5,  nang dOi — nhom 

- Ky nang phv trg khac: phap ly, ngoai ngft (ti6ng Anh) nghe - not - doc - 
viet 

10. Chuyen vier' truyen thong 

10.1 Mvc dich ding viec: la ngu6i dai dien dia DOi de phat bieu vai cac to  
chirc truyen thong, cac cor quan ben ngoai ve mvc tieu va hoat dOng cua D0i, ye 
cac Su co ma DOi slang xir ly, ve cac hog dOng tuyen truyen cua DOi de nang 
cao nhan thirc an toan cho nguai dung 

10.2 Nhiem vv: 

- Xir 1)% cac yeu c'au cua truyen thOng lien quan den hoat dOng cua D0i, cac 
Su c0 dang xir ly;  

- Xay dung chinh sach tilt 10 thong tin cua DOi va theo doi thuc hien; 

- Thiet lap danh sach lien lac vo.i cac Ca quan truyen thong, nil& la cac nha 
bao hieu biet ky thuat va cac an pham ky thuat tot; 

- Xay dung va dp dung cac quy tac hop tac giira Doi va cac co quan truyen 
thong; 

- TOm lugc cac not dung chinh can truyen thong cua DOi; 

- Chi dinh viec tip xuc \red truyen thong trong DOi cho cac truemg hop 
chinh thirc hoac bat ng6; 

- Dao tao,cho cac thanh vien trong DOi ttrcmg tac voi truyen thong va hieu 
nhang gi co the not v6i truyen thong; 

- Tham gia xay dung va trien khai cac huang dAn, dao tao nang cao nhan 
thirc an toan thong tin cho to chirc chii quan, doi tugng phvc vv. 

10.3 Yeu cAu 

- icy nang nen tang k5",  thuat: cac nguyen ly bao mat, 16 hgng/cac diem yeu, 
Internet, cac rui ro, cac giao thirc, img dung va dich vv mang, cac van de bao 
mat mang/may chti va he thOng mix co ban 
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- K"y nang fing ciru skr c6: n'am yang cac chinh sach va quy trinh 	b0 
Di5i, hi6u bie't cac kS■ thu4t xam nh4p — tAn cong, quan cac 116 so str 

- 105,  nang cd nhan: cac kS",  nang noi, 	trinh bay, ngoai giao, tuan thu 
chinh sach va cac quy trinh, 	bi mat, giai quy6t va'n 	k5r nang d(ii — nhain 

- 1Cy nang phu try khac: bao chi, ngoai ngir (ti6ng Anh) nghe - noi - dc.)c - 
viet 

Chuang IV 
TO CHirC TH1VC HIEN 

Dieu 11. 

Trung tam ting dru KhAn cAp May tinh V* Nam co trach 	116 trg 
cac co quan, don vi trier' khai thong tu.  nay, co cac hu6ng clan chi tiet han ve 
trier' khai to chirc hoat dOng 	cac 	UtSC hi4n co ho'a.c thanh 14p mai, 
twang &An va/ho4c tham gia 	hua'n luy0, dao tao cac 1c5,  nang cho cac thanh 
vien 	cac DOi LiCSC. 

Dieu 12.Hieu ltyc thi hanh 

1. Thong tu.  nay có h*i lkrc thi hanh k6 tir ngay xx thing xx nam 2018. 

2. Trong qua trinh thyv hi"O, ne'u có vtrang mac, Oat sinh chirc, cd nhan 
co lien quan kip thoi phan anh N/' BO Thong tin va Truy'en thOng (qua VNCERT) 
c16 xem xet, 	sung va sCra d6i./. 
Nai 	 BO TRUONG 
- Thu ttrOng Chinh 	cac PTTgCP (de b/c); 
- Van phong Quoc hOi; 
- Van phong Chit tich ntrov; 
- Van phong TW va cac Ban dm Ding; 
- Cac BO va ca quan ngang BO, ca quan tilt* 

Chinh phii; 
- Toa An nhan dan cao; 
- Vien Klein sat nhan dan toi cat); 
- Klan toin Nha mac; 
- UBND cac tinh, thanh ph6.  nye thuOc,TW; 
- Ca quan Trung trong cita cac doan the; 
- Ban Chi dao quiic gia ye CNTT; 
- Ban Chi dao CNTT 	co.  quan Dang; 
- Dan vi chuyen trach ye CNTT 	cac BO, ca 

quan ngang BO, ca Tian thuOc Chinh phil; 
- 

	

	Thong tin va Truyen thong cac tinh, thinh pho 
tnrc thuOc TW; 

- Cong bao, Cong Thong tin dien tir Chinh phit; 
- Cuc Kiem tra VBQPPL (BO Tu.  phap); 
- BO TTTT: BO twang va cac Thir twang, cac ca 

quan, dan vi thuOc BO, Cong Thong tin dien tir; 
- Ltru: VT, VNCERT (5b). 

NguyZn M4nh 
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PHV LVC 01 

CAC KY NANG CAN THIET CiJA THANH VIEN DOI UNG CITU Skf CO 

(Ban hanh kem theo thong to so /2018/IT-B1 1 IT ngay / /2018 clia 
BO Thong tin va Truyen thong) 

Cac DOi TSCSC phai c6 mOt so thanh vien neng cot cung cap cac xir ly Su 
c6 thong thuong. Moi thanh vien trong dOi nen c6 mOt so ky rang co ban de 
thuc hien cong viec va hieu qua trong viec phan img Su co, cu the se gom cac ky  
nang ca nhan va cac ky Wang ky thuAt 

1. Cfic ky !fang ca nhan: la cac ky Wang hoat Ong hang ngay cua cac 
thanh vien xir ly Su c8 

1.1 K9 nang giao tiep 

Kha nang giao tiep hieu qua la ky Wang quan trong 	cac thanh vier' D8i 
UtSC de dam bao ho c6 the nhAn &roc va/hoAc cung cap thong tin can thiet. 
Cac thanh vien DOi can c6 kha nang thich *rig de phit hop voi cac mirc d8 hieu 
biet thAp han hoc cao ve chuyen mon dm ngtrai nghe, ngtrad thao luAn. 2 ky 
nang quan trong trong giao tiep cua thanh vien 138i UtSC la viet va noi. 

- Viet: vi phAn 16.n cac giao tiep cua cac thanh vier' DOi U'CSC thong qua 
ngon ngu viet nhu tra lad thu dien tir lien quan den cac su co; viet cac bao cao su 
kien hoc su co, cac lo hong, va cac thong tin ky thuAt khac; viet cac thong bao, 
twang dan cho nOi bO hoc cho doi Wong phuc vu, ... nen thanh vien DOi 
UtSC phai c6 kha Wang viet ro rang va suc tich, mo ta chinh xac cac hoat 
va cung cap thong tin de hieu cho ngueyi doc. 

- N6i: la kha nang thuong xuyen sir dung trong khi lam viec cua thanh vien 
DOi UtSC. Giao tiep mieng thuang qua trao doi dien thoai,hok thao luAn truc 
WO, c6 the lien quan den mOt hoc nhieu nguoi, nhieu doi Won khac nhau. 
Trong mot so trtramg hop, INN c6 the chon mOt hoc mOt vai thanh vier' dung vai 
tro chinh trong viec lien lac voi ben ngoai hoc lam "nguad ph& nem" cua D8i 
de phat bieu chinh thirc ve cac hoat dOng va thong tin dm Doi. 

1.2 K9 nang trinh bay: 

Mk du cac nhan vien xir 1/ su co dm D8i UtSC c6 the tuong tac hang 
ngay voi cac thanh vien 	to chirc chit' quan, voi cac doi tuong phuc vu nhung 
ho ,c6 the khong W.  tin khi phai trinh bay tnthc dam dong. Ngoai ta, trong tinh 
hung kho, c6 tranh cal hoc c6 troy ngai thi can phai hanh xir va giai quyet de  
khong gay ton hai cho danh tieng cua DOi hoc khong xtic pham ngueyi khac. De 
cac nhan vien c6 kinh nghiem va trinh bay to tin trong cac tinh hung do can 
phai ton nhieu theyi gian va no luc. 

O goc dO ky nang "chuyen gia", DOi can mOt hoc vai thanh vier' c6 ky  
Wang trinh bay tot, c6 the la trinh bay ky thuAt, cac van de ve quan tri, hoc than 
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1u4n ban trona cac hOi thao. Cac k"y nang cua chuy8n gia cung can dugc ma  
rOng nhu cung cap led khai chuyen gia truac phap 1u4t thay mat cho Doi UCSC 
ho4c thay cho doi to rig phuc vu. Nhimg thanh vien c6 kien thirc nay se dai dien 
cho DOi UCSC va can phai di& giai nhiem vu va muc tieu cua Doi, cac dich vu, 
dinh huang chitin luvc, 	Cac chuyen gia nay c6 the gap cac phan irng bat lgi 
ye cac chinh sach Ira quy trinh cua DOi, ve to chirc chti quan hoac mot ben khac 
co lien quan den DOi nen phai gifir binh tinh trong cac tinh huong bat lgi do, gitr 
cac van de theo quan diem, dai dien cho Doi hoac doi tuvng phuc vu mot cach 
hop 

1.3 K9 nang ngogi giao: 

Cac thanh vien cua DOI UCSC se phai twang tac yeti cong dOng gOms nhang 
ngtrai co cac muc ti8u va nhu cau khac nhau. Nhang nguiii nay se c6 nhieu kien 
thirc va mire do quan tam khac nhau nen can tranh bi choang ng9p, lo Fang, that 
vong hoac tut gian. Trong vai truing hqp, nhirng nguai khac c6 the tan cong 
hoac CO "lira" nhan vien DOi UCSC cung cap thong tin khong phu hqp. Vi v4y, 
cac nhan vien Doi UCSC phai co ky nang c6 the luting tnroc,  cac tranh chap 
tiem an, co phan img 	hop, duy tri quan he tot va tranh gay rac roi,cho ngtrai 
khac. Ho ding phai hieu rang het dai dien cho DOi UCSC vii/hoac to chirc cho  
quan nen ngoai giao va kheo leo la rat can thiet. 

1.4 K9 ;fang tuan this cac chinh sach va cac quy trinh: 

Cac thanh vien cua DOi UCSC can c6 k'S-f nang tuan thu va ho trg cac chinh 
sach, cac quy trinh da ban hanh dm to chirc cho quan hoac cua K. H9 nen hieu 
1/ do va cac thong tin lien quan den viec hinh,thanh cac chinh sach, quy trinh 
do. De bao dam cho cac dich vu phan irng six co thich hop va tin cay, nhan vien 
DOi UCSC phai chuan bi de chap nh4ri va tuan thu cac quy tac va huang dart, 
ngay ca khi chung khong dugc ghi chop day du va hoac khi khong dOng y vai  
chUng.,Neu nhan vien cam thay can phai thay d6i thi h9 dtrgc quyen de xuat cac 
thay doi yen cap quan ly, can neu ro nhfing thay doi se cai thien hoat dOng cua 
Doi va cac doi ttrgng phuc vu nhu the nao. 

1.5 K9 nang — nhom: 

Nhan vien DOi UCSC phai lam viec trong m6i truing lam viec nhom va 
can nhan thirc ro trach nhie'm cua ho dong g6p vao muc tieu cua DOi. H9 can 
phai uyen chuyen va c6 the dap img cac thay doi. H9 ding can cac IcS1 nang lam 
viec nhom khi trao doi vai cac 1)0 ph4n, don vi trong not NI dm to chirc chit' 
quan hoac vai cac DOi UCSC khac. Neu mot nhan vien Doi UCSC khong hop 
tac va khong ho trg cac thanh vien khac cua DOi, tinh than cua DOi se bi anh 
huang va CO the khong hai long trong DOi, clan den mat nang suat - hieu qua - 
danh tieng hoac mat kha nang cua cac nhan vien khac (mot so ngued red khoi 
DOi vi khong hai long vai moi twang lam viec). 
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Khi phat tri8n Doi UtSC, can c6 mot hoac nhieu thanh vien trong D6i co 
th8 (long vai tra lanh dao de 118 trg cac nham nho han hoac cac d6i kS% thuat ben 
trong D6i UCSC. Cap quan 1.5/ trong gian nay quan 157 cac hoat dOng hang ngay 
cua nhan vien trong cac nh6m,nho han va lam viec vOi nguari quan 	D6i ve 
cac cac n6i dung lien quan den dinh huang chitin lugc, chinh sach cua D6i, ve 
ca so ha tang, va/hoac cac hoat dOng van hanh. 

D6i UCSC la nai khuy6n khich phat huy cac 1c5,  nang chuyen gia. Tuy 
nhien, viec Vet hop giira Wang lkrc 1(5/ thuat va cac k'S'T nang lanh dao/quan 15/ 
khong phai luc nao cling &rot. M6t ca nhan co th8 dat dugc mot so ky nang sau 
mot thOi gian kinh nghiem hoac dugc dao too, nhtmg lanh dao ky thuat khong 
phai la m6t ky nang luon CO sau khi m6t chuyen gia ky thuat da tham du khoa 
dao too lanh dao. Vi vay, D6i can thori gian de nuoi duong va phat trien, hoac 
tim ngtrai phi.' hop or ben ngoai D6i. To chirc chit quan co the can danh mot 
khoan ngan sach cho viec tuyen dung cac vi tri lanh dao, ke4  ca nguai dugc chon 
tir ben ngoai hoac nhan vien ben trong D6i. 

1.6 K9 nang giu bi mat: 

Ban chat ding viec cua D6i UtSC la cac thanh vien thuang xuyen tiep xuc 
vOi thong tin nhay cam va doi khi la cac thong tin c6 gia tri. Nhan vien cua D6i 
phai clang tin, tach biet va co the xir 15/ thong tin bi mat theo cac huong dAn cua  
D6i, theo cac thoa thuan hoac quy dinh cua d6i tugng phuc vu, va/hoac theo cac 
chinh sach va quy trinh cua to chirc chit quan. 

Khi cung ,cap cac giai thich hoac phan h6i k5"/ thuat, nhan vien D6i UCSC 
an can c than ve sir phii hop va tinh chinh xac, tranh ph6 bin bat kSi thong tin bi 

mat nao gay anh huerng d8n danh tieng cua to chirc chit quan, cua D6i hoac anh 
huang den cac hoat Ong lien quan cua cac ben khac. Vi vay, cac thanh vien ctia 
D6i phai hieu dugc sir khac nhau gift vai tra "dich vu khach hang" trong viec 
118 tip doi tugng phuc vu va nhu cau bao dam thong tin dugc bao ve va dugc xir  
15/ phi' hop. Nhan vien D6i UCSC phai luon nhan thirc dugc trach nhiem cua ho 
va khong bi "danh lac huOng", khong tit l0 trai phep thong tin. 

1.7 Mit cac han chj, gioi han cua minh: 

Nhan vien D6i UtSC phai kha nang thira nhan khi ban than dat d8n gioi  
han ctia ki6n thirc hoac chuy8n mon trong mot tinh hung hoac firth vtrc nao d6, 
de chit' dOng tim kiem sit ht; trg cua cac thanh vien khac trong D6i, ctia cac 
chuyen gia khac, hoac cila cap quan ly. Danh tieng cua Doi co the bi anh huang 
nghiem trong neu nhan vien cung cap thong tin hoac huang dart khong chinh xac 
cho cac ben khac. 

1.8 K9 nang dji pho vai cling thong: 

Nhan vien D6i UCSC thuOng xuyen gap phai cac tinh hu6ng cling 
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Ho can phai c6 kha nang nhan biet khi dang a trong thai cang thOng de cac thank 
vien khac cua Del biet va ho to' de kiem soat, duy tri su binh tinh cua ho. Dac 
biet, nhan vien Dei UtSC can co kha nang gift binh tinh trong nhang tinh 
huong cang thang, tir lam viec qua sirc den tra lai nhang nguoi goi hung hang 
hoac voi su co ma tinh mang con nguai hoac ha tang tong yeu bi de doa. Danh 
tieng cua Doi, danh tieng ca nhan cua nhan vien se dugc tang cueyng hoac bi anh 
hkrong tu9 then cach xir ly cac tinh hung nhu vay. 

1.9 K9 tieing gicii quyect van 

Nhan vien Dei UtSC phai doi dien 	&I lieu hang ngay, nhieu truang 
hop lugng thong tin la qua bon. Nhan vien can phai: 

- xac dinh su lien quan cua du lieu dugc cap 

- nhan clang thong tin nao la quan trong, thieu hoac c6 the gay hieu nhOm 
hoac khong chinh xac 

- quyet dinh each xir 19 du lieu do 

Neu khong CO cac k9 nang giai guy& van a Vet, cac thanh vien CO the bi 
choang ngop vgi lugng dir lieu lion quan den su co va cac nhiem vu khac can xir 
19. K-y nang giai quyet van de cung la kha Wang ma nhan vien Doi UtSC c6 the 
"suy nghi khach quan" hoac xem xet van de tir nhieu gee nhin de xac dinh cac 
thong tin hoac dt lieu lien quan, gem: 

- biet ai khac trong dei co the ,lien lac hoac tiep can thong tin be sung, 9 
Wang sang tao hoac them su hieu biet k9 thuat, 

- nhan dang va tim kiem thong tin be sung tir cac nguen khac, 

- kiem tra thong tin thong qua cac phucmg phap tiep can khac, 

- tang hop thong tin a xac nhan mei quan he hoac tucmg quan voi cac du  
lieu su co khac. 

1.10 K9 Wing quail lf) thai gian: 

Cung 	cac k9 nang giai quy& van de, nhan vien Dei UtSC phai c6 kha 
nang quan 19 th6i gian hieu qua. Ho c6 the se phai gap cung lfic hang boat cac 
nhiem vu khac nhau nhu phan tich, phoi hop va phan irng su co, thuc hien cac 
nhiem vu nhu uu tier' khi lugng cong viec, tham du va/hoac chuAn bi cho cac 
cuec hop, thu thap so lieu thong Ice, nghien ciru, thuyet trinh, tham du cac hei 
nghi va c6 the cung cap cac ho trg k9 thuat tai cho. 

Du cho Dei c6 cac twang dan xac dinh cac tieu chi uu tien, nhan vier' van 
se gap kh6 khi sap xep uu tien va quan l9 dong thgi cac trach nhiem ma ho dugc 
giao. De duy tri hieu suat, nhan vien Dei UCSC phai can bang no luc cua minh 
gala viec hoan thanh cac nhiem vu dugc giao, nhan ra khi khi lugng cong viec 
tra nen qua tai can tim su giup cta hoac hugng dan tir cap quan ly va tranh tinh 
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trang tai tru tien lai cho cac nhiem vu mai phat sinh. 

2. Cie ky nang ky thu4t: cac ky rang ky thuat ca ban dm cac thanh vien 
dugc phan thanh 2 loaf: ky nang nen tang k9 thuat va k9 Wang xir ly su co. 

Cac ky Wang n& tang 1(9' thuat yeu cau c6 cac hien bit ca ban ve cac cong 
nghe dang dirge 136i UtSC, to chirc chu quan hoac dOi twang phuc vu sir dung, 
va hiL bie't ve cac van 6 anh htrang d6n D'6i va to chirc chtl quan nhu la: 

- Loai su c6 dang dugc bao cao hoac dugc cong d6ng phat 

- Cach thirc D6i UtSC 116 trg ky thuat cho to chirc chu quan/d6i twang 
phuc vu 

- Cac phan hoi phu hgp cho D6i 

- Cap than' quy&I cua D6i IJCSC trong mot so hoat d6ng cu th6 

Cac ky nang xir ly su c6 doi hoi hieu bie't ve ky thuat, cac diem ra guy& 
dinh, va cac ding cu ho trg (phan mem hoac img dung) can thiet trong cac hoat 
d6ng hang ngay cu' a D6i. 

Cu6i dm moi ky nang se not them ve cac ky nang "chuyen gia" cho k5/ 
nang do. Cac chuyen,  gia vai cac ky nang chuyen gia d6 IA nguon nhan luc gia 
tang gia tri ma D6i can. HQ co the la cac thank vien cao cap cua D6i, cac thanh 
vien be) tra cho D6i, cac nhan vien khac trong t chirc chu quan hoac cac chuyen 
gia tin cay & ben ngoai. 

2.1 Cac ky nang nen tang /c9 thuat: 

Cac icy nang va kin thirc nen tang ky thuat la nhang ky nang quan trong 
dugc sir dung trong cac hoat d6ng hang ngay va trong cac tuang tac cua D6i vai  
to chirc chit quan hoac yeti doi tuang phuc vu. Nhimg ky nang ca ban nay la can 
thiet de hieu cach cau hinh va hoat d6ng cua cac he thong va phan mem, cac 
nguy 	ro &rig hanh vai cac cong nghe dugc dung, cac cach bao v8, bao 
mat, va/hoac sira chira he thong. 

2.1.1 Cac nguyen 1)',  an toan: 

Cac thanh vien cua D6i UtSC can phai co cac hiL bit ve cac nguyen 15,  
an toan lien quan den su bi mat, su san sang, su xac thkrc, su toan yen, kiem soat 
truy cap, su rieng tu, khong choi 1)6, de hieu cac van de tiem an c6 the phat sinh 
neu cac bin phap an toan chua dugc thkrc hien dimg, cling nhu cac tac d6ng 
tiem an den cac he th6ng dm to chirc chu quan, cua doi tuang phuc vu hoac ca 
cac he th6ng cua D6i. VOi cac hiL bi6t ve cac nguyen 1)% an toan, thanh vien D'6i 
UtSC se dap img tot han cac nhu cau oh to chirc chu quan, cua doi tuang phuc 
vu trong vi& cau hinh bac) mat de ngan vi'e'c lam dung hoac xam hai va ding 
dugc chuan,bi tot han de cung cap cac ho' trg va hu&ng dan thuat phii hop khi 
xay ra Su cO. 
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2.1.2 Li; hong/diem yeu bao mat: 

De hieu each tan cong cu the anh hugng den cac ph'an mem hoac phan 
cimg, nhan vien DOi UtSC truck fiat can phai hieu ro nguyen nhan ca ban dm 
cac 18 hong bi khai thic 	cac ke tan cong. Ho can c6 kha nang nhan dien va 
phan loai cac to h6ng va cac tan cong tuang ling, chang han: 

+ cac van de bao mat vat ly  

+ 10 h6ng trong thiet ke cua giao thirc: vi du tan cong o khu vtrc trung gian, 
gia mao 

+ ma d9c hai: vi du virat, sau, trojan 

+ thirc thi cac to h6ng: vi du tran b0 dem, cira s6 thai gian 

+ cac diem yeu trong cau hinh 

+ 18i ngtred dimg 

2.1.3 Internet: 

Thanh vier' Doi UCSC phai co hieu biet ca ban ve internet, bao mat cho cac 
giao thirc va dich vu,  co ban dugc dung tren , mang Internet hoac du doan 
dugccac nguy co c6 the xay ra trong tuang lai. Toi thieu, cac thanh vier' dm Doi 
UCSC nen biet ve lich sir, cau true dm internet, va ha tang h8 trg no. 

2.1.4 Cac 	ro: 

Cac thanh vien cua D9i UtSC can CO hieu Net co ban ve phan tich cac rui  
ro bao mat may tinh. Ho can biet anh huang cua cac loai rui ro khac nhau den 
doi tugng phuc vu cua D9i, vi du nhu tiem an cac tan cong qua Internet, cac van 
de an toan cua quoc gia CO lien quan den DOi va doi tugng phuc vu, cac nguy co.  
vat 1/, cac nguy co tai chinh, thiet hai kinh doanh - danh tieng hoac sp.  tin cay 
cua khach hang, hu hong hoac mat ar lieu. Cac nhan vien mai cua DOi c6 the 
thieu cac kien thirc nay va can co htrang dan, chi bao de dam bao 119 hieu cac rui  
ro c6 the anh huc'rng the nao den doi tugng phuc vu cua h9, cling nhu anh twang 
den chinh D9i UtSC cua minh. 

2.1.5 Cac giao thirc mang: 

Thanh vien cua D9i UtSC can co hieu biet ye cac giao thirc mang ph6 
bien, toi thieu cling phai la cac giao thirc dugc D9i va doi tugng phuc vu sir 
dung. Vai m8i giao thirc, h9 can hieu ve co 	 jf , ban cua giao thirc, cac dac 

tan 
k 

thuat, va each sir dung. Ngoai ra, ho can biet,cac nguy co va cac loai tan cong 
pho bien vao giao thirc, ding nhu Nen phap de giam nhe hoac ngan chan cac tan 
cong do. 

Vi du, thanh vien DOi UtSC phai thong thao t6i thieu cac giao thirc nhu IP, 
TCP, UDP, ICMP, ARP va RARP. Ho can hieu each ma cac giao thirc nay hoat 
dOng, dugc dung cho 'tux dich nao, str khac nhau gifra cluing, met s6 cac diem 
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yeti ph6 Nen, 	Ngoai ra, cac thanh vier' trong DOi phai c6 hieu biet tuang to  
nhau ve cac giao thirc nhu.  TFTP, FTP, HTTTP, HTTPS, SNMP, SMTP va cac 
giao thirc khac dugc dimg bgi DOi hoac cac dOi tugng phuc vu. 

K9 nang chuyen gia: gom hieu sau,hcm cac khai niem va cac nguyen lY an 
toan, cac kien thirc chuyen gia ve co the va cong nghe dan den cac loi trong cac 
giao thirc, cac diem yeu c6 the bi khai thac, cac phut:mg phap khai tilde dugc sir 
dung, va bien phap de giam nhe hoac loai boo cac van de tiem an nay. Cac 
chuyen gia cung can co hieu Net chuyen gia ve cac giao thirc hoac cong nghe 
internet bo sung nhu DNSSEC, IPv6, IPSEC, cac tieu chuan vien thong khac c6 
the thirc thi hoac giao tiep vai cac mang cua doi tugng phuc vu cua h9 nhu 
ATM, BGP hoac bang rOng, thoai qua interne, cong nghe khong day, cac giao 
thirc dinh tuyen khac, hoac cac cong nghe tich hop mai, 	va cung cap cac 
hugng dan k9 thuet cho cac thanh vien khac cua Doi hoac cho d6i tugng phuc 

2.1.6 Cac img dung va dich vu mang: 

Cac thanh vien cua DOi UtSC can c6 hieu Net ca ban ve cac irng dung va 
dich vu mang phO bien ma DOi va d6i tugng phuc vu sir dung nhu DNS, NFS, 
SSH, 	Voi mgi img dung hoac dich vu, Ito can !lieu muc dich, cach hoat d0ng 
va sir dung thong thuimg cua no, cau hinh bao met, va cac loai nguy co.  hoac cac 
cach tan cong ph0 Nen nham vac) img dung hoac dich vu, cung nhu cac bien 
pita!) giam nhe cac nguy 

Ky nang chuyen gia: hieu biet k9 thuet ma rOng cho cac img dung va cac 
dich vu, clang nhu cac san pham mai c6 the tich hgp cho he thong thong tin cua 
to chirc chu quan hoac doi tugng phuc vu cua DOi. Cac chuyen gia can cung cap 
thong tin chi tiet ,cho cac van de an toan can dugc thao luen, can xac dinh hoac 
giai quy& khi trien khai cho he thong hien tai hoac mai, cho cac img dung mai, 
hoac khi thiet ke kien true mang. 0 cap (it) chuyen gia, hieu biet phai kern theo 
kinh nghiem yen Ca nhang img dung it dung hoac cac dich vu kh6 ma D0i hoac 
to chirc chit quan hoac doi tugng phuc vu c6 the dung nhu trien khai mai cac 
dich vu khong day hoac trien khai ha fang khod cong khai cho he th6ng thong 
tin. 

2.1.7 Cac van de bao mat mang: 

Cac thanh vien cua Dgi UtSC can c6 hieu biet co ban ve cac khai niem 
bao mat mang va c6 the phat hien cac diem yeu trong cau hinh mang. Ho phai 
hieu ca ban cac khai niem va bao met vimg bien cua Wong lira mang (nhu thiet 

loc goi tin, he thong chuyen tiep proxy, DMZ, ...), bao met b0 dinh tuyen, 
nguy ca 10 thong tin khi truyen du lieu truyen qua mang, hoac cac nguy co lien 
quan den viec chap nhen thong tin chua tin cey. 

K9 nang chuyen gia: cac chuyen gia nen co kha nang doan tnrac, nhen 
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dang, co lap va mo td cac 18 h6ng mai tiem an c6 the anh huang den d61 tuvng-
phuc vu hoac chinh DOi I5CSC do thay doi thiet ke mang, phan ming hoac phan 
mem. H9 cling c6 the xac dinh va phat trien cac cong cu hoac cac tien trinh 
nham giam nhe hoac giai quyet cac diem yeu bao mat tiem an do. 

2.1.8 Cac van de bao mat may chil va he thong: 

Ngoai viec hieu cac van de bao mat a cap do mang, thanh vien D6i U'CSC 
can phai hieu cac van de bao mat a cap d6 may chil v6i nhieu loai he dieu hanh 
dirgc 136i hoac doi tuvng phuc vu sir dung nhu UNIX, Windows hoac cac he 
dieu hanh khac. Truac khi hieu cac khia canh bao mat, thanh vien cua D6i phai 
c6: 

+ kinh nghiem sir dung he dieu hanh va cac van de bao mat dm nguai dung  

+ quen thu6c voi vi"ec quan 1)"( va duy tri cac he dieu hanh 6. mdc 

quan tri 

Vai m6i he dieu hanh, thanh vien cua D6i U.CSC can biet cach 

+ cau hinh he th6ng mOt cach an toan 

+ xem xet cac tap tin cap hinh de Oat hien cac diem yeu bao mat 

+ nhan dang cac phuang phap tan cong ph6 bien 

+ xem xet c6 cac no luc xam nhap, thoa hiep he th6ng hay khong? 

+ xem xet neu co thoa hiep he th6ng thi c6 thanh cong hay khong? 

+ xem xet cac tap tin nhat 14 log de xac dinh cac bat thuong 

+ phan tich ket qua dm cac tan cong 

+ quan 1/ cac dac quyen cua he th6ng 

+ bao ve cac daemon (cac dich vu ten Linux) cua mang 

+ khoi phuc sau khi bi thoa hiep 

2.1.9 Ma (lac hai: 

Thanh vien D6i UtSC phai hieu tan cong dm cac loaf ma d6c khac nhau va 
anh huang cua chung den nan nhan (thoa hiep he thong, tir ch'6i dich vu, mat 
toan yen du lieu, ...). MA d6c c6 nhieu dang khac nhau, co the gay tan cong tir 
choi dich vu hoac thay &di web, hoac ma co the chira cac n6i dung "d6ng" de tu 
cau hinh cac kieu tan cong da dang. Thanh vien D6i phai hieu cac kieu phat tan 
va tan cong dm ma dOc nhu Ian truyen qua cac phucmg tien ltru tn,r, qua thu dien 
tir, qua cac cac chucmg trinh, qua cac macro cua Word, MIME (Multipurpose 

Internet Mail Extentions), qua chia se tap tin ngang hang, hoac cac vi-rut boot-
sector ..., cac rui ro va hu hong lien quan vai cac tan cong nhu vay, cac bien 
phap ngan chan va giam nhe, cac tien trinh phat hien va ger 136, va cac kj," thuat 
khoi phuc. 
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Icy rang chuyen gia: chuyen mon thuc hien phan tich, kiem tra theo 
phuang,  phap h8p den (black box, chil yeu de xem cac hanh vi ma khong can 
phai bittruac ve ma d6c do), hoac ky thuat dich nguac ma d6c do lien quan 
den cac cu8c tan cong va tu van cho D8i de phan img hieu qua nhAt. 

2.1.10 Cac ky nang lap trinh: 

M8t s6 thanh vien cua D6i can co kinh nghiem lap trinh he thong va mang 
de D6i co the n'A.m dugc nhieu ngon ngir lap trinh ten cac dieu hanh ma D8i 
va d6i wan phuc vu sir dung. Vi du, D8i phai co kinh nghiem ve cac ngon ngir 
C, Perl, Python, Awk, Java, shell (moi phien ban) va cac cong cu viet kich ban 
khac. Nhang ding cu viet kich ban hoac lap trinh se dugc dung de ho frq cho 
viec phan tich va xir ly thong tin su c8 (vi du viet cac kich ban khac nhau de 
dem va sap xep cac nhat k/ log khac nhau, tim kiem trong cac ca sa du lieu, tim 
kiem thong tin, trich thong tin to cac nhat ky hoac tap tin, thu thap va tr6n du  
lieu). 

Ngoai ra, thanh vien D8i UtSC nen hieu cac khai niem va ky thuat lap 
trinh an toan. Ho can biet cach ma cac diem you CO the dua vao trong ma (vi du 
qua cac thuc hanh lap trinh va thiet ke kem) va each de tranh nhang,18i nay 
trong cac cong cu hoac san pham ma 119 phat trien cho 	hoac cho doi tuang 
phuc vu cua ho. 

Ky nang chuyen gia: ky nang chuyen mon ve phat trien va lap trinh phan 
mem bang nhieu ngon ngir. Chuyen mon cua cac chuyen gia se ho try nguai phu 
trach icy thuat, tu van hoac huang dan cho the thanh vien khac trong D6i. 

2.2 Cac 197 Wing mi. 

"'Uri/ su c6" la tap h9p cac ky nang can thiet lien quan den cac hoat Ong 
hang ngay cua cac thanh vien D6i IJCSC. Tuy nhien, can luu / rang mac du cac 
khai niem ca ban lien quan den xir ly su co co the tuang tu nhau a nhieu 138i 
UtSC, nhung viec thuc hien, cac chinh sach va quy trinh cu the cua nhimg khai 
niem nay se khac nhau vai moi D6i. 

2.2.1 Cac chinh sach va quy trinh not bo cua Doi IJCSC: 

Nhang nguai xir 1/ su c6 cua D8i UCSC phai dugc huAn luyen cac chinh 
sach va quy trinh not b6 chi phoi hoat Ong cua d6i. Moi khia canh cua cong 
viec se dugc gan vai viec tuan thu mot chinh sach hoac quy trinh nao do hoac 
theo huang dan cua cap quan 1/. Nhan vien D8i UtSC can cac thong tin ca ban 
nay va phai nam yang cac nguyen tac huong dan, neu khong h9 se khong hieu 
dugc nhfing ky nang va kien thirc trong khuon kho va ranh gioi do. M9i thanh 
vien cua D8i U'CSC phai c8 kha nang ho tra cac chinh sach va cac quy trinh 
nay, khong chi a cap d'8,ciia D8i ma con a cap d6 	to chic chu quan, hoac 
tharn chi lien quan den doi arcing ma 119 phuc vu. 
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2.2.2 Hieu biet, xac dinh cac ky thuat xam nhap: 

Moi thanh vien xir ly su c6 cua D6i UrSC phai c6 the nhan biet cac ky  
thuat xam nhap Oa ten dau chan (footprint) hoac cac ding cu de lai trong cac 
kieu tan ding khac nhau trong su co ma ho xir 1)",. Han /lira, ho can biet cac 
phuang phap phil hop de bao ve cluing lai cac ky thuat tan ding dal biet va cac 
rui ro lien quan den cac tan ding c16. 

Vali du lieu su c6 thuc te, ngtayi xir 1)% su c6 phai dung cac kien thic cua ho 
de xac dinh loai tan ding, nhan biet cac ding cu hoAc b6 ding cu sir dung, cac 
ky thuat, hoAc cac ma d'ec hai &A dung. Vali m8i loai tan ding, ho phai biet cac 
rui ro va anh twang lien quan, mirc d6 nghiem trong tuang *rig, va cac phuang 
phap giam nhe, ngan chAn va khoi phut. 

MOt 4 Wang xir ly su c6 quan trong khac la phan tich tuang quan giva cac 
su co de thong bao nhang gi chua tong dugc biet truck do nhu k"y thuat tan 
cong, dAu chan, cong cu xam nhap, phuang tien tan ding mai. Viec xac dinh 
clugc cac hoat d6ng bat thlromg ho4c, 	mong muon c6 the giup nhan dien 
cac tan cong 	hoAc 16 h6ng dem an de dam bao cho viec dieu tra hoac phan 
tich ve sau, c6 the clugc thuc hien bin cac thanh vien cao cap dm D6i hoAc cac 
chuy8n gia khac. 

1c5,  nang chuyen gia: cac 4 Wang va kien thic de c6 the: 

+ xac dinh mot 10 h6ng mui 

+ phan tich ky thuat ve cac ding cu va ky thuat xam nhap 

+ nhan biet cac ky thuat xam nhap mai dua teen cac dau chan va anh haling 
cua chung 

+ phan tich tai lieu cita cac chucmg trinh de lam tham khao cho cac thanh 
vien khac trong D6i. Cong viec nay cling c6 the me( r6ng de cung cap haling cian 
giup cac nhan vien khac ctla D6i xac dinh dau chan, cac rui ro lien quan va 
phuang phap phang ngia. 

2.2.3 Giao tie!) vii cac nai: 

PhAn lon cac giao tiep cua cac thanh vien xir 1/ sr c6 cua D6i UCSC,ducyc 
thuc hien truc tuyen, thuong la qua this dien tir nen yeu cAu ca the truyen dir  
lieu su co phai an toan. Vi vay, thanh vien D6i IJCSC phai thong thao sir dung 
thu dien tir va tinh nang MIME, cling nhu cac cong cu va cac phuang phap dO 
nhan dien lien lac vii cac nai khac va sir dung cac 4 thuat ma hod phu hop. 

Ho ding can hieu ve chic nang va cach sir dung cua cac ding cu khac nhau 
tao dieu kien thuan lgi cho viec xem xet va giai thich du li8u su co (cac dinh 
Bang va cong cu nen tap tin, cac cong cu luu tru nhu tar dm UNIX hoAc 
WinZIP, uuencode/decode, ...). Ngoai ra, dieu quan trong la phai dam bao rang 
cac nhan vien xi I)",  su c6 than thic ro ye cac kieu phoi hccp khi twang tac trong 
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• not b9 va ra ben ngoai nhu so lugng thong tin dugc chia se va,cach thirc chia se  
thong tin trong khi van tuan thu cac chinh sach va quy trinh tiet to thong tin dm 

2.2.4 Phan tich su co: 

Phan tich bao cao su co nham tim tra lai cho cac cau hoi nhu: 

+ Ai tham gia? 

+ Dieu gi da xay ra? 

+ Tan ding bat ngutm tir dau? 

+ Khi nao (mai gia nao)? 

+ Tai sao no xay ra? 

+ He thOng c6 18 hOng nhu the nao hoac tan cong da xay ra nhu the nao? 

+ 14 do tan ding la gi? 

Ngtr6i phan tich can xac dinh flitting thong tin quan tong nao bi thieu, can 
lam ro a dau, hieu qua va pham vi boat dOng. Khi co the, 119 nen xac dinh cac 
cong cu hoac kieu cu9c tan cong dugc sir dung, mac d9 truy nhap da c6 dugc, 
khung giCs, thiet hai hoac cac lien luy tir cu9c tan cong, cac may/cac khu yuc bi 
lien deri. 

Thanh vier) D9i UtSC phai biet dugc tam quan tong cita cac hoat dOng 
lien quan den cac uu tier' cua d9i, cling nhu xac dinh cac phan ling thich hop. 
Han naa, ho can phan tich cac bao cao hoat d9ng su c8 moi de xem lieu cac bao 
cao nay c6 lien quan nao den cac bao cao khac hay khong, vi du lien quan den 
thai gian tan cong, cac nh:an dang cua tan cong, cac to ht)ng nao da bi khai thac, 

va de xac dinh xu htrang hoac cac hoat dOng turmg tu c45 the anh huang den 
QV:5i tugng ho phuc vu. 

Ky rang chuyen gia: phan tich sau cua cac cong cu, cac kich ban va cac 
mau vat khac dugc pith hien trong qua trinh xir lY str ca ma cac nhan vien cua  
D9i UtSC chua xac dinh dugc. Phan tich nay cling c6 the gtim phan tich diet) 
tra so hoac thu th;ap du lieu de dung dieu tra t9i pham. Su ho trg chuyen mon 
nay c6 the yeu cau kieu khai thac dich ngugc va/hoac xem xet ma nguon. 

2.2.5 Bao quan cac 118 so su co: 

DU dieu nay khong phai la mot ky nang nhu cac ky rang khac trong phan 
nay, nhung day la mot phan quan tong can phai tich hop vao cac boat dOng cua  
D9i UCSC va dugc moi thanh vien co trach nhiem xir lY su co phai tuan theo. 
De dam bao rang moi ht) so dugc bao quart,  tot, moi thanh vien xir sucoc cua  
D9i phai hieu ve cac 	thuat dugc dung de bao quan cac Ito so bao cao su co, 
thOng tin h8 try va cac tap tin lien quan. Cac ho so su co phai &roc ghi chep day 
du, duy tri nhat quart de cung cap mot hinh anh ro rang ve tinh hinh hoat dOng 
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hien tai va nhang con v* van con duy tri. Gill 116 so tot là ding la tao diL • 
k* thuan lgi khi chuyen giao hocban giao gitra cac thanh via trong DOi. 
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PH1J LI,JC 02 

CAC KY NANG KY THUAT CHUYEN SAU CHO CAC CHUC DANH DQI UCSC 

(Ban hanh kem theo thong tu. so /2018/TT-BIM ngay / /2018 dm' 
BO Thong tin va Truyen thong) 

sTT Vi tri Icy nang 
Chung chi 

QT VN 
1. Lanh dap 

DOi 
UtSC 
(dOi 
truang, 
d6i ph6) 

Ngueei clung du cila D6i UtSC phai c6 
nen tang va phai c6 cac k'Si nang k'57 
thuet tot nhu nhan vien duai quyen. 

Cac Icy rang nay bao g6m: 

- 	Phuang phap va thuc hanh chitin 
lugc ding nghe thong tin, kien triic 
doanh nghiep va kien truc bac) met 

- 	Cac khai niem ve bao met lien quan 
den DNS, routing, xac thuc, VPN, 
cac dich vu proxy, va cac ky thuet 
giam thieu DDoS 

- 	Co nen tang dm IS027002, ITIL va 
COBIT 

- 	Danh gia su phii hop dm PCI, 
HIPAA, NIST, GLBA va SOX 

- 	He dieu hanh Windows, UNIX va 
Linux 

- 	Ng& ngir lap trinh C, C++, C#, 
Java va/hoac PHP 

- 	Cac giao thuc twang lira, phat 
hien/chiing xam nhep 

- 	Kha nang lap trinh bao met, hacker 
mu trang va mo hinh cac nguy ca 

- 	TCP/IP, mang may tinh, dinh tuyen 
(routing) va chuyen mach 
(switching) 

- 	Dinh nghia va phat trien kien true 
bao met mang 

- 	Kien thirc ve kiem toan bao metcaa 
cac ben thir ba va phuang phap 
danh gia cac rid ro tren cloud. 

- 	T6 chirc va hoat d'6ng dm D6i 

CEH 
CISSP 
CISM.  ' 
ECIH 

nang cao  
cho can b6  
k 	 thuet'yf 

- An toan 
thong tin 
ca ban 
cho can b6 
ky thuet 

- An toan 
thong tin 

- An toan 
thong tin 
danh cho 
can b6 
quan 11; 

- Eng 
ciru su c8 
an toan 
thong tin 
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UtSC 

- 	Ccr,ban cac phucmg phap phong 
chong tan cong mang 

Ky !tang mem 

- Ky nang not va truyen thong, ky nang 
ye to chdc, to duy dinh huang theo tien 
trinh, lap ke hoach chitin lugc va sang 
tao 

- Ky nang giao del) va dam phan, can 
thiet cho viec chi dao mot d6i, cong tic 
vai cac nha diet' hanh cap cao va xay 
dung moi quan he voi cac to chirc, clan 
vi, pheng ban khac trong to chirc hoc 
tuong tac v6i cac ben ngoai ctia to 
chirc 

• 

2. Chuyen, 
vier' dieu 
phi irng 
ciru Su 
CO 

Ky nang cting 

- Am hieu ye quy dinh, phap luat ye an 
toan thong tin, img ciru su co 

- Am hieu ye cac quy trinh irng dm su 
co 

- Co kien thdc ye he dieu hanh 
Windows, UNIX va Linux 

- Am hieu ye cac ngOn ngir lap trinh 
nhu: C, C++, C#, Java, ASM, PHP, 
PERL 

- Co kien thirc TCP/IP, mang may tinh, 
dinh tuyen (routing) va chuyen mach 
(switching) 

- Am hieu Ye he thong phAn cimg N/A 
ph'an mem may tinh 

- 	Biet cai dat, cau hinh va valo-i he diet' 
hanh 

- Co ky nang ye sao luu va phuc h6 i du 
lieu, 

- Co kien thirc ve an toan irng dung va 
bao mat img dung Web 

- Hieu biet ye cac kieu tan cong ca ban 
va cach khac phuc 

Security+: 
CEH; 
ECIH 

mang 
 

_ An toan 
thong tin 
ca ban 
cho can bOs 
ky thuat 

- An loan 
thong tin 
nang cao 
cho can b6 
ky thuat 

- fing 
cdu su co 
an toan 
thong tin 

- An toan 
ha tang 

- An toan 
irng dung 

- Lap 
trinh an 
toan 
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KS,  !Ong mem 

- KS nang not va truyen thong, 

- Ky nang xir VT va giai quyet van de. 

- Ky nang giao tip va dam phan, quan 
he yen cac to chuc, don vi, phong ban 
khac trong to chirc hoec tucmg tic vai 
cac ben ngoai dm to chfic. 

3.  Chuyen 
vien 
phan tich 
va img 
pito su 
co 

KS,  !Ong cling: 

- Co kien thirc TCP/IP, mang may tinh, 
dinh tuye'n (routing) va chuyen mach 
(switching) 

- Co kien thirc ve he diet' hanh 
Windows, UNIX va Linux 

- Am hieu ve cac ngon ngir lap trinh 
nhu: C, C++, C#, Java, ASM, PHP, 
PERU 

- Biet cai dat, cL hinh va va 18i he dieu 
hanh 

- 	Co k-y nang ve sao ltru va phuc hs:l'i du 
lieu, met ma hoc 

- Co kien thirc ve bao met irng dung 
Web 

- Thanh thao cac phAn mem phan tich 
ma deic, phan tich du lieu mang, phan 
tich logfile (Wireshark, 
Process_xp.exe, Procmon.exe, IDA...) 

- Thanh thao cac img dung phAn mem 
dieu tra so (EnCase, FTK, Helix, 
Cellebrite, XRY, ...) 

- HiL biet ve dien toan dam may 

- Bie't xay dung IJCSC 

CEH; 
ECIH; 
CHFI; 
GCFE; 
GCFA; 
CCFE; 
CPT;
CREA;  

An toan 
thong tin 
cho can b() 
lcS% thuet; 
Phan tich 
ma o'c;  

ung cdu 
.: su co 

ATTT; 
Danh gia 
ATTT; 
Dieu tra 
so; 

4.  Chuyen 
vien 
ATTT 

KS 	di 'Ong 	n 

- IDS/IPS, danh gia tham nhep 16 hOng 
bao met. 

- Firewall va cac giao thuc do/ngan chen 
xam nhep. 

- DLP, antivirus, phong chong malware. 

Security+: 
cation 
CCNA:- 
CEH: 
GSEC / 
GCIH / 
GCIA: 
CISSP: 

_ An toan 
thong tin 
co.  ban 
cho can 13O 
kj't thuet 

- An toan 
thong tin 
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- Ma h6a, cac mo hinh tan cong mai. 

- H8 dieu hanh Window, Unix, Linux. 

- TCP/IP, mang may tinh, dinh tuy8n va 
chuyen mach. 

- Ngon ngir lap trinh C, C++, C#, Java 
hoac PHP. 

- Giai phap SIEM. 

- ISO 27001 / 27002, ITIL va COBIT. 

- PCI, HIPAA, NIST, GLBA va SOX. 

K9 'fang mem 

- 	K9 nang lam vi'ec do:ic lap hoac theo 
nhom. 

- Can c6 k9 nang thuyet trinh va giao 
tiep tot, 

- Co kha nang nghien dru, tim hieu, 
phan tich va giai quyet nhang van de 
k -y thuat phirc tap. 

ECSA nang cao 
cho can bO 
1(9 thuat 

- Quan lji 
an toan 
thong tin 

- Danh 
gia an 
toan thong 
tin 

- An toan 
ha tang 
mang 

- An toan 
img dung 

- Lap 
trinh an 
toan 

5. Chuyen 
vien 
kiem tra, 
danh gia 
an toan 

K9 yang &rig: 

- CO nen tang ctia ISO 27001/27002, 
NIST, HIPPA, SOX, ... 

- IDS/IPS, kiem tra tham nhap va fl) 
hong. 

- 	Firewall Nth cac giao thirc clo/ngan chan 
xam nhap. 

- DLP, antivirus, phong chOng malware. 

- H8 dieu hanh Window, Unix, Linux. 

- TCP/IP, mang may tinh, dinh tuyen va 
chuyen mach. 

- Giao thirc mpg va phan tich goi tin. 

- Ngon nail lap trinh C, C++, C#, Java 
hoac PHP. 

- Di8n toan dam may. 

- Cac mo hinh SaaS. 

- Giai phap SIEM. 

K9 Wang mem: 

an toan 
 

CEH; 

CISA; 
CISM; 
CISSP; 

CEPT; 

CISSP; 

1(9 thuat 
 

- Quan 1j/ 
 

- An toan 
thong tin 
co ban  
cho canbO 
1(5/ thuat 

- An toan 
thong tin 
nang cao 
cho can bO 

thong tin 

- Dinh 
gia an 
toan thong 
tin 

- Danh 
gia va 
kiem thir 
an toan 
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- CO kha nang lam vie‘c nhOm va dcic 
lap. 

- 	Co ky nang giao tiep, trinh bay, tong 
hop, phan tich v.v... 

thong tin 

6.  Chuyen 
vien 
Kli ni  

thir xam 
nhap 

KS,  Wang cling 

- He dieu hanh Windows, UNIX va 
Linux 

- Ng& net lap trinh C, C++, C#, Java 
ASM, PHP, PERL 	 , 

- Sir dung cac cong cu danh gia he thong 
mang (vi du: Nessus, nmap, Burp, ...) 

— • 	,‘ - Hieu biet 	 n ye phan cirng va pha‘ 	mem 
may tinh; 

- Ung dung web ; 

- Co nen tang dm ISO 27001/27002, 
NIST, HIPPA, SOX, ... 

- Sir dung cac cong cu va san pham bao 
mat (Fortify, AppScan, ...) 

- Phan tich 18 h'8ng va k'Si thuat dich 
ngtrot 

- 	Sir dung Metasploit 

- Cac cong cu dieu tra so 

- Cac nguyen lr mat ma 

KS,  Wang mem 

- Co kha nang lam viec nhom, dOc lap, 
chiu duoc dp lye cao. 

- 	CO k5',  nang giao t4, trinh bay, tong 
hop, phan tich v.v... 

CEH; 
CPT; 
CEPT; 
GPEN;  
OSCP; 
CREA; 
GCFE 

- An toan 
thong tin 
co. ban 
cho can 1)0 

thuat 1(5,  

- An toan 
thong tin 
nang cao 
cho can 1)0 
k5i thuat 

- Dinh 
gia va 
kiem thin 
an toan 
thong tin 

- An toan 
ha tang 
mang 

- An toan 
img dung 

- Lap 
trinh an 
toan 

7.  C.huyen 
wen 
Dieu tra 
s6 

K57 	ng cirng 'O 

- CO kien thirc TCP/IP, mang may tinh, 
dinh tuyen (routing) va chuyen mach 
(switching) 

- Co kien thirc ve he dieu hanh 
Windows, UNIX va Linux 

- Am hieu ye cac ngon ngir lap trinh 
nhu.: C, C++, C#, Java, ASM, PHP, 

CEH; 
CHFI; 
CCE; 
GCFE; 
GCFA; 
GCIH; 
CCFE; 
CPT; 
CREA 

An toan 
thong tin 
ca ban cho 
can bO k57 
thuat; An 
toan 
thong tin 
nang cao 
cho can bO 
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PERL 

- Am bleu ve he thong phan cirng va 
phan mem may tinh 

k9 thua; 
Dieu tra
so; 
Phan tich 

- 	Biet cai dat, cAu hinh va va 18i he diki ma dOc; 
hanh Danh,gia 

- CO k9 nang ve sao luu va phuc MI du va kiem 
lieu, mat ma h9c thir an 

- CO kiL thirc v'e bao mat img dung 
town thong 

Web 
tin 

 

- Am hieu cac rng dung phan mem diet' 
tra so ( EnCase, FTK, Helix, 
Cellebrite, XRY, ...) 

- Bik ve din town dam may 

- Bit xay dung qui trinh xir 13% bang 
chimg 

KS7 nang mem 

- 	Phai c6 dau Oc Liu tim hi'eu va.luon 
lam suy nghi nhu tOi pham de hiL tOi 
pham thi moi c6 the bat ducc tOi pham 

- CO kha 'fang giao tip tat 

- CO kha nang vik bao cao, bao ve NIA 
din giai chirng cir 

- Co kha nang trinh bay rO rang, dg hi'L 
k6t qua chimg cir dial tra. 
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PHIJ IA,1C 03 

CHUNG CHI TRONG NtreiC VA QUOC TE VE AN AN TOAN THONG TIN - UNG ctru str 
CO 

(Ban hanh kern theo thong to so /2018/7-B1 I 11 ngay / /2018 ctia 
BO Thong tin va Truyen thong) 

1. Cie chting chi trong ntrov: 
- An toan thong tin co ban cho can b() 1(5/ thOt 
- An toan thong tin nang cao cho can 1)0 ky thulat 
- An toan thong tin cho can bO quan ly  
- Quan ly an toan thong tin 
- Dinh gia an toan thong tin va img dung web 
- Dieu tra so co. ban 
- Phan tich ma clOc co ban 
- Phan tich ma dOc nang cao 
- Ifng ctru su co an toan thong tin 
- Ung dru su co an toan thong tin nang cao 
- An toan ha tang mang 
- An toan fin dipg 
- 14p trinh an toan 
- To cht:rc va van hanh cac dOi t:mg ciru su co CSIRT 

2. Cac chting chi claw 4: 
- CISA: Certified Information Systems Auditor 
- CISM: Certified Information Security Manager 
- Security+: CompTIA's popular base-level security certification 
- CEH: Certified Ethical Hacker 
- CISSP: Certified Information Systems Security Professional 
- ECSA: EC-Council Certified Security Analyst 
- Security+: CompTIA's popular base-level security certification 
- CISM: Certified Information Security Manager 
- CPT: Certified Penetration Tester 
- CEPT: Certified Expert Penetration Tester 
- GSEC: GIAC Security Certifications 
- GPEN: GIAC Certified Penetration Tester 
- GCIH: GIAC Certified Incident Handler 
- GCFE: GIAC Certified Forensic Examiner 
- GCFA: GIAC Certified Forensic Analyst 
- CCFE: Certified Computer Forensics Examiner 
- CREA: Certified Reverse Engineering Analyst 
- CHFI: Computer Hacking Forensic Investigator 
- ECIH: EC-Council Certified Incident Handler 
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PHU LUC 04 

CHLrONG TRINH KHUNG DAO TAO CHUNG CHI VE UNG CUU Skf CO 

(Ban hanh kern then thong itrsO /2018/TT-B7TTT ngay / /2018 clia 
BO Thong tin va Truyen thong) 

1. An toil] thong tin co' ban cho can bO Icy" thulit: 

STT NQI DUNG 

1 Ttong quan ve cac van de kSi thuat 

1.1 Khai niem co ban trong linh vuc an toan thong tin 

1.2 Cong nghe, xu hu.o.ng mari can quan tam trong linh vvc an toan 
thong tin 

1.3 CO hOng, diem yeti an toan thong tin va mot so ky thuat tan cong 
ph6 bien 

1.4 Giai phap, cong cu bao dam an toan thong tin thong dung 

1.5 He thOng tieu chuan, quy chuan k'y thuat va dao dirt nghe nghi0 an 
toan thong tin 

1.6 He thOng to chirc quan 1Y ve an toan thong tin tai Viet Nam 

1.7 Thuc hanh: Khai that ,18 h6ng, diem yeti an toan thong tin de tan 
cong, xam nhap he thong. 

2 Sao dam an toil' ha tang mang 

2.1 Quy trinh xay dung he thOng an toan thong tin 

2.2 Thiet ke va thuc thi he thOng vanh dai bao ve, he thOng tubing lira, 
mang rieng ao, he thong giam sat, phat hien va ngan char xam nh4p 
trai phep 

2.3 Cac yeu call va giai phap dam an toan vat ly va he th6ng du lieu 

2.4 Yeu cau va giai phap giarn sat dam bao an toan ha tang mang 

2.5 Thuc hanh: Thiet ke mang an toan; thiet lap, cai dat he thong tubing 
lira, he thiing giarn sat, phat hien va ng'an char' xam nhap trai phep 

3 Bao dam an toan he dieu hanh 

3.1 Thanh phan bao dam an toan thong tin cho he dieu hanh 

3.2 Cai dat, cau hinh, thiet lap chinh sach dam bao an toan cho he dieu 
hanh 

3.3 Quail 1Y, van hanh an toan he dieu hanh 

3.4 Kiem tra danh gia an toan thong tin cho he dieu hanh 
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3.5 Thtrc hanh: Cai d'at thir nghiem, cAu hinh an toan, kiem tra danh gia 
an toan thong tin cho he dieu hanh may chit Windows va Linux. 

4 Bio dim an toil.) Cm! citing web, thir di0 dr 

4.1 Thanh phan bao dam an toan th8ng tin cho *rig dung web, thu dien 
tlr  

4.2 Cu hinh, thiet 14p chinh sach va giai phap bao dam an toan cho 
dich vu web va thu dien tir 

4.3 Cac cong cu thiet ke va ca'u hinh moi tnramg mang an toan cho may 

chit web va thu dien tir 

4.4 Quan 1S/, van hanh an toan may chit web va thu dien tir 

4.5 Kiem tra, danh gia an toan thong tin cho img dung web va thu dien 
tir 

4.6 Thuc hanh: Thu nghiem kiem tra, danh gia an toan img dung 
web/thu dien tir va dp dung cac bien phap bao dam an toan cho img 
dung web/thu dien tir 

5 Phan , chting phalli mem dOc hai 

5.1 Khai nie:m, phan loai phan mem d8c hai 

i  

5.2 Cong cu, giai phap phat hien va go.  bo phAn mem dOc hai 

5.3 Thuc hanh: Sir dung cong cu de ra quet va go bO phan mem d(ic hai 
tren may tinh, may chit Ira he th8ng 

6 Kiem tra, clinh gia an toan thong tin 

6.1 Xac dinh yeu cau kiem tra, danh gia an toan thong tin 

6.2 Quy trinh kiem tra danh gia an toan thong tin 

6.3 Cong cti, giai phap, ky nang kiem tra danh gia an toan thong tin 

6.4 Thuc hanh: Xac dinh yeu cAu kiem tra danh gia an toan thong tin 
cho he thong thong tin; thuc nghiem sir dung cong cu de thuc hanh 
kiem tra danh gia an toan thong tin. 

7 Thio Itfin, kiem tra, dinh gia ket qui 

7.1 Thao lua'n, than (van thkrc t' 

7.2 Kiem tra, danh gia ket qua 

2. An toan thong tin !tang cao elm can bo ky thuit: 

STT NOI DUNG 

1 'MCA so k'5",  'fang dam bao an toan thong tin ca ban 
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1.1 Quan 1.7 mat khau, thiet lap va quan 1, dich vu, chia se du lieu, 	, 
quan 1)',  ngur6i dung, phan quyen, thiet lap Firewall he thOng, thiet 
lap chinh sach an ninh 

1.2 Kiem tra cac dich vu va he thOng 

1.3 Quan,1)",  cai at cac phAn mem img dung, cac ban va 18i, cap nhat 
he thong, sao km du lieu, khac phuc sir co 

1.4 Ket not Internet an toan 

1.5 Sir dung cac trinh duyet an toan 

1.6 Bao ve tai lchoan va hOp thu ca. nhan 

1.7 Xir 1T canh bao, sir co va phan img sir co thong thu6ng bang cac 
cong cu va phucmg phap thii ding 

2 K57 thuit nh4n clang va ngan chin tan cong 

Nha.n clang tan cong va ngan chin tan cong: Active attacks (DoS, 
SYN, Spoofing, ...); Passive attacks (scanning, sniffing, ...); 
Password attacks; Malicious code attacks (Virus, Trojan, worm, 
War dialing, Dumpster Diving, Sniffer, Trojan Horses, Back doors, 
Worms, ...). 

3 Me dinh eau trtic Web va dam bao an toan 

3.1 Hoat Ong dm cong TTDT 

3.2 MO hinh cac lop trong kien true Web 

3.3 Vi sao phai phan chia cac lop 

3.4 Cac kien truc thuang g4p 

3.5 Khuyen cao sir dung 

4 Trien khai he thOng phong thii 

4.1 Thong lira img dung Web (WAF - Web Application Firewall) 

4.2 Tithng lira (Firewall) 

4.3 TO chirc mo hinh mpg hop 1, 

4.4 He thOng phat hien xam nhap (IDS - Intrusion Detection System) 

4.5 He thong ngan chin xam nhap (IPS - Intrusion Prevention System) 

5 Thiet 14p va eau hinh he thtmg may chii an toan 

5.1 He thOng may chu Windows 

5.2 He thOng may chil Linux 

5.3 May chil Web — IIS 
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5.4 May chu Web - Apache HTTP 

5.5 May chU Web - Apache Tomcat 

6 Van hanh ling dung 'Web an toil) 

6.1 Kiem tra hoat Ong web an town 

6.2 10 18i ph6 bien ten web va cach phong chtmg 

7 Thiet dat NI cAu hinh co' so' dfr lieu an toan 

7.1 An town cho ca ser du lieu MS SQL 

7.2 An town cho co so du lieu MySQL 

8 Chi dat cac on dung bao vg 

8.1 Anti-virus 

8.2 Host Based IDS 

9 Thiet lap co the sao hru va phyc hei 

9.1 Cache sao ltru  

9.2 Cache phuc his3i 

9.3 Mot s6 he th6ng thtremg Op 

10 Mang khOng day va clic van a an town thong tin 

10.1 GiOi thieu ve cac chuan trong mang wifi cling nht.r cac 18 h&tg có 
the c6 trong mpg wifi 

10.2 Bien pilaf) phong ch6n_g tan cong vao mang wifi 

10.3 Trinh dien mot so k9 thu4t tan ding vao mang wifi 

11 Ma d(ic 

11.1 Dinh nghia ve cac loci trojan, backdoor, virus va worm 

11.2 Trinh dien ye ma Oc 

11.3 Trinh dien cach thirc hoat d'cing dm mot s'6 loci ma d'cic va cach 
thirc phat hien chung 

11.4 Bien phap phong tranh 

12 Cac 4' thOng phong thii 

12.1 IDS/IPS 

12.2 Firewall 

12.3 Honeypot 

13 Khai thic to hOng 

13.1 Gioi thieu Ethical Hacking 
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13.2 Hacking Laws 

13.3 Footprinting 

13.4 Google Hacking 

13.5 Scanning 

13.6 Enumeration 

13.7 System Hacking 

13.8 Trojans and Backdoors 

13.9 Virus and Worms 

13.10 Sniffers 

13.11 Social engineering 

13.12 Phishing 

13.13 Hacking Email Accounts 

13.14 Denial-of-Service 

13.15 Session Hijacking 

3. An Wan thong tin cho can bO quail 1ST: 

TT NOI DUNG 

1 TOng quan ve quit) 1ST 

1.1 SrI khac nhau gift quan lf va lanh ciao 

1.2 Nhiem vu trong tam dm nha quan 1)",  

1.3 Vai tre cila can b9 quail VI ve an toan thong tin 

1.4 Thao Juan: Cac bai h9c, kinh nghiem thirc tien ye quill)* an toan 
thong tin 

2 KhOng gian mang 

2.1 T9ng quan ve khong gian mang 

2.2 So ltrgc ve mang Internet 

2.3 Xu ming Oat trie ti n cila khong gian mang 

2.4 Cac nguy co ve an toan thong tin teen khong gian mang 

2.5 Hien trang va xu huang khong gian mang tai Viet Nam 

2.6 Thao Juan: Khong gian mang va cac nguy co, thach thirc meri 

3 An toan thong tin 
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3.1 Khai niem va tinh chit 

3.2 Diem yell, 18 hong an toan thOng tin 

3.3 Cac phtrang that tin ding mang phii bien 

3.4 Thao lu'an: Phan biet mot so not dung c6 lien quan va hay nhAm lan 
v6i an toan thong tin 

4 Quin ISI nha nuirc ye an toan thong tin 

4.1 Hanh lang phap 1y 

4.2 He th9ng to chat 

4.3 He th9ng tieu chuin 

4.4 T9ng quan tinh hinh an toan thong tin Viet Nam 

4.5 Thao Juan: Danh gia cac nguy co ve an toan thong tin cUa dia 
phuung, to chirc chit quan cua h9c vien 

5 Bao dam an town thong tin 

5.1 ChU Ong ra soat, chuin bi 

5.2 Trien khai bien phap bao ve 

5.3 Phat hien, canh bao sam 

5.4 Phan 119i va VT 1)",  

5.5 Khic phuc sit. co 

5.6 Thao luan: Tin ding mang nhArn vao mot muc tieu xic dinh 

6 Tham quan, thao 1u4n, kiem tra dinh gia ket qui 

6.1 Tham quan thuc te, thao lu'an cac not dung 

6.2 Kiem tra, danh gia ket qua 

4. Quin V,  an toan tilting tin: 

STT NQI DUNG 

1 Dieu khien truy cap vio cac h' thong thong tin 

1 .1 Kiem soat truy cap da lieu 

1.2 Kiem soat truy cap he thOng_ 

1 .3 Xac dinh phdcmg phap quan 1)',  kiem soat truy cap 

1.4 Thgc hien kiem thir xam nhap 

2 Cac he thtmg vin thong va mang 

2.1 Thiet ke mang du lieu 
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2.2 Cung cap truy cap xa vao cac mang dir lieu 

2.3 Bao mat mang dir lieu 

2.4 Quin 1S,  mang du lieu 

3 Quin ISI Bao mat thong tin 

3.1 Xac dinh cac muc tieu quan 15,  bao mat 

3.2 Phan loai thong tin 

3.3 Phat trien cac chuang trinh an toan 

3.4 Quan If riii ro 

4 An toil) cho ling dung 

4.1 Thuc hien quan lr cau hinh dm phan mem 

4.2 Thuc thi cac kiem soat phan mem 

4.3 Bao mat cac he thong ca so du lieu 

5 Ma hoa 

5.1 Ap dung ma hoa co.  ban 

5.2 Chon phucmg phap ma Ma khoa dOi xirng 

5.3 Chon phuang phap ma hoa khoa bat d6i xirng 

5.4 Xac dinh bac) mat cho thu dien tir 

5.5 Xac dinh bao mat Internet 

6 An tan cho kien tnic he thOng 

6.1 Danh gia cac mo hinh bao mat 

6.2 Chon kieu bao mat 

6.3 Cung cap dam bao cho he thtmg 

7 Thkrc thi cac ho#t dOng bao m'a't 

7.1 Kiem soat an toan cho van hanh 

7.2 Kiem tra va giam sat cac he th6ng 

7.3 	iXir 1S,  cac nguy co NIA vi pham 

8 Dam brio he thong van hanh on dinh vA ke hoach du phong 

8.1 Duy tri cac lien trinh hoat dOng 

8.2 Thuc hien phan tich cac anh huerng den hoat dOng 

8.3 Xac dinh chien lugc khoi phuc tham hoa 

8.4 Kiem tra Ice hoach khoi phuc tham hoa 
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9 Dam bao an town vat 1S7 

9.1 Ki6m sok ra vao 

9.2 Giam sat ra vao 

9.3 Thik 14p cac bin phap an town vat 1Y 

9.4 Thik ke an town cho cac khu vuc 

10 Cac sib, de phap 1S,  / phap 1u4t ve an town thong tin 

10.1 Giai thich cac 1* va cac quy dinh v& tOi phum may tinh 

10.2 Ap dung yang doi cila bang chimg 

10.3 Thuc hiOn vie'c dieu tra 

10.4 Xac dinh cac quy tic itrig xa 

5. Dinh gia an town he thOng thong tin va U.ng dung web: 

STT NO1 DUNG 

1 l'Cing quit ye 14p ke hoach, phm vi va khao sat (Comprehensive 
Pen Test Planning, Scoping, and Recon) 

1.1 

2 Quet silt, (11-Depth Scanning) 

3 Khai thac (Exploitation) 

4 Cie !limb dOng Sau khai khae (Post-Exploitation and Merciless 
Pivoting) 

5  TAn cling sau mat khu va dinh gia cac trng dung web (In-
Depth Password Attacks and Web App Pen Testing) 

6 Kim tra kk qua dinh gia, bao cao, h(ii thao (Penetration Test & 
Capture the Flag Workshop) 

6. Dieu tra 
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STT NOI DUNG 

1 KS,  thui.it dieu tra so tren Windows va xir l3"/ dii.  lieu nang, cao 

1.1 

2 Dieu tra s6 tren nen tang Windows — Phan 1: Dieu tra se va 
Johan tich Registry Windows 

3 Dieu tra so tren nen tang Windows — Phan 2: thiet bi USB, 
Shell va tim kiem cac tir khoa 

4 Dieu tra se tren nen tang Windows — Phan 3: Email, cac tic 
gong them vao ciia nguiri dung va Nh4t 147 sir ki4n 

5 Dieu tra se tren nen tang Windows — Phan 1: Dieu tra trinh 
duyet web — Firefox, Internet Explorer, Chrome 

7. Phan tich ma dac co.  bin: 

STT NOI DUNG 
1 Tong quan ve phan tich ma (lac 

1.1 Phan tich ma dOc la gi ? 
1.2 Muc dich phan tich ma d'Oc 
2 Gieri thi4u va xay dung mai truirng phial' tich ma dOc 

2.1 Cai at may ao (VMWare hoac VirtualBox) 
2.2 Cai dat moi truerng Windows, Linux 
2.3 Cau hinh marl, gala cac moi truerng 
2.4 Co the trao doi tap tin gift cac moi throng 
2.5 Moi truimg phan tich Surface/Runtime va Static Analysis 
3 Gifri thieu va xay dlyng mai truirng thu th4p ma dOC 

3.1 Gi&i thieu mo hinh thu thap ma d'Oc 
3.2 Cach thin phan loai ma Oc 
3.3 Cach thirc ltiu till ma dOc 
3.4 Cach thirc chia se ma d"Oc 
4 Thuc hanh xay dung mill truinig pilaf] tich ma diic 
5 Surface Analysis 

5.1 Gidii thieu Surface Analysis 
5.2 Cong cu six dung 
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5.3 Thuc hanh Surface Analysis 
6 Runtime Analysis 

6.1 Giai thieu Runtime Analysis 

6.2 Moi trirong Runtime Analysis 

6.3 Cong cu sir dung 

6.4 Thuc hanh Runtime Analysis 

7 KS,  thuit phan tich ma dOc trong JavaScript 

7.1 Cach thirc thu th4p ma Qc tir Website va phan tich Javascript 

7.2 Giai thieu cac cong cu bli trcf phan tich JavaScript 

7.3 JavaScript deobfuscation 

7.4 Thuc hanh JavaScript Analysis 

8 Gieri thieu nen ngir Assembly 

8.1 Thuc hanh doc ma Assembly 

9 Static Analysis 

9.1 Giai thieu Static Analysis va cong cu 

9.2 Gioi thieu IDAPro va cac plugin (IDA python) 

9.3 Thuc hanh Static Analysis 

10 Theo doi va quan 1S,  ma dec 

10.1 Bao cao v" ma Qc 

10.2 Cach thirc chia se k6t qua phan tich ma cl(ic 

7. Phan tich ma dec nang cao: 

STT NQI DUNG 
1 Tong quan phan tich ma dac hai (On tap ntii dung phan tich 

ma dec hqi co.  ban) 
1.1 Muc dich phan tich ma Qc hai 
1.2 Cac ky-,thu4t phan tich ma Qc hai 
1.3 Cac kieu (loci) ma (VC hien nay 
1.4 Nhang nguyen tac Chung khi thuc hien phan tich ma Qc 
1.5 Ky thuat phan tich ma thuc thi ma Qc ca ban. 
1.6 Phan tich ma dOc tren Virtual Machines 
1.7 Kg,  thuat phan tich hanh vi ma Qc ca ban. 
2 Thuc hanh phan tich ma dec hai veri cac kS,  thuit co.  ban 

2.1 Thuc hanh cac ky thuat phan tich ma thuc thi ma Qc ca ban. 
2.2 Thuc hanh cac ky-  till* phan tich hanh vi ma Qc ca ban. 
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3 KF thuat phan tich ma thirc thi ma dOc Wang cao 
3.1 Tong quan ve x86 Diassembly 
3.2 Gioi thieu ding cu phan tich ma d'Oc chuyen nghiep IDA Pro 
3.3 Nhan dien cac cau true lenh trong Assembly , 
3.4 Cach thuc phan tich mOt chucmg trinh teen N dieu hanh Windows 
4 Thuc hinh cac 1(57" thu4t phalli tich ma Hap thi ma dOc Wang cao 

4.1 Thuc hanh sir dung cong cu IDA Pro trong phan tich ma thkrc thi 
ma dOc. 

4.2 Thuc hanh cac bai tap nhan dien cac eau true lenh trong ngir 
Assembly 

4.3 Thuc hanh phan tich ma thuc thi cua mot chircmg trinh ten he dieu 
hanh Windows 

5 KS/ thit4t phin tich hanh vi ma dOc hal Wang cao 
5.1 Cac khai niem lien quan den debugging 
5.2 Gioi thieu cong cu 011yDbg 
5.3 Thuc hien Kernel Debugging vai cong cu WinDbg 
6 Thuc hinh cac li:57" thuat pliant tich hanh vi ma 110C hull Wang cao 

6.1 Thuc hanh sir dung ding cu 011yDbg trong phan tich hanh vi ma 
dOc 

6.2 Thuc hanh phan tich hanh vi ma d'Oc nang cao 

7 Tim hien cac chtic 'fang cilia ma d(ic hai 

7.1 Giai thieu cac hanh vi phO Nen dm ma dOc 

7.2 Phan tich cac co the ma d'Oc thuc hien trao dO4 i thong tin 

7.3 Phan tich cac kieu ma hoa cluvc sir dung boi ma dOc hai 

7.4 Nhan dien va xay dung cac Network Signatures trong phan tich ma 
dOc hai 

7.5 Thuc hanh phan tich cac co the ma d'Oc thuc hien trao d6i thong tin 

7.6 Thuc hanh tim hieu cac kieu ma hoa ma dOc sir dung 

7.7 Thkrc hanh nhan dien va xay dkmg cac network signatures sau khi 
phan tich ma diic hai 

8 Gieri thieu Anti-Reverse- Engineering 

8.1 Cac co the ma dOc sir dung de chOng Disassembly 

8.2 Cac co the ma dOc sir dung de cho'ng Debugging 

8.3 Cac co the ma d'Oc sir dung de chOng Virtual Machine 

8.4 Cac Packers dugc ma Oc sir dung va each thirc that h* 
unpacking 

8.5 Thuc hanh cac not dung lien quan den viec ma d'cic anti 
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d isassembly, debugging, virtual machines 

8.6 Thvc hanh cac each thirc unpacking mA dOc 

9. U'ng cam sty et) an town thong tin: 

STT NQI DUNG 

1 Thu thAp thong cu 

1 	I Thu thi.ip bi5 nha 

1.2 To Disk Image 

1.3 Thu thAp chimg cir qua mang 

2 Phan tich timeline 

3 Phan tich File System 

4 

5 

Phfin tich network 

Phan tich Email 

6 Go. bo ma dOc 

7 Phan tich Memory 

8 Kich ban ung tiro MI ct, cho web server 

10. tYng cum sty co an town thong tin ming cao: 

STT NOI DUNG 

1 U'ng cum sty co Ming cao va truy tim cac nguy co' 

2 Dieu tra LH) nhO• trong u•ng ctiu sty ce va truy tim cac nguy co' 

3 Ditu tra xfim nhasp 

4 Phfin tich theri gian 

5 U'ng cum Si, cif, va truy tim trong town to chtic / Chtmg trim dii. 
HO nfing cao N/A Phat hiCn cac chOng-dieu tra 

11. An toin ha tang mang: 

STT NQI DUNG 

1 Tilng quan ve an toil) thong tin, an town ha ding mang 

1.1 Tinh hinh an town thong tin tai Viet Nam, va the gieri; quy dinh 
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chinh sach ve an toan th8ng tin; khai quit ve nguy ca tan ding va 
mo hinh mang an toan 

2 Cac to hOng bao mat va 147 thuP tan ding vac) ha tang mang 

2.1 Enumeration, Sniffer, Malware, Denial-of-Service... 

3 Cac giii phi') bao v'e ha tang mang 

3.1 Cac giai phap giam sat, bao ve ha tang mang, giai phap dAu tu, thue 
ngoai, sir dung san pham thucmg mai, san pham ma nguon ma hiu 
qua... 

4 Nguyen 1S,  xay dung h4 ding  mang an toan 

4.1 Defense in depth; LAN Security, Network Devices Security, VPN; 
Intrusion Prevention; Network monitoring... 

5. A 	z 	A 	AA 	A Nguyen tac thiet ke he thong mang an Wan 

5.1 DMZ, Firewal, IPS/IDS, Honeypot 

6 Nguyen tic In  hanh he timing mang an toan 

6.1 Ra soat, kiem tra 18 Wong bao met; cep nhAt ban va va nang cap he 
thong 

7 Tham quan, thao 1u4n, kiem tra dinh gia ket qua 

Tham quan thuc te, thao Juan cac not dung 

Kiem tra, danh gia ket qua 

12. An toan u•ng dung:  

STT NO DUNG 

1 Ttong quan ve an Wan thong tin, an toan ling dung 

1.1 Tinh hinh an toan thong tin tai Viet Nam, va the giai; guy dinh 
chinh sach ve an toan thong tin; khai quit ve nguy co tan cong Ung 
dung; nguyen tic thet ke an toan frng dung, Security coding 
standards; Security Architecture 

2 Cac to Ilifmg bao mat va cac kS,  thu'at tan cong &Si viri ing diving 

2.1 Khai quit 18 hi:ong irng dung ma ngu'on ma, san phAm thuong mai: 
18 hong Buffer overflow; SQL injection, XSS, upload... 

3 Kiem tra, dinh gia an toan irng dung 

3.1 White box, black box, gray box; danh gia tic dOng, rtli ro cac 18 
hong bao mat img dung 

4 Nguyen tic In hanh ling dung an toan 
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4.1 System configuration; Design network; security patch update 

5 Tham quan, thao luljn, kiem tra danh gia ket qua 

5.1 Tham quan thuc 4, thao luan cac not dung 

5.2 Ki8m tra, danh gia ket qua 

13. Lb trinh an toan: 

STT NQI DUNG 

1 Ting quan ye an toan thfing tin, Kip trinh an Wan 

1.1 Tinh hinh an toan thong tin tai Vi8t Nam, va the giai;,quy dinh 
chinh sach ve an toan th8ng tin; khai quat ye cac 18 h8ng bao mat 
va cac k'S'i thuat tan cong doi \fed irrig dung; van hanh Img dung an 
toan 

3 Cac yen dA ti dam bao an toan cho lung dung 

3.1 Cac y8u cau an toan lung dung; Quy trinh Oat trim an toan ung 
dung; 

4 Nguyen tac thiet ke va phat trien tin dung an toan 

4.1 Security coding standards; Security Architecture; input validation; 
Output Encoding; Authentication and password management; 
session management; access control; database security, 

5 Kiem tra danh gia 16 Ming bao mat lung dung 

5.1 White box, black box; 

6 Tham quan, thao 10n, kiem tra dinh gia ket qua 

6.1 Tham quan thuc 4, thao Juan cac not dung 

6.2 Kim tra, danh gia ket qua 

14. Thanh 1ap va van hanh Doi Ding cam KhAn 

STT NO' DUNG 

1 Cach thtic Ti aim 

1.1 Len ke hoach 

1.2 Thiet lap 

1.3 Dam bao CSIRT ton tai va hoat Ong hi8u qua 
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2 Cach thtic host Ong 

2.1 Hoat dOng xir 1Y,  su co 

2.2 Cach thirc xir 1Y, cai ti6n k9 nang 

2.3 Hop tac viii cac nhom khac 

3 VLn de phap ly 

3.1 Tai sao phai co luat 

3.2 MOt s6 114t hi0 nay 

3.3 Cach thdc xay dung luat 

4 Cac dich vu 

4.1 MO hinh CSIRT huong dich vu 

4.2 Cac nhom dich vu va dich vu ca ban 

5 Cach thtic trao dtli Wong tin 

5.1 Ky thOt ma hod PGP 

5.2 Thuat town sinh khod trong PGP 

5.3 ffng dung PGP 
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